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Abstract

Operating systems and hypervisors (e.g., Microsoft Hyper-V) for multi-core processor archi-
tectures are usually implemented in high-level stack-based programming languages integrated
with mechanisms for the multi-threaded task execution as well as the access to low-level hard-
ware features. Guaranteeing the functional correctness of such systems is considered to be a
challenge in the field of formal verification because it requires a sound concurrent computa-
tional model comprising programming semantics and steps of specific hardware components
visible for the system programmer.

In this doctoral thesis we address the aforementioned issue and present a provably sound
concurrent model of kernel threads executing C code mixed with assembly, and basic thread
operations (i.e., creation, switch, exit, etc.), needed for the thread management in OS and hy-
pervisor kernels running on industrial-like multi-core machines.

For the justification of the model, we establish a semantics stack, where on its bottom the
multi-core instruction set architecture performing arbitrarily interleaved steps executes binary
code of guests/processes being virtualized and the compiled source code of the kernel linked
with a library implementing the threads. After extending an existing general theory for con-
current system simulation and by utilising the order reduction of steps under certain safety
conditions, we apply the sequential compiler correctness for the concurrent mixed program-
ming semantics, connect the adjacent layers of the model stack, show the required properties
transfer between them, and provide a paper-and-pencil proof of the correctness for the kernel
threads implementation with lock protected operations and the efficient thread switch based on
the stack substitution.

Kurzzusammenfassung

Betriebssysteme und Hypervisoren (z.B. Microsofts Hyper-V) fiir Mehrkernprozessor-Archi-
tekturen sind {iiblicherweise in stapelbasierten hoheren Programmiersprachen implementiert,
welche integrierte Mechanismen fiir die mehrfadige Aufgabenausfiihrung sowie den Zugriff
auf niedrige Hardwarefunktionen hat. Die funktionale Korrektheit solcher Systeme zu garantie-
ren wird im Gebiet der formalen Verifikation als Herausforderung angesehen, da sie eine kor-
rektes nebenldufiges Berechnungsmodell bendtigt, welches die Programmiersprachensemantik
ebenso beinhaltet wie die fiir Systemprogrammierer sichtbaren Schritte der einzelnen Hard-
warekomponenten.

In dieser Dissertation gehen wir die eben genannten Probleme an und prisentieren ein be-
weisbar korrektes, nebenldufiges Modell von Betriebssystemkernfaden, die gemischten C- und
Assemblerkode ausfiihren, sowie grundlegenden Fadenoperationen (d.h. Erstellung, Wechsel,
Stopp, usw.), die fiir die Fadenverwaltung in Kernen der Betriebssysteme und Hypervisoren,
welche auf praxisnahen Mehrkernprozessoren laufen sollen, nétig sind.

Fiir die Rechtfertigung des Modells richten wir einen semantischen Stapel ein, dessen niedrig-
ste Ebene die Mehrkernprozessorarchitektur ist, die beliebig verschriankte Schritte des Binir-
kodes von virtualisierten Gésten bzw. Prozessen und den kompilierten Quelltext des Kerns,
verlinkt mit einer Bibliothek, welche die Faden implementiert, ausfithrt. Nach wir eine bere-
its vorhandene allgemeine Theorie fiir die Simulation nebenldufiger Systeme erweitern und
indem wir die Reihenfolgen-Reduktion von Schritten unter bestimmten Sicherheitsbedingun-
gen verwenden, verbinden wir die benachbarten Ebenen des Modellstapels, zeigen die nétigen
Eigenschaftsiibertragungen zwischen ihnen, und geben einen Papier-und-Bleistift-Beweis fiir
die Korrektheit der Implementierung der Kernfdden mit durch Sperren geschiitzten Operatio-
nen und einem effizienten Fadenwechsel, welcher auf Stapelsubstitution basiert.
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Introduction

1.1 Motivation and Overview

Formal verification of operating systems and hypervisors represents an ongoing challenge for
the scientific community (e.g., see the survey on projects in [Kle09, CPS13, SF10]). Their safety-
critical nature and inherent characteristic of being implemented using low-level hardware fea-
tures make them a target for pervasive formal verification [Moo03, APST10]. In pervasive for-
mal verification, the proof of correctness is given by establishing a model stack from the lowest
level (e.g. gate-level hardware construction) to the highest level of abstraction (e.g. application-
level C semantics). Between neighboring models of the model stack, simulation theorems pow-
erful enough for the properties transfer, and revealing required conditions and subtleties are
established, resulting in a pervasive theory that allows to show correctness of realistic systems.

In order to achieve the goal of the formal verification in case of operating systems and hyper-
visors, one has to obtain and use for their implementation a sound formal semantics integrating
high-level programming language execution with the effects of invoking exposed hardware fea-
tures at an adequate level of abstraction. Based on that, the correctness of the system implemen-
tation can be established by a simulation with an appropriate abstract model (or specification).
However, defining such semantics for industrial-like systems is considered to be an absolutely
non-trivial task in the presence of thousands pages (e.g., AMD64 Architecture Programmer’s
Manual [Adv1la, Adv11b]) of informal specification with non-exhaustive description of sys-
tem functionality, especially when the parallelism is intensively exploited.

One of the fundamental programming concepts enhancing such a parallelism on single- and
multi-core architectures is splitting the execution of a process into threads, performing separate
tasks within a process [BC05, Lov10, Han96, But97]. Since threads share the same address space,
other resources, and have only distinct local stacks, they are considered to be light-weight in
comparison to processes and require much less overhead during scheduling operations as well
as do not need specific inter-process communication. Moreover, threads can take advantages
of multi-core hardware by being assigned to different processor cores on which they can be
executed.! By supporting the thread migration via associating the same thread with multiple
processors, an operating system kernel can effectively schedule it with respect to the current
workload in the system.

In this doctoral thesis we concentrate mostly on two topics crucial for the aforementioned
verification field: sound concurrent programming semantics for the implementation and veri-
fication of hypervisor and operating system kernels on an industrial-like multi-core processor
architecture, and the extension of this semantics with threads allowing to use the whole power
of the multi-threading programming paradigm on the kernel level.

1“Processor Affinity is the term used for describing the rules for associating certain threads and certain proces-
sors.” [TMu03]
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Figure 1.1: Bird’s view on hypervisor kernel implemented with threads. Dashed lines show
the association between virtual processors and active threads (above), and between the active
threads and physical processors executing them (below). The curved arrows depict simultane-
ous accesses to shared resources.

Contribution and Related Works

The work covered in this thesis was inspired by the Verisoft XT project [Thell] aimed at the
extension of the pervasive theory developed in the earlier Verisoft project [Ver10] to the indus-
trial multi-core processor system. The project had as one of its goals the formal correctness of
Microsoft Hyper-V Hypervisor [LS09]. The kernel layer of this hypervisor consists of threads
associated with virtual processors of guests (Figure 1.1). Such virtual processors are scheduled
for running on the physical ones by a simple switch of corresponding threads.

The correctness proof of Hyper-V was conducted with the help of VCC [Mic16, CDH"(09], a
verification tool for concurrent C from Microsoft Research. Though quite a substantial piece of
the hypervisor’s code was covered, due to the need to redevelop the pervasive theory for the
multi-core systems for arguing about the soundness of the VCC application, the research in a
similar direction was continued at the chair of Prof. Dr. W. ]. Paul after the end of the project.

The work there is basically devoted to the correctness of an academic version of a hypervi-
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sor and sound methods for showing it, however, for a simpler MIPS multi-core architecture
introduced by Schmaltz [Sch13] with less hardware virtualization features in comparison to the
comprehensive x86 model [Deg11] used in Verisoft XT. A survey on the overall theory of multi-
core hypervisor verification and a clear road map for the research on this topic were given by
Paul, Cohen, and Schmaltz in [CPS13].

Since the x86 and MIPS considered within the Verisoft XT and the research at the chair have
rather a relaxed TSO-like (total store ordering) [Owel0] memory model than the sequential
consistent memory [Lam79] mostly used by various verification techniques for concurrent pro-
grams (e.g., see [App11l, CMST10]), Cohern and Schirmer in [CS10] introduced a store buffer
flush policy and an ownership discipline guaranteeing the sequential consistency on the TSO.
Their results were later extended by Kovalev and Geng Cheng for the case where the memory-
management steps are involved [CCK14]. In turn, Oberhauser [Obel6] improved this program-
ming discipline in order to obtain a simpler reduction theorem for x86-TSO.

Since the code of Hyper-V is written in C/assembler, Schmaltz in [Sch13] developed an op-
erational semantics for the C Intermediate Language (C-IL) close to C widely used for system
programming. Moreover, she enriched this abstract model with ghost components needed for
arguing about VCC soundness. Based on these results, Shadrin in [Shal2, SS12] introduced
the integrated high- and low-level programming semantics allowing to perform inter-language
calls and returns between C-IL and Macro Assembly. Moreover, he sketched the correctness
of an optimizing compiler for such a mixed machine and used it for completing the formal
verification of a small hypervisor [AHPP10] on a simplified version of the single-core VAMP
architecture [BJK*06]. The semantics and correctness of its implementation was mostly based
on the communicating virtual machines (CVM) [GHLP05, IdRT08, Tsy09], a model for a generic
operating system kernel communicating with user processes. The CVM for a single-core MIPS
architecture and its correctness proof were recently covered in detail in [PBLS15].

In order to apply the compiler correctness on multi-core hardware architecture and be able
to specify steps of any more abstract model (e.g., hypervisor and OS kernels) of the perva-
sive verification stack, Baumann [Baul4b] introduced the ownership-base order reduction and
formalized a general simulation theory for concurrent systems with shared memories. More-
over, he adapted separately the C-IL and Macro Assembly semantics, redefined the sequential
compiler correctness in both cases for the MIPS architecture, and showed how one can justify
their concurrent models. Using these results for C-IL and applying them for a restricted x86
from [Degl1], Kovalev managed to show the TLB virtualization in the context of hypervisor
verification, however, by abstracting away the details of the compiler correctness in the concur-
rent setting. In his work he also assumed the hypervisor kernel construction with threads from
Figure 1.1 but did not consider their formal model and correctness.

In the scope of the present doctoral thesis we close this gap and by combining the aforemen-
tioned results together and apply the overall theory in detail up to the level of hypervisor/OS
kernel implementation on the multi-core MIPS architecture. Along with the detailed revision of
the integrated semantics, its compiler correctness and all requirement and software conditions
needed for the successful simulation, we extend the model with operations crucial for system
programming in the presence of processes/guests steps. Using the obtained sound semantics
based on the compiler correctness we formalize a model of kernel threads and answer questions
that arose at the beginning of the work covered here: (i) what is the semantics for the kernel im-
plementation with threads, and (ii) how one can implement the stack-based switch of threads
using the optimizing C with assembler so that its correctness can be easily guaranteed.

To the best of my knowledge, though there exist quite a few works (e.g., [MPR07, FS05,
FSV*06, FSDG08, NYS07, GFSS12]) on the verification of multi-threaded concurrent programs,
they either almost exclusively use high-level calculi, or consider threads and operations on
them only on the level of assembly programming for simpler processor architectures. There-
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fore, one can see our results here as the first attempt to argues about the correctness of thread
implementation relying on properties of a high-level programming language compiler for an
industrial-like multi-core architecture.

Thesis Outline
This doctoral thesis is organized in 9 chapters.

o In the reminder of Chapter 1 we give the basic mathematical notation used throughout
the whole work.

o Chapter 2 is devoted to the general model for concurrent system and simulation allowing
us to build the overall model stack considered in this thesis. All layers of this stack will
be formalized with respect to this theory and, therefore, have a similar structure.

o In Chapter 3 we present the computational model of the multi-core MIPS-86 on which the
higher layers of our model stack are implemented.

o In Chapter 4 we argue about a simple store buffer reduction for the MIPS-86 that can be
shown with the help of the theory from Chapter 2.

o Chapter 5 provides the definition of the concurrent mixed machine semantics integrating
C-IL and Macro Assembly for the MIPS-86 model.

o In Chapter 6 the compiler correctness for the mixed semantics from Chapter 5 is consid-
ered in detail so that it can be used in the rest of the work. Moreover, based on the results
from Chapter 2 we argue about the soundness of the concurrent mixed machine.

o In Chapter 7 we extend the semantics of the mixed machine with inline assembly execu-
tion which also allows to integrate steps of guests and user processes into the model.

o Using the results from the previous chapters, in Chapter 8 we finally introduce the model
of kernel threads, give their implementation, and discuss the correctness criteria and proof
in the concurrent setting.

o In the last Chapter 9 we shortly summarize the results and discuss directions for future
work.

1.2 Basic Notation

In the scope of the work we mostly use the notation and basic mathematical concepts borrowed
from the book [KMP14] and the doctoral thesises [Baul4b, Sch13].

Definitions and Shorthands

In order to define new types, predicates, and functions mathematically, we use the identity
symbol = marked with def. For instance, one could define the predicate P(z,y) in the following
way:

P(z,y) 2 Qz,y) A R(x)

Each important named definition is stated in a numbered environment with a name of a newly
defined notion.
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Moreover, for brevity we also allow to introduce shorthands used locally in a certain con-
text or throughout the whole work. We mark such shorthands with the identity symbol. For
example, one could introduce the shorthand

pe = P(x,y)

When a formula contains a conjunction we allow to omit the symbol A between the conjuncts
and represent them as a numbered list, e.g. we could also define P(z, y) as

U
&

€

P(z,y) = (i) Q(z,y)
(i) R(x)

In case of a definition written in such a form, we then can refer to a certain item by its number
in the list of conjuncts, e.g., P(x,y).(i).

Numbers and Sets
In the work we use the following notation for the standard mathematical sets:
de,
eN¥ {1,2, ...} — the set on natural numbers excluding zero,

d
Ny YN U {0} — the set on natural numbers including zero,

o N, = {1,2,...,n} —the set of natural numbers in the range from 1 to a non-zero n,

o Z = {..,-2,-1,0,1,2,...} — the set of integers,

d
[i :j] =) {i,i+1,...,7} — the interval of integers from ¢ to j if i < j and empty set
otherwise,

de,
B ¥ {0,1} — the set of Boolean values. In order to refer a Boolean value we also use the
well-known term bit.

We denote the cardinality of a finite set A as #A. In order to select an element from any set
A we use the Hilbert choice operator €A. Particularly, for a singleton set it returns a unique
element e{z} = x.

Records

Definition 1.1 (Record Notation for Tuples). Let a set A be a Cartesian product of sets A1, Ao,
..., Ay that represents a set of tuples ¢ € A such that

C:(a17a21"'7ak)

Given names (labels) n1,ns,...,n; for all individual elements of tuples in A such that n; is
associated with an element a; we talk about A as a set of labeled tuples or records and use c.n; to
refer to the i-th record field equal to a;.

Instead of the explicit definition of A as

d
A éfAl X Ay x ... x Ap with ¢=(eng,cng,...,cng)
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we intend to use the shorter form

de
A Ef (n1 €A17n2 EAQ,...,nk EAk)

Definition 1.2 (Record Update). For updating a field c.n; of the record ¢ € A from Definition 1.1
with a new value v € A; we introduce the notation ¢[n; := v] such that

de
c[ni :== ) 2
where
Vi<kdmy=4" I T
cnj : otherwise
Functions

In the work along with total functions f : X — Y, we operate with partial functions g : X — Y.
Obviously, the type of such a function g can be also defined as total mapping g : X’ — Y for
some X' C X. To denote the domain of a given function we use the standard mathematical
notation dom (f) = X and dom (g) = X'.

Definition 1.3 (Function Domain Restriction). For a given function f : X — Yor f : X — Y,
and a set X C dom (f) we can obtain the restriction f|x : X — Y of the function f so that for all

x € X we have
def

flx(@) = f(x)
Definition 1.4 (Function Update). For any such function f we can redefine (or update) its map-

ping from a given element a € dom (f) into a new value v € Y with the help of the notation
fla — v] such that for any x € dom (f) one obtains

def |v Dor=a

flaoll@) = {f(a:) : otherwise
Definition 1.5 (Union of Functions). For any given functions f : X — Yand g : U — V with
disjoint domains X N U = () we define

(fWg): XUU—->YUV

such that for all € XU U we have

(Fw9) (@) déf {5((;3)) Ztieigwise
Note, that the same notation can be easily applied to partial functions if we know their domains.

Sometimes in the work, in order to match formal definitions we will need to transform partial
functions into total ones.

Definition 1.6 (Transformation of Partial Function into Total). We can transform a partial func-
tion f : X — Y into a total one [f] : X — Y in such a way that for any = € X one computes

() def {f(x) ;€ dom (f)

eY :  otherwise

Analogously for total mappings f : X’ — Y such that one has X’ C X we can apply
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Obviously, we will use such transformations only for cases where we are not interested in the
added dummy function values.

Sequences and Bit-Strings

Definition 1.7 (Finite Sequences). A finite sequence (or string) a of many n € N elements a[i] or
a; from a set A is represented as

a=(ay,...,a,) =all :n]
and formalized as a mapping from the indices of the elements to the elements
a:N, - A

The set A" of sequences of length n with elements from A is then defined as

A Y {a|a:N, — A}

Definition 1.8 (Concatenation of Sequences). For two finite sequences a € A", b € A™ with
n,m € N, the concatenation a o b results in a sequence of length n + m and is defined as

def

all :n]ob[l:m] = ¢[l:n+m)
such that for all i € N,, 4,
) 1 <n
ofi] = { o1 =
bli —n] : otherwise

Definition 1.9 (Empty Sequence). The empty sequence € is a unique sequence of length 0 and is
the only element of the set
A Y g
The concatenation of the empty sequence with a sequence a € A" for any n € Ny satisfies
ace=coa=a

Definition 1.10 (Sets of Finite Sequences). The set A" of non-empty finite sequences of elements
from a set A is defined as ;
at € | Jan

neN
In turn, the set A* of all finite sequences of elements from A is

d
A Y At ufe)
To denote the length of a sequence a € A* we use the standard notation |a|. Moreover, in
order to indicate that an element = € A belongs to the given sequence a we overload the set
membership symbol:

U

rTEaQ =) a#eNJi€Nyg.ali] =2

Definition 1.11 (Subsequences). For a finite sequence a € A", and indices i,j € N,,, i < j, we
form the subsequnce ali : j] in the following way:

U
&

€

afi:j] = c¢[l:j—i+1] with c[k]=a[i+k—1] forall keN,;_,44

&
&

Additionally, for indices ¢ > j we simply set a[i : j]

g.
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Definition 1.12 (Reverse of a Finite Sequence). In order to reverse a finite sequence zs € X*
we use the function rev(zs) € X* computing the result as

def {x orev(zs’) : xzs=uxs ox
rev(zs) =

3 L xS =¢

Definition 1.13 (Application of a Function to Elements of a Finite Sequence). Additionally,
we introduce the function map : (X — Y) x X” — Y” that applies a given function f : X — Y to
each element of a finite sequence xs € X" of length n € N such that every element with index
i € N,, of the resulting sequence is computed as

map(f,zs)li] 2 f(asli])

Along with the finite sequences with elements numbered from left to right and staring from
1 we will also use sequences of bits where the elements have a different numbering used in
number representations.

Definition 1.14 (Bit-Strings). A bit-string (or bit-vector) a : [0 : n — 1] — B containing elements
a; or a[i] from the set B has the format

a=(an-1,...,a0) =an—1:0]

Moreover, by B" we denote the set of all bit-strings of length n € N:

B" € {ala:[0:n—1—B)

Due to the different representation, additionally, we need to overload the notations of the
concatenation and the subsequences for the bit-strings.

Definition 1.15 (Concatenation of Bit-Strings). For two bit-strings a € B", b € B™ withn,m €
N, the concatenation a o b is defined as

U
&

€

aln—1:0l0bm—1:0] = c[n+m—1:0]
such that foralli € [0: n+m — 1]
) bli] :oi<m-—1
clif =9 = :
ali —m] : otherwise

Definition 1.16 (Bit-Substrings). For givenn € N, 4,j € [0: n—1], j > 4, and a bit string a € B”,
we define a bit substring a[j : i| of a as

alj:i] € [j—i:0] with ck]=ali+k] forall ke[0:j—i

In the work we will deal with 32-bit processor architecture and refer to a 32-bit string a € B2
as a word. A bit sting of length 8 is called a byte. Consequentially, every word consists of 4 bytes.

Definition 1.17 (Byte Extraction). Let n = 8 - k be a multiple of ¥ € Nand a € B" is a bit-string
consisting of k bytes. For ¢ € [0 : k — 1] we define the byte i of the string a as

U
&

€

byte(i,a) = al8-(1+1)—1:8-1]
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Definition 1.18 (Repeating Bits). For a bit + € B and a number n € N we denote a bit-string
containing n copies of « by 2. Formally, it is defined inductively as

I
)
AN

331

T

o
<

CEn+1 T o mn

Note that for brevity in this work we allow to omit the symbol o for the concatenation of
bit-strings and finite sequences, e.g., x o ™ = xa".
Sometimes, it is more convenient to consider strings of bytes instead of bit-strings.

Definition 1.19 (Byte-Strings). A byte-string a : [0 : n — 1] — B® has the same format as a bit-

string (indexing from right to left), but contains elements a; or a[i] from the set B®. Naturally,
by (B®)™ we denote the set of all byte-strings of length n € N:

B Y (ala:0:n—1] - B

Obviously, the definitions for the set (B®)*, concatenation of byte-strings, and byte-substrings
are similar to the ones stated above, and we do not repeat them here for brevity. Additionally,
we introduce two functions converting bit-strings into byte-strings and vice versa.

Definition 1.20 (Bit-Strings and Byte-Strings Conversion). For k € N, a bit-string = € B%*,
and a byte string y € (B®)*, the functions

bits2bytes(x) o y and bytes2bits(y) = z

I
g

perform the conversion between bit-strings and byte-strings in a way such that for all indices
i€0:k—1and j € [0: 7] we have

ylillj] = =[8 - i + jl

Binary Arithmetic
Definition 1.21 (Binary Numbers). For bit-strings a € B" of length n € N we denote by

" n—1
=0

the interpretation of a as a binary number. We call a the binary representation of length n of the
natural number (a) € Ny. In turn, the set of numbers with binary representation of length n is
defined as

d

&

(@)

Iy
(LY

€,

B, = {{a)|aeB"}
Obviously, it is easy to show (see [KMP14]) that we have
B, =[0:2"—1]

Definition 1.22 (Binary Representation of a Number). For a number © € B,, we obtain its
binary representation bin,, (x) of length n € N as

bin, (x) = e{a]aeB"A(a) =2}

For a shorter notation we tend to use z,, instead of bin, (x):

de,
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Definition 1.23 (Binary Addition and Subtraction). The operations of the binary addition +,
and subtraction —,, on two a,b € B™ are defined as follows:

a+nb o bin, ({a) + (b) mod 2")
@ —nb 2 bin,((a) — (b) mod 2

Definition 1.24 (Set of Words Starting from a Given One). For d € N words starting from a
word a € B3? we easily define the set

{a}a e {a+spizp|ic[0:d—1]}

Definition 1.25 (Two’s Complement Numbers). For bit-strings a € B™ of length n € N we
denote by

the interpretation of a as a two’s complement number and refer to a as the two’s complement repre-
sentation of [a]. The set of integer numbers with two’s complement representation of length n is
denoted as

T, € {la]|acB™)
Obviously, it is equal to the following integer interval:
T, = [-2"t:2n 1 —1]
One can easily notice [a] < 0 <= a,,—1. Therefore, a,,_; is called a sign bit.

Definition 1.26 (Two’s Complement Representation of a Number). The two’s complement
representation of an integer number « € T, is obtained as

I8

twocy, (x) o e{alaeB"Ala] =z}

Definition 1.27 (Zero- and Sign-Extensions of Bit-Strings). For ¢ € B", and n,k € B" such
that k > n, we define zero-extended and sign-extended bit-strings zzty(a) and szt (a) respectively
as follows:

def p_,
zaty(a) < ghng

sxti(a) = a
Definition 1.28 (Bit-Operations on Bit-Strings). For bit-string a,b € B" of length n € N, a bit

¢ € B, and operations e € {A,V, &} we define the corresponding operations on bit-strings as
follows:

&
&

ae,b = (ap_10by_1,...,a0bp)
d

ce,b éf (coeby_1,...,cobg)
def

na = (_‘an—17~-~7_‘a0)

10
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Computations

All models considered in this work are represented as deterministic automata which transition
relations § are described by transition functions

6:Cxx—~C

where C is a set of states (or configurations), and ¥ is a set of inputs also called input alphabet.

This means that for modeling non-deterministic systems we formalize automata in such a
way that their transition relations are made deterministic by resolving any non-deterministic
choice with the help of the input alphabet.

Definition 1.29 (Multiple Transitions). Given sequences of configurations ¢ € C"™! and inputs
in € X" with n € Ny, a number of steps k& < n, the notation ¢; —>§.m ck+1 denotes that
c[l : k + 1] is obtained by applying the transition function ¢ for k steps with corresponding
inputs from in. Formally, we define this as

k-1 .
& def ) c1 —g, kA Chp1 = d(e,ing) : k>0
C1 —5,in Ch+1 = 1 . k=0

Generally, for two configurations s, s’ € C, inputs in € ¥" we denote that s’ is reached inn € Ny
steps from s in the following way:

U

, def 1 /
s —5ims = JaeC'ag —, anpi As=a1As' =anpq

As special cases, one can also define the same notation for a one step computation with an input
mex
s def 1
S —)5,1'” s = S —>§,in S
and arbitrarily long computation with inputs in € ¥*

def Jinl
* /) m /
S —5inS = S —>6,m

11






Model for Concurrent
Systems and Simulation

The pervasive verification approach of complex computer systems requires building stacks of
semantics from the hardware layer up to semantics of abstract models which implementations
rely on the correctness of all underlying levels including assemblers, compilers, etc. In such a
stack adjacent levels are connected by simulation theorems allowing to discover software condi-
tions under which the simulation of the top most abstract model on the lowest implementation
layer can be shown.

However, for models proven to be correct only for their sequential execution we often cannot
directly use their correctness in the concurrent setting. As an example, one could consider
a compiler of a high-level programming language verified for the sequential execution of a
compiled code. Therefore, when this code runs on a multi-core machine, where the processors
steps are interleaved arbitrary, one has to justify the concurrent semantics of the same language
with the atomic execution of its statements.

For this justification and establishing concurrent semantics stacks Christoph Baumann in his
doctoral thesis [Baul4b] based on the earlier developed theory in [LS89, CL98] suggested to
employ sequential simulations theorems for blocks of consecutive processor steps. Such blocks
starting in configurations where the simulation can hold (so called consistency points) are de-
rived via reordering from arbitrarily interleaved transitions under a condition that an applied
programming discipline guarantees the absence of memory races. Moreover, the step permu-
tation must preserve the order of shared memory accesses (I/O-steps) as well as local steps for
all units present in a model (see Figure 2.1 as an example).

Since in our work we intensively use Baumann'’s theory of order reduction and concurrent
simulation, this chapter is fully devoted to its details. Though most of the definitions, lemmas
and theorems are extracted from [Baul4b], we also introduce a few extensions and corrections
that were not taken into account in the original work and which will allow us to apply the
theory for our topic. Therefore, for additional or substantially modified claims requiring more
argumentation we provide our detailed proofs here.

2.1 Abstract Model with Memory and Ownership

In order to model concurrent systems we introduce a generic model including a fixed number of
execution units accessing a shared memory. According to [Baul4b] the model got a name Cos-
mos as an acronym for a Concurrent system with shared memory and ownership. The Cosmos
model is based on memory and unit configurations with their transition functions, additional
predicates characterizing unit steps, and a ghost ownership state allowing to abstract a pro-
grammer’s policy guaranteeing safe memory accesses.

13
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Figure 2.1: Application of order reduction and simulation for a concurrent model with three
units. Grey boxes depict I/O-steps whereas empty ones are local. One direction arrows show
the permutation of steps for reordering. The reordered interleaving is performed at units” con-
sistency points marked as black dots where the simulation relation sim holds for units present
in the subscript. Note, that Unit 3 has not reached its consistency point and cannot be covered
by sim, though the changes of the shared memory must be reflected on the abstract level. Op-
positely, the steps of Unit 2 have changed only its local configuration and are not considered in
the abstraction yet (dotted box).

2.1.1 Signature and Instantiation Parameters

The Cosmos model is characterized by a set of instantiable parameters (types and functions)
which we call a Cosmos model signature.

Definition 2.1 (Cosmos Model Signature). A Cosmos model S € S is given by a tuple

S o (A, V, R, nu, U, E, reads, §, TP, ZO,O0T)
with the following named components:

o A,V - sets of memory addresses and memory values. In the underlying machine instan-
tiating the Cosmos model one usually considers the memory as a mapping m : A — V.

e R C A - a fixed set of read-only addresses, that could include, for instance, a non-
modified memory region of a compiled code, constants, etc.

e nu —anumber of computation units in the machine.

e U — a set of computation unit states defined in the underlying semantics. For simplicity
we assume that all units are instantiated with the same automation.

e & —a set of external inputs for the units. Though the units communicate via the shared
memory, the external inputs are often used to model the communication with an external
environment as well as to resolve unit’s non-deterministic behaviour.

14



2.1 Abstract Model with Memory and Ownership

e reads : U x (A — V) x & — 24 - a set of memory addresses read during a step for given
unit and memory configurations, and an external input. In the work we call it a reads-set.

e f:UX(A—=V)xE—=UXx(A—YV)-a unit transition function taking as inputs a unit
state, a partial memory, and external inputs. The result of the defined transition is a unit
configuration and a part of the memory after the step.

The partial memory in the function inputs is restricted to the reads-set including all mem-
ory addresses needed for the step. The output partial memory represents the updated
portion of the memory configuration. In contrast to [Baul4b], the transition function is
supposed to be a partial mapping, what is more typical for many semantics and disam-
biguates the further mathematical formalism in the work.

e IP : U x (R — V) x & — B - a predicate specifying desired interleaving points (ZP-
points) on the base of a unit configuration, an external input, and the read-only memory.
When the given unit is in the interleaving point and makes a step we allow computations
performed by other units to appear (or interleave) before it.

e 70 : U x (R — V) x & — B — a predicate denoting whether a unit step from a given
configuration and determined by an external input is suitable for an ZO-operation. The
ZO-operations are used for interactions with the environment and other units and could
be, e.g., atomic accesses to the shared portion of memory. The configuration before such a
unit step is called an ZO-point.

e OT : U x (R = V) x £ = B - indicates whether a given ZO-point can be used for the
ownership transfer.

The predicate O7T was not introduced in the theory developed by Baumann. However, the
application of the theory for different models showed that such a flag allows to restrict the
ownership policy for cases where the ownership transfer is undesirable (e.g. non-deterministic
processor component steps that cannot be influenced by the programmer; guest steps with its
unknown for the hypevisor memory access policy, etc.) and makes the model cleaner without
introducing additional restrictions on the safety policy and ownership annotation later on.

In the work we also adopt all definitions with respect to OT . Since Baumann considered the
order reduction theory with the ownership transfer at any ZO-points, it can be treated as a more
general case. The presence of our additional flag does not influence substantially any proofs of
the order reduction in [Baul4b] and requires only simple additional bookkeeping not changing
the way of argumentation. Therefore, for such theorems and lemmas from [Baul4b] we do not
repeat their proofs in this thesis.

For any Cosmos model S € S we will use in the work the shorthands A, V, R, etc. to refer to
the corresponding components of its signature when it is clear from the context which machine
we deal with.

For a meaningful model instantiation one has to guarantee that the reads-set includes all
relevant addresses to determine which addresses are read in one unit step.

Definition 2.2 (Instantiation Restriction for reads). By the predicate insta, we require that
the reads-set contains all addresses upon whose memory contents it depends. For any Cosmos
machine S let v € U be a computation unit state, m, m’ € (A — V) memory configurations,
and in € &£ be an input for a step of the unit. If the memory contents agree on reads-set R =
S.reads(u, m,in), then also the reads-set wrt. m’ agrees with R.

I8
&

insta,(S) = (m/|g =m|p => S.reads(u,m’,in) = R)

15
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Moreover, as states above, not all ZO-points can be used for the ownership transfer. The flag
OT must be instantiated only for a subset of ZO-operations.

Definition 2.3 (Instantiation Restriction for O7T). For a Cosmos machine S let v € U be a com-
putation unit state, m € (R — V) read-only memory, and in € £ be an input for a step of the
unit. Then we require that any O7T is also an ZO-point.

instaot(S) o (OT (u,m,in) = ZO(u,m,in))

Note, that in the thesis we will provide instantiations of the Cosmos model with different
levels of semantics in the verification stack. However, we will rely on the correctness of the
instantiations without proving the aforementioned restriction properties. The detailed proof of
the property insta, for some of the models used in this work can be found in [Baul4b].

2.1.2 Cosmos Machine Configuration and Semantics

Now we define a Cosmos machine configuration consisting of a concurrent machine state and an
ownership state. The concurrent machine state represents a machine instantiating the Cosmos
model in the concurrent setting. The ownership state is a ghost state which does not influence
the underlying semantics of the concurrent model and is used for modelling the memory access
policy for the further justification of the model with a few execution units.

Definition 2.4 (Concurrent Machine State). The concurrent machine state for a Cosmos model
S € Sis apair
d
Ms Z (u:Npw > Um: A V),
where u maps unit indices to their configurations and m is the state of the memory.

Definition 2.5 (Ownership State). The ownership (ghost) state for a Cosmos model S € S is a pair

U

Gs 2 (0: Ny, =24 Se24),

where O maps unit indices to the corresponding units’ sets of owned addresses (own-sets) and
S is a set of shared writable addresses.

Definition 2.6 (Cosmos Machine Configuration). A Cosmos machine configuration for a Cosmos
model S € Sis given as a pair

U

Cs ¥ (M eMs,G e Gg)

For a configuration C' € Cg of a Cosmos model S € S and a unit index p € N,,,, we use the
following shorthands:

Cu, = C.Mu(p) Cm = C.Mm
c0, = CG.0(p) S = CGS8
reads,(C,in) = reads,(C.M,in) = reads(C.M.u(p),C.M.m,in)
ZO,(C,in) = ZO,(C.M,in) = ZO(C.M.u(p),C.M.m|r,in)
OT,(C,in) = OT,(C.M,in) = OT(C.M.u(p),C.M.m|g,in)
IP,(C,in) = ZIP,(C.M,in) = IP(C.M.u(p),C.M.m|g,in)
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Definition 2.7 (Writes-set for a Machine Step). For a given Cosmos model S with a machine
configuration M € Mg and an input in € £ we can determine the set of written addresses in the
corresponding step of a unit p. This so-called writes-set is obtained with the following function.

writes, (M, in) Y dom (m'), where (u',m') =06 (Mu(p), M.m|seqqs, (M) in)

For a whole Cosmos model configuration C' € Cg we reload the shorthand
writes,(C, in) = writes,(C.M, in)

The transition of the Cosmos machine involves transitions on the concurrent machine and the
ownership state. Before we define the overall Cosmos machine transition function we provide
separate semantics of its configuration components.

The Cosmos machine units execution is performed by their transition function provided by
the model instantiation. A scheduling input shows which unit makes a step.

Definition 2.8 (Concurrent Machine Transition Function). A transition step of the machine for
a Cosmos model S € S is defined by the transition function

de
Ap: Mg X Npy x € =~ Mg, sit. Ay(M,p,in) = M

which takes a configuration M, a scheduling input p, an external input in, performs a step of
the unit p on its state and the memory by the instantiated  of the Cosmos model, and produces
the result configuration

/ (Mu[p = ’U,/], Mauynchanged ml) o d = (u’7 m/)
undefined :  otherwise

where ¢/ = § (Mu(p), M~m|readsp(1\4,m)a ZTL) and Maunchanged = M.m\A\dom(m/).

A few additional inputs serve the ownership changes and are provided by the verification
engineer annotating the system execution (e.g. based on a program code).

Definition 2.9 (Ownership Transfer Information). For a transition step of a Cosmos machine
with a signature S € S we define the ownership transfer information

de
Qg Ef (Acq € 24 Loc € 22, Rel € 2A)

that includes sets of acquired addresses Acg, acquired local addresses Loc (which should be a
subset of Acg), and released addresses Rel.

Then the ownership transfer function for the ownership component of the Cosmos model can
be defined as follows.

Definition 2.10 (Ownership Transfer Function). A transition step of the ownership component
of § € Sis defined by a function

AOZGS><Nnu><Q§'—>(Grs7
def
AO(gvpa 0) = (go[p = O/],Sl),

where O’ = (G.O(p) \ 0.Rel) Uo.Acq and 8’ = (G.S \ 0.Loc) U 0. Rel
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2 Model for Concurrent Systems and Simulation

Therefore, the Cosmos machine semantics can now be defined on the transitions of the sepa-
rate machine components.

Definition 2.11 (Cosmos Machine Transition Function). For a Cosmos model S € S we define
the transition function

A:Cg xNp, xE&xQg—Cg,
def {(M’,AO(C.Q,p, 0)) : A{(C.M,p,in) =M

A(C,p,in,0) =
(Cp ) undefined : otherwise

2.1.3 Computations and Step Sequence Notation

Recall that we split the Cosmos machine configuration into the concurrent machine state and
the ghost ownership state. To distinguish transitions of both components we introduced the
corresponding transition functions. To argue about reordering of transitions we rely on the
execution steps of the concurrent machine (as well as the whole Cosmos machine) from a certain
alphabet rather than on the resulting system states. In our case the alphabet contains transition
information and ownership transfer information. The latter was already defines as Q2g, and we
now switch to the step information needed for the concurrent machine transitions as well as a
combination of both to denote the Cosmos machine steps.

Definition 2.12 (Concurrent Machine Step Information). The set Og of step information de-
scribes a concurrent machine step of Cosmos model S € S

U
&

€,

Os = (s€Np,ineéioe B ot € B, ip € B)

by the scheduling parameter s, the external input in for the step, and the flags io, ot, and ip
characterizing the step as an ZO-point with the possible ownership transfer if ot is set, and as
an interleaving point of the reordered computation correspondingly.

A sequence 6 € 0% of machine steps we call a machine step (or transition) sequence. Analo-
gously, o € QF is an ownership transfer sequence.

Definition 2.13 (Cosmos Machine Step Information). A step of the Cosmos machine contains
the concurrent machine step information and the ownership transfer information:

U
<

€,

Yg = (te@s,OEQs)

For any step information o € ¥g we allow to use shorthands such that for z € {s, in, io, ot, ip}
and y € {Acq, Loc, Rel} one can write a.x = a.t.xz and a.y = «a.0.y. A sequence o € X
is a Cosmos machine step sequence. We also introduce shorthands mapping sequences of step
information o to transition and ownership transfer sequences.

ot=01t--0|q .t 0.0=01.0""0|g|.0
Definition 2.14 (Step Notation). The notation M +% M’ denotes that the transition ¢ € Og is

executed from the machine state M € Mg and results in M’ € Mg. Additionally t.i0, ¢.ot, and
t.ip correspond to the values of the predicates ZO OT, and ZP respectively.

M= M = M =A(M,ts, tin) NIPys(M,t.in) = t.ip A
ZO; (M, t.in) = t.io NOTy (M, t.in) = t.ot
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2.1 Abstract Model with Memory and Ownership
For steps a € X g, which include ownership transfer information, we define a similar notation
for the Cosmos machine transition from configuration C' € Cg to ¢’ € Cg.

ca e Y oMM O MACG=A(CG,a.s a.0)

The definitions naturally extend to step sequences by induction. For a sequence p € ¥ U O%,
astep a € ¥g U Og, and given configurations X, X’ € Mg U Cg we have:

3 ;o def ’r_
xS x Y ox_ox
X x Yooxr xS X AXS X

We call a pair (X, \) € (Cg x %) U (Mg x ©%) a Cosmos machine computation if the following
predicate holds:

comp(X,\) € 3x’ € C5UMs. X 2 X

To convert a pair (6, 0) consisting of transition and ownership transfer sequences of the same
length |#| = |o| into a Cosmos machine step sequence o we use a construct (¢,0) = o such that
ot=0ando.0o=o.

2.1.4 Ownership Policy

To enforce the memory safety guaranteeing the absence of memory races for the concurrent
execution of any Cosmos machine, we use the memory access policy defined in [Baul4b] and
based on the ghost ownership state of the Cosmos machine configuration.

Definition 2.15 (Ownership Memory Access Policy). Given a flag io € B, a reads-set R, a
writes-set W, a set O of addresses owned by a unit, sets S and R of shared and read-only
addresses respectively, and addresses O owned by other units, we enforce the following own-
ership memory access policy given by the following predicate
. . =y def
policy o, (i0, R, W, 0,8,R,0) <
1. Local steps (i) read only owned or read-only addresses and (ii) write only owned unshared
addresses
-io = (i) RCOUR
(i) WCO\S

2. ZO-steps may (i) read owned, shared and read-only addresses while they (ii) may write
owned addresses and shared addresses which are not owned by other units.

0o = (i) RCOUSUR
(i) WCOUS\O0)

Moreover, since we allow the ownership state of the Cosmos machine to be changed, we also
introduce a safety policy for such transitions.

Definition 2.16 (Ownership Transfer Policy). Given a bit ot € B, a set of owned addresses O,
sets of shared S and owned by other units O addresses, as well as ownership transfer informa-
tion o € Q2g, we restrict ownership transfer by the predicate

U
&

€

policy yans(0t,0,8,0,0) =
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2 Model for Concurrent Systems and Simulation

1. The ownership-state may not be changed by local steps or ZO-steps at which we forbid
ownership transfer.

-0t = o0.Acgq=0ANo.Loc=0ANo.Rel=10

2. For ZO-steps suitable for ownership transfer, the ownership state is allowed to change as
long as the step (i) acquires only addresses which are shared unowned or already owned
by the executing unit and (ii) releases only owned addresses. Moreover (iii) the acquired
local addresses must be a subset of the acquired addresses and (iv) one may not acquire
and release the same address at the same time.

ot = (i) 0AcqCS\OUO
(ii)) o0.Rel C O
(iii) o0.Loc C 0.Acq
(iv) o0.AcgMo.Rel =

Note, that in the original work by Christoph Baumann the ownership transfer policy was
considered for any ZO-point that is in turn enough for the order reduction theorem. However,
simulation between two concurrent machines might require a stronger policy with the transfer
only at a certain ZO-points. Therefore, in our work we are interested only in the safety proper-
ties that allow us not only to apply the order reduction but also to argue about the simulation.
In fact, since we mark only ZO-points to be suitable for the operations on the ownership, one
can easily show that our restricted policy does not violate policy,,,,s(i0, O,S, O, 0) from the
original theory.

Naturally, one has to restrict how the address space considered for the Cosmos model is split
into the subsets of addresses wrt. to the ownership state(e.g., different units cannot own the
same addresses, etc.). For this purpose we state an invariant that will be preserved if the Cosmos
machine execution follows the aforementioned policies.

Definition 2.17 (Ownership Invariant). We introduce an ownership invariant on an ownership
state G € G5 of a Cosmos machine which requires (i) the own-sets of different units to be mutu-
ally disjoint and (ii) that read-only addresses may not be owned or shared-writable. Moreover
(iii) the complete address space consists of all the owned, shared, and read-only addresses.

oin(G) 2L () Wpa.p#a= G.OM)NG.O(g) =0

(i) Vp.G.OP)NR=0ANGSNR=0
(i) A=RUGSU |J G.0(p)
PENpy

Moreover we set the shorthand oinv(C) = oinv(C.G) for all C € Cg.

Now we combine both policies for a step of the Cosmos machine and define it inductively for
step sequences.

Definition 2.18 (Ownership Safety of a Step). We consider a step of a Cosrmos model S from
configuration C € Cg with step information o € X5 to be safe with respect to the ownership
model when for R = reads,. s(C, a.in), W = writes,.s(C, a.in), and O = |J C.0, the fol-
lowing predicate is fulfilled

qFa.s

I
-~

€

safege,(Coa) = policy ,..(c.io, R, W,C.04 5, C.S,R,0) A
POlicy 1yams (-0, C.O04 5, C.S, O, a.0)
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2.2 Ownership Based Order Reduction

Definition 2.19 (Ownership Safety of a Step Sequence). For a configuration C' of a Cosmos
model S and 7 € X%, a € X5 we define

safe(C,¢€) = oinv(C)

€

safe(C,ra) = safe(C,7) A3C',C".C = C" ¥ C" A safey,,(C',a)

U
pay

As we have mentioned before, the ownership safe steps of a Cosmos machine from a given
configuration preserve the ownership invariant. The proof of this fact was shown in [Baul4b].

Lemma 2.1 (Ownership Safe Steps Preserve the Ownership Invariant). For Cosmos machine
configurations C,C" € Cg and a step sequence o € ¥ we have

C+%s C' A safe(C,0) = oinv(C")

2.2 Ownership Based Order Reduction

The introduced ownership and safety policy allow us to guarantee not only race-free concurrent
memory accesses by units present in the system, but also to reorder all unit steps after their ar-
bitrary interleaved execution. Baumann [Baul4b] showed in this case that arbitrary schedules
can be reduced to so called interleaving point schedules (or ZP-schedules) preserving the result
of computations, memory safety and other properties. So, if we prove such properties for all
ZIP-schedules from a given configuration, they also hold for any arbitrarily interleaved compu-
tations starting in the same machine configuration.
First, we define the meaning of ZPP-schedules.

Definition 2.20 (Interleaving Point Schedule). For a step sequence p € ¥ U O we define the
predicate

U
&

€

IPsched(p) = (p=p'af = IPsched(p'a) A ((a.s = [.5)V B.ip))
that expresses whether the sequence is an interleaving point schedule (ZP-schedule).

In other words, the ZP-schedule consists of interleaved blocks of units’ consecutive steps
starting in the interleaving points except the first one.

The idea behind the order reduction is based on the preservation of units’ local steps as well
as the order of accesses to shared resources. For this purpose we provide a special notation
from [Baul4b] extended also for the O7 predicate introduced in this work.

Definition 2.21 (Step Subsequence Notation). For any step sequence p € ¥ U O% and a unit
index p we define the subsequence of steps of unit p as p|,, the ZO-step subsequence of p as p|;,,
and the OT -step subsequence of p as p|,:

atlie 1 p=aT Aa.o atlet @ p=art Aa.ot
def . def
P|io = T|io . p=ar \-a.lo p|ot = 7'|0t T p=aTt A-a.ot

€ :  otherwise € : otherwise

atlp + p=aTAas=p

def
pPlp = (7lp : p=aTAas#p
€ :  otherwise
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2 Model for Concurrent Systems and Simulation

Now, we can define that two step sequences are equivalently reordered, meaning that in both
sequences the order of steps mentioned above is preserved. This definition is crucial for arguing
about existence of an equivalent interleaving point schedule for a given step sequence.

Definition 2.22 (Equivalent Reordering Relation). Given two step sequences p, p’ € £% U O%,
we consider them equivalently reordered when the ZO-step and OT-step subsequences as well
as the step subsequences of all units are the same:

I
g,

/ €,

p=p = P|io:p/‘io/\mot:pl|ot/\VP€Nnu-p‘p:pl|p

We also say that p’ is an equivalent reordering of p and, for any starting configuration C, that
(C, p’) is an equivalently reordered computation of (C, p). Note that = is an equivalence relation,
i.e., it is reflexive, symmetric, and transitive.

As we have seen so far one can instantiate a Cosmos model with a definition of interleaving
points independent from steps performing ZO-operations. However, to make the reordering of
steps feasible we have to require that between two ZO-points a unit passes through at least one
Z'P-point and all units of the system start their computations in interleaving points.

Definition 2.23 (ZOZP Condition). For any sequence p € X% U OF, the predicate ZOZP(p)
denotes that every unit p starts in an interleaving point and there is least one interleaving point
between any two ZO-points of p.

u
g

€

IOIP(p) = Vmp.m=pl,#ec =
mip A (V7 a0, B, w. T = TapBw A a.io A Bao = Fi. p;.ip)

According to [Baul4b] such an equivalent reordering does not break the ZOZP condition.

Lemma 2.2 (Equivalent Reordering of ZOZP Sequences). The ZOZP condition is preserved by
equivalent reordering. For sequences p, p’ € £% U ©% of Cosmos machine S, we have

p=p NIOIP(p) = IZOIP(p')

Now, using this fact and argumentation about sequences with the ZOZ'P condition one can
argue about the existence of ZP-schedules.

Lemma 2.3 (Interleaving Point Schedule Existence). For every step sequence 6 that fulfills the
ZOZP condition, we can find an interleaving point schedule 6" which is an equivalent reordering of 6:

TOIP(0) = 30'. 6/ = 0 A TPsched(9)

So, every transition sequence can be reordered into an ZP-schedule preserving the ZOZP
condition. However, one has to show that equivalent reordering also preserves computations
for some starting configuration. This fact was proven in [Baul4b] under requirement that com-
putations of Cosmos model obey the ownership policy.
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2.2 Ownership Based Order Reduction

Lemma 2.4 (Safety of Reordered Computations). For Cosmos machine configurations C,C" € Cg
and step sequences o,0’ € L we have

C+%s O Asafe(C,o)No =0 = safe(C’,J')/\C’la—/>C"

Summing up Lemmas 2.2— 2.4 we finally conclude that a given execution of a Cosmos machine
with arbitrarily interleaved unit steps can be simplified to an execution of the machine with an
equivalent ZP-schedule.

Corollary 2.1. Any safe Cosmos machine computation (C,o) resulting in a configuration C' and
fulfilling the ZOZ'P condition can be reordered into an equivalent TP-schedule preserving the result of
the machine transition, the ownership safety and the ZOIP condition

C+% C' A safe(C,0) NTOIP(0) =
30'. o' = g ATPsched(a') ATOTP(6") A safe(C,o') A C +Ls O

For the proof of Lemma 2.4 Baumann introduced additional notation and properties for Cos-
mos machine configurations. Here we present only a few of them which we also explicitly rely
on in the present work.

Definition 2.24 (Cosmos Model Relations). We define the following equivalence relations on
Cosmos machine configurations C,C’ € Cg and a unit p € N,,,, to denote (i) the equality of p’s
unit state, the read-only and owned memory contents, (ii) the equivalence of the ownership
configurations for p, (iii) the combination of both that we call a p-equivalence, (iv) the complete
equality of the ownership states, and (v) the equality of the shared addresses and contents of
the read-only and shared memory regions in the system.

i clo € Cuy=CuynCmlcour = C mlco,ur
i c2,c 2 co,=0c.0,A00,0CS=C.0,nC.S
Gi) c~y00 2ol onC2,

) 20 Y WpeNw. COo,=C.0,ACS=C.S

w cico Y cs=0'5NCmlesor =C mlosor

As an important property concerning the third relation one can claim that an ownership safe
step of one unit does not change the configuration of any other unit, its owned and read-only
memories as well as its set of owned addresses.

Lemma 2.5 (Environment Steps). Given a step a € ¥g and Cosmos machine configurations C,C’ €
Cg such that C S C' holds, we have

Vp # a.s. safe(C,a) = C =, C'

Along with the ownership safety it is usually desirable to verify also other properties of the
machine execution, e.g. software conditions, well-formedness invariants, etc. Therefore, to
denote such a general property that should hold in any traversed stated of a Cosmos machine
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2 Model for Concurrent Systems and Simulation

computation, we introduce a predicate P : C¢ — B and extend the ownership safety of a step
sequence accordingly:

safep(C,0) 2 safe(C,0) AVC! € Cs. C+%s ' = P(C")

Now, as a verification engineer dealing with an instantiated Cosmos machine, one would like
to know whether the verification of safety properties for all arbitrarily interleaved traces origi-
nating from a given starting configuration C' € Cg is covered by verification of these properties
for all traces with ZP-schedules starting in the same configuration. The order reduction theo-
rem proven in [Baul4b] easily answers this main question.

Definition 2.25 (Verified Cosmos Machine). We define a predicate safety(C, P) which states
that for all Cosmos machine computations starting in C we can find an ownership annotation
such that the computation is safe and preserves the given property P.

safety(C,P) = V0. comp(C.M,0) = Fo € QF. safep(C,(0,0))

We also define a predicate safety,p(C, P) which expresses the same notion of verification for
all ZP-schedule computations:

safetyrp(C, P) = V0. IPsched(0) A comp(C.M,0) = Fo € QF. safep(C, (0, 0))
Additionally, all ZP-schedules starting in C need to fulfill the ZOZP condition.
IOIPzp(C) = V0. IPsched(0) A comp(C.M,0) = TOIP(0)

Thus, we consider a Cosmos machine ownership safe if any step sequence can be annotated
with an ownership transfer sequence such that the ownership policy is obeyed. Using the defi-
nitions above we finally state the aforementioned great theorem.

Theorem 2.1 (ZP-Schedule Order Reduction). For a machine configuration C' of a Cosmos model
S where all TP-schedule computations originating in C fulfill the ZOIP condition, we can deduce safety
property P and ownership safety on all possible computations from the verification of these properties on
all TP-schedules.

safetyrp(C, P) NIOIPzp(C) = safety(C, P)

To understand why this theorem actually works we need also to show that every Cosmos ma-
chine computation can be represented by an equivalently reordered ZP-schedule computation.
This fact is proven in the following lemma:

Lemma 2.6 (Coverage). From safety;p(C, P) and ZOZP1zp(C) it follows that for any Cosmos
machine computations (C.M,0) the ZOIP condition is fulfilled and any equivalently reordered Z'P-
schedule can be executed from C.

safetyrp(C, P) NZOIPzp(C) A comp(C.M,0) =
ZOIPO) A (V8.0 =0 ANITPsched(0') = comp(C.M,0"))

From now, given the order reduction theorem we can treat any arbitrary Cosmos machine
computation at the granularity of interleaving point schedules if the verification conditions are
satisfied.
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2.3 System Simulation in Concurrency

2.3 System Simulation in Concurrency

As we already know, one usually guarantees a simulation for a sequential execution of a unit
for which the underlying semantics without environment steps and the ownership is defined.
In the context of a concurrent execution of such units, however, only the engineer is responsible
to program the machine in a way that the sequential simulation for each unit is preserved and
the code is executed as expected. The ownership safety policy considered in this work models
exactly such a strategy chosen by the programmer.

The goal of the rest of this chapter is to formulate and prove a general simulation theorem
between two Cosmos machines that shows how we treat the sequential simulation for each unit
in the concurrent context and allows us to transfer the ownership safety and other verified
properties to the implementation layer so that we can talk about them only for ZP-schedules
where every interleaving point is a consistency point.

For this purpose we first introduce a simple notation that enables switching from the ZP-
schedules to so called ZP-blocks. Then, we state a general sequential simulation theorem which
covers the correctness of a sequential machine execution. As a last step, we provide the general
Cosmos model simulation theorem and its proof.

All these parts are described in detail in [Baul4b]. However, our attempts to apply the orig-
inal theory for different layers of the verification stack considered in our work showed its re-
strictions and that the theory does not guarantee some desired properties, what, in turn, makes
its application here infeasible. One of the main issues not taken into account in [Baul4b] is
that the local unit simulation cannot cover the whole system configuration including the local
memories of other units because some of them might have not reached their consistency points.
Therefore, the unit simulation relation in the concurrent context has to deal with a dynamically
changed subset of memory addresses. To make the theory more intuitive and to disambiguate
some of ideas behind it, in our version we also adapt many of definitions coming from the orig-
inal work. This all required to extend the sequential simulation theorem and to provide the
reformulated Cosmos model simulation theorem as well as its modified proof.

2.3.1 Block Machine Semantics and Reduction to Block Computations

Since we may assume ZP-schedules in our theory, we can simplify the concurrent machine
semantics to the subsequent atomic execution of blocks starting in interleaving points. We call
the machine implementing such semantics an ZP-block machine or simply a block machine.

Definition 2.26 (ZP-Block). A transition sequence A € ©% is called an ZP-block of a unit p € N,
if it (i) contains only steps by the given unit, (ii) is empty or starts in an interleaving point, and
(iii) does not contain any further interleaving points.

I3
&

€

blk(\,p) = (i) VYa€elas=p
(i) N#e = A.ip
(iii) ANAeAdA=X o)X = VYac ). -a.ip

Definition 2.27 (Block Machine Schedule). We define the predicate Bsched which denotes that
a given block sequence k € (0%)* is a block machine schedule:

U
&

€

Bsched(k) = VYA€ k.3p € Ny, blk(\, p)

e
<

€

Obviously, the flattening concatenation |k] = k1---r|, € OF% of all blocks of  is an ZP-
schedule.
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Instead of defining an additional transition function for the block machine we easily extend
our step sequence notation to block sequences.

Definition 2.28 (Step Notation for Block Sequences). Given two machine states M, M’ € Mg
and a block machine schedule x € (©%)*, we denote that M’ is reached by executing the block
machine from state M wrt. schedule « as follows

M s

Obviously, one can argues that any ZP-schedule can be transformed into a block schedule.

Lemma 2.7 (Block Machine Schedule Existence). For any ZP-schedule 6 we can find a correspond-
ing block schedule k such that the flattening concatenation of k’s blocks equals 6.

V0 € ©%. IPsched(d) = Ik € (©%)*. Bsched (k) A |k] =0

Baumann showed that we can reduce the verification of ZP-schedules to the verification of
block machine computations.

Definition 2.29 (Block Machine Safety). We call a block machine with an initial Cosmos ma-

chine configuration C' € Cg safe wrt. the ownership policy and some property P if the follow-
ing predicate holds

safety 5 (C, P) -4

Vk € (0%)*. Bsched(k) A comp(C.M, |k]) = Fo € Qf. safep(C, (K], 0))

Then, the following theorem proven in [Baul4b] justifies the desired reduction.

Theorem 2.2 (Block Machine Reduction). Let C be a configuration of Cosmos model S and P be a
Cosmos model safety property. Then if all block machine computations running out of C are ownership
safe and preserve P, the same holds for all TP schedules starting in C.

safety g (C, P) = safetyrp(C, P)

2.3.2 Generalized Sequential Simulation Theorem

Consider two Cosmos model instantiations S,, S, € S and machine computations (d,c) € Mg, x

5 and (e,7) € Mg, x ©% such that the steps of the abstract layer S, are simulated by the
concrete S.. The interleaving points of both machines are instantiated as consistency points and
unit transitions are performed now on so called consistency blocks substituting the term Z7P-block
in the simulation context.

Thanks to the order reduction theorem, it is clear that the simulation theorem proven for the
sequential execution without environment steps can now be applied for any consistency block.
In out theory of Cosmos models we provide its generalized version that need to be instantiated
with respect to the sequential simulation between the given concrete and abstract machines. As
we mentioned before, in contrast to [Baul4b], the sequential simulation has to take into account
the dynamically changed subsets of addresses at which the memory consistency might not hold
(incomsistent memory). Moreover, we only demand the same number of computation units in
both machines S,.nu = Sc.nu = nu and do not require that the memories of both machines
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have compatible types (i.e., S¢.A D S,.Aand S..V = 5,.V) because the model S, might contain
an abstraction of the implementation memory.

For this purpose we define a so called sequential simulation framework with components usu-
ally having counterparts in the sequential simulation between any two machines. Below, for
shortness we denote all components S,.X and S..X of the corresponding machines as X, and
X, respectively.

Definition 2.30 (Sequential Simulation Framework). We introduce a type R for simulation
frameworks RS ¢ € R which contains all the information needed to state the generalized simu-
lation theorem relatmg sequential computations of units of Cosmos models S, and S,.

é (P, sim,CPa,CPc, wfa, wfc, suit, sc, wh)

o P —a set of static simulation parameters ({_L} if there are none) common for all units.

o sim: L. x L, x P x 24 — B - a simulation relation between given units of S, and S,
where L, = U, x (A — V;)) with x € {c,a} is a shorthand for a sequential machine con-
figuration containing a state of the unit of the concurrent machine and the whole memory.
The parameter of the type 24« represents a set of addresses for the possible inconsistent
memory.

o CPa:U, x P — B —a predicate identifying consistency points of the abstract S,.
o CPc:U, x P — B - a predicate identifying consistency points of the concrete .S..

o wfa : L, — B —a well-formedness condition for a sequential machine configuration for a
given unit of the abstract S,

o wfc : L, — B — well-formedness condition for a sequential machine configuration of the
concrete S, required for the simulation of sequential computations of S,.

o suit : £ — B — a predicate determining whether a given input of the concrete machine is
suitable for the simulation.

o sc: Ly x & x P — B - software conditions that enable a simulation of sequential com-
putations of S,. It is defined for a sequential machine configuration of a given unit and a
corresponding input for a unit’s step.

o wh:L.xE& xP — B-apredicate that restricts the simulating computations of S.. We say
that a simulating step in a computation of S, is well-behaved iff it fulfills this restriction.
The property becomes especially important when we consider a verification stack and
need to transfer a part of software conditions to the implementation layer.

To apply the sequential simulation framework in the context of machine step sequences we
introduce additional shorthands for d € Mg, , e € Mg, , p € N,,,, par € P (Where P = Rgz.P),
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icm € 24, steps a € Og,, B € Og,, and step sequences w € O, 7 € OF, :

szmp(d e, par,icm) = “ ¢.sim((d.u(p), d.-m), (e.u(p), e.m), par, icm)
Py(e, par) = Rg:.CPa(e.u(p), par)
Pp(d, par) = R «.CPc(d.u(p), par)
fp(e) =R “ . wfa(e.u(p), e.m)
(d) “ .wfe(d-u(p),d.m)
suzt(ﬁ) = R2" o .suit(B.in)
suzt(w) = Vﬂ € w. suit(B)
wb(d, 8, par) = R S wb((d.u(B.s),d.m), B.in, par)
wb(d,w, par) = VG a,0',d.w= 0ol Ndrls d = wb(d', o, par)
sc(e, o, par) = sc((eu(a.s), e.m), a.in, par)
sc(e, T, par) =V0,0,0' ¢ . 7 = 00 Ne s ¢ = sc(e,a, par)

If the given sequence does not match the computation, namely %o, ot or/and ip do not corre-
spond to configurations in the computation, or the transition is undefined, the predicates wb
and sc can still hold. This issue is resolved when we use the predicates under the requirement
of computation existence.

Along with the software conditions, we introduce also a predicate requiring that the incon-
sistent region of memory is not accessed by a unit during its step.

Definition 2.31 (No Access to Inconsistent Memory). For abstract machine configurations
e,e € Mg, ,icm € 24« and an existing step e + ¢/ with a € O, we define

I
<

noacc(e, o, iem) = (readsq.s(e, a.in) U writes,. s(e, a.in)) Niem = ()

The definition easily extends to a sequence 7 € O :

. 9 .
noacc(e, 7,icm) = V0,a,0"¢'. 7 =0a0 Ne— ¢ = noacc(e’,a,icm)

Since our order reduction theory assumes the ZOZP condition, we have to guarantee at least
one consistency point between two ZO-points. For example, in case of compiler correctness,
the compiler is supposed to insert the consistency points into the compiled code in the proper
way. Moreover, there must be one-to-one mapping of the ZO-points suitable for the ownership
transfer and any ZO-step performed on the abstract level has to be also implemented by the
concrete machines.

In contrast to [Baul4b], where the consistency blocks of both machines must contain the same
number of ZO-operations, our requirement is weaker and allows to argue about ZO-steps of
the concrete machine that has no effect on the abstract level. As an example, one could consider
an unsuccessful attempt to acquire a lock which implemented as a read of a shared resource
without an ownership transfer. In this case, one could reduce the ZO-operation to an empty
step of the abstract machine.

Definition 2.32 (Requirement on ZO-points in Consistency Blocks). We denote the require-
ments on ZO-points in consistency blocks by an overloaded predicate oneZO. For a transition
sequence w € O U O% it demands that the sequence contains at most one ZO-step. For two
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such sequences o € 0%, 0 #¢,and T € 0%, however, we require the same number of O7 -
steps, and if 7 contains an ZO-operation, ¢ does it also.

oneZO(w) déf Vi,j € Niy|. wiio Awj.io = i=]
oneZO(o, 1) o (i)  oneZO(o) A oneZO(r)
(ii) Olot # €<= Tlot €

(iii) Tlio #£e = olin #¢€

Note, that this requirement is still too strong for the simulation where the concrete machine
accesses some shared resources invisible on the abstract level and supports the ownership trans-
fer for them. Since we do not deal with such models in the scope of the thesis, we leave this
issue for the future work.

The sequential simulation theorem can be applied on any consistency block on the implemen-
tation level in order to obtain an abstract consistency block executed by the same unit. However,
a given consistency block for a concrete model might be incomplete, meaning that the computa-
tion unit has not reached the next consistency point yet. Therefore, one has to find an extension
of that incomplete block, so that the resulting complete concrete block implements an abstract
one. Via this extension we can show exactly the existence of the next consistency point, what
must be claimed in the generalized sequential simulation theorem.

Definition 2.33 (Extension of Consistency Block). The extension of a given consistency block
w € 0% is denoted by w >)'* o and says that o € ©% extends w without adding consistency
points to the block. The given w can be considered as a prefix of the non-empty o.

w Dglk o ¥ 3 o=wr # € A blk(o,p) A blk(w,p)

Using the definitions introduced above we can finally state the generalized sequential simu-
lation theorem for two Cosmos models S,, S, € S and a corresponding simulation framework
Ry €R.

Theorem 2.3 (Generalized Sequential Simulation Theorem). For any couple of abstract and con-
crete machine configurations e € Mg_, d € Mg, any unit p € N,,,, and any possible inconsistent
portion of memory icm € 244,

o if the unit p in both machines is in a consistency point, well-formed and coupled via the simulation
relation wrt. icm and a simulation parameter par € P, and

o if all complete consistency block computations of the unit p in the abstract machine starting from e
obey the software conditions, do not access icm and lead to well-formed configurations,

then for any existing suitable non-empty computations w € ©Y_from d of the unit p we guarantee that
there exist further suitable steps of the same unit leading to the next consistency point such that

o the steps of the resulting complete block are suitable and well-behaved,
o implement an existing complete consistency block of the abstract machine,

o and the simulation relation excluding the same icm holds after the steps of both machines in their
well-formed configurations for the unit p.
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o Moreover, the abstract and concrete complete consistency blocks contain at most one ZO-step, an
ZO-step of the abstract machine is always implemented by the concrete machine, and the ownership
transfer may be performed in the computations of only both machines.

Vd € Mg, ,e € Mg, ,par € P,p € Ny, icm € 24a e 0%, .
i) wf,(d) A wf,(e)
(ii)  simy(d, e, par,icm) A CPy(d, par) A CP,(e, par)
(iii) VA€ O} ¢ €Ms,. e e Ablk(Ap) ACP,(e, par) =
noacc(e, A, icm) A sc(e, A, par) A wf ,(e’)
(iv)  w # e A blk(w,p) A suit(w) A comp(d,w)
=
Jo € 05 ,d € Mg, 7€ 0% e’ € Mg,.
(i) w I>Z”“ o A suit(o)
(i) blk(T,p) A oneZO(o,T)
(iii) d " d' N wb(d, o, par) A wf ,(d)
(iv) e e Auf,(€e)
(v)  simp(d, €, par,icm) ANCPy(d', par) A CPy(€, par)

Note that for the simulated computation (e, 7) we only demand progress (i.e., 7 # ¢) in case
o contains ZO-steps suitable for the ownership transfer. This easily follows from the definition
of oneZO(o, 7).

Moreover, the claim for all icm allows us to apply the theorem for concurrent systems where
environment steps are allowed. As we know already from the order reduction, the interleaving
of blocks can appear only in consistency points. Therefore, before the execution of a unit p there
might be an incomplete block of another unit ¢ # p that destroyed the consistency of some
region of memory. So, in contrast to the classical inductive proofs for systems with a single
unit done for the static icmn = (), our formulation covers all possible cases of environment steps.
In the presence of the ownership state and safety policy, we will be able to see which memory
portions exactly could be inconsistent.

Now, since the sequential simulation theorem guarantees existence of consistency points, we
can consider sequences of consistency block for the abstract and implementation layers and
formulate our final correctness statement for concurrent systems.

2.3.3 Cosmos Model Simulation

We have already mentioned the complete and incomplete consistency blocks. First, we need to
provide their formal definitions.

Consistency Block Machines

Definition 2.34 (Interleaving Points are Consistency Points). Given a sequential simulation
framework R$® o which relates two Cosmos models S, and S, and a simulation parameter par € P
we define a predlcate denoting that in S, and S, the interleaving points are set up to be exactly
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the consistency points.

Iy
<

€,

IPCP(RS,par) = (i) Vd€Ms, o€ Os,. IPq.(d, a.in) <= CPq.s(d, par)
(ii) Ve e Msg,,B € Og,.IPg.s(e, B.in) <= CPs.s(e, par)

Definition 2.35 (Consistency Block Machine Schedule). A block machine schedule x € (0% )*U
(©%,)" is a consistency block machine schedule iff the following property holds:

U
&

€

CPsched(k, par) = Bsched(k) A IPCP(REZ , par)

In the concurrent model simulation theorem between the concrete and abstract machines
we will aim at the verification of safety properties and software conditions for all consistency
block machine computations of the abstract machine with all units being in their consistency
points after each block execution. Therefore for such a consistency block schedule we add a
corresponding requirement.

Definition 2.36 (Complete Consistency Block Machine Computation). A complete consistency
block machine computation of a block schedule v € (O )* starting from a configuration e € M,
is a block machine computation where all computation units are in consistency points in every
configuration

I
g,

CPsched (e,v,par) = CPsched(v,par) ANV, € (©%,)",¢ € Mg,.
v=v1" Nerls e = Vp € Ny CPp (€', par)

The same definition can be reloaded for the concrete machine with d € Mg, and x € (0% )*:

I3
&

€,

CPsched.(d,x,par) = CPsched(k,par) NVE' k" € (0% )*,d € Msg,.
k=K A & — Vp € Ny CP,(d', par)

For block schedules of concrete and abstract machines we introduce a definition of the sched-
ule equivalence that will be later used in the simulation between both machines.

Definition 2.37 (Block Schedules Equivalence). For a block schedule x € (O )* of the concrete
Cosmos model with non-empty blocks and a block schedule v € (8% )* of the abstract Cosmos
model with possibly empty blocks or both empty sequences we introduce the equivalence re-
lation denoting that both schedules are of the same length and corresponding blocks in these
schedules belong to the same unit. Moreover, each block of both schedules obey the condition
oneZO.

d
v Y ) =kl

(i) VjeN.j<|k| = () oneZO(k;,v;)
(b) VYp,q € Ny blk(vj,q) Nvj #en
blk(kj,p) = p=g¢q

Verification of the Abstract Machine

Analogously to the block machine safety we define the notion of the safety for our complete
consistency block machine computations.
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Definition 2.38 (Complete Consistency Block Machine Safety). The verification of the owner-
ship safety and some property P for all complete block machine computations running out of a
configuration C' € Cg, UCg, is denoted by a predicate safety .z (C, P, par) with par € P, where,
depending on the machine in question, 2 is either g, or (2g_, and © is either ©g, or Og_:

safety .5 (C, P, par) Yok e (0.
(i) CPsched.(C.M,k, par)
(ii)  comp(C.M, |k])

= Jo € Q. safep(C,(|£],0))

As we can see this definition of safety taken from [Baul4b] does not directly correspond to
the previously considered statement of the block machine safety but has a similar form. In fact,
given that it is always possible to reach a consistency point we could prove the reduction of
arbitrary consistency block machine schedules to the complete ones. However, the existence
of consistency points and aforementioned reachability can only be justified via the simulation
between two machines. Moreover, we do not use the concurrent simulation theorem to show
that the abstract machine properties verified for complete consistency block machine computa-
tions can be transferred to arbitrary interleaving schedules on the same abstract level. Thus it is
useless to treat the reduction of incomplete blocks on a single layer of abstraction.

At it follows from the predicate safety g (C, P, par), we are interested in the concurrent sim-
ulation for complete block abstract machine computations for which a safe ownership transfer
annotation exists and the property P holds in the configuration C' and after each block execu-
tion. To denote this for a block machine schedule x € (0*)*, an ownership transfer annotation
o € %, s.t. |o| = ||k]| we define the following predicate which we will use in the simulation
theorem rather as a shorthand:

def
safe.5(C, Pk, 0) = VK k" € (0)*,0,0" € Q*.
! 1 /1

k=rK No=0d"N||=]K] =

safep(C, ([x'],0))

Obviously, by induction on the length of the block schedule sequence, one can easily show the
correspondence between these definitions:

safety .5 (C, P, par) = VK € (©%)".
(i) CPsched.(C.M, k, par)
(ii)  comp(C.M, |k])

= Jo € Q. safe 5(C, P, K,0)

Analogously to the safety properties, it is enough to prove the software conditions (SC) only
for complete consistency blocks on the abstract level.

Definition 2.39 (Verification of SC and Well-Formedness for Complete Block Machines). For
all complete block machine schedules running out of a configuration e € Mg, we define a
predicate denoting the verification of software conditions and the well-formedness invariant
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for all abstract complete block machine computations:

seuf p(e.par) < Ve (0F,)"
(i) CPsched.(e,n, par)
(ii)  comp(e, [n])
_
(i) sc(e, |n],par)
(i) Ve’ € Msg,.e1 ¢ = Vp € Ny, wf,(€')

Definition 2.40 (Verified Abstract Cosmos Machine). We call the abstract Cosmos machine
S, starting its computations in a configuration £ € Mg, verified wrt. the simulation param-
eter par € P and the property Pg, if and only if the predicates safety.g(E, Ps,, par) and
scwf .5 (E.M, par) hold.

Invariants and Simulation Relation Between Cosmos Machines

First, we introduce a few auxiliary definitions which will be used in the simulation relation
between two machines. We already know that in the concrete machine computations not all
units might reach the consistency points.

Definition 2.41 (Units in Consistency Points). Given a machine configuration d € Mg, and a
simulation parameter par as above we can define the set U, of computation units of d that are
in consistency points wrt. the simulation parameter par.

def
Uep(d,par) = {p € Nuu | CPp(d, par)}

As mentioned before in the concurrent execution of the consistency blocks the simulation
relation of a unit should exclude memory addresses for which the memory might be possibly
inconsistent because of units not reached their consistency points. Obviously, as such a memory
region for a given unit we can choose other units’ local addresses because the unit does not
access them anyway.

Definition 2.42 (Other Units’ Local Addresses). For a unit p € N,, of a model S € S we
compute a set of local addresses of all other units from the ownership state G € Gg as follows:

Then, for a given unit one can prove an easy lemma about the whole memory space excluding
other units’ local addresses.

Lemma 2.8 (Memory Addresses without other Units” Local Addresses). For any Cosmos ma-
chine S € S, its configuration E € Cg and a unit p € N,,,,, if the ownership invariant oinv(E) holds,
then the set all memory addresses without the owned non-shared addresses of all units except p is equal
to the union of the read-only, shared and owned by the unit p addresses.

oinv(E) = S.A\SO(E.G,p)=SRUESU(E.O,\ E.S)
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Proof: To prove the claim we open the definition of SO(E.G,p) and use parts (i)-(iii) of the
invariant oinv(E) to simplify the computations on the given sets of addresses.

SA\SO(EG,p)=S.A\ | |JEO,\ES

qF#p
= (ER uESU(J E.(’)q> \[UEO,\ES by oinv(E).(iii)
q q7#p
=ERUE.SU (U E.C’)q> \[UEO,\ES by oinv(E).(ii)
q qF#p

=ERUE.SU (U E.O,\ E.S) \[UEO\ES

q#p
=SRUESU(E.O,\E.S) by oinv(E).(%)

O

Now, using the sequential simulation relation from the framework R ¢, we define the overall
concurrent simulation relation for all units in consistency points.

Definition 2.43 (Concurrent Simulation Relation). For a Cosmos machine configuration £ €
Cs,, a concrete concurrent machine configuration d € Mg, the simulation parameter par € P,
and a unit p € N,,,, we define its sequential simulation relation in the context of concurrent
execution:

U
<

€,

csimy(d, B, par) = sim, (d,E.M,par,@(E.g,p))

Then, for all units in consistency points we demand

I
g,

csim(d, E, par) = Vp € Ugp(d, par). csimy(d, E, par)

Since the concrete and abstract Cosmos machines contain the ownership states, we are also
supposed to couple them in our theorem. Additionally, we are interested in the separate simu-
lation relation between shared and read-only memories. We will claim such coupling not only
for the units in consistency points, but also for those that have not reached them. For this pur-
pose we provide a so called shared invariant introduced in [Baul4b].

Definition 2.44 (Shared Invariant). For concrete and abstract Cosmos machines S., S,, and

the sequential simulation framework RS“ the shared invariant smvg couples and constrains

the ownershlp states as well as the shared and read- -only memories of both machines. For
= A, =V, and O, = N,,,, — 24= with z € {c,a} we have

sinvge 1 (Me x 24 x 24 x O.) x (Mg x 24 x 2% x 0,) x P — B

Moreover, we introduce a shorthand asserting the shared invariant on two Cosmos machine
configurations D and E. Let G(C) = (C.m|c.sus.®r, C.S, SR, C.0), then we define

sinv(D, E, par) = smvgj (G(D),G(E), par)

One can easily prove an important property about the shared invariant preservation in case
of local steps by the concrete machine [Baul4b].
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Lemma 2.9 (Safe Local Steps Preserve Shared Invariant). Consider concrete Cosmos machine
configurations D, D' € Cg, such that D' is reached from D by a step sequence w containing no ZO-
steps. Moreover, E € Cg, is an abstract machine configuration corresponding to the beginning or the
end of the computation (D,w). If the given concrete computation is ownership safe, then D and E are
coupled by the shared invariant if and only if D" and E are.

D 5 D' Awlip = € A safe(D,w) = (sinv(D, E, par) < sinv(D', E, par))

We will state the concurrent simulation theorem for two machines with initial configurations
D € Cg, and E € Cg, that are coupled via csim(D.M, E, par) and sinv(D, E, par). However,
it is also typical to require some conditions on the initial configuration of the machine imple-
menting the abstract one. We resolve this issue, not considered in [Baul4b], with the help of an
additional invariant for the units on the concrete level.

Definition 2.45 (Concrete Machine Unit Invariant). We introduce a concrete machine unit in-
variant that may require some conditions on the unit’s configuration and couple it with the
ownership configuration if needed:

umvgj ‘U, x 24 x 24 5 B
For a unit p € N,;,, and a Cosmos machine configuration D € Cg, we give the shorthand
winv,(D) = uinvg‘: (D.uy, D.O,, D.S)
Moreover, we demand the given invariant to hold only for units being in consistency points:
winv(D, par) = Vp € Uep(D.M, par). uinvy(D)

As an example of a simulation needed such an invariant, one could consider a concrete ma-
chine with units buffering memory write accesses though this is invisible on the abstract level.
A simple solution allowing the simulation might require the buffers of all units to contain only
their local owned addresses.

Cosmos Model Simulation Theorem

Now, having the sequential simulation framework Rt;z, shared invariant sinvgj, unit invari-

ant uinvg: if needed, and a property Pg, : Cg, — B restricting the ownership safety policy in a
desired way, we can state the main Cosmos model simulation theorem.

Theorem 2.4 (Cosmos Model Simulation Theorem). For any starting configurations D € Cg, and
E € Cg, of the concrete and abstract Cosmos machines respectively, if

o there exist units that are in consistency points in D, and all such units have well-formed configu-
rations and obey the unit invariant,

o all units in E are in consistency points,

o the shared invariant between D and E holds, and the units in consistency point in D are coupled
with E via the simulation relation wrt. the simulation parameter par and the ownership state of
the abstract machine, and
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o if the execution of the abstract machine starting in E is verified wrt. the software conditions, well-
formedness, ownership safety policy, and the property Ps, restricting it,

then for any suitable consistency block machine schedule r € (©%_)* with non-empty blocks executable
from D.M, there exists a complete block machine schedule v € (6 5, )" equivalent to r according to
v & and executable from E.M such that

o the computation (E.M,v) leads to well-formed configurations of all units in the abstract machine

and is simulated by the well-behaved computation (D.M, k) ending in a configuration with well-
formed units in consistency points, and

e for any ownership annotation that is safe for (E.M,v) wrt. the property Ps, we guarantee that
the resulting configurations of both machines are coupled with the concurrent simulation relation.

o Moreover, we can transfer the ownership safety to the implementation layer such that the unit
invariant in consistency points as well as the shared invariant between the abstract and concrete
Cosmos machines are preserved at the end of the computations.

VD € Cs,,E € Cs,,par € P,k € (05 )"

(i)  3p € Ny CPL(D.M, par)

(i) winv(D,par) ANVp € Uep(D.M, par). wf ,(D.M)

(iii) Vp € Np,,. CP,(E.M, par)

(iv) csim (D.M, E, par) A sinv(D, E| par)

(v)  safety.g(E, Ps,, par) A scuf .g(E.M, par)

(vi) CPsched(k,par) A suit (|k]) A comp(D.M, |k]) AVw € k. w # €
.

Jv e (05,)*, M, € Mg,, M) € Mg,.

(i) CPsched . (E.M,v, par) A v K

(i) E.M = M} AVp € Nyy. wf (M)

(iii)  D.M ~ M} A wh(D.M, |k, par) AVp € Uep(M}, par). wf (M)
(iv) Vo, € (2s,)*,G. € Gg,.

g e (M., G!) A safe 5 (E, Ps,,v,0,) =

(a) csim (M}, (M!,G.), par)

(b) 3o, € (s,)*,6, € Gg,.
i) D WS (M, G A safe(D, [k, 0x))
(b.ii)  winv((M},G)), par)
(b.iii)  sinv((M},G), (M., G.), par)

As we see in the theorem, a possibly incomplete consistency block machine execution of S
implements a complete consistency block computation of S,. For units that have not reached
the consistency points we do not require the simulation to hold. However, for such intermediate
states the shared invariant is preserved.

We treat the incomplete blocks depending whether they contain ZO-steps or not. If such a
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block contains only local steps, it cannot change the shared memory and the ownership state.
Therefore, we omit it in the abstract computation and represent it there as an empty step. Oth-
erwise, we have to reflect the same changes in the abstract model. In this case, applying the
general sequential simulation theorem we find a corresponding complete block of the abstract
machine.

Before the proof of the theorem we need to state a few assumption additional to the sequential
simulation theorem. The assumptions basically require that we can transfer the ownership
safety to the concrete level, and when a particular unit is stepping, it preserves the simulation
for other units and does not destroy their properties.

Assumption 2.1 (Safety Transfer with sinv and winv Preservation for a Stepping Unit). For
any well-behaved complete consistency block computation (D.M, o) of a unit p starting in a Cosmos
machine configuration D where the unit invariant is obeyed, and implementing a corresponding compu-
tation (E.M,T) of the abstract machine such that

o the shared invariant between E and D holds,
o the abstract block computation is safe wrt. a given ownership annotation and the property Ps,,

o and the unit p in both machines is coupled with the sequential simulation relation before and after
the computations,

we can find an ownership annotation for o, such that the annotated concrete computation is ownership
safe and preserves the shared and unit invariants.

VD € Cs,,d € Ms,,E,E' € Cgs,,0 €O ,7 €05 ,0, € Q% ,p € Ny, par € P.
(i) D.M+" d' Ablk(o,p) A oneZO(a,7) Awb(D.M, o, par) A
wf ,(d") A uinv,(D)
(i) B B A blk(r,p) A Ps, (E) A safep, (E, (r,0:)) A
sc(E.M,1,par) A wf,(E'.M)
(iii) csimyp(D.M, E, par) A sinv(D, E, par) A csim,(d', E', par)
—
o, € (2s,)*,G" € Gg,.
i) DY (d,G) A safe(D, (0,0,)) Auinvy((d',G"))
(ii) sinv((d',G"), E', par)

Note, that in contrast to the same assumption in [Baul4b], along with the introduction of the
unit invariant, we additionally assume that the well-formedness predicates for both machines
hold at the end of the consistency block computations. This extension is needed for the proof
of the shared invariant that may guarantee well-formedness properties of the shared memories
coupled between two machines. Moreover, the steps of the abstract machine have to be save
wtr. Pg, .

As we know according to Lemma 2.5 any ownership safe steps of a unit do not change other
units’ configurations. We use this fact to make the assumptions about the property and simula-
tions preservation for other units present in the considered machines.
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Assumption 2.2 (Preservation of Well-Formedness for Other Units of Abstract Machine). The

well-formedness predicate of the abstract machine for a given unit depends only on the local state of this
unit and the memory covered by the shared invariant.

VE,E' € Cg,,p € Ny, par € P.
(i) wf,(EEM)NE =, E'
(ii)  sinv(D’, E’, par)
(iii) oinv(E) A Ps,(E) A oinv(E") A Ps,(E’)

— wf (E'.M)

This assumption differs from the same one stated in [Baul4b] by additional Pg, and oinv al-

lowing to derive needed properties about owned and shared components and the memory in
configurations F and E'.

Assumption 2.3 (Preservation of Well-Formedness for Other Units of Concrete Machine).
Analogously to Assumption 2.2, the well-formedness predicate of the concrete machine depends only on
the local state of its units and the memory covered by the shared invariant.
vD,D’' € Cg,,E,E' € Cg,,p € Ny, par € P.

(i) wf,(D.M)AD =, D'

(ii)  csimyp(D.M, E, par) A sinv(D, E, par) A sinv(D', E', par)

(iii)  oinv(E) A Ps, (E) A oinv(E") A Ps, (E")

= wf,(D'.M)

In contrast to [Baul4b] this assumption contains in its premises not only Ps, and oinv for the
abstract machine, but also the simulation relation for the well-formed sequential machine con-
figuration and the shared invariant.

Assumption 2.4 (Preservation of Simulation Relation and uinv for Other Units). The sequential
simulation relation and the unit invariant for a unit p may depend on the unit’s configuration, read-only,
shared, and owned by p memories as well as its ownership state and the property Ps, adjusting it.
vD,D' € Cg,,E,E' € Cg,,p € Ny, par € P.

(i)  csimy(D.M, E,par) A uinv,(D)

(ii)  sinv(D, E,par) A Ps,(E) A oinv(E) A oinv(D)

(iii) sinv(D’, E',par) A Ps,(E") A oinv(E") A oinv(D")

(iv) E=,E ND=,D’

—

csimy (D' .M, E', par) A winv,(D’)

Note again that this assumption differs from [Baul4b] similarly to Assumption 2.3 considered
above and gives more flexibility for the simulation relation and properties to be instantiated.
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Though it might be more clear to talk about the well-formedness and the unit invariant preser-
vation for the concrete machine independently from the abstract machine, in this case one
would have to transfer Pg, explicitly to some properties on the concrete level in a general way,
what is not required by the concurrent simulation theorem and would make it less intuitive.
Such explicit property transfer will be shown separately later in this chapter. Moreover, in this
thesis we will see how one can use the simulation and these assumptions for different systems.

Proof of Cosmos Model Simulation Theorem: We show the claim by induction on the length
of consistency block schedule n = |x|.

Base case (n = 0): For |k| = e wesetv = ¢, M) = E.M, and M) = D.M. The claims (¢)—(ii7)
obviously follow from the premises. For the claim (iv) we can only consider 0, = € and G, =
E.G, what gives us the concurrent simulation relation for D.M and E. Applying Assumption 2.1
ford =D, E' = E, 0 =7 = o, = ¢ and the theorem premises we also easily conclude the rest
of the theorem statement. Note, that in this case the ownership safety on the concrete level boils
down to safe(D,e) = oinv(D.G) which follows directly from Assumption 2.1.

Induction hypothesis (IH): We assume the claim holds for any consistency block machine
schedule % with a fixed length n = m. Thus, there exists a simulated complete consistency block
machine computation (E.M, 7) such that all the desired properties hold. Moreover, (D.M, i) is
safe wrt. ownership.

Induction step (m — m + 1): Assume that we are given a block machine computation (D.M, k)
with |k| = m+ 1. We denote the last block by w = k41 and the previous blocks by & = k[1 : m],
i.e.,, k = Rw. Using the hypothesis of the theorem for « for the induction hypothesis and setting
up v for the first m blocks such that v[1 : m] = 7 we get the m-step consistency block machine
computations (D.M, k) and (E.M, ) leading to the machine states M, and M, respectively and
fulfilling the claims of the simulation theorem:

CPsched (E.M,v[1 : m],par) Av[l : m] o K[1:m] (2.1)
B.M TN, A p € Ny wf (V) 2.2)
.M T Mg A wb(D.M, |K[L:m]], par) AVp € Uep(Ma, par). wf ,(My) (2.3)
Yo, € (Qsa)*7 Qe S GSQ- (2.4)

E (L’/[l}ﬂjpﬁ) (MeaQ_E) A SafecB(E7PSu’y[1 : mLOD) =
(a) csim (Md, (M., Qe),par)
(b) Fog € (Qs,)*,Ga € Gy,

i) D R (i G A safe(D, (|K[L : m)]. 0x))
(b.ii)  winv((Mg,Gq), par)
(b.iii)  sinv((Ma, Ga), (Me,Ge), par)
Therefore we only need to take care of the probably incomplete last block w which is non-

empty by the hypothesis and being executed by some unit ¢ = w;.s. From the theorem hypoth-
esis (vi) we know that the final machine state for the block computation (D.M, k) exists and we

denote it d’. Moreover, D.M NM ] M, leads to the intermediate state M, so that we also have
My~ d'.

To apply the generalized sequential simulation theorem for the computation (My,w) and
the abstract machine configuration M, one needs to choose for the unit ¢ the set of memory
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addresses excluded from its simulation relation and not accessed by the unit during this block
execution. The choice of this memory region depends on the simulation relation holding at the
beginning of execution of the block w and addresses not accessed by the unit of the abstract
machine for any consistency block starting from M..

From the theorem hypothesis (v) safety.z(E, Ps,, par) and existing computation E.M il

M. we know that there exist ownership annotations o such that transitions E i R
(M., Ge) lead to corresponding ownership states G. and the simulation relation for both ma-
chines holds by induction hypothesis (2.4a):

Vp € Ucp(Md,paT). csimp(Md, (M., G.),par).

From the theorem hypothesis (vi) CPsched(k[1 : m|w, par) the unit g is obviously at a consis-
tency point in configuration My, therefore

simq (Md, Maparv%(g_ea Q)>

So, the sequential simulation theorem applied to the considered case with icm = SO(G., q)
gets the form:

(i) wfq(Md) A wfq(Me)
(i) simy(Ma, M., par,icm) A CP 4 (Mg, par) A CP (M., par)
(iii) VA€ O}, ,é€Ms,. M, 2 & Ablk(\,p) ACP,(é, par) =
noacc(Mg, \,icm) A sc(Mg, X, par) A wf ,(€)
(iv) w # e A blk(w,p) A suit(w) A comp(Mg,w)
—

do € GTS'C’d” €Mg,, 7€ @ga,ﬁ’” € Mg, .
(i) w l>g”c o A suit(o)
(i) blk(1,q) A oneZO(o,T)
(iii) Mg+~ d" A wb(Mg, 0, par) A wf ,(d")

T

(iv) Me—¢” Awf,(e")
(v) simg(d”,e”, par,icm) ANCPq(d", par) ANCP4(€”, par)

The premises (7)—(ii) of the applied sequential simulation theorem follow directly from the
equations (2.1) — (2.4) and the fact that the unit ¢ is at a consistency point in M, what is known
from CPsched(k, par). Since the simulation relation for ¢ for the chosen icm holds as proven
above and by (2.1) the unit is also at a consistency point in M,, one trivially gets (ii). We
also easily conclude the premise (iv) from the hypothesis (vi) of the Cosmos model simulation
theorem to be proven for k = Fw.

To prove premise (iii) we use the theorem hypothesis (v). So, from safety .z (E, Ps,, par) for
all such existing complete consistency block machine computations (M., \) of unit ¢ leading
to ¢ there exist ownership safe annotations o) such that computations (M., G,) ooy (é,G.) till
some G, are feasible. Due to the safe access and ownership transfer policy during (), o)) the
unit ¢ does not access local owned addresses SO(G,, ¢) of other units and cannot modify them.
This fact follows from the inductive application of Lemma 2.5 for the steps of (A, 05). Therefore,
for such (M., \) one guarantees that noacc(M., A\, SO(G., q)) holds. From scuwf .5 (E.M, par) we
easily conclude the rest of the premise (v).
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Now we can use the claim of the applied sequential simulation theorem. We extend the block
w by steps w’ in order to obtain 0 = ww’. Thus the sequential simulation guarantees for the

’
w

unit ¢ the existence of computations M, —— ¢” and My — d’' —— d” such that the simulation
relation excluding SO(Ge, q) holds. Moreover, we choose ownership annotations o, such that

computations (M., G) oy (e”,G!) for corresponding G are safe wrt. the ownership and the
property Ps,, i.e., Ps, ((Me,Ge)) A safep, ((Me,G.), (7, 0,)) holds.

First, we prove our theorem for v[1 : m]r and k[l : m]o. As the second step, we will look at
w’ because the theorem is originally stated for non-extended w.

Using equation (2.1) we easily conclude claim () of the theorem, namely

CPsched .(E.M,v[1 : m|r, par) Av[l:m|T £ k[l : m]o,

because 7 is a complete consistency block of the unit ¢, oneZO(c, 7) holds, all units were at
consistency points in M., and predicate CP depends only on a unit’s machine configuration
and read-only memory that were not changed for units p # ¢ during safe steps of ¢ in 7.

By now, from equations (2.2) — (2.3) and the sequential simulation theorem we also have

k[l:m]o

D.M V" d" wf ,(d") wh(D.M, |k[1 : m]o], par)
B T wf () simg(d”, €", par,SO(Ge, q))

Moreover, as mentioned before, by Lemma 2.5 for the safe computation (M.,G.) {rog) (e”,G7)
we have SO(G,, q) = SO(G”, q) and conclude sim,(d",e", par,SO(G", q)).
To prove the rest of the claims we first apply Assumption 2.1 for 7 and o
(i) My +Zs d" Ablk(o,q) A oneZO(o,7) Awb(My, o, par) A wf (") A winvg((Ma, Ga))
(i) (M., G.) ‘=% (¢”,G7) A blk(r,q) A Ps, (M, Ge))A
safepg, (Me, Ge), (7, 07)) A se(Me, 7, par) A wf ,(e")
(”1) Simq (Md7 Mevpar7%(g67 q)) A Sinv((Mda Gd)7 (Mea ge)v par)/\
simq(d”,€”, par,SO(G!,q))

Jo, € (R2s,)*,G) € Gg,.
() (M, Ga) T (d7,G) A safe((Ma, Ga), (0, 04)) Auinwg (@, GY)
(i) sinv((d”,GY), (e",G), par)

Obviously, from (2.4) the shared invariant holds and we have uinv,((M4, G4)) because the unit ¢
is in a consistency point. All the other premises follow directly from the argumentation above.

From now we can consider the ownership safe computation (M, G4) {prog) (d",Gl) with the
ownership annotation o,. Moreover, we may concatenate it with oz so that we easily get

D %o (@7 g1y A safe(D, (|Fo), 0x00))

The rest to be proven is the preservation of well-formedness, the unit invariant and the se-
quential simulation relation for other units p # g¢.
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Applying Lemma 2.5 for the steps of (M,,G.) {rog) (e”,G") and (My,Gq) (rog) (d",Gy) we
get o L
Vp 7£ q. (Meng) ~p (e”v gé/) A (Mdv gd) ~p (d/,v g¢/i/)

From (2.4) (a) and (b.ii) we know
Vp € Uep(Ma, par). sim,, (Mg, M, par,SO(Ge, p)) A winv,((Mg, Gq))

Naturally, the ownership states G/ and G/’ support the ownership invariant oinv by Lemma 2.1.
Moreover, the shared invariant holds at the beginning and the end of the considered computa-
tions.

Therefore, since we have Vp € Ny,. wf,(M,) and Vp € Uep(Ma, par). wf (M) in equations
(2.2) - (2.3), we use Assumptions 2.2 and 2.3 for both machines in order to conclude the well-
formedness of units p # g in e¢” and d”'.

Finally, we show that the simulation relations sim,, (d” e’ par,SO(GY, p)) and unit invari-
ants uinvy,((d”,G))) for other units p € U, (d”, par) with p # q are preserved. Applying As-
sumption 2.4 for each unit p we finish the proof and conclude that the theorem claims hold for
v[l :m]r and k[l : m]o.

’
w

Now, for the computation M, — d’' + d" we split cases on w’ and prove the theorem for
the computation (D.M, k) with k,,, 11 = w leading to configuration M), = d'.

Case 1: w’ = . In this case w is already complete, d’ = d”, and we just set v = 7, M/ = " for
the theorem to hold.

Case 2: W' # ¢ Aw|,, # £. The consistency block w contains already an ZO-operation and is
incomplete. In this case we include 7 into the abstract model computation (E.M, v) leading to
M = ¢ because one has to maintain the shared invariant.!

Since prefixes of sequences cannot contain more ZO-points than the original ones, the predi-
cate oneZO(w) holds, and we show claim (i) of the theorem as in the previous case.

Obviously, from the sequential simulation theorem we already know wf ,(e”). For the unit ¢
of the concrete machine we do not have to guarantee the well-formedness and the simulation
relation because it has not reached a consistency point after the computation (D.M, k). From
wb(D.M, | k[l : m]o |, par) proven before we also get wb(D.M, | k|, par).

Having safe((Mgy,Ga), (0, 0,)) we can split o, = 0,0, such that |o,| = |w|, |0/,| = |w'|. There-
fore, it follows that for some intermediate ownership state G/, one has

Safe((MdaGd)v<wvow>) Safe((dlvgél)v<wl70clu>)

We also know w’[;, = ¢ because of oneZO(ww’) and wl;, # ¢. Applying Lemma 2.9 for the
computation (d’, G)) o) (d”,G7) with sinv((d"”,GY), (€”,G)), par) we get

sinv((d’,GY), (¢",GY), par)

Now, similarly to the previous case it is easy to apply Assumptions 2.2-2.4 to show the preser-
vation of the well-formedness, simulation relations, unit invariants for the units p # ¢ still being
in consistency points in ¢” and d’'.

Case 3: W’ # cAw|;, = €. The incomplete consistency block w contains only local steps of the unit
g. In this case we cannot include 7 into the simulated computation (E.M, v) because it could

1 As a special case for w|;, # € one could consider w|o: # €. According to oneZO(ww’, 7) we allow T|ip = Tlot = .
Therefore, for 7 # € we could have set v, 41 = € instead of 7. However, since it would require more argumentation
based on technical lemmas from [Baul4b] not covered here, we stick to the shorter proof with vy, 41 = 7.
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contain an ZO-step introduced only in w’ that is not executed, and change the shared memory
state and the ownership so that the shared invariant would not hold after the computations.
Thus, we set 1,1 = ¢ and obviously M/ = M,, G, = G..

Equation (2.2) gives us Vp € Nyy. wf,(M.). Moreover, from safe((Mg,Gq), (w, 0u,)), wlio = &,
sinv((Mg,Gq), (M., G.), par) and Lemma 2.9 we also have

sinv((d', G}), (M., Ge), par)

The argumentation about the remaining parts of the claims is analogous to the previous case.
This finishes the proof of the theorem.
O

2.4 Order Reduction on the Concrete Level

To apply the Cosmos model simulation theorem on a arbitrary interleaved sequence of the con-
crete model computations starting from D, one has to apply first the order reduction from the
arbitrary schedule to the block schedule that will allow us to guarantee that the ownership
safety as well as any other properties Pg_ : Cg, — B verified on the block schedule hold for the
given arbitrary interleaved schedule.

Remember that the order reduction theorem states the safety transfer from safe ZP-schedules
to arbitrary interleaved Cosmos machine schedules, and requires in the hypotheses that all ZP-
schedule computations leaving D are safe and obey the ZOZP condition. To prove these we
would like to use the Cosmos model simulation theorem. However, the theorem guarantees
such properties only for all block schedules that are suitable for the simulation. This makes
the direct application of the order reduction theorem impossible. Instead, we have to state the
analogous order reduction theorem but for suitable schedules. We proceed in the way shown
by Baumann.

2.4.1 Order Reduction for Suitable Schedules

We redefine the predicates from Section 2.2:

Definition 2.46 (Verified Cosmos model for Suitable Schedules). For 0 € 0% ,0€Q5, config-
uration D € Cg, and safety property Pg, the predicates

safety(D, Ps,, suit) v, suit() A comp(D.M,0) = Jo € Q. safep, (D, (0,0))

safetyrp (D, Ps,, suit) v, IPsched(0) A suit(8) A comp(D.M,0) =
Jo € Q5. safep, (D, (0,0))

TOIPzp (D, suit) “ v IPsched(0) A suit(8) A comp(D.M,0) — TOIP(H)
denote the safety and ZOZP condition for all ZP-schedules suitable for the simulation.

Being based on the previously shown lemmas from Section 2.2 and a property from [Baul4b]
claiming that the equivalent reordering preserves the suitability, Baumann managed to show
a stronger reduction theorem that allows to transfer safety properties from a subset of ZP-
schedules suitable for Cosmos model simulation to suitable arbitrarily interleaved schedules.
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Theorem 2.5 (ZP-Schedule Order Reduction for Suitable Schedules). Given a simulation frame-
work Rgz and a Cosmos model configuration D € Cg, for which it has been verified that all suitable
I'P-schedules originating in D are safe wrt. ownership and a Cosmos machine property Ps_. Moreover,
all suitable TP-schedule computations running out of D obey the ZOIP condition. Then ownership
safety and Pg_ hold on all computations with a schedule suitable for simulation that starts in D.

safetyrp (D, Ps,, suit) NZOLPzp (D, suit) = safety(D, Ps,, suit)

2.4.2 Applying the Cosmos Model Simulation Theorem

Since we can justify verification of ownership safety and other properties of the Cosmos machine
states for suitable schedules, we would like to see now whether not only the ownership safety
but also the well-formedness and well-behaviour of the concrete machine guaranteed by the
Cosmos model simulation theorem for suitable block schedule computations can be transferred
to any arbitrary interleaved suitable step sequences.

In comparison to the well-formedness and unit invarints that are properties of a machine
state, the well-behaviour is a property of steps. Baumann resolved this issue by extending the
considered concrete Cosmos model S, with some history information recording whether the
well-behaviour is violated or not, and showed that using the Cosmos model simulation theorem
for the original abstract and concrete models as well the aforementioned model extension one
guarantees that the proven well-behaviour transfers to arbitrary interleaved computations of
the extended concrete machine.

However, such an extension implies some restrictions on the step properties because of the
specific semantics of Cosmos machines. Recall, that the Cosmos machine transition function is
based on the unit’s transition function that takes as a parameter a portion of memory restricted
to the reads-set. If in any step of the machine we would recompute the history flag about the
well-behaviour, it would be possible only if the well-behaviour does not talk about the memory
content at addresses not belonging to the reads-set. This fact was not mentioned in the original
work [Baul4b] and can be easily noticed if one looks closer how such an extension could be
made.

To see this we extend in detail our concrete model S, to S/, in the way introduced in Bau-
mann’s work:

e For components X € {A,V, R, nu, £} we have

S X =5.X

o The unit configuration is extended with the history information corresponding to the well-
behaviour.
SiU= (k€ S.UwbeB)

The flag wb is computed in every step of the machine and initially will be equal to 1.

o The reads-set is equal to the one from the original model

S!.reads(u, m,in) = Sc.reads(u.k, m,in)

e For components Y € {ZP,Z0O, OT } we have

SL.Y (u,m,in) = S..Y (u.k,m,in)
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e The unit’s transition function additionally records the history of well-behaviour

Se.0(u, m,in) = ((k/’“fb/) ™) Sc.é(u..k,m,in) = #m)

undefined : otherwise
where wb' = u.wb A Rgz.wb ((w, [m]), in,par). Since m is the memory restricted by the
reads-set and the predicate wb might state properties on values at other addresses, one
has to restrict such properties only to the reads-set.

Hence, to be able to transfer the well-behaviour to arbitrary interleaving schedules of the ex-
tended machine computation we make the following assumption.

Assumption 2.5 (Well-Behaviour Restriction). For a simulation framework RSf, a unit configura-
tion u € U, memory m : A. — V., an input in € &, and a simulation parameter par € P we require
that the well-behaviour property of a computation step does not depend on memory content outside the
reads-set R = S..reads(u, m,in) of the concrete model S,:

Rg:.wb ((u,m),in, par) <= (Vm’. m'|r =m|p = R:Zz.wb((u,m’),in,par))

wherem' : A, — V..

Given the extended Cosmos model S/}, the transformation of the simulation framework jo,
sz’nvgj, and uinvgj into the framework for the abstract and extended concrete machines Rg‘,’
and the corresponding predicates for S/, is a bookkeeping and we skip the details here. C

Now, for a configuration D € Cgs, we can define a Cosnmos machine safety property denoting

the well-behaviour in the past before D:

de
W(D) Ef Vp € Npy. D.up.wb

Definition 2.47 (Simulation Hypothesis). Finally, we introduce the predicate simh to denote
the simulation hypotheses of the concurrent simulation theorem for the framework Rg‘,f, start
configurations D € Cs:, E € Cg,, and a simulation parameter par € P. Moreover, additcionally
to the safety property Pg, needed for the concurrent simulation in Theorem 2.4, we include any
other property Pg : Cs, — B involved into the property transfer from the abstract machine to
the concrete one (considered below in Section 2.5).
Using the shorthand
Ps,(e) = Ps,(e) A Ps, (e)

for e € Cg, we formally define

U
g,

€,

simh(D,E,Pg ,par) = (i) winv(D,par) AVp € Uyp(D.M, par). wf ,(D.M)
(i) 3p € Npy,. CP,(D.M, par) N W (D)
(iii) csim(D.M, E, par) A sinv(D, E, par)
(iv) safety.p(E, 1550 ,par) A scwf .5 (E.M, par)
(v) IPCP(R?Z , par)

Baumann in his work proved two corollaries of the concurrent simulation theorem that allow
us to apply the order reduction on the concrete level.

45



2 Model for Concurrent Systems and Simulation

Corollary 2.2 (Simulating ZP-Schedules are Safe and Well-Behaved). Assuming a pair of simu-
lating Cosmos machine configurations D € Cgy, and E € Cg_, if the simulation hypotheses hold for the

simulation framework R3; , the corresponding predicates, and some parameter par € P, then all suitable
I'P-schedule computations running out of D are ownership-safe and well-behaved.

VD, E, P, par. simh(D,E, Py ,par) = safetyrp(D, W, suit)

Corollary 2.3 (ZOZP Assumption for Simulating ZP-Schedules). Given a Cosmos machine sim-
ulation constrained as in the previous corollary with start configuration D, then every ZP-schedule that
is suitable for the simulation and running out of D fulfills the ZOZ'P condition.

VD, E, Ps_, par. simh(D, E, Pg_,par) = ZOIPzp(D, suit)

Therefore, applying these corollaries and Theorem 2.5 we easily reach our goal.

Corollary 2.4 (Ownership Transfer for Simulating Block Machines). Assuming a pair of simu-
lating Cosmos machine configurations D € Cgs; and E € Cg,, if the simulation hypotheses hold for
the simulation framework Rg,f, corresponding predicates, and some parameter par € P, then all suitable
computations running out of D are ownership-safe and well-behaved.

VD, E, P, par. simh(D, E, P§_,par) = safety(D, W, suit)

Note, that among the well-behavior we could also easily transfer the well-formedness and
unit invariant in the same manner. Therefore, we have shown that verification of considered
properties for block schedules is justified. In other words, the order reduction applied on the
concrete level does not influence these properties.

2.5 Property Transfer From Abstract to Concrete Level

For constructing concurrent model stacks for pervasive verification one often needs to transfer
the software conditions and safety policy from the abstract level down to the concrete machine
computations which can be treated as an abstract level of another underlying simulation layer.
For instance, we have already seen that the required well-behavior can follow from the software
conditions of the abstract model and guaranteed by the sequential simulation theorem. Now,

having the Cosmos model simulation theorem between S, and S/, with the framework Rf;?', in-

variants sinv gz', uinvgz, the property Ps, as well as any additional property Pg of the abstract

machine, we can also show how we transfer P, (see Definition 2.47) to some properties on the
concrete level. To reach this goal we proceed here with an approach suggested by Baumann in
his work and based on ideas from [CL98].

Since generally we are dealing with different machines S, and S/, we cannot translate one-to-
one the abstract property P, into some property of the concrete machine. Moreover, we require
that Pg, holds at the beginning and the end of all complete consistency block executions for the
abstract machine. To be able to transfer the aforementioned property to the concrete level, one
needs to couple the configurations of both machines by the simulation relation. However, it
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is not possible in the context of the incomplete consistency block execution. For the units not
being in consistency points we only require the shared invariant to hold. This has an influence
on the sort of properties that could be transferred. Baumann suggested to distinguish between

local and global properties and introduced a requirement that a property to be transferred must
be divisible.

Definition 2.48 (Divisible Cosmos machine Safety Property). We say that P : Cs — B is
a divisible safety property of a Cosmos model S iff for any configuration C' € Cg it has the
following structure

P(C) = P,(C) AV¥p € Npy. P(C,p)

where P, is a global property which depends only on shared resources and the ownership state,
and P, constitutes local properties for each unit of the system. Consequently they are constrained
as shown below for any C, C’ € Cg:

CRC'ANCRC = Py (C) = P,(C")
Vp. C~p €' = P(C,p) = P(C",p)
Therefore, we have to translate global properties in all intermediate configurations and for

proving them we can use the shared invariant. In turn, local properties can only be used in
consistency points where the simulation relation holds.

Definition 2.49 (Simulated Cosmos machine Property). Let Ps, from Definition 2.47 be a divis-
ible Cosmos machine safety property on Cg, in the simulation between two Cosmos models S,
and S!. Then for a given simulation parameter par € P a simulated divisible Cosmos machine
property Q[Ps, , par] : Cg; — B can be derived by solving the following formula?, which states
for any configuration E' € Cgs, being completely consistent with D € Cg; that Q[Ps, , par] holds
in D iff Pg, holds in E.

VD, E. (sinv(D, E, par) AVp. csim,(D.M, E,par)) = QI[Ps,, par](D) = Ps, (E)
Consequently the following constraints must hold for Q[Ps, , par):
VD, E. Py(E) A sinv(D, E, par) = Q|Ps, , par]y(D)
VD, E,p. P(E,p) A csimp(D.M, E, par) = Q[ﬁgay,par]l(D,p)
where P,, P, Q[Ps, , par],, Q[Ps,, par]; are global and local properties of Ps, and Q[Ps, , par]
respectively according to the Definition 2.48.

Additionally, we relax the definition of the simulated properties to so called incompletely sim-
ulated Cosmos machine properties because not all units could be in their consistency points.

Definition 2.50 (Incompletely Simulated Cosmos machine Property). Given the divisible sim-
ulated Cosmos machine property Q[Ps,, par] from Definition 2.49 we define an incompletely
simulated Cosmos machine property Q[Ps,, par] : Cs; — B in the following way:

Q[ﬁsa,par](D) déf Q[ﬁga,par]g(D) AYD € Ugp(D. M, par). Q[ﬁga,par}l(D,p)

Finally, we can show that Pg, is translated to the incomplete simulated property maintained
on the concrete level. This fact is stated in the following theorem proven in [Baul4b].

2ie, by finding the translated predicate Q satisfying the formula
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Theorem 2.6 (Simulated Safety Property Transfer). Given are the simulation framework Rg; and
all the corresponding predicates including the abstract machine safety properties Ps, and Pg. such that
the Cosmos model simulation theorem holds for start configurations D € Cs;, E € Cg,, and the
simulation parameter par € P. If the simulation hypothesis are fulfilled and the property Ps, (given
in Definition 2.47 and verified for all complete consistency block machine computations starting in E)
translates into the incompletely simulated Cosmos machine property Q|Ps, , par]?, then any suitable

Cosmos machine schedule leaving D is safe wrt. the ownership, Q[Ps, , par] holds for all reachable
configurations, and all implementing computations are well-behaved.
Using the shorthand

Ps. (d) = W(d) A Q[Ps, , par](d)

with d € Cg:, we formally state the theorem as

VD, E, P _,par. simh(D, E, Pg ,par) = safety(D, Ps_, suit)

Moreover, it is also practical to know that the simulated properties hold completely for com-
plete consistency block machine computations.

Corollary 2.5 (Complete Simulated Property Transfer). For complete consistency block machine
computations on the concrete level, Theorem 2.6 allows to transfer the property Ps, into the com-
pletely simulated property Q|Ps, , par], suit) if it can be derived. Formally, for Ps (d) = W(d) A

Q[Ps,, par](d) with d € Cg;, we state

VD, E, P}, par. simh(D, E, Py ,par) = safety.z(D, Ps_, suit)

3with the properties of O stated above
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Formal Model of MIPS-86

In the thesis we consider a multi-core MIPS-86 model defined by Sabine Schmaltz in her doc-
toral dissertation [Sch13]. The model is based on a sequential MIPS instruction set architec-
ture (ISA) from [KMP14] and extended with components typical for x86-64 architectures: store
buffers (SB), memory management units (MMU) with translation lookaside buffers (TLB), de-
vices, local and I/O advanced programmable interrupt controllers (APIC) serving for the inter-
processor interrupts (IPI) and device interrupts delivery.

Since in the scope of the thesis we are not interested in the communication between the pro-
cessors via IPIs as well as device accesses, we stick to a simplified version containing only two of
the aforementioned components and supporting the external interrupts. Using the definitions
from [Sch13], we first introduce the single core MIPS-86 model, and then provide the semantics
for the corresponding multi-core machine. We also adapt the original definitions where it is
necessary to match our concurrent simulation theory from the previous chapter. Moreover, we
extend the ISA with an instruction from [Kov13] which exists in x86-64 architectures and allows

a programmer easier to guarantee the sequential consistent memory in the presence of store
buffers.

3.1 Instruction Set Architecture Overview

An overview of the multi-core MIPS-86 model used in this thesis is depicted on Figure 3.1.

The abstraction of the sequential processor cores features atomic fetch-and-execute transitions
which can be justified only in the absence of self-modifying code. Namely, if an instruction
being fetched from the memory by a core cannot be changed by other processors present in the
model, then we can reorder the fetch cycle in a way that it appears exactly before the instruction
execution.

The processor core communicates with its TLB performing and caching address translations
used by the processor to establish a desired virtual memory abstraction. The SB caches memory
write requests of the core and provides data in case of read requests if possible. Both compo-
nents can also perform their steps independently from the core. For instance, the store buffer
can commit its pending stores to the memory. Note, that the memory depicted on Figure 3.1
and considered in our multi-core model is already an abstraction of a cache shared memory
system implemented and proven to be sequential consistent in [KMP14].

As suggested by Schmaltz we provide the MIPS-86 model with an order of processor com-
ponent steps unknown to the programmer. Such a non-deterministic behavior is modeled by
a deterministic automaton taking among its inputs some information specifying which com-
ponent performs a particular transition. We will use this approach not only for a single core
model semantics, but also for the multi-core machine where the order of processor executions
is determined by their indices.

If a few components of the model perform synchronous steps as a response to an action of a
certain component, we call these steps passive in comparison to the active step triggering them.
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3 Formal Model of MIPS-86

External Interrupts External Interrupts External Interrupts

Processor Y Processor Y Processor Y

r’@%i} ek || e

TLB
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Figure 3.1: Overview of MIPS-86 Components.
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Figure 3.2: Types and Fields of MIPS instructions

A typical passive component of a step is the memory changing its configuration as a result of
write accesses from the store buffer.

3.1.1 Instruction Set

The MIPS-86 ISA provides instructions of I-, J, and R-types. The I-type instructions operate
with two registers of the core and a so called immediate constant whereas the R-type allows to
make operations involving three registers. The J-type instructions are used for absolute jumps
in the assembly code. Any instruction is represented as a 32-bit binary word and has its own
layout depending on the type (see Figure 3.2). The fields rs, rt, and rd stand for the source,
target, and destination registers respectively. Another field sa is a shift amount used for shift
operations.

An overview of available instructions is given in Tables 3.1- 3.3. Note, that the exact seman-
tics of the instruction execution will be considered later when we define the transition func-
tion of the single core MIPS-86. In the tables you find only approximate effects. For example,
m denotes the full memory system including also the store buffers, and the table description
does not show which component is involved into a word memory access. Moreover, the in-
structions which mnemonic ends with u perform unsigned arithmetic with binary numbers.
A particular case that is worth paying attention to is the instruction sltiu interpreting the sign
extended immediate constant as a binary number though in case of imm/[15] = 1 one obviously
has (szt(imm)) # (imm).

Most of the operations supported in the MIPS-86 ISA deal with the registers from the general
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3.1 Instruction Set Architecture Overview

| opc | rt [ Mnemonic | Assembler-Syntax [ Effect \

| Data Transfer \
100 011 Iw Iw rt rs imm rt = m(rs + sxt(imm))
101 011 SW SW rt rsimm m(rs + sxt(imm)) = rt

[ Arithmetic, Logical Operation, Test-and-Set \
001 000 addi addi rt rs imm rt = rs + sxt(imm)
001 001 addiu addiu rt rs imm | rt=rs + sxt(imm)
001 010 slti slti vt rs imm rt = (rs < sxt(imm) ? 135 : 032)
001 011 sltui sltui 7t rs imm rt = (rs < sxt(imm) ? 139 : 032)
001 100 andi andi rt rs imm rt =rs A zxt(imm)
001 101 ori orirt rs imm rt = rs V zxt(imm)
001 110 xori xori rt rs imm rt = rs @ zxt(imm)
001 111 lui lui 7t imm rt = imm01!6

| Branch \
000 001 | 00000 bltz bltz rs imm pc=pc+ (rs < 0?immO00 : 435)
000 001 | 00001 bgez bgez rs imm pc=pc+ (rs > 07? immO00 : 432)
000 100 beq beq rs rt imm pc =pc + (rs = rt ? immO00 : 435)
000 101 bne bne rs rt imm pc =pc + (rs # rt 2 immO0 : 432)
000 110 | 00000 blez blez rs imm pc=pc+ (rs <07?immo00 : 432)
000 111 | 00000 bgtz bgtz rs imm pc=pc+ (rs > 0? immO00 : 43)

Table 3.1: I-Type MIPS-86 Instructions

| opc || Mnemonic | Assembler-Syntax | Effect \
[ Jumps |
000 010 j j iindex pc = binga(pc+4s2)[31:28]iindex00
000 011 jal jal dindex R31 = pc + sz,
pc = binga(pc+4sz)[31:28]iindex00

Table 3.2: J-Type MIPS-86 Instructions

purpose register file (GPR). However, the coprocessor instructions serve for returning from an
interrupt handler to the interrupted program and for moving data between GPRs and special
purpose registers (SPR) important in the context of system programming. The SPRs available
in the considered model are shortly described in Table 3.4. Note, that in contrast to [Sch13]
we introduce a register containing a processor identifier. The reason is that the local APIC
containing such information is not present in our model. We assume that the processor ID is
hard-wired into the corresponding register and writes to this register have no effect.

3.1.2 Store Buffers

The simplest form of the store buffer we deal with in the MIPS-86 model is a first-in-first-out
queue of pending memory write accesses to physical addresses. Any memory read access gen-
erated by the processor can than be serviced in the store buffer by finding the most recent SB
entry for a given address. If such an entry is not present, the data is read from the memory.
Using the store buffers in the hardware implementation allows to perform memory accesses
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3 Formal Model of MIPS-86

[opcode | fun [ rs | Mnemonic | Assembler-Syntax | Effect
| Shift Operation
000000 | 000 000 sll sll rd rt sa rd = sll(rt,sa)
000000 | 000010 srl srl rd rt sa rd = srl(rt,sa)
000000 | 000011 sra srardrt sa rd = sra(rt,sa)
000000 | 000 100 sllv sllv rd rt rs rd = sll(rt,rs)
000000 | 000110 srlv stlvrd rt rs rd = srl(rt,rs)
000000 | 000 111 srav srav rd rt rs rd = sra(rt,rs)
| Arithmetic, Logical Operation
000000 | 100 000 add addrd rsrt rd =rs + rt
000000 | 100 001 addu addurdrsrt rd =rs 4 rt
000000 | 100010 sub sub rdrsrt rd=rs — rt
000000 | 100011 subu suburdrsrt rd =rs —rt
000000 | 100 100 and andrdrsrt rd =rs A rt
000000 | 100101 or orrdrsrt rd=rsVrt
000000 | 100110 Xor xor rd rs rt rd=r1s @ rt
000000 | 100111 nor nor rd rsrt rd =rs Vrt
| Test-and-Set Operation
000000 | 101010 slt sltrd rsrt rd=(rs<rt?1:0)
000000 | 101011 sltu slturd rs rt rd=(rs<rt?1:0)
[ Jumps, System Call
000000 | 001 000 jr jrrs pc=rs
000000 | 001 001 jalr jalr rd rs rd=pc+4 pc=r1s
000000 | 001 100 sysc sysc System Call
] Synchronizing Memory Operations
000000 | 111111 cas casrdrsrt rd” = m(rs)
m’(rs) = (rd = m(rs) ? rt: m(rs))
flushes the SB
000000 | 111110 mfence mfence flushes the SB
000000 | 111101 locksw locksw rs rt m(rs) = rt
flushes the SB
| TLB Instructions
000000 | 111011 flush flush flushes TLB
000000 | 111010 invlpg invlpg rd rs flushes TLB translations
for addr. rd from ASID rs
| Coprocessor Instructions
opcode fun rs Mnemonic | Assembler-Syntax | Effect
010000 | 011000 | 10000 eret eret Exception Return
010000 00100 movg2s movg2s rd rt spr(rd)= gpr(rt)
010000 00000 movs2g movs2g rd rt gpr(rt) = spr(rd)
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3.1 Instruction Set Architecture Overview

| index i | shorthand for i and i5 | description \
0 st status register (masks for interrupts)
1 esr exception status register
2 eca exception cause register
3 epc exception pc (return address after interrupt handling)
4 edata exception data (effective address on page fault)
5 pto page table origin
6 asid address space identifier
7 mode mode register € {0311, 0%}
8 emode exception mode register € {0°!1, 07}
9 pid processor identifier

Table 3.4: MIPS-86 Special Purpose Registers.

faster while the memory system is still busy with another operation. However, since there is
no communication between the store buffers of processors in a multi-core system, the memory
visible for the programmer cannot be treated as sequentially consistent as long as no specific
programming discipline is applied.

In order to allow the programmer to obtain the sequentially consistent view of accessed mem-
ory in the presence of the store buffers, hardware developers provide serializing processor in-
structions having an explicit flushing effect on the SB. In our MIPS-86 model we offer three of
them. The memory fence instruction m fence is simply used for draining the SB. The compare-
and-swap cas performs an atomic conditional memory update whereas the locked write locksw
borrowed from [Kov13] acts as the latter one but without a condition on the memory write.

3.1.3 Address Translation

The memory management unit of the MIPS-86 processor being in user mode performs a 2-level
translation from 32-bit virtual to physical addresses at the granularity of memory pages consisting
of 2! consecutive bytes. Therefore, a page can be addressed with 20 bits and we treat the
corresponding most significant bits of a virtual address as a virtual page address.

The first-level page table or a so called page directory is accessed at the page table origin taken
from the SPR register pto. This table is used for translating the first 10 bits of the page address to
the memory location at which a page table of the second level (or terminal page table) resides in
the memory. Then a terminal page table entry with an index represented by the second 10 bits of
the page address provides a physical page address. Note that entries on any level can be marked
as not present. This means that a corresponding translation is not set up or a memory page is
not in the memory. An attempt to access such a page table entry generates a page fault interrupt
returning the processor core to system mode where an operating system kernel or a hypervisor
is supposed to resolve the issue.

The result of traversing the graph of the page tables for the address translation is cached in
the tagged TLB in order to serve further processor translation requests in a faster way. For such
partial or complete address translations in our model we use a term walks. The tag used in the
TLB and walks is an address space identifier (ASID) associating translations with particular users.
Since operating systems and hypervisors may modify page tables, the translations present in
the TLB could become out of date. In order to allow consistent page table updates in the MIPS-
86 ISA we provide two instructions typical for x86-64 architectures. The flush operation just
empties the TLB. The instruction invipg, however, removes all walks for a certain virtual page
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3 Formal Model of MIPS-86

| interrupt level [ shorthand | source | type | maskable | description
0 reset external | abort no reset
1 I/0 internal | repeat yes devices
2 ill internal | abort no illegal instruction
3 mal internal | abort no misaligned
4 pff internal | repeat no page fault on fetch
5 pfls internal | repeat no page fault on load/store
6 sysc internal | continue | no system call
7 ovf internal | continue | yes overflow

Table 3.5: MIPS-86 Interrupt Types and Priority.

address and a given ASID. Therefore, using the tagged TLB substantially reduces the number of
flushes during a switch between user processes or guests by operating systems and hypervisors
respectively.

The specification of the address translation and the TLB used in our MIPS-86 is presented in
detail later in Section 3.2.3.

3.1.4 Interrupts

The MIPS-86 model considered in the thesis supports an interrupt mechanism for internal and ex-
ternal interrupts listed in Table 3.5. The former are triggered in the processor during instruction
fetch and execution causing a specific event, e.g., an overflow in an arithmetic operation, a sys-
tem call used to transfer the control from a user process to an operating system for executing a
specific task, a page fault occurring when a required address translation is missing, etc. The lat-
ter have an external source and are triggered by devices or the reset signal. When an interrupt
signal is raised and not masked, the processor switches to system mode and performs a so called
jump to interrupt service routine (JISR) where a corresponding interrupt handler is supposed to
be called.

For resuming the execution after interrupt handling the MIPS-86 ISA provides the instruction
eret. Depending on the type of the interrupt, the execution of the interrupted instruction can
be repeated or aborted. Moreover, in case of the type continue it is completed before JIRS and we
proceed with the next instruction after returning from the interrupt.

The exact semantics of the interrupt mechanism in the MIPS-86 model is given later in this
chapter.

3.2 Single Core MIPS-86 ISA

Now, we define the single core MIPS-86 ISA in a top-down manner. We introduce the overall
machine configuration, and then describe each component separately in detail. At the end we
combine all definitions in the transition function of the MIPS-86 machine.

3.2.1 Configuration Overview

Definition 3.1 (Processor Configuration of MIPS-86). A processor configuration

U
(LY

€,

Cproc = (core € Ceore, sb € Cgp, tlb € Cyp)
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3.2 Single Core MIPS-86 ISA
consists of the processor core core executing instructions according to the MIPS-86 ISA, the store
buffer sb, and the translation lookaside buffer ¢b.

Definition 3.2 (Memory Configuration of MIPS-86). In the model we consider a simple byte-
addressable global memory of the type

de
Cm Y g2 _, s

Definition 3.3 (Configuration of the Single Core MIPS-86). A configuration

I3
&

€,

(CMIPS = (CPU S (Cproca m e (Cm)
of the single core MIPS-86 ISA is represented by the processor configuration cpu and the global
memory component m.

3.2.2 Memory and Store Buffer

For the MIPS ISA memory we define effects of read, write, and compare-and-swap operations.
The two latter operations are expressed via a memory transition function executed in response
to the active steps of the processor core, store buffer, or TLB as we will see in the MIPS single
core transition function.

Definition 3.4 (Reading Bit-Strings from Byte Addressable Memory). For a memory m € C,,,
an address a € B3, and a number d € N of bytes, we define

def | m(a) od=1
mg(a) = )
mg—1(a +32 132) om(a) : otherwise
Since our ISA supports for simplicity only word accesses to the memory, we will use d = 4.
Definition 3.5 (Memory Transition Function). We define the memory transition function
6m : Cpy x 20y, — C,py

with the input alphabet

Smo= (B xB¥?) U (B* x B** x B*)
such that
e (a,v) € B3? x B32 - describes a write access to address a with value v, and

e (c,a,v) € B3 x B3? x B3 - describes a compare-and-swap access to address a with
compare-value ¢ and value v to be written in case of success.

) byte({x) — {a),v) : in=(a,v)A0<{(z)—(a) <4
Om(m,in)(xz) = < byte((z) — (a),v) : in=(c,a,v) Amy(a) =cN0<(z)—(a) <4

m(x) : otherwise

I\
&

In turn, the store buffer is modelled as a sequence of entries representing writes of words by
the core.
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3 Formal Model of MIPS-86

Definition 3.6 (Store Buffer Configuration). The set of store buffer entries is given by the type

U

Caspe éf (a eB¥ ve ]B32)

where « is a word address and v is a value to be written to the memory at the address a o 00.
Therefore, the set of store buffer configurations can be defined as follows:

def "
(CSb = sbe

In the MIPS-86 model a non-empty store buffer can make an active step independently from
the processor core. During such a step the SB commits a pending memory write specified by
the oldest entry present in its configuration.

We do not introduce an individual SB transition function and will formalize the effect of its
active and passive steps in the transition of the single core MIPS-86. Here, we provide some
auxiliary definitions needed for that.

Definition 3.7 (Store Buffer Hit Predicate). For a given store buffer configuration sb € Cg;, and
a memory word address z € B3, the predicate
. def _ . .
sbhit(sb,x) = 3j € |sb|. sbljl.a =z
indicates a store buffer hit, meaning that a memory word write at this address is present in sb.
Definition 3.8 (Newest Store Buffer Hit Index). Given a store buffer configuration sb € Cg
and a word address = € B3°, we define a partial function
. def . . .
maxsbhit(sb,x) = max{j | sbhit(sb[j], )}
which computes the index of the newest SB entry among those for which the hit holds.

Definition 3.9 (Store Buffer Byte Value). For a store buffer configuration sb € Cy, and a byte
address © € B3? we define a partial function sbv(sb, z) that computes a byte value forwarded
from the store buffer for the given address in case of the hit.

Let z,, = 231 : 2], 2, = z[1 : 0], and k = maxsbhit(sb, x,,), then if sbhit(sb, x,,) holds, we can
compute

sbu(sb, x) =4 byte({xp), sblk].v)

The results of read accesses performed by the processor core can then be described in terms
of a memory system including the store buffer and the memory.

Definition 3.10 (Memory System). We define a function ms that, given these components, re-
turns the merged memory view seen by the processor core

sbv(sb,z) :  sbhit(sb,x[31 :2])
m(x) : otherwise

def

ms(sb,m)(x) = {

3.2.3 Translation Lookaside Buffer

For any memory access by the processor in user mode, the virtual address is translated into the
physical one on the base of the page tables residing in the memory and the TLB. In order to
perform address translation, the MMU operates on the page tables to create, extend, complete,
and drop walks.
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3.2 Single Core MIPS-86 ISA

Definition 3.11 (TLB Configuration of MIPS-86). We define the set of configurations of the
TLB as

def C
Cyp = 2bwatk

where the set of walks C,,4:1, is given by

2
g,

€,

Cualk = (vpa € B, asid € B, level € {0,1,2},pa € B¥,r € B?, fault € B)
with the following components:
o vpa — the virtual page address to be translated,
o asid — the address space identifier the translation belongs to,

o level — the current level of the walk, i.e. the number of remaining walk extensions needed
to complete the walk,

e pa — the physical page address of the page table to be accessed next, or, if the walk is
complete, the result of the translation,

e 7 — accumulated access rights, such that r[0] stands for write permission, r[1] for user
mode access, and 7[2] expresses execute permission,

o fault —a flag indicating a page fault.

Now, we describe the structure of page tables and define the addresses translation for given
virtual address, page table origin, and memory configuration.

Definition 3.12 (Page and Byte Index). We split a given virtual address va € B3? in the follow-
ing way

def
Va4 = Va.pra O VaG.pri O Va.pPIy
and define
d
e the second-level page index va.pz; ) va[31 : 22],

de,
o the first-level page index va.pz.1 o va[21 : 12],

o the byte offset va.pzg o va[ll : 0] of va.

Note, that the concatenation va.vpa = a.pzs o a.px; constitutes the virtual page address to be
translated.

Definition 3.13 (Page Table Entry). A page table entry pte € B3? consists of
o pte.pa o pte[31 : 12] — the physical page address of the next page table or, if the page
table is the terminal one, the resulting physical page address for a translation,

de,
o pte.p = pte[ll] - the present bit,

g,

d

o pte.r ) pte[10 : 8] — the access rights for pages accessed via a translation that involves

the page table entry: pte.r[0] indicates the write permission, pte.r[1] is the permission for
user accesses, and pte.r[2] allows to fetch and execute instructions,
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3 Formal Model of MIPS-86

o pte.a Y pte[7] — the accessed flag indicating whether the MMU has already used the
page table entry for a translation.

Definition 3.14 (Page Table Entry Address). For a physical page address pa € B?° of a page
table and a page index i € B!?, we define the corresponding page table entry address as

I

ptea(pa, i) g pa o 0 435 02°500

The page table entry address needed to extend a given walk w € C,yq is then defined as

d
ptea(w) éf ptea(w.pa, (w.vpa o 012).pmw,level)

Definition 3.15 (Page Table Entry for a Walk). Given a memory m € C,,, and awalk w € Cyyq%,
we define the page table entry needed to extend this walk as

pte(m, w) = my(ptea(w))
Definition 3.16 (Walk Creation). We define the function
winit : B x B3? x B® - Cyak

which, given a virtual page address vpa € B?°, a page table origin pto € B?°, and an address
space identifier asid € BS, returns the initial walk for the translation of va.

I
&

€,

winit(vpa, pto, asid) = w
is given by
w.Vpa = vpa w.level = 2 w.r =111
w.asid = asid w.pa = pto[31 : 12] w. fault =0

Note that in our specification of the MMU, the initial walk always has full rights (w.r = 111).
However, in every translation step, the rights associated with the walk can be restricted as
needed by the translation request made by the processor core.

Definition 3.17 (Sufficient Access Rights). For a pair of access rights r,r’ € B3, we use

r<r o Vi€ [0:2].r[j] <[]

to describe that the access rights r are weaker than 1/, i.e. rights ' are sufficient to perform an
access with rights r.

Definition 3.18 (Walk Extension). We define the function
wext : Cwarr X B32 x B> = Copair

which extends a given walk w € C,,q; using a page table entry pte € B3? and access rights
r € B? in such a way that

U
g,

€,

wext(w, pte,r) = w’

is given by /
w'.vpa = w.vpa
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3.2 Single Core MIPS-86 ISA

w'.asid = w.asid

W level — {w.level -1 : optep

w.level :  otherwise
, pte.pa : pte.p
w'.pa = .
w.pa : otherwise

, w.r A pter : pte.p
r
w.r :  otherwise

w'. fault = —pte.p V —r < (w.r A pte.r)

Definition 3.19 (Complete Walk). A walk w € Cy,qi1 with w.level = 0 is called a complete walk

I
<

complete(w) = w.level =0

Definition 3.20 (Setting Accessed Flag of a Page Table Entry). Given a page table entry pte
B32, we define the function
def
seta(pte) = ptela := 1]

which returns an updated page table entry in which the accessed bit is set.

Definition 3.21 (Translation Request). A translation request from the processor core is defined
as a triple
d
TRy € (asid € BS,va € B2, r € B?)
consisting of the address space identifier asid, virtual address va, and access rights r depending
on operation performed by the core.

Definition 3.22 (TLB Hit). When a walk w € C,,q;x matches a translation request trq € TRq in
terms of virtual page address, address space identifier and access rights, we call this a TLB hit:

U
&

€,

hit(trg,w) = (i) w.vpa = trq.va.vpa
(ii) w.asid = trq.asid

(tit) trqr <w.r
Note, that a hit may be to an incomplete walk.

Definition 3.23 (Page-Faulting Walk Extension). A page fault for a given translation request
trq € TRq can occur for a given walk w € C,,q;;; when its walk extension using a page table
entry residing in memory m would result in a fault.

I
g

€,

fault(m,trq,w) = (i) hit(trq,w)
(ii) —complete(w)

(#i7)  wezt(w, pte(m,w), trq.r). fault

Though page faults may occur at any translation level, according to [Sch13] the TLB in the
MIPS-86 model keeps only non-faulting walks.
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Definition 3.24 (Physical Memory Address — Translation result). For a complete walk w €
Cuwair and a virtual address va € B32 we define the result of the translation - the physical

memory address as

def
pma(w,va) = w.pa o va.py

How exactly the page faults are triggered and how the MMU operations affect the single
core MIPS-86 machine configuration will be formalized in the top-level transition function in
Section 3.2.5. For now, we define the TLB transition function only for basic operations on its
configuration.

Definition 3.25 (Transition Function of the TLB). The transition function of the TLB
oub : Cup X By = Cup
is defined for the input alphabet
d
S o {flush} x B® x B* U {flush-incomplete} U {add-walk} x Cuyax
such that, depending on a given inputs, the TLB performs the following operations:
e flushing a virtual page address for a given address space identifier
O1ip(tlb, (£1ush, asid, vpa)) =4 {w € tlb | ~(w.asid = asid A w.vpa = vpa)}
o flushing all incomplete walks from the TLB
S (tlb, flush-incomplete) o {w € tlb | complete(w)}
e adding a walk

Sup(tlb, (add-walk,w)) = #bU {w}

3.2.4 Processor Core
3.2.4.1 Configuration and Transition Overview

Definition 3.26 (Processor Core Configuration). A MIPS-86 processor core configuration

.
g,

€

Ceore = (pc € B*, gpr : B> — B, spr: B> — B*?)

consist of the program counter pc, the general purpose register file gpr, and the special purpose
register file spr.

Definition 3.27 (Current Address Space Identifier and Mode). The address space identifier in
the core configuration ¢ € C,,,. is given by the first 6 bits of the special purpose register asid:

.
<,

€,

asid(c) = c.spr(asid)[5: 0]

The mode and exception mode of the processor core are indicated by the first bit of the corre-
sponding SPR:

mode(c) o c.spr(mode)[0] emode(c) = c.spr(emode)|0]
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3.2 Single Core MIPS-86 ISA

Definition 3.28 (Processor Core Transition Function). We define the processor core transition
function

5007"6 : CCOT‘C X ECOT‘E — CCOT‘E

which takes a processor core input from

Zcore = Einstr X Eeev xBxB

where

def
s 32 32
e = B3 x B

is a set of inputs required for instruction execution, i.e. a pair of an instruction word I € B3?
and value R € B*? read from memory in case of [w or cas instructions, and

def
Yeew = B¢

is used to represent a vector eev € B?°¢ of external interrupt signals. Moreover, we explicitly
pass the page fault on fetch and page fault on load/store signals pff, pfis € B.

Then, the processor core transition function is defined by a case split on signal jisr (jump to
the interrupt service routine) indicating whether an interrupt is triggered in the current step of
the machine and the signal eret (return from exception) which is active when the instruction /
to be executed is eret.

6]'1'87‘(07 Ia R) eevapffvpfls) : jiS’I"(C, Ia €€’U,pff,pfl8)

def ) Geret(cC o —gisr(e, I, eev, pff,pfls)A
eorele, I, Rocev.pff.pfis) " Oeret(©) s (I() )
Sinstr(c, I, R) :  otherwise

In the definition above, we use the auxiliary transition functions that will be considered in
detail in this section:

e execution of an non-interrupted instruction

6instr : Ccore X Einstr — (Ccore

e computation of the next state of the core when an interrupt is triggered

6jisr : (Ccare X Ecore — (Ccore

e return from exception
6eret : (Ccore — (Ccore

3.2.4.2 Instruction Execution

First, we introduce auxiliary definitions that will allow us to consider the semantics of the in-
struction execution by the processor core.
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Instruction Decoding

Definition 3.29 (Fields of the Instruction Layout). We define formally the types and fields of
instructions according to the MIPS-86 instruction set and the instruction word layout given in
Section 3.1.1:

e instruction opcode

U

ope(1) 2 1131 : 26]

e instruction type

rtype(I) o opc(I) = 05V ope(I) = 010*

jtype(I) o opc(I) = 0*10 V ope(I) = 0*11
. def .
itype(I) = ~(rtype(I) V jtype(I))

o register addresses

QL
&
u
&
QL
&

rs(I) 1120 : 16] rd(I) = I[15:11]

125 : 21] rt(I)

o shift amount

sa(l) ¥ 1710 : 6]

e function code (used only for R-type instructions)
Fun(D) € 15 0]

o immediate constant and instruction index (for I-type and J-type instructions, respectively)

U
<
U
<

€ €

imm(I) = I[15:0] iindex(I) = 1[25: 0]

Definition 3.30 (Instruction Decoding Predicates). For every mnemonic mn of a MIPS instruc-
tion I (see MIPS ISA-tables at the beginning of the chapter) we define a predicate mn(I) which
is true, if I is an mn instruction. Formally, the predicates check for the corresponding opcode

and function code. E.g.
lw(I) = ope(I) = 100011

add(I) = rtype(I) A fun(I) = 100000
The remaining predicates associated with the mnemonics are derived in the same obvious way.

Definition 3.31 (Undefined ISA Instruction). By inspection of the tables we define a predicate
undef (I) which is true if an instruction is not defined in the considered MIPS-86 ISA. This pred-
icate is basically a negation of the conjunction of all defined instruction decoding predicates.

Definition 3.32 (Illegal Instruction). We consider an instruction I to be illegal for the core in
configuration ¢ € C.,, if this instruction does not belong to the instruction set or in user mode
there is an attempt to execute one of the coprocessor instructions as well as to flush the TLB:

ill(e, I) o undef (I) V
mode(c) N\ (movg2s(I) V movs2g(I) V eret(I) V flush(I) V invipg(I))
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3.2 Single Core MIPS-86 ISA

[ alucon[3:0] [ i [ alures | ovf \
0000 * a+32b 0
0001 * |l a+32b [a] + [b] ¢ T3z
0010 *| a—32b 0
0011 * a —32 b [a] — [b} ¢ T32
0100 * aNzz b 0
0101 *l aVsa b 0
0110 * a®sob 0
0111 0 —|32(a V3o b) 0
0111 1| b[15:0]0'6 0
1010 * 103 ([a] < [p]?1:0) [0
1011 * 103 ({a) < ()?1:0) | 0

Table 3.6: Specification of ALU Operations

Operations on the translation lookaside buffer in user mode are forbidden for user processes
running under an operating system because the OS is responsible for virtualization of user
address spaces and the address translation is not visible from the process point of view. In
case of a hypervisor, however, a guest operating system running in user mode on the host
machine must be able to perform operations on the TLB. However, since the MIPS-86 model
does not support hardware virtualization, the hypervisor has to emulate such guest operations
by implementing, e.g., the shadow page table mechanism [Kov13].

ALU Operations

The result of arithmetic, logical, and test-and-set operations is computed by the arithmetic
logic unit (ALU) of the MIPS-86 model.

Definition 3.33 (ALU Specification). For two operands a,b € B3?, control bits alucon € B*
and a flag ¢ € B, such that alucon and i represent an ALU operation, we define the result
alures(a, b, alucon, i) € B3? of the operation and the overflow flag ov f(a, b, alucon) € B accord-
ing to Table 3.6.

Definition 3.34 (ALU Instruction Predicates). To describe whether a given instruction I € B3?
performs an ALU operation, we define the following predicates:

o I-type ALU instruction: alui(I) o itype(I) A1[31 :29] = 001
de,
o R-type ALU instruction: alur(I) ) rtype(I) AN I[5: 4] =10

e any ALU instruction: alu(I) o alui(I) V alur(I)

Definition 3.35 (ALU Operands of Instruction). Using the ISA tables, we specify the right and
left operands of an ALU instruction I € B3? for a given processor core configuration ¢ € Ceopc
as follows:

o left ALU operand: lop(c, I) =4 c.gpr(rs(I))
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3 Formal Model of MIPS-86

wer c.gpr(rt(I)) o rtype(I)
o right ALU operand: rop(c,I) = { sztzz(imm(I)) : —rtype(l) A —~I1[28]
zatsa(tmm(I)) :  otherwise

Definition 3.36 (ALU Control Bits of Instruction). We define the ALU control bits of an in-
struction I € B>? as

&
<

alucon(I)[2 : 0] {I[Q 0] i rtype(I)

I[28 :26] : otherwise

alucon(I)[3] o rtype(I) A I[3] vV —I[28] A I[27]

Definition 3.37 (ALU Computation Result). Therefore, the ALU result of an arithmetic, logi-
cal, or test-and-set instruction I executed by the processor core in a configuration ¢ € Ccore is

defined as
compres(c,I) o alures(lop(e, I, rop(c, I), alucon(I), itype(I))

Jump and Branch Instructions

The jump and branch instruction of the MIPS-86 ISA influence the program control flow by
changing the program counter of the processor core to a new address value. In comparison
to the ordinary jumps, the branch instructions allow to set the program counter only when a
certain condition on a value of a general purpose register holds.

Definition 3.38 (Branch Condition Evaluation). Depending on a comparison operation deter-
mined by control bits bcon € B*, we define the function beres(a, b, bcon) € B for the brunch
condition evaluation comparing a parameter a € B*? with zero or with a second parameter
b € B3 in the following way:

[a] <0 : beon = 0010
[a] >0 : bcon = 0011
wet a=b : beon[3:1] =100
beres(a,b,bcon) = <a#b : beon[3: 1] =101
[a] <0 : beon[3:1] =110
[a] >0 : beon[3:1] =111
undefined : otherwise

Definition 3.39 (Branch Instruction Predicates). The following branch instruction predicates
denote whether a given instruction I € B3? is a jump or successful branch instruction in a given
core configuration ¢ € Ccope:

de,
e branch instruction: b(7) =) opc(I)[5 : 3] = 03 Aitype(I)

<
ha

€,

e jump instruction: jump(I) = j(I)V jal(I)V jr(I)V jalr(I)
e jump or branch taken:

jbtaken(c,I) = Jump(I) Vv b(I) A beres(c.gpr(rs(I)), c.gpr(rt(I)), opc(I)[2 : 0rt(1)[0])
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3.2 Single Core MIPS-86 ISA

Definition 3.40 (Branch Target). Then the target address of a jump or successful branch instruc-
tion ] € B32ina given core configuration ¢ € C.,. is computed as

c.pe +32 sxtso(imm(I))00 :b(I)

btarget(c,I) = < c.gpr(rs(I)) : gr(I)V jalr(I)
(c.pc +32 432)[31 : 28iindex(c)00 :  5(I)V jal(I)

U
=

Shift Operations

The result of a shift instruction is computed by a shift unit performing operations on values
from the general purpose registers.
Definition 3.41 (Shift Operations). For bit-string a € B" and a shift distance ¢ € {0,...,n — 1}
we define the following shift operations available in MIPS-86 ISA:

o shift left logical: sli(a, 1) = aln —i—1:0]0¢

&
&

o shift right logical: sri(a,i) = 0'aln —1:1]

o shift right arithmetic: sra(a, 7) o at_ja[n —1:1
Note that for MIPS-86 we will use the aforementioned definitions only for n = 32.

Definition 3.42 (Shift Unit Specification). For inputs a« € B",i € {0,...,n — 1}, and a shift
operation represented by bits sf € B? (shift function), we define the result of the operation as
follows:

sll(a, 1) o sf =00

, def | srl(a,i) o sf =10

sures(a, i, of ) = sra(a,i) : sf =11
undefined : otherwise

Definition 3.43 (Shift Instruction Predicate). The predicate su(I) denotes whether an instruc-
tion I € B3? is a shift instruction

su(I) o si(I) V sri(I) V sra(I) V sllv(I) V srlv(I) V srav(I)

Definition 3.44 (Shift Operands). Given a shift instruction I € B3? and a processor core con-
figuration ¢ € C,,r., we define the following shift operands:

I o def | (sa(I)) : fun(D)[3] =0
o shift distance: sdist(c,I) = {(c.gpr(rs([))[4 ) fun(DE] =1

o shift left operand: slop(c, I) = c.gpr(rt(I))

Definition 3.45 (Shift Function). The shift function of a shift instruction I € B3? is given by

() 2 o

Definition 3.46 (Shift Unit Computation Result). The result of a shift instruction I € B32
computed by the shift unit of the processor core in a configuration ¢ € C.,,. is defined as

shiftres(c,I) déf sures(slop(c, I), sdist(c, I), sf(I))
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Memory Access

In order to define how values are read /written from/to the memory system in the single core
MIPS-86 transition function we provide a few auxiliary definitions.

Definition 3.47 (Memory Instruction Predicates). For an instruction I € B3? we define the
following predicates:

e memory load instruction: load(I) o lw(I) V cas(I)

.
g,

€,

e memory store instruction: store(I) = sw(I)V locksw(I)V cas(I)

. . def
e memory instruction: mem(I) = load(I) V store(I)

Definition 3.48 (Effective Address). The effective address ea(c, I') at which the memory system
is accessed by a memory instruction I € B3? executed by the processor core in configuration
¢ € Ceore is computed as

ca(c, 1) def {c.gpr(rs(l)) +32 sxtze(imm(I)) @ ditype(I)
. c.gpr(rs(I)) : rtype(l)

A byte address of a memory access must be correctly aligned, i.e., divisible by the width of
the access, what is simply a word (4 bytes) for instruction fetch and data load/store in the
considered MIPS-86 ISA. Otherwise, the corresponding interrupt is triggered in the processor
core.

Definition 3.49 (Data and Instruction Misalignment Predicates). For an instruction I € B3?
and a processor core configuration ¢ € Ce,r., we define the predicate

dmal(c,T) o mem(I) A ea(e, I)[1 : 0] # 00

indicating whether the data memory access is misaligned. Analogously, the predicate

U
&

€

imal(c) = c.pc[l:0]# 00
shows that the program counter for the instruction fetch is not word aligned.

Definition 3.50 (Store Value). Given a memory store instruction I € B3? and a processor core
configuration ¢ € C,,ye, the store value is a word taken from the general purpose register spec-
ified by rt(I)

sv(e, I) o c.gpr(rt(I))

GPRs Update

Definition 3.51 (General Purpose Register Write Predicate). The predicate

U
&

€

dprw(I) = alu(I)V su(l)Vload(I)V jal(I) V jalr(I) V movs2g(I)

describes that a given instruction I € B3? writes to some general purpose register.
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3.2 Single Core MIPS-86 ISA

Definition 3.52 (General Purpose Register Result Destination). We define the result destina-
tion cad(I) of an instruction I € B3? writing to a general purpose register as an address of this
register:

. 15 o jal(I)
cad(I) =) rd(I) : rtype(I) A —~movs2g(I)
rt(I) : otherwise

Definition 3.53 (General Purpose Register Input). A value written by an instruction I € B3 to
the general purpose register cad(I) in a processor core configuration ¢ € C.,. is computed as

c.pc +32 439 2 gal(I) V jalr(I)
R : load(I)
gprdin(c, I, R) Y cspr(rd(l)) : movs2g(I)
compres(c,I) :  alu(I)
shiftres(c,I) :  su(l)

where R € B3? is a word read by the memory instruction from the memory system.

Instruction Execution Transition Function

Using the definitions from above we can now define the transition function for the instruction
execution by the processor core.

Definition 3.54 (Non-Interrupted Instruction Execution). For a processor core in a configu-
ration ¢ € Ceore, a legal instruction I € B32, and a data word R € B?? read from the memory
system when needed we define the result ¢ € C,,,. 0f the non-interrupted instruction execution

as s
€
6i7LStT‘(Cy I, R) = ¢

such that the processor core components are updated in the following way:

, btarget(c,I) : jbtaken(c,I)
o c.pc= :
c.pc 433432 :  otherwise
. ¢ gpr(z) = gprdin(c,I,R) : x= cac'i(I) A gprw(I)
c.gpr(x) : otherwise
cgpr(rt(I)) : rd(I)=x Amovg2s(I)

c.spr(z) : otherwise

o (.spr(z) = {

3.2.4.3 Interrupt Handling

In Table 3.5 we have already shown the interrupt ordered by their priority. Among those the
MIPS-86 model supports the external interrupts eev € B2°® such that eev[0] is the signal reset
and eev[255 : 1] are interrupts from devices. This kind of interrupts plays a role in the full model
with external devices as well as the local APIC providing these external events to the processor
core. Since we are not interested in these hardware components in the scope of the thesis, we
do not include them into our model for simplicity. The APIC model for MIPS-86 is described in
detail in [Sch13].
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Triggering of Interrupts

While external event signals are served as an input to the processor core transition function,
the internal event signals, as we know, are triggered in the processor.

Definition 3.55 (Internal Event Vector). Given a processor core configuration ¢ € Ccope, an
instruction I € B3 to be executed if possible, and the page fault signals pff,pfls € B pro-
vided by the MMU to the processor core, we define the computation of the internal even signals
iev(c, I, pff,pfls) € B® as follows:

—imal(c) A —pff Nill(e,I) Coi=
imal(c) V (mimal(c) A —pff ANdmal(c,I)) : =3
pff A —imal(c) o i=4
. o def | pfls A —imal(c) A —pff A —dmal(c,T) o i=5
ievle. Lpif,pfsli] = —imal(c) A —pff A sysc(I) : 1=6
—imal(c) A —pff A alu(I) A oi=7
ovf(lop(c,I),rop(c,I),alucon(l))
undefined :  otherwise

Note that though the page fault signals appear as external inputs in the processor core transition
function, they originate from the MMU belonging to the processor and treated as internal.

When an interrupt occurs, the information about this interrupt is saved in a special purpose
register to allow a programmer to determine the reason (or cause) of the interrupt.

Definition 3.56 (Cause and Masked Cause of Interrupts). Given a processor core configuration
¢ € Ceore, an instruction I € B3? to be executed, an external event vector eev € B?55, and page
fault signals pff,pfls € B, we can define the cause ca € B® and masked cause mca € B® of
interrupts in the following way:

wef eev|0] : j=0
cale, I, cev.pff.pfls)li] = { Vi eevli] ;=1
iev(e, I, pff,pfls)[j] : j€[2:7]
a [eale,T,eev,pff,pls)i) Acsprsn)li] ¢ e {17}
meale, I, eev, pif, pfls)li] = {ca(c,],eev,pff,pfls)[j] :  otherwise

Definition 3.57 (Jump to Interrupt Service Routine Predicate). To denote that in a given con-
figuration ¢ € C,,,. for a given instruction I € B3?, external event signals eev € B**%, and page
fault signals pff, pfls € B an interrupt is triggered, we define the predicate

jisr(e,1,cev,pff.pfls) € \/ mea(c. I, cev, pff, pfls)[j
J

Definition 3.58 (Interrupt Level of Triggered Interrupt). To determine the interrupt level of
the triggered interrupt, we define the function

il(c, I, eev,pff,pfls) dg min{j | mea(c, I,eev,pff,pfls)[j] = 1}

Definition 3.59 (Continue Type Interrupt Predicate). The predicate

cont(c, I, eev,pff,pfls) 2 il(c, I, eev, pff,pfls) € {6,7}

shows whether the triggered interrupt is of continue type.
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Transition Functions for Exception and Return from Exception

Definition 3.60 (Interrupt Execution Transition Function). For a processor core in a configura-
tion ¢ € Ceore, an instruction I € B3? to be executed, external events ecv € B?56, and page fault
signals pff,pfls € B provided by the processor’s MMU we define the computation of the next
processor core configuration ¢’ € C,o in case of an interrupt as

Sjisrc, I, Ryeev, pff.pfls) 2 ¢

<

such that

o ' .pc=0%

032 T = sr
032 : = mode
c.spr(mode) ;. x = emode
c.spr(sr) ;. x=esr
, zatse (mealc, I, eev, pff,pfls)) T = eca
o (.spr(xz) =
c.pe x = epc A —cont(c, I, eev,pff,pfls)
Sinstr(c, I, R).pc x = epc A cont(c, I, eev, pff,pfls)
ea(c, I) : x=edata Nil(c,I,eev,pff,pfls) =5
binsa (min{j | eev[j] = 1}) : x=-edata Nil(c,I,eev,pff,pfls) =1
c.spr(x) :  otherwise
, c.gpr . —cont(ce, I, eev,pff,pfls)
o .gpr = .
Oinstr(¢, I, R).gpr : otherwise

Note that in case of the page fault on fetch the program counter is saved in epc and there is no
need to use edata additionally. Moreover, in case of an interrupt of the type continue, the core
needs to finish the operation and save the computation result to the GPRs.

As we know to restore the execution after interrupt handling the MIPS-86 ISA provides the
instruction eret.

Definition 3.61 (Return From Exception Transition Function). For a processor core executing
the instruction eret in a configuration ¢ € C.,.. we compute the core’s next configuration ¢’ €
Ceore as follows:

U
&

€

Oeret (C) =

e '.pc = c.spr(epc)

c.spr(emode) : x = mode
o .spr(z) =< c.spr(esr) Cox=sr
c.spr(z) :  otherwise

o (.gpr = c.gpr

Note also that in contrast to [Sch13] our MIPS-86 model allows to return back exactly to the
mode in which an interrupt occurred.
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3.2.5 Single Core MIPS-86 ISA Transitions

Definition 3.62 (Single Core MIPS-86 Transition Function). Transitions of the single core ma-
chine are defined by the function

omrps : Cuvrps X Xvrps — Carps

where

def 5
EMIPS é {core} X (Cwalk X Cwalk X 153206 U
{tlb-create} x B* U
{tlb-extend} x Cyair X B3 U
{t1lb-accessed} x Cyar U

{sb}

are processor inputs specifying which processor component makes a certain kind of a step. Active
steps can be done by the core, TLB, and SB.

Now we define the single core MIPS-86 transition function by a case distinction on a given
input in € XMmips

o
<

/
C

dmrps (¢, in)

Any component of the configuration ¢ € Cyps not listed explicitly in the following has the
same configuration as in ¢ € Cyrps.
3.2.5.1 Processor Core Step
The processor core step is indicated by the input
in = (core,wr,wp, eev)

containing the external event vector, TLB walks w; for the instruction fetch and wp for the data
access (memory or store buffer) in translated mode. These walks are ignored in case of system
mode.

For ¢ € Cyiips, core = c.cpu.core, and ms(c) = ms(c.cpu.sb, c.m) we introduce the following
definitions and corresponding shorthands:

e the translation request for instruction fetch in user mode

U
4

trql = trql(core) = (asid(core), core.pe, 0 o mode(core) o 1)

e a predicate indicating whether the page fault on fetch occurs for a the given walk and
translation request

pff = pff(c,wr) = mode(core) A fault(c.m,trql, wr)

e the physical memory address for instruction fetch, meaningful in user mode only in case
of no page fault on fetch

SN
Q

pmal = pmal(c,wr) f {pma(whcm"&pc) : mode(core)

core.pc ;. —mode(core)
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3.2 Single Core MIPS-86 ISA
o the instruction fetched from the memory in the absence of the page fault on fetch

I=1I(c,wy) =4

ms4(c)(pmal)
o the translation request for data access at the effective address

de,
trqD = trqD(core,I)

&

request

(asid(core), ea(core, I), store(I) o mode(core) o 0)
e a predicate indicating the page fault on load/store for the given walks and translation

pfls = pfls(c,wp,wr,I) déf mode(core) A —pff Amem(I) A fault(c.m,trqD,wp)
o the physical memory address for the data access relevant if the instruction can be fetched
successfully and no page fault on load/store occurs

de, I
pmaD = pmaD(c,wp, I) | {pma(wp,ea(core, )

: mode(core)
ea(core, I)

—mode(core)
o data read from the memory system in case of [w or cas instructions
def
R = R(c,wp,I) = msy(c)(pmaD)
e shorthands for jirs and reset

jisr = jisr(core, I, eev, pff,pfls)

reset = eev|0)
Note that the fetched instruction and data read from the memory system are ignored in cer-

tain cases of the processor core step. For example, when the instruction misalignment exception
is raised, the instruction is irrelevant in the core transition function.
Transition Conditions:

1. in translated mode the walk w; must be a walk from TLB and must match the translation
request for instruction fetch

mode(core) = wy € c.cpu.tlb A hit(trql, wr)
raised

2. in translated mode the walk w; must be complete in case the page fault on fetch is not

mode(core) N —pff = complete(wr)

3. if in translated mode the successfully fetched instruction is an instruction accessing the
the TLB

memory system then the matching walk wp required for data access must be present in

mode(core) A —pff Amem(I) =
wp € c.cpu.tlb A hit(trqD,wp)
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4. this matching walk wp must be complete in case the page fault on load/store does not
appear

mode(core) N —pff Amem(I) A —pfls =

complete(wp)

5. the compare-and-swap, locked write, or fence instruction can only be executed when the
store buffer is empty

cas(I) Vlocksw(I) vV mfence(I) = c.cpu.sb=¢

6. the store buffer must be flushed before the core switches from system to user mode

—mode(core) A emode(core) A eret(I) = c.cpu.sb =¢

7. the store buffer must be also empty in case of interrupt in user mode

mode(core) A jisr = c.cpu.sb=¢

8. we have the same requirement for the store buffer in case of reset in any mode

reset = c.cpu.sb =¢

Transition Effect:

® processor core
c.cpu.core = Seore(c, I, R, eev, pff, pfls)

e store buffer
¢ cpu.sh = {(pmaD[31 : 2], sv(core,I)) o c.epu.sb : —jisr Asw(I)

c.cpu.sb . otherwise

e translation lookaside buffer

First, we consider the effect of invipg(I) which invalidates a single virtual page address
and drops all incomplete walks:

astd = core.gpr(rs(I))[5 : 0]

vpa = core.gpr(rd(I)).vpa
tHY = dyp(c.cpu.tlb, (flush, asid,vpa))
tY" = 04,16, £ lush—-incomplete)

Then the effect on the core transition on the TLB is defined as follows

0 o —gisr A flush(I) V
reset
tiv” o —gisr Adnwlpg (1)
d.cpu.tlb = < dyp(c.cpu.tlb, (flush, asid(core), core.pc.vpa)) : pff N —reset
Oy (c.cpu.tlb, (£lush, asid(core), ea(core, I).vpa)) : —pff ApflsA
—reset
c.cpu.tlb :  otherwise
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If there is a page fault detected by the TLB, it reacts by flushing all walks for the given
virtual page address. This operation allows the TLB to rewalk the page table after the
corresponding interrupt handling by the kernel/hypervisor and not to generate the page
faults repeatedly for the old walks. Note also that the TLB might make such a flush also
when the core handles an interrupt of the higher priority and in fact is not interested in
the results of the address translation.

e memory
Om (c.m, (pmaD, sv(core, I))) 2 —jisr Alocksw(I)
d.m = { 6,n(c.m, (core.gpr(rd(I)), pmaD, sv(core,I))) : —jisr Acas(I)
c.m :  otherwise

3.2.5.2 Store Buffer Step

During this step the memory write leaves the store buffer. The store buffer step is indicated by
the input
m = sb

Transition Conditions:
The store buffer can only make a step if it is not empty: c.cpu.sb # ¢.

Transition Effect:

e store buffer
sblen = |c.cpu.sb

d.cpu.sb = c.cpu.sb|1 : sblen — 1]

e memory
sbe = c.cpu.sb[sblen)

d'.m = §,,(c.m, (sbe.a o 00, sbe.v))

3.2.5.3 Translation Lookaside Buffer Step

Walk Creation This active step of TLB creates a new walk for a given virtual page address
vpa and is indicated by the transition function input

in = (tlb-create,vpa)
Transition Conditions:
The TLB will only create a new walk when the processor core is running in translated mode
mode(core)

Transition Effect:
w' = winit(vpa, core.spr(pto), asid(core))

c.cpu.tlh = dyp(c.cpu.tlb, (add-walk, w'))
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Setting Accessed Bit The accessed bit of the page table entry required for extension of a
walk w is set by the active step of the TLB if the transition function input is

in = (add-accessed,w)
Transition Conditions:
1. the page table entry flag can only be set in translated mode

mode(core)

2. the TLB sets the accessed bit only for incomplete walks present in the TLB and corre-
sponding to the current address space identifier

w € c.cpu.tlb A ~complete(w) A w.asid = asid(core)

3. the accessed bit can only be set for a page table entry marked as present

pte(c.m,w).p

Transition Effect:
/

c'.m = 6y (c.m, (ptea(w), seta(pte(c.m, w))))

Walk Extension The TLB extends an existing walk w provided in the input
in = (add-extend, w)
Transition Conditions:
1. walk extension is performed only in translated mode

mode(core)

2. the TLB extends only incomplete walks present in the TLB and corresponding to the cur-
rent address space identifier

w € c.cpu.tlb A ~complete(w) A w.asid = asid(core)

3. the access flag of the page table entry used for walk extension is set

pte(c.m,w).a

4. the extended walk w’ = wext(w, pte(c.m, w), 000) is not faulty

—w'. fault

Transition Effect:
c.cpu.tlb = §yp(c.cpu.tlb, (add-walk,w’))
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3.3 Multi-Core MIPS-86

Definition 3.63 (Configuration of Multi-Core MIPS-86). For a number of processors np € N
we define the configuration of the multi-core MIPS-86 machine:

I
&

e,
CMMIPS

(epu : Npp = Cproe,m € Cpy)
where cpu is a function mapping processor index to its configuration, and m is shared memory.

Definition 3.64 (Multi-Core MIPS-86 Transition Function). Transitions of the multi-core ma-
chine are described by the function

onmrps : Cavres X Npp X Zvrps — Cyvmres

such that for a configuration mc € Cywips, an index p € N,,,, of a processor performing the
step, and its proper input in € Xmips, the result of the transition is defined as

C o def me.cpulp — c..cpul,c..m) :  dvps((me.cpu(p), me.m),in) = ¢
Srps(me. prin) 2 ( pulp = cj.cpul, ) ((me.cpu(p) ),in) = c,
undefined otherwise
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Store Buffer Reduced
MIPS-86 in the Context of
Hypervisor/OS Kernels

Hypervisors or operating system kernels are usually written in mixed languages (e.g. C-like
language and macro assembly with inline assembly portions). On a multiprocessor system
their compiled code runs in system mode in parallel with the compiled code of guest operating
systems or processes being executed in user mode, and must guarantee their proper virtualiza-
tion.

To argue about hypervisor/kernel correctness we have to apply sequential compiler correct-
ness in the context of a multiprocessor system. However, compilers usually guarantee correct-
ness of executed code on the sequentially consistent memory which is not simply given for free
in the presence of store buffers. Since in this work we are interested in the verification of the
code running in system mode and can argue only about properties of this code, we have to re-
duce the ISA model introduced in Chapter 3 to a model where the store buffers of the processors
executing our kernel or hypervisor are invisible under certain conditions. For the guest/pro-
cess steps we will provide all components that are needed for further virtualization of guest
memory as it is shown by Kovalev for a restricted version of the full x86 architecture [Degl1] in
his doctoral work [Kov13].

As we have seen in Section 2.3 for a given unit we can apply the sequential simulation relation
for the part of the memory not locally owned by other units. The ownership safety will guaran-
tee that the unit does not access other units’ locally owned addresses. Therefore, to be able to
apply the compiler correctness on the sequentially consistent memory, we have to perform the
store buffer reduction exactly for addresses involved in the simulation relation.

In contrast to the hypervisor/kernel code we are dealing with, the memory access and own-
ership transfer policies used by the guests or processes are unknown to the hypervisor, and we
cannot rely on them. Therefore, we have to consider two distinct sets of memory addresses
for the hypervisor/kernel and the guests/processes respectively, and introduce the ownership
model only from the hypervisor/kernel point of view.

However, the hypervisor might need to access the memory of the guests to guarantee the
desired virtualization. Without safety policy coming from the guests we cannot reduce store
buffers for guest steps, and the hypervisor running on one of the processors can see only in the
memory the data belonging to a guest being executed on other processors though the actual val-
ues might be in their store buffers. This affects the treatment of such addresses in the compiler
consistency in a way where only the values from the memory are coupled. A reasonable way
suggested in [Kov13] for such hypervisor write accesses is to use the atomic compare-and-swap
or locked memory write flushing the store buffer and not changing the view of guests on their
memory.

On the other hand, it is clear that the guests should not access the memory part of the hy-
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pervisor in order not to influence its execution as well as the treatment of its memory as se-
quential consistent. The only exception are the MMU steps during guest execution that might
use a shadow page table built by the hypervisor and belonging to its address space. If shadow
page tables are not shared and are individual for every processor as it is considered in [Kov13],
there cannot be any problem since our MIPS-86 ISA model guarantees that the store buffer is
flushed when we switch from system to user mode. Any stores in the SB will become visible
for the MMU acting during the guest steps on the same processor. A more complicated case
is when an SPT is shared for a guest between the processors. The hypervisor needs to make it
also shared in its ownership model, and the sequential consistency of a hypervisor portion of
memory occupied by this SPT might be desirable for the guest steps.

Now, as follows from the discussion above, for each processor of the multi-core MIPS-86
model, we need to have the sequentially consistent memory for owned (by a processor), read-
only and shared hypervisor/kernel addresses. A straightforward way to abstract the store
buffers is to use a simple discipline from [Kov13] guaranteeing that at any time there are no
pending writes to the same physical memory address in more than one store buffer of the
multi-core machine, and writes to the shared data never go into store buffers. Obviously, for
the owned non-shared addresses it will easily follow from our ownership safety policy.

However, in contrast to Kovalev’s work, in our ownership model the shared addresses are not
statically fixed: a unit may acquire the ownership on them, make them local as well as release
them. When a processor having in its store buffer a write to some local non-shared addresses
releases these addresses without writing them back to the physical memory, it will break the
consistency relation for other units because they will need to cover these addresses in their
simulation relations. Therefore, we will allow the ownership transfer only at hypervisor/kernel
memory accesses flushing the store buffer.

Such a discipline is quite strict in comparison to [CS10] where the authors introduced a more
general model and suggested flushing the store buffer only before a shared read in case there
were writes to shared data after the last flush. However, application of their theory for our
MIPS-86 model and as a consequence for semantics of upper layers of the verification stack is
tricky enough and considered in the doctoral thesis [Chel6] of Geng Chen where he extended
the model with memory management unit steps [CCK14].

In the frame of this work, we will stick to the simpler approach introduced above, which
we find enough for the correctness of the model of software threads. We can also easily treat
the MMU steps in the store buffer reduction because as one can see from Chapter 3, there are
no MMU transitions in system mode what perfectly matches the algorithm with non-shared
shadow page tables. Moreover, we aim at the application of the general theory from Chapter 2
for all layers of verification stack in this work. The simpler store buffer reduction can be done
with help of the Cosmos model simulation theorem, which in turn will show its first full power
for correctness proofs.

Note that this chapter does not pretend to introduce a new store buffer reduction strategy,
but rather serves a few purposes needed for the pervasive verification of the software threads
considered in this work: (i) the application of the store buffer reduction from [Kov13] for our
multi-core MIPS-86 machine and the ownership model from Chapter 2, (ii) determining and
checking the software conditions and safety policy enabling the SB reduction for MIPS-86 in
the presence of guest/user steps, (iii) working out definitions for the instantiation of the Cosmos
model with the multi-core MIPS-86 machine, and (iv) the detailed application of the general
concurrent simulation theorem for the bottom layer of the verification stack.

We proceed as follows. First, we introduce the store buffer reduced machine simulating our
reference MIPS-86 machine. In fact, we will use the same type of MIPS-86 configuration defined
before, in which we will require the store buffer to be empty when the processor is stepping in
system mode. The only difference is the transition function that will not write to the store
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buffer in this case. Next, we will prove that such a reduced machine is encoded by the steps of
the reference (non-reduced) machine under the ownership safety and software conditions. For
this purpose we will apply directly the theory of Cosmos model and simulation in concurrency
by instantiating it with our reduced and reference MIPS-86 machines, and then formulating the
sequential simulation relation wrt. the ideas described above and proving the corresponding
assumptions.

4.1 Store Buffer Reduced MIPS-86

As we have mentioned above for the store buffer reduced single core and multi-core MIPS-
86 models we use the same configurations defined before, namely Cyps and Cynvrps. The
definitions of the corresponding transition functions, however, need to be extended.

Definition 4.1 (Reduced Single Core MIPS-86 Transition Function). Transitions of the reduced
single core machine are defined by the function

drmrps © Cumips X Enips — Cumips

such that

U
&

€

57«M1ps(c,in) = ¢

differs from the transition function dwps (¢, in) only for the processor core steps determined by
in = (core,wy,wp, eev). The processor core makes a step under the same conditions, however,
the effect of the transition on its store buffer and the memory is defined as:

(pmaD]31 : 2], sv(core, I)) o c.cpu.sb : —jisr A sw(I) A mode(core)

¢ .cpu.sb = )
c.cpu.sb : otherwise

Om (c.m, (pmaD, sv(core, I))) 2 —gisr A (locksw(I)V
sw(I) A ~mode(core))

Om (e.m, (core.gpr(rd(I)),pmaD, sv(core,I))) : —jisr A cas(I)

c.m : otherwise

The definition for all other components of ¢’ is the same as in Section 3.2.5.

Note, that since we do not write to the store buffer in system mode, and it is flushed if the
mode is changed (see Section 3.2.5.1), the initially empty store buffer will remain empty in
system mode and will not be able to make active steps in this case.

Definition 4.2 (Reduced Multi-Core MIPS-86 Transition Function). Transitions of the reduced
multicore machine are described by the function

Ormmips © Cumrps X Npp X Zvrps = Cumres

such that for a configuration mc € Cywips, an index of a processor p € N,,, performing the
step, and its proper input in € Xyps, the result of the transition is defined as

d me.cpulp — c..cpul,c..m) : 8 mc.cpu(p), me.m),in) = ¢
drvmrps (me, p, in) = ( p lp = ¢ cpul, :m) TMIPS(.( pulp) Jin) =c
undefined : otherwise
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4.2 Memory Address Space in Hypervisor Context

Since in the scope of this work we consider the hypervisor/OS kernel written in the aforemen-
tioned programming languages, we can define what exactly the memory address space of the
running system includes wrt. the system in question. We split the memory into portions pro-
vided as instantiation parameter of the model we consider. Later on, when we talk about exact
models determined by a code to be executed, we will instantiate these parameters correspond-
ingly.

We distinguish the following fixed sets of addresses partitioning the MIPS-86 memory space
in the context of the hypervisor/kernel running atop of the MIPS-86 multicore machine:

e aset of hypervisor or OS kernel addresses Ay, C B3?,

e aset of addresses of all guests/processes Agyest C B32 such that

Ahyp U Aguest = B32’ Ahyp N Aguest - @7

e among hypervisor/kernel addresses we differentiate a code region A oqe, sets of addresses
occupied by constants A.,,s; and other data addresses A4t that can be accessed by read
and write operations:

Ahyp = Acode U Aconst U Adata,

Note, that all these sets are fixed and pairwise disjoint:

VXaY € {AcodeaAconstaAdata} . X # Y = XNnY = @

4.3 MIPS-86 Cosmos Model Instantiations

4.3.1 Reference Machine Instantiation

For the reference non-reduced multi-core MIPS-86 machine we define an instantiation Syipg €
S of the Cosmos model containing np € N processors.

e Smips.A = B*2, Syips.V = B® — The sets of addresses and values correspond to the type
of the global byte-addressable memory.

o Smips.R = Acode U Aconst — The read-only addresses are defined by the corresponding
areas occupied by the translated hypervisor/kernel code and its variables annotated as
constants.

o Syips.nu = np — As the number of computational units we consider the number of pro-
cessors np € N in the multicore MIPS-86 model.

o Syips.U = Cproe — The configuration of the computation unit is the MIPS-86 processor
configuration which includes the processor core, store buffer and TLB.

o Smips.€ = Xmips — We treat the MIPS-86 processor inputs in external inputs of the Cosmos
model unit. The input as shown before determines which component of the processor
makes a step and provides the corresponding component inputs.

o Syvips.reads : U x (A — V) x & — 24 — The set of memory addresses read during a step
depends on which processor component is involved into the transition, and in case of the
core step it is determined by an instruction to be executed.
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Since we consider the byte addressable memory as well as byte addresses for the safety
policy, and in the MIPS-86 model support only word accesses to the memory, we will use
a shorthand computing a set of 4 byte addresses from a byte address for a word access.
Generally, for a byte address a € B*? and a number d € N of consecutive bytes to be
accessed we refer to {a}4 from Definition 1.24 for this purpose.

For the property insta,(Smips) (given in Definition 2.2) to hold one has to include into the
reads-set all addresses to be read during one step transition of the MIPS-86 model.

For a MIPS-86 configuration ¢ € Cwips, core = c.cpu.core, and an input in € Xypg such
that we have in = (core,w;, wp, eev) and the transition function dyps(c,in) is defined
we first introduce separately sets of addresses AF(c,in) and AR(c,in) needed for the
instruction fetch and data read from the memory respectively in the absence of interrupts.

AF(c,in) =4 {pmal(c,wr)},

For the core step the set of data addresses to be read from the memory can only be defined
if the instruction I = I(c,wy) is fetched successfully, meaning there were no exceptions
raised before we get interested in decoding of the fetched instruction. This set is not empty
in case of the compare-and-swap or load word instructions.

AR(c,in) def | {pmaD(c,wp,I)}, : load(I)
C,in = .
0 : otherwise

Now, depending on the interrupt handled by the core we define a set readscore-mem (¢, in)
computing instruction and data memory addresses needed for the core step without tak-
ing into account accesses to the page table for the address translation. For example, in case
of an external interrupt, instruction address misalignment, or a page fault on fetch accord-
ing to the MIPS-86 ISA model semantics we are not interested in any data fetched/read
from the memory. In the absence of any interrupts and depending whether the instruc-
tion reads from the memory, the reads-set includes the fetch and read addresses defined
above. Using the shorthand il = il(core, I, eev, pff(c,wr),pfls(c,wp,I)), we compute
readS ore-mem (¢, in) in the following way

0 il € {reset, I/O,pff}V
.\ def il = mal A imal(core)
Teadscore-mem(cv Zn) = . g .
AF(c,in) : 4l = mal A dmal(core, I) Vil = pfls

AF(c,in) U AR(c,in) : otherwise

Note here, that there is a difference between pff and pff(c,w;). The former denotes the
synonym pff = 4 earlier introduced in Table 3.5 for the corresponding interrupt level and
indicates the internal interrupt event signal mutual exclusive in relation to the other iev.
Its computation uses pff (¢, wr) coming from the MMU.

As we know from the semantics of the MIPS-86 model, during a core step in user mode
we always try to extend a matching walk if it is incomplete. Therefore, we also define sets
of byte addresses readscore-fpte(C, in) and readscore-dpte (¢, in) for reading required page
table entries for instruction fetch and data access respectively. For shortness we make the
definitions under conditions following from the MIPS-86 semantics. For any other cases
not satisfying them the sets are obviously empty.

mode(core) A wy € c.cpu.tlb A hit (trql (core), wr) A ~complete(wy) =

. def
readscore-fpte(c,in) = {ptea(wr)},
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mode(core) A wy € c.cpu.tlb A hit (trql (core),wr) A complete(wy)A
mem(I) Nwp € c.cpu.tlb A hit (trqgD(core, I),wp) A —complete(w;) =

. def
readscore-dpte (Ca Zn) = {ptea(wD)}4

Putting it all together we easily get the set of all byte addresses to be read during the
processor core step with the input in:

i def 3 . .
readscore(C,in) = readScore-fpte(C,in) U readscore-dpte(C, in) U readscore-mem (€, in)

For a TLB step indicated by in = (add-accessed,w) or in = (add-extend,w) we
introduce

def
) = {ptea(w)},
Now, depending on the input in showing which processor component makes a step, we
define the reads-set for the MIPS-86 model.

readsyp(in

readscore(c,in) : in = (core,wr,wp, eev)
. def | readsyp(in) : in = (add-accessed,w)V
readsyups(c,in) = in = (add-extend,w)
- b

0 : otherwise
As the instantiation for the Cosmos model with MIPS-86 we set

Smips.reads(u, m,in) = readsyps((u, m), in)

o Syvipsd U X (A —=V)xE —=Ux(A—YV)-The instantiation of the transition function is
based on the single core MIPS-86 transition function. As follows from the definition, the
Cosmos model transitions affects the unit’s configuration and the portion of memory to be
written.

We define the set of addresses to be written from the point of view of the processor. Since
the stores with sw go to the processor’s store buffer, they do not appear in the memory
component. However, to be able to apply the safety policy explicitly for addresses written
to the store buffer we include these addresses into the aforementioned set. This will be also
the case for the reduced machine where any writes of the hypervisor/kernel are applied
for the abstract memory without the store buffer.

For in = (core,wj,wp,eev), ¢ € Cyyps, as well as shorthands I = I(c,wy), core =
c.cpu.core, and jisr = jisr(core, I, eev,pff(c,wr),pfls(c,wp,I)) we introduce predicates
swap(c,in) indicating if the cas-instruction writes to the memory, and wr(c, in) showing
that the core performs a write operation to the memory or store buffer:

swap(c,in) = cas(I) A core.gpr(rd(I)) = c.my(pmaD(c,wp, I))

u
g,

€,

wr(e,in) = —jisr A (sw(I) Vlocksw(I) V swap(c,in))

d maD (c,wp, s wr(c,in
writeScore (¢, iN) éf {ép (ewp )}4 -oth(ervwis)e
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For a TLB step indicated by in = (add-accessed, w) we introduce

writesyp(in) dEef {ptea(w))},

In case of a store buffer step we have

de,
writessy(c) ) {c.cpu.sb[|c.cpu.sb|].a 0 00},

So, the writes-set for the MIPS-86 model is then defined in the following way:

writeSeore(c,in) : in = (core,wy,wp, eev)
] o def | writesyy(in) : in = (add-accessed, w)
writesmips(c, in) = ‘ ,
writesgy(c) :in = sb
0 : otherwise

Note that the definition will be used only when the transition function is defined.

To instantiate the unit transition function for the Cosmos model, we need to transform
the partial memory m : B*? — B® defined by the reads-set to the type C,, that is a total
mapping. Such a memory [m] maps addresses outside of the reads-set to some dummy
values, which are not accessed if the reads-set is instantiated properly and are introduced
only to match the formal definitions.

Now, depending whether the single core MIPS-86 transition is defined or not, we instan-
tiate the Cosmos model unit transition function as follows

Swrps-0(u, m,in) = {(UI’ m~/|writeSMIPS((u’[mw)’m)) : 5MIPS((.U7 [m),n) = (', m')
undefined : otherwise
Smrps IP U X (R — V) x £ — B - Since for the store buffer reduction we will provide the
simulation relation for every step and do not apply the order reduction we will consider
as an interleaving point any MIPS-86 configuration from which the transition exists for
a given input. For simplicity, we set the predicate to true for any input parameters of
the transition because we are interested in the interleaving points only in cases of the
transition step existence.
Swmrips-ZP(u,m,in) =1

Smips.ZO : U x (R — V) x &€ — B — The instantiation of ZO-points depends on whether
a guest or the hypervisor/kernel makes a step.

For our simple store buffer reduction discipline we do not allow a shared write of the
hypervisor/kernel to be in the SB. Therefore, we treat the instruction sw in system mode
as a local step.

As for the guest/user steps we will consider any processor step in user mode as suitable
for ZO-operation without looking at the exact operation performed by the processor. In
fact, definition of the ZO-points must depend on the read-only memory, what is not true
from the hypervisor point of view because of the address translation. Therefore, techni-
cally in the Cosmos model we cannot identify the memory instruction performed by the
core in user mode.

Moreover, in the work later when we will apply the order reduction for the hypervisor/k-
ernel, we will treat all guest/user steps in the same manner and preserve their order in the
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global schedule. The reason is that safety policies of guest/users are in general unknown
for us.

Sticking to the previously used shorthands we define

d
ZOwmrps(c,in) éf —mode(core) A in = (core,wr,wp,eev) A
—jisr Amem(I) A —sw(I)V

mode(core)

Smrps ZO(u, m, in) = ZOwmps ((u, [m]gsz2), in)

Note here that extending the memory with dummy values does not influence the predi-
cate.

o Smips-OT :U x (R = V) x £ — B — We allow to transfer the ownership only at hypervi-
sor/kernel operations flushing the store buffer so that data at released addresses becomes
available for other processors.

I
&

OT mips(c,in) = —mode(core) Nin = (core,wr,wp, eev) A —jisr A (cas(I) V locksw(I))

Smrps-OT (u, m,in) = OT vrps ((u, [m]ga2), in)

This instantiation trivially guarantees that the property insta.(Smips) is not violated.

4.3.2 Reduced Machine Instantiation

For the store buffer reduced MIPS-86 machine the instantiation of the Cosmos model is similar
except those parameters that are based on the transition function. We denote this Cosmos model
as Symips € S and consider its signature.

e For components X € {A,V, R, nu,U, &, reads, ZP,ZO,OT} the instantiation is equal to
the one for the reference MIPS-86

Srmrips- X = Smips. X

e The instantiation of § is now based on the transition function of the store buffer reduced
single core MIPS-86 machine:

! ! writes w,[m]),in : 57‘ ’ ,in) = /7 !
Symrps.0(u, m,in) = (u,m| tesrs () i) MIPS(.(U [mi).in) = (', m')
undefined : otherwise

As we have mentioned above, we use here the same definitions of the reads- and writes
sets as for the reference MIPS-86 machine.

4.4 Store Buffer Reduction Correctness

Now we can justify the SB reduced multi-core MIPS-86 model by showing the existence of its
steps encoded by any steps of the reference machine under certain conditions. We proceed
exactly in the way introduced for the concurrent simulation in Chapter 2.
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4.4.1 Simulation for the Single Core Machine

First, we define the simulation relation for the store buffer reduction from the point of view of
a singe processor in the model and trivially prove the simulation for any step of the single core
machine. This case corresponds to the sequential simulation theorem for the Cosmos machine
where the ownership is not considered yet.

Definition 4.3 (Single Core MIPS-86 Simulation Relation for SB Reduction). For c, ¢, € Cyips
such that ¢ is a configuration of the reference single core MIPS-86 machine and ¢, - the store
buffer reduced machine, and a subset set of byte addresses icm C Ay, representing a pos-
sible inconsistent memory region of the hypervisor/kernel, we define the simulation relation
simpmrps (¢, ¢, bm) between two machines denoting that

o the configurations of the cores and TLBs of both machines are equal,

o the SB of the reduced machine is empty in system mode and is equal to the SB of the
reference machine in user mode,

o the guests/users memory region of the reduced machine is equal to this region in the
physical memory of the reference machine,

o the content of the hypervisor/kernel memory excluding a possible inconsistent region
resides in the SB or the physical memory of the reference machine in system mode, and
only in the physical memory in user mode.

. . def

simpemips (¢, ¢y iem) =
(i)  c,.cpu.core = c.cpu.core
(ii)  cp.cpu.tlb = c.cpu.tlb
(iii) e cpu.sh = € : ﬁmode.(cr.cpu.core)

c.cpu.sb : otherwise
(iv) Va € Agyest. cr.m(a) = c.m(a)
.cpu.sb, c. : —mod .cpu.
(0) ¥a € Anyy\ icm. cp.mia) = ms(c.cpu.sb, c.m)(a) mo e.(c,« cpu.core)
c.m(a) : otherwise

Note, that the last is important for the MMU steps when after interrupt handling the pro-
cessor switches back to user mode. Moreover, when we will use this simulation relation in the
concurrent setting, we will set icm to the locally owned addresses of other processors since the
memory values at such addresses might be in their store buffers.

We introduce also a technical invariant stating that there are no pending writes to icm and
guest/user memory in the store buffer of the processor in system mode.

Definition 4.4 (SB Invariant). For a processor configuration cpu € Cpoc and a set icm C Apy,
we define

U
&

€

invgy(cpu,icm) = —mode(cpu.core) = Ya € icm U Agyest. sbhit(cpu.sb, a[31 : 2])

Obviously, as one of conditions in the sequential simulation theorem we require that icm is
not accessed by the reduced machine.
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Definition 4.5 (No Access to icm by Single Core Reduced Machine). For a step of the single
core reduced machine from a configuration ¢, € Cyips and determined by an input in, € Xyps
we define

U
&

noaccmrps(Cr, ing., icm) (readsyirps(cr, in,.) U writesyaps (¢r, ing)) Niem = 0

Moreover, following the ideas from the discussion at the beginning of the chapter we formu-
late the software conditions that are enough for proving our simulation relation in the sequential
context. For the concurrent context later we will additionally rely on the ownership policy.

Definition 4.6 (Software Conditions for SB Reduction). For a step of the single core reduced
machine from a configuration ¢, € Cyps and determined by an input in, € Xypg we require
that in user mode the processor core and SB do not access the hypervisor/kernel addresses, and
the hypervisor/kernel is not allowed to write to the guest/user memory by sw instruction.

1"
&

scomrps (Crying.) = () mode(c,.cpu.core) Ain, = (core,wr,wp, eev) —>

readscore-mem (Cry iy ) U writeScore(Cr, i) C Aguest
(ii)  mode(c,.cpu.core) Ain, = sb = writess(c;) C Aguest
(iii) —mode(c,.cpu.core) Ain, = (core,wr, wp,eev) A
writeScore(Cry iy ) N Agyest # 0 = —sw(I(c,, wr))

The following theorem justifies our store buffer reduction discipline for any step of the single
core MIPS-86 and is needed for establishing the concurrent simulation. We also guarantee the
correspondence of the ZO- and OT -steps between the reduced and reference machines accord-
ing to the requirement oneZO from Chapter 2.

Theorem 4.1 (SB Reduction for a Step of the Single Core MIPS-86).

VC, C/, Cr € (CMIPS, n € EMIPS; icm € 2B32.

(i) dem C Apyp A simpenrps (¢, ¢, icm) A invg(c.cpu, icm)

(i) ¢ = 5MIPS (C, m)

(iii) Vin, € Ywps, ¢, € Curps. ¢ = dpmrps(cr, in,) =

noacc,mips (Cr, iy, iem) A scevrps(Cr, ing.)
_—
30;‘ S (CMIPS-
(i) . =c, AN=OTaps(c,in)V
Jin, € Tvrps. ¢ = drrps(Cr, ing)A

IOMlps(CT,inT) - IOMlps(C, in)/\
OTMIPS (C, zn) < OTMIPS (CT, inr)

(ii)  sim.aps(d, ., iem) Ndinvg (¢ .cpu,icm)

Proof: The theorem is proven by a case split on the step ¢’ = dwmps(c,in) performed by the
processor of the reference machine in translated and untranslated modes. Asicm we choose any
set icm C Apyp of addresses that cannot be covered by the simulation relation at the beginning
of the step and are not accessed during the step in the reduced machine.
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For the proof we introduce a few shorthands. Namely, for the configurations ¢, ¢, ¢/, ¢, and
processor components X € {core, sb,tlb} we denote X = c.opu.X, X, = cr.opuX, X' =
c.epuX, X! =c .cpuX.

Since in the starting configurations the cores of both machines are coupled, the modes are
also trivially equivalent mode(core,) = mode(core).

First, we consider a hypervisor/kernel step performed in untranslated mode on the reference
machine. From the semantics of the single core MIPS-86 model we know that only the SB and
core can make a step and in case of a core step the input walks are ignored.

1. Store buffer step: in = sb

The SB writes a word to the memory at the address a such that sbhit(c.cpu.sb,a[31 : 2])
holds. All other processor components are not changed. From invg,(c.cpu, icm) we know
a ¢ icm U Agyesi- Therefore, the guest memory in ¢’.m is not changed and the buffer
commits the store to the portion of the hypervisor/kernel memory covered by the simu-
lation relation, namely c¢,.m4(a) = ms4(sb, c.m). An empty step of the reduced machine
¢, = ¢, preserves the simulation relation and we have ¢..m4(a) = msy(st/, ¢’.m). More-

T
over, invg,(c’.cpu, icm) still holds because the SB contains now one pending store less.

. Core step: in = (core,wy,wp, eev)
Along with the step of the reference machine we consider the core step of the reduced
machine with the same input in, = in and ¢, = d,mips(cy, in,).

In case of an external interrupt or the instruction misalignment no memory access is per-
formed and the cores of both machines make the same non-empty step (which is also not
an ZO-step) preserving the simulation relation. Note that by reset the TLBs are flushed
and become empty. Moreover, in the reference machine for the reset to be handled by the
core we require the SB to be already empty, meaning that the SB must have made its steps
if it had pending stores.

Otherwise, the processors read the same instruction I = msy(c)(core.pc) = my(c,)(core,.pc)
from the consistent portion of memory what follows from the simulation relation and the
predicate noacc,mips(cr, iny, icm).

If we have ~mem(I) or mem(I)Admal(core, I), the instruction does not read / write from/to
the memory or the store buffer, and the cores perform the equivalent step. The TLBs are
flushed in the same manner for flush and invlpg instructions. In case of the m fence in-
struction the core of the reference machine makes the step only if the SB has written back
its pending stores. In the reduced machine the execution of m fence affects only the core.
Therefore for the aforementioned cases the theorem trivially holds.

If we have —mode(core) A emode(core) A eret(I), then the requirement on the store buffer
of the reference machine is the same as for m fence, sb = ¢, and one obviously has Va €
Apyp \icm. m,(a) = m(a). On the other hand, in the reduced machine from the simulation
relation we also have sb, = ¢, concluding sb]. = sb’ = . Both of the cores are in user mode
in ¢’ and ¢}, the coupling relation as well as the theorem hold.

For other instructions I we have to distinguish between lw, sw, cas, and locksw:

e data word read lw(])
The reference machine reads a word R = msy(c)(ea(core, I)) from the memory or
the store buffer. The reduced machine gets also the data R, = ¢,.m(ea(core,,I)) at
the same address ea(core,, I) = ea(core, I) because the cores are equivalent. From
noacc,mips (Cr, iny, icm) and the simulation relation we conclude that both machines
read the same data R = R, from the consistent memory. Therefore, the cores perform
the same step leading to the consistent configurations, s.t sim,mips(c’, ¢}, icm) holds.
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The configuration of the store buffer does not change and support the invariant
invgy(c'.cpu, icm). Moreover, for lw(I) we have ZOwrps(c,in) = ZOwvrps(cr, in,) =1
and OTvirps (¢, in) = OT wrps(cr, in,) = 0, what concludes the claim.

e data word write sw([)

As argued above in both machines the computed effective addresses are equal and
out of icm. From the software condition (iii) we know that the hypervisor/kernel
does not write to the guest memory by sw(I). Therefore, both machines write the
data word at the byte addresses belonging to the consistent portion Ay, \ icm. In
the reference machine the write goes to the store buffer preserving invg,(c¢’.cpu, icm).
The reduced machine writes the same word to its memory. Therefore, one easily
concludes the memory consistency Ya € Ay, \ icm. c,..m(a) = ms(sb/,d.m)(a).
Moreover, one has ZO\ps(c,in) = ZOwyips(cr,in,.) = 0. The theorem holds for
this case.

o locked write locksw(I)
In comparison to sw, the execution of locksw requires the store buffer of the refer-
ence machine to be empty and writes directly to the memory in both machines. As
in the previous case the machines store the same word to the consistent portion of
the memory, however, including in this case not only the hypervisor addresses but
also the guest region. Since the SB of the reference machine does not receive a new
pending store, the theorem obviously holds.

e compare-and-swap cas(])
Analogously to the previous step, the core step for cas(I) in the reference machine
is made when its SB is empty. After the transition one still has sb. = st/ = . In
contrast to the previously considered [w the read result R is ignored by the core, and
the operation is performed atomically by the memory, namely

c.m = 6, (c.m, (core.gpr(rd(I)), ea(core, I), sv(core, I))).

From the software conditions and noacc,mips(cr,in,, icm) we already know that
the byte addresses to be read and written belong to the guest or hypervisor mem-
ory consistent for the machines and excluding icm. Therefore, it is easy to con-
clude that the memory transition in both machines is the same, and the relation
simymips (¢, ¢, icm) holds. Since the SB is not changed, its invariant is preserved.
Additionally, the cas operations is considered to be an ZO-step suitable for the own-
ership transfer.

This last case finishes the proof of the theorem for a hypervisor/kernel step.

Now, we consider a guest/process step in translated mode. In this case any processor com-
ponent can perform a transition depending on the input in and the machine’s semantics. Since
we mark any guest/process step as an ZO-point even in the case of a non-memory opera-
tion, and no such steps are suitable for the ownership transfer, we have only to prove that
the reduced machine makes also a corresponding non-empty step in translated mode, namely
din, € Ymips. C;. = 0, MIPS (C,-, in,.) such that sim,m1ps (C/7 C;., icm) holds.

From the first look, both machines are equal and should preserve the simulation relation if
in, = in. However, one has to argue about the equivalence of data read and the instruction
fetched from the memory and show that the memory consistency is not violated. Not to miss
the details we consider the following cases:

1. Walk creation: in = (tlb-create,va).
The TLB of the reference machine creates an initial walk for a chosen virtual address va
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and no memory operation is performed. Since the TLBs of both machines are equal before
and after the step, the theorem holds.

. Setting the accessed bit: in = (add-accessed, w).

From the reference machine transition function this step is defined when the conditions
w € c.cpu.tlb A ~complete(w) A w.asid = asid(c.cpu.core) hold and the page table entry is
present: pte(c.m,w).p. For the reduced machine to perform the same step one has to show
pte(c,.m,w) = pte(c.m,w). This is true indeed, because from noacc,mips (¢, in,., icm) we
know that the accessed pte resides in the guest or hypervisor memory covered by the
consistency relation. So, both machines perform the same transition setting the bit in the
memory and the claims hold.

. Walk extension: in = (add-extend,w)

Additionally to the conditions of the previous case, the accessed flag of the page table
entry must be set pte(c.m).a and an extended walk v’ = wext(w, pte(c.m,w),000) must be
not faulty ~w’. fault. As shown above, the read pte is the same for the machines, therefore,
they make the same step preserving the relation.

. Store buffer step: in = sb

In case of a store buffer transition of the non-reduced machine the reduced machine makes
the same step. From the software condition (i) the write of the memory is made at an
address belonging to the guest. Therefore, the simulation holds also after the step.

. Core step: in = (core,w;,wp, eev)

For a core step in translated mode one has to consider the address translation for the
instruction address, and for the effective address if the instruction address translation
succeeds and the fetched instruction accesses the memory.

If the walk w; present in the TLB and matching the translation request is incomplete,
similarly to the case of the TLB setting accessed bit one can show that in both machines
the TLB reads the same page table entry pte(c,.m,wr) = pte(c.m,wr).

Therefore, for the complete or incomplete walk w; one easily concludes
pff = pff(er,wr) = pff(c,wr).

Now, for the complete walk w; we calculate the same translated address pmal(c,, wr) =
pmal(c, wr) which according to the software condition (i) refers to the instruction in the
guest memory. From the simulation relation we then get I = I(c,,w;) = I(c,wy).

Again, as above, for the complete w; and incomplete wp present in the TLB and matching
the data translation request we get pte(c,.m,wp) = pte(c.m,wp) and

pfls = pfls(cr,wp,wr, I) = pfls(c,wp,wr,I).

The physical address pmaD(c,, wp, I) = pmaD(c,wp, I) computed in case of complete(wp)
analogously points to a word residing in the guest memory. Hence, the word accessed at
this address is equal in both of the machines.

Now, we consider how according to the semantics the components of the single core
MIPS-86 model are changed during the core step. First, we pay attention on the TLB.

For the incomplete walk w; with the faulty extension the TLBs of the both machines are
flushed in the same way independently from the reaction of the core. In turn, the walk
wp is ignored by the TLB. Therefore, we get tlb,. = tlb'.
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If w; is complete and mem(I) holds, but the incomplete wp causes a faulty extension, then
the TLBs are flushed similarly for the effective address and are coupled.

The transition of the processor core and passive changes on other components but the TLB
depend on whether an interrupt is raised in the core or not.

o jisr(core, I, eev,pff,pfls):
In this case the core switches to system mode as a result of the step. Since in both
machines the cores are equal and we have proven that the instruction as well as the
page fault signals from the TLBs are the same, then

il(core,, I, eev,pff,pfls) = il(core,I,eev,pff,pfls).

Hence, the cores handle the same interrupt and are coupled after the step. The mem-
ory is not changed. As for the store buffers, in case of the interrupt the transition
function of MIPS-86 is only defined when sb, = sb = €. This obviously concludes the
claim for sim \ps (¢, ., icm).

o —jisr(core, I, eev,pff,pfls):

In the absence of interrupts in the reference machine, the reduced machine performs
the same step. If the instruction I does not interfere with the memory or store buffer,
only the core configurations are changed and equal after the transition. The instruc-
tions flush and invlpg were covered in the previous case because they cause the
illegal instruction interrupt in user mode. The instruction m fence can be performed
if the store buffers are empty, and, therefore, does not change anything except the
program counter. For any instruction I with mem(I) we have already proven above
that it accesses a word in the coupled guest memory, and, as a result, doest not de-
stroy the simulation relation for the hypervisor portion of memory. We conclude
that all components in both MIPS-86 machines are changed in the same way, what,
in turn, preserves sim,yips (¢, )., icm).

O

Now, to establish the concurrent simulation for any unit of the Cosmos models instantiated
with the reduced and reference MIPS-86, we properly instantiate the sequential simulation
framework Rg;ffr{? € R. Since there is no specific simulation parameter, for simplicity we
drop the parameter equal to L in all predicates. So, for ¢, ¢, € Cproc X Chpy, cpu, cpu, € Cproc,

. . . . . . . 32
in,in, € Ynips where the subscript r indicates the reduced machine, and icm € 2B we have

P =1
sim(c, ¢y iem) = dem C Apyp A simpwips (¢, ¢, iem) A invg (c.cpu, icm)
g;ﬂl\f;gs, sc(ey, ing.) = scpvps(cr,ing)

X = 1 for X € {CPa(cpu,),CPc(cpu), wfa(c,),
wfe(c), suit(in), wb(c,in)}

Since the theorem just proven above fully corresponds to the statement of Theorem 2.3 for
Rgﬁ‘f;‘;s, and we consider the simulation for every step of the reference machine such that an
empty step of the reduced machine is treated as an empty consistency block for the Cosmos
machine transition, it is easy to show that using Theorem 4.1 one also proves Theorem 2.3 for

our case. For brevity, we leave this bookkeeping here as a trivial exercise.
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4.4.2 SB Reduction for the Multi-Core MIPS-86

Finally, to prove store buffer reduction for the multi-core MIPS-86 machine in the presence of
the ownership model, we define the invariants needed according to Chapter 2 and show that
the required assumptions hold.

Definition 4.7 (Shared Invariant for Multi-Core MIPS-86 SB Reduction). For the Cosmos mod-
els instantiated with the reference and reduced MIPS-86 machines we demand the equality of
their sets of shared S, S, read-only R, R, and owned O(p), O, (p) by each unit p addresses, as
well as the contents of shared and read-only memories m, m,.

sinvSS ((m, 8, R, 0), (my, Sy, Rr, 0r)) 2
i S=8,
(ii) R=R,

(iii) ¥p € Npu. O(p) = O, (p)

(iv) m=m,

As we have already seen, we forbid the guest/process to modify the hypervisor/kernels’s
ownership. However, so far the hypervisor is able to acquire the guest/user addresses, what, in
term, might restrict guest/user accesses because we use the same safety policy for both kinds
of steps. Since the guest/process steps should be also safe and we would like to allow guests
and processes always to access their memory, we need to guarantee that the hypervisor /kernel
never acquires anything from A g,cs:.

Definition 4.8 (Restriction on the Ownership Transfer in SB Reduced Machine). For any con-
figuration E € Cg, ;s of the SB reduced Cosmos machine we require that Ag,.s: is always
treated as shared and no addresses from Ag,.s; can be owned by any execution unit.

P (B) 2 Aguess € B.S Np € Ny B.Op 0 Aguest = 0

TMIPS

Note, that with this setting the software condition (4i7) not allowing the hypervisor/kernel
to access Agyest by the instruction sw becomes redundant because the memory access policy
for our instantiated Cosmos model already covers this case. To avoid additional bookkeeping,
however, we leave the software conditions unmodified.

From Definition 4.4 of the SB invariant being applied in the concurrent simulation we know
that the SB of a processor in system mode does not contain stores to A4,¢s: and other processors’
local addresses. Nevertheless, we need to extend it also for the Cosmos model. The SB invariant
together with its extension must guarantee that in system mode the store buffer contains only
writes local for the processor.

Definition 4.9 (Extention of the SB Invariant for the Cosmos machine). For any processor
being in system mode in a configuration cpu € C, o in the reference Cosmos machine with
shared addresses S we additionally demand that its SB does not contain pending writes to the
hypervisor/kernel shared and read-only memory.

d
extinvg(cpu, S) ) —mode(cpu.core) =
Va € Acode U Aconst U (S \ Aguest) - msbhit(cpu.sb, a[31 : 2])
Therefore, we instantiate the concrete machine unit invariant from Chapter 2 as follows:
umvgﬁggs (cpu, O, 8) = extinvgy(cpu, S)

Before proving the assumptions, we consider a few auxiliary lemmas.
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Lemma 4.1 (Hypervisor Memory Addresses Covered by the Unit's SB Reduction Sequential
Simulation). For any configuration E € C\ips of the SB reduced MIPS Cosmos machine and a
unit p € Ny, the set of hypervisor memory addresses without non-shared owned addresses of all units
except p is equal to the union of the hypervisor read-only, shared and owned by the unit p addresses if the
ownership configuration satisfies the invariant oinv(E) and the property Pg, ,, os (E).

OinU(E) A\ PSTIVIIPS (E) —— Ahyp \%(Eg,p) = S;mrps. R U (ES \ Aguest) U (E(Dp \ ES)

Proof: For the proof we first apply Lemma 2.8
S,ymips-A \ %(Eg,p) = Symps. RUE.SU (EOp \ ES)

From the Cosmos machine instantiation and the partitioning of the memory addresses we
know Syarps-A = B32 = Agyest U Apyp and Aguest N Anyp = 0. Moreover, Ps, ... (F) requires
that the guests’ addresses cannot be owned. Therefore, one trivially transforms the left-hand
side

S’r‘MIPS-«4 \ %(Eg7p) = (Aguest U Ahyp) \%(Egmp)
= Aguest U (Anyp \ SO(E.G, D)),
where Agyest N (Apyp \ SO(E.G,p)) = 0.

Since Symips-R = Acode U Aconst, Srmips. R C Apyp, and according to Pg,,,;.c (F) the guest
addresses belong to the shared memory and cannot be owned, we can re-write the right-hand
side as

Syvps. RUE.SU (EOp \ ES) = Aguest U (STMIPS'R U (ES \ Aguest) U (E.Op \ ES))
with Agyest N (Srmips. R U (E.S\ Agyest) U (E.0, \ E.S)) = 0 and easily conclude

Apyp \ SO(E.G,p) = Spnips R U (E.S \ Agyest) U (E.Op \ E.S)

Lemma 4.2 (Shared and Read-Only Memory Equality from SB Reduction Simulation Rela-
tion). Given the concurrent simulation relation for a unit p between SB reduced and reference Cosmos
machines with configurations E and D respectively, one can deduce the memory coupling present in
the shared invariant, if the corresponding ownership states are coupled, the ownership invariant of the
reduced machine and the restriction on the ownership transfer are fulfilled, and the unit invariant holds.

VD € Csyyps, £ € Cs,pyipss P € Ny
(i)  csimy(D.M, E)
(i) D.S = E.S A Swips-R = Srmips. R
(iii)  Ps,\ups (E) A 0inv(E) A uinv, (D)
_

E'm|E-3USrMIPs-R = ‘D'm|D»SUSMIPS-R
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Proof: Consider the SB reduction simulation relation for unit p:

csimy(D.M, E) = sim, (D.M, E.M,SO(E.G,p))
= simynips ((D.up, D.m), (E.uy, E.m),SO(E.G,p))

From the definition of sim,\ps for unit p we get the relations between the memories of the
reduced and reference MIPS machines:

Va € Agyest- E-m(a) = D.m(a) 4.1)

ms(D.uy.sb, D.m)(a) : —mode(E.u,.core) 42)
D.m(a) : otherwise '

Va € Apyp \ SO(E.G,p). E.m(a) = {

Moreover, by Lemma 4.1 we know
Ahyp \%(Eg,p) = S,mrps. R U (ES \ Aguest) U (E.Op \ ES)

To prove the claim E.m|g.sus,aups. R = D-M|D.sUswps. ® We distinguish cases depending on
the processor mode.

1. Translated mode: mode(E.uy.core).

Since the invariant Pg (E) requires Agyest C E.S, we get from equations (4.1) - (4.2)

rMIPS

Va € Symips RU E.S. E.m(a) = D.m(a)

Because we have D.§ = E.S A Smips-R = Srmips-R, the goal to be proven transforms to

E'm‘E-SUSH\IIPS-R = D'm|E~SUSrMIPS~R
This is exactly what we have just shown above.

2. System mode: —mode(E.uy.core).

First, we concentrate on the read-only and shared hypervisor addresses. Unfolding the
definition of the memory system ms in the equation (4.2) we get

sbv(D.up.sb,a) : sbhit(D.u,.sb,a[31 : 2])

Ya € S, RU(E.S\ Ayyest) - E. =
¢ MIPS ( \ Aguest) - E:m{a) {D.m(a) : otherwise

Since the processor of the reference machine is also in system mode (the cores are coupled
via csim,(D.M, E)), from winv,(D) and the lemma hypothesis (ii) we conclude

Va € Spmips. R U (E.S \ Aguest) - ~sbhit(D.uy.sb,a[31 : 2])

Therefore, the memory simulation for these addresses boils down to

Va € Spvips R U (E.S )\ Aguest) . E.m(a) = D.m(a)

Using (4.1), the fact that the guest memory addresses are included into the shared ones,
and the same argumentation about the ownership state as in the previous case, we easily
conclude the claim of the lemma.

O
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Now we prove a lemma corresponding to Assumption 2.1. For brevity we again skip the
simulation parameter and consider only the premises needed in our case. Moreover, in order
to avoid additional transformations later on, we state the lemma in the original notation from
Chapter 2 on the consistency blocks though for the store buffer reduction such blocks boil down
to one step transition information.

Lemma 4.3 (Safety Transfer and Invariants Preservation for Store Buffer Reduction).

VD € Csypypg,d' € Mgyyps, B, B € Cs,pyyps,0 €05, ., T €O 0r € Q5 oD € Ny

*
SrMmips? Srmip

(i) D.M+Zs d' A blk(o,p) A oneZO(o,T) A uinvy,(D)
i) BT B AbK(Tp) A Ps s () A safep, (B, (r,05))
(iii)  csimy(D.M, E) A sinv(D, E) A csimy(d', E")
—
o5 € (syuprs)™5 G € Gsyyps -
(i) D22 (@.G") A safe(D, (o, 0,)) A uinvy((d',G))
(ii)  sinv((d',G"), E')

Proof: In the lemma we have to consider either empty steps in both machines, or one step of
the reference machine because we deal with the store buffer reduction at each step of the MIPS
model execution.

In the former case, one has only to show that oinv(D.G) holds. This fact trivially follows
from safe(E, €) and sinv(D, E). Note, that oinv(D.G) is also a part of the ownership safety for a
non-empty step.

For the latter case, in Theorem 4.1 we have already seen that either a non-empty step or an
empty step of the reduced machine corresponds to one step of the reference machine . The same
is also easy to see from the lemma premises when we unfold the definitions of bk and oneZO.
Formally, we have [o| = |7| =1A01.s =m.s =por|o| =1A01.s =pAT = 0, = e. Moreover,
the reduced machine makes an empty step only in case of a store buffer step of the processor in
system mode in the reference machine. This also follows from the consideration of steps leading
to the configurations d’ and E’ with csim,,(d’', E').

To prove the lemma we make a case split on the step of the reference machine. Namely, we
analyze whether it is suitable for the ownership transfer and an ZO-operation

Case 1: —0;.0t — The reference machine performs a step that cannot be used for the ownership
transfer.

For this case the reduced machine stays in the same configuration or makes a non-empty step.
Therefore, using oneZO(o, 7) and the definition of the sequence (7, 0,) we have o, = ¢ or |o;| =
1 A —7y.0t. For the non-empty ownership transfer information sequence we easily get 0,7, =
(0,0,0) because of the safety policy safep,  (E,(r,0r)). Therefore, for the implementation
step we also set 0,1, = (0,0, 0), which, in turn, does not violate the ownership transfer policy
P0licy iyops(01.0t, D.Op, D.S, D.0yp, 01) with D.O,, = U,, D-O, and preserves the reference
machine ownership state and the parts (¢) - (4i7) of the shared invariant after the step.

Assuming that the unit invariant uinv,((d’, G’)) also holds after the reference machine step,
we can apply Lemma 4.2 for the machine configurations (d’, ') and E’ and get the last part (iv)
of the shared invariant sinv((d’,G’), E’).

Therefore, the claims left to be proven for this case are
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o the transfer of the memory access policy

policy .. (0190, reads, (D, o1.in), writes,(D, o1.in), D.O,, D.S, Syups.R, D.O,),

o and the unit invariant winv,((d’,G’)) after the step. Note that from the instantiation we
have uinv,((d',G")) = extinvg(d' .u(p),G'.S).
For this we look closer at the operations matching —o.0t.
Case 1.1: -0y .i0 — The step is not matching an ZO-operation. From the definition of ZOnps we
know that in this case the processor can only be in system mode and we have to consider either
a store buffer step, or any core step except execution of the instructions lw(I), locksw(I), and
cas(I).
1. Store buffer step: in = sb
As we already know, the reduced machine makes an empty step in this case. Therefore,
we cannot directly transfer the memory access policy from safe p, _— (E,(r,0;)). How-
ever, using the invariant invg,(D.u,, SO(E.G, p))!, the ownership coupling in sinv(D, E)
as well as the unit invariant winv, (D) we conclude

Va € Syps-R U D.SUSO(D.G, p). —sbhit(D.uy.sb,a[31 : 2])

Hence, since oinv(D.G) also holds, we get
Va € B*2. sbhit(D.u,.sb,a[31:2]) = a € D.O,\ D.S

For the store buffer step, the set reads, (D, 1.in) is empty, and writes, (D, 01.in) contains
the byte addresses of the pending in the SB writes, what shows writes, (D, 01.in) C D.Op\
D.S and proves the transfer of the memory access policy.

Moreover, it is clear that the invariant extinvg(d .u(p), G'.S) is not violated because the
SB just commits one pending store.

2. Core step: in = (core,wy,wp, eev)

In case of an external interrupt or the instruction misalignment no memory access is per-
formed and the store buffer is unchanged. So, the memory access policy and the unit
invariant after the step trivially hold.

Otherwise, the processors of both machines fetch the same instruction at the same address,
which, in turn, implies that the set of accessed addresses AF ((D.u,, D.m),in) follow the
memory access policy due to safep;  (E,(r,07)) and the coupling of the ownership
states of both machines.

If the instruction does not access the memory, or we have sw and data misalignment, the
write-set is empty and we obviously conclude the claim of the lemma.

Otherwise, we consider the instruction sw. The processor of the reduced machine writes
to the memory E.m. The reference machine puts the data into its store buffer. Both oper-
ations are performed at the addresses

writescore ((E.up, E.m), in) = writescore((D.up, D.m), in)

belonging to £.0,,\ E.S and are safe because safe p_ _— (E, (7,0,)) holds and the owner-
ship states are coupled.

Moreover, the unit invariant is also preserved.

1t is present in csim,,(D.M, E) according to the instantiation of the simulation framework Rgl'wl‘féz S.
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Case 1.2: 7,.i0 — The step is matching an ZO-operation. The situation corresponds either to a
guest step, or execution of {w([) in system mode.

In case of lw, instead of the writes-sets, which are empty for this instruction, we consider the
reads-sets and the proof is similar to the step with sw. Moreover, the instruction lw does not
change the SB configuration.

For any guest step, both machines perform the same operation because their configurations
are equal. Since the memory access policy holds for the reduced machine and the ownership
states are coupled, the access policy of the reference machine is also safe. If the machines stay in
translated mode after the step, the unit invariant winv,((d’, G’)) is true by definition. Otherwise,
after the guest step the store buffer of the non-reduced machine in system mode is empty and
this invariant is also preserved.

Case 2: 01 .0t — The reference machine performs a step used for the ownership transfer.

This case corresponds to the execution of the instructions locksw(I) and cas(I) by the refer-
ence machine core in system mode. The reduced machine performs the same step updating the
memory.

Since safep, (E, (1,0.)) holds and the ownership states of both machines are equal, we
simply copy the ownership transfer information 0,1 = 0,7 which fulfills the ownership transfer
policy for the reference machine and preserves the parts (¢) - (iii) of the shared invariant after
the step.

It is also easy to show as in the previous cases that the memory access policy is not violated
because both machines read the instruction and write the data at the same addresses. Moreover,
the unit invariant holds in the configuration after the step where the store buffer remain empty.
Again, using the Lemma 4.2 for the machine configurations (d’, G') and E’, we get the last part
(iv) of the shared invariant.

O

Since there is no specific well-formedness in our models, Assumptions 2.2, 2.3 hold by default
and we continue with a lemma for the proof of Assumption 2.4.

Lemma 4.4 (Preservation of Simulation Relation and Unit’s Invariant for SB Reduction).

VD,D'" € Csypss B, E' € Cs,pyipss P € Ny
(i) csimy(D.M, E) A winvy(D)
(ii)  sinv(D, E) A Ps, 05 (E) A 0inv(E) A oinv(D)
(iii)  sinv(D’, E") A\ Ps,\y1ps (E") A 0inv(E") A oinv(D’)
(iv) E=,E AND=,D’
—
csimy(D'.M, E") A uinv,(D")

Proof: According to our instantiation we have to prove the sequential simulation relation
simpnips (D' oup, D'.m), (E' uy, E'.m),SO(E'.G,p)),

the store buffer invariant invg, (D’ .u,, SO(E'.G, p)) with SO(E’.G,p) C Apyp, and the unit in-
variant uinv, (D’).
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From csimy,(D.M, E) we have

E.uy,.core = D.uy.core (4.3)
E.up,.tlb = D.uy.tlb (4.4)
Eouysh— € : ﬁmode'(E.up.COTE) (4.5)

D.uy.sb  : otherwise

Since £ ~, E' and D =, D’ hold, we get D'.u,, = D.u,, E'.u, = E.u,. Therefore, the
equations (4.3) - (4.5) are also valid for configurations £’ and D’.

The shared invariant sinv(D’, E”) gives us the coupling of the read-only and shared memories
as well as the ownership state in E' and D’, what, in turn, implies

E,'m‘E/-SUSrl\/IIPS-R = D/'m|E’.SUS,»M1ps.R (4.6)

Having Agyest C E'.S in Pg (E'), we also get Agyese C D'.S and, therefore,

rMIPS
Va € Agyest- E'.m(a) = D'.m(a).

Now, we concentrate on the rest of the simulation relation, namely,

ms(D'.uy.sb, D'.m)(a) : —mode(E'.uy.core)

)

Va € Apyp \ SO(E'.G,p). E'.m(a) = {D' m(a) : otherwise

where because of oinv(E’) and Ps,,,.< (E’) the set of addresses covered by the relation is com-
puted by Lemma 4.1 as

Anyp \ SO(E'.G,p) = Spamips. R U (E'.S \ Aguest) U (E".Op \ E'.S) .
To prove this we split cases on the processor mode in E’.

1. User mode: mode(E'.u,.core)

From equation (4.6) we easily conclude
Va € Spmips RU (E'.S\ Agyest) - E'-m(a) = D" .m(a)
and we only need to prove Va € E'.O, \ E'.S. E'.m(a) = D".m(a).

The processor core in configuration £ is also in user mode because of the local configura-
tion equality E ~,, E’. Therefore, the simulation relation csim,(D.M, E) and the invari-
ants Py (E), oinv(E) give us

rMIPS

Va € E.O, \ E.S. E.m(a) = D.m(a).

By E ~, E' and D ~, D' we know E.m|g.0, = E'.m|p.0, and D.m|p.o, = D".m|p.o,.
Moreover, the ownership states are coupled as D.O, = E.O,, in sinv(D, E). Therefore,
one concludes

Va € E.O, \ E.S. E'.m(a) = D'.m(a).

Since we have E’.0, N E'.S = E.O, N E.S and £.0, = E'.O, from E =, E’, we can
trivially show that the owned non-shared addresses do not change
E' O,\E'.S =E.0,\ (E'.O,NE".S)
= E.0,\ (E.0,NE.S)
—E.0,\ES
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and conclude the claim Va € E'.O, \ E'.S. E'.m(a) = D'.m(a).

Obviously, the invariants to be shown are preserved by definition because the processor
is in user mode. Using Pg (E') and oinv(E’") we also have SO(E'.G,p) C Apyp.

rMIPS
2. System mode: ~mode(E’.uy,.core)
In this case we first prove the SB invariants and then consider the simulation relation.

Using the invariant invg,(D.u,, SO(E.G,p)), the ownership coupling in sinv(D, E), as
well as the unit invariant uinv, (D) we conclude

Va € Syips-R U D.SUSO(D.G,p)). —~sbhit(D.u,.sb,a[31 : 2]) 4.7)
Therefore, since the ownership invariant oinv(D.G) holds, we can obviously state

Va € B3, sbhit(D.uy.sb,a[31:2]) = a € D.O,\ D.S.

Analogously to the previous case we apply D ~, D’ to get D.O, \ D.§ = D".O, \
D’.S. Moreover, the store buffer configuration is unchanged, namely, D.u,.sb = D’.u,.sb.
Hence, the following is also valid in the configuration D’

Va € B*2. sbhit(D'.u,.sb,a[31:2]) = a € D'.0,\ D'.S.

Applying oinv(D’) we easily conclude
Va € Syips.RU D' .SUSO(D'.G, p)). =sbhit(D' .u,.sb,a[31 : 2]),

what, in turn, by reason of Ps,, ;. (E’) and sinv(E’, D") shows inve,(D'.u,, SO(E'.G,p))
and extinvg, (D’ .up,, D'.S). Recall that we have uinv,(D’) = extinvg,(D’.up, D'.S) by the
instantiation.

Since the sets of addresses are equal in both machines because of sinv(D’, E’), the rest of
the simulation relation to be proven boils down to the claims:

Va € S;mps R U (E'.S\ Aguest) - E'.-m(a) = D' .m(a) (4.8)
Va € E'.Op \ E'.S. E'.m(a) = ms(D'.u,.sb, D'.m)(a) (4.9)

The equation (4.8) follows directly from sinv(D’, E’).
From (4.7), sinv(D, E), and csim,(D.M, E') we analogously get
Va € E.O, \ E.S. E.:m(a) = ms(D.uy.sb, D.m)(a).

Since we have sinv(D, E) and the equalities £.0, \ E.S = E'.O, \ E'.S, Em|g.o, =
E'‘m|g.o0,, D-m|p.o, = D'.m|p.o,, D' .u, = D.u, we easily conclude (4.9).

O

This lemma finished the proof of the simple store buffer reduction applied in the thesis. From
now we can directly rely on Theorem 2.4 between Cosmos machines instantiated with the re-
duced and reference multi-core MIPS-86 models and will operate with the reduced model when
we consider the upper layers of the verification stack.
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Concurrent Mixed Machine
Semantics for MIPS-86

In this chapter we consider a concurrent operational semantics for the combination of stack-
based programming languages C-IL and Macro assembly on the multi-core MIPS-86 model
from Chapter 3. Though the work is mostly based on the results from three doctoral the-
sise [Shal2, Sch13, Baul4b], we revise the semantics in detail, simplify and adapt it so that
it can be easily used for the whole model stack covered in this thesis. The semantics covered
here is suitable for implementation and verification of applications and systems where the con-
text switch, stack substitution and operations on TLBs are not required. Later after stating the
corresponding compiler correctness and concurrent simulation we will extend it to the one per-
mitting such operations.

The C intermediate language (C-IL) was introduced by Sabine Schmaltz [Sch13] as an attempt
to create a simpler language independent from the underlying architecture and compiler and
suitable for the implementation of any standard-conforming C. In comparison to the C-dialect
CO0 [Lei08, PBLS15] the semantics of C-IL supports pointer arithmetic and does not have an
explicit notion of a heap, what, in turn, gives the full control over the memory and allows to
implement memory management on the low system level.

Since the pure C-IL semantics does not support operations for the implementation of the con-
text switch usually performed by operating system kernels and hypervisors, Andrey Shadrin
in his work [Shal2] formulated a macro assembly (MASM) semantics and integrated it with
the C-IL on the base of the compiler calling convention. In this mixed programming model the
implementation and verification of the context switch in a simple hypervisor on a single-core
VAMP architecture became feasible, however, only in case of empty stacks.

Later, both C-IL and MASM semantics separately were slightly adapted for a simplified ver-
sion of multi-core MIPS-86 model and considered in the concurrent setting by Christoph Bau-
mann in his doctoral thesis [Baul4b].

5.1 Sequential Macro Assembly Semantics

5.1.1 Instructions and Programs

First, by Iasm we denote all MIPS-86 assembly instructions listed in Tables 3.1- 3.3 and cor-
responding to their syntax. The indices of registers and immediate constants can be repre-
sented in decimal notation. Additionally, we allow to provide the immediate constant ¢imm
and the instruction index éindex in binary representation with the help of the prefix 0b, e.g.,
addi 5 7 Obimm.

In order to convert any MIPS-86 assembly instruction from the set Iygn into its 32-bit repre-
sentations, we introduce the function

codeasy : Iasm — B2
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Definition 5.1 (MIPS-86 Assembly Instructions for MASM). Now, we can define the set of
MIPS-86 assembly instructions supported by the MASM semantics:

d
IIAEM =) {instr | instr € Iagm A plain (codeasm (instr)) }

where the predicate

U
&

€

plain(l) = alu(l)V su(I)V mem(I)V movg2s(I) V movs2g(I)
denotes that the MIPS-86 instruction I € B3? is not an instruction changing the control flow or
operating directly on the store buffer or the TLB.

Definition 5.2 (MASM Instructions). Let P, be a set of procedure names admissible in macro
assembly. Then we define the set Syiasm of MASM instructions in the following way:

e stack operations: r € Ny = (push r) € Syiasm A (pop ) € Smasm

e parameter load/store: i € NAr € Ny = (lparam r i) € Syiasm A (sparam r i) € Spasum
o goto:l € N = (goto!) € Spasm

e conditional goto: € Ny Al € N = (ifnez r goto [) € Smasm

e procedure call: pn € Ppgpme = (call pn) € Smasm

e return from a procedure: ret € Syiasm

e assembly instructions: IXA3M C Syasm

e inline MIPS-86 assembly': il € I{y,, = asm{il} € Syasm

Definition 5.3 (MASM Program). A MASM program is represented by a procedure table de-
fined by the type Progy;agym as a mapping from names of all procedures declared in the MASM
program to the relevant procedure information:

def
Progyiasm = Prame — ProcT

where
d
ProcT ¥ (npar € Ny, body € Syiagy U {extern}, uses € N*)
is a set of procedure table entries with the following components:

e npar — the number of input parameters for the procedure,

e body — either the procedure body given as a list of MASM instructions, or the keyword
extern indicating that the procedure is declared as an external one.?,

o uses —a list of indices for GPRs whose content is saved on the procedure entry and restored
on the return from this procedure.

Definition 5.4 (MASM External Procedure Predicate). Given a MASM program 7,, € Progy;asnm,
we test whether a procedure pn € Py,qme declared in 7, (i.e. pn € dom (m,)) is external or not
with the help of the predicate

d
ext(pn,m,) o 7, (pn).body = extern

1The semantics of inline assembly is not covered in this chapter and will be considered later in the thesis. However, in
order to use the same definition of MASM programs later on when we deal with this extension in detail, we include
the instruction asm{il} into Syragm already here.

2 Analogously to [Shal2] we do not formalize the execution of external procedures in the MASM semantics. Such
procedures will be discussed later when we consider inter-language calls in the mixed machine semantics.
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5.1.2 Machine Configuration

As we already mentioned, the semantics of macro assembly, like many other programming lan-
guages, does not consider the address translation and interrupt mechanism. Moreover, the store
buffer is also supposed to be invisible. Basically, one can consider the state of the MASM ma-
chine as a combination of a simplified version of the single core MIPS-86 with a stack abstraction
modelled as a sequence of procedure frames.

Definition 5.5 (MASM Stack Frame). We define the MASM stack frames as tuples from the set

framey asm E (p € Prame, loc € N, pars € (B*)*, lifo € (B**)*, saved : B> — B*?)

(LY

comprising the following components:
e p —the name of the procedure the stack frame corresponds to,

o loc — the location counter denoting the index of the next instruction to be executed in the
body of the MASM procedure,

e pars — a list of input parameters passed to the procedure,

o lifo — the actual stack component used for storing temporary data and passing input pa-
rameters to procedures called from p,

o saved — a buffer for keeping the content of registers listed in the uses component of the
procedure declaration.

Note that in the original MASM semantics from [Shal2] the stack could also be not set up
and, therefore, not present. In this case it was modelled as a pair of the procedure name and
the location counter. The semantics allowed to switch to the abstract stack with frames by
writing initially specified stack frame base and stack pointers or to drop the stack abstraction
by rewriting these pointers when the stack was completely empty. Since later in this thesis we
provide a more powerful mechanism for stack substitution including the trivial cases treated
in [Shal2], we consider here a shorter version of MASM where the stack is always present.

Given the abstraction of the stack frames, we now are able to define the state of the MASM
machine.

Definition 5.6 (Sequential MASM Configuration). The MASM configuration is a tuple

d [ [
Cnmasm éf (stack € frameygasn, 9T B5 — B32, spr:B5 — B3, M :B*2 - IB%S)

where stack is the MASM stack with the top-most frame at the end of the sequence, gpr and
spr are general and special purpose registers respectively, and M is the global byte-addressable
memory.

In order to easier refer the stack and program components, we use a few overloaded short-
hands. Given any MASM configuration ¢,, € Camaswm, stack st = ¢,,.stack, and program 7, €
Progyiasy, we introduce the following notation for:

o the index of the top-most frame:
top(c,) = top(st) = |st|

e the components X € {p, loc, pars, saved, lifo} of the stack frame with an index i € Ny, (ss):

Xi(ep) = Xi(st) = stfi]. X
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[ index i | shorthand for i and i5 | description
0 zero always contains 032
1 i temporary values
2 TV procedure return value
3 to temporary values
4,...,7 i1 ...104 input arguments for procedure calls
8...15,24...28 | t3...115 temporary values
16...23 SU1 ... SUg callee-save registers
29 sp stack pointer
30 bp stack frame base pointer
31 ra return address

Table 5.1: GPRs Usage Convention for MIPS-86

the components X of the top-most frame:

XtOP (CH) = XtOP(St) = Xtop(st)(St)

the components Y € {npar, body, uses} of the procedure table entry for the procedure

pi(st):
Yi(ep, mu) = Yi(st, mu) = mu(pi(st)).Y

the components Y for the procedure of the top-most frame:
}/top (C,uv 7T;L) = mop (Sta W#) = nop(st) (Stv ’/Tu)

the next MASM instruction to be executed:

. def
NS et (Cpus Tp) = 00dY 40 (Cpuy Ty ) [l0C10p (Cp0)]

5.1.3 Compiler Calling Convention for MIPS-86

In general, a calling convention describes certain rules for the low-level implementation of the
interaction between a caller and a callee. These rules are followed by compilers and also espe-
cially important when one has to support calls between functions/procedures written in differ-
ent programming languages.

In contrast to the programming in higher-level languages, which compilers usually allow
programmers to abstract from concrete implementations, the macro assembly programming
assumes the knowledge about the mechanism of passing the input parameters and returning
the result. This is directly required by the MASM semantics. Moreover, one has to know which
registers may be accessed and which must be preserved by the programmer. Hence, we discuss
these rules already in the MASM semantics before we consider the compiler correctness.

Obviously, one has to agree how the general purpose registers could be used by the compiler
and the programmer. In this thesis we rely on the usage of the GPRs (Table 5.1) borrowed
from [Baul4b]. This setting is based on the MIPS calling convention applied in [Inc06] and
differs from the original version introduced in [Shal2] for the VAMP processor.

In particular, additionally to the stack and base pointers a register containing the return ad-
dress is introduced. These three registers are relevant for the implementation of the semantics
in MIPS-86 assembly by the compiler, and should not be accessed by the MASM programmer.
Furthermore, we explicitly distinguish between so called calle- and caller-save registers.
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Caller-save (or volatile, scratch) registers are registers that can be used by the callee without
any restrictions. The caller must save their content if it needs this content after return from the
callee.

Callee-save (or non-volatile) registers are registers whose content must be saved by the callee
before it overwrites them. The caller expects the calle-safe registers to be restored after return
from the callee.

Finally, combining the specifications from [Shal2, SS12, Baul4b], we state the rules of the
compiler calling convention for the MIPS-86:

1. The first four input parameters are passed through the registers 4, .. .44 before the call
instruction is executed. The caller does not expect the same register values after the callee
returns.

2. The remaining parameters (if existent) are passed on the stack in right-to-left order before
the call instruction is executed. There is also a space (so called home addresses®) reserved
on the stack for parameters passed in registers.

3. The return value from a procedure call is passed through the register rv.
4. All callee-save registers must be restored before return.
5. A callee is responsible for cleaning up the stack from the parameters.

Note that as follows from Table 5.1 and the discussion above, we refer the registers ¢; .. .t1s,
i1...14, and rv as caller-save registers available for the MASM programmer. The sets of indices
for calle- and caller-save registers Regcaiice, Regeanier C B® respectively can then be formally
defined as

I
<

€,

Regeatice = {svi | sv; € B>Ai e Ng}

def
Regeatter = B® \ {Z@TO, sp, bp, T’CL} \ Regeatiee

Definition 5.7 (Number of Parameters Passed on the MASM Stack and through Registers).
In order to compute the number of parameters to be passed through registers for a call of a
procedure p € P, 4. declared in a MASM program m,, € Progyasym, We define the auxiliary
function
de, 4 : . >4
npar™ (p) ) { Tu(p)-npar

reos mu(p).npar : otherwise

Hence, the number of parameters to be passed on the stack is computed as

U
&

e
um

nparly, . (p) = m,(p).npar — npar7s,.(p)

5.1.4 Transition Function
First, we introduce functions preforming specific updates on the MASM configuration.

Definition 5.8 (MASM Configuration Update Functions). For a given MASM configuration
¢, € Cmasm with the stack ¢,,.stack # €, we define the following operations on the top-most
frame ¢ = top(c,,) of the stack:

3 According to Microsoft [Mic15], “Home addresses are required for the register arguments so a contiguous area is
available in case the called function needs to take the address of the argument list ... or an individual argument.
This area also provides a convenient place to save register arguments ... and may be used by the called function for
other purposes besides saving parameter register values.”
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e incrementing the location counter*:
. def /
incoc(cy) = ¢, [stack = c,.stack[t — frame']]
with frame’ = ¢,,.stack[t] [loc := loctep,(c,) + 1]
e setting the location counter to! € N:
def /
setioc(cu,l) = ¢y [stack := c,.stack[t — frame']]
with frame' = c,,.stack[t] [loc := ]

e removing the top-most frame:

u
<

€,

drop frame (Cu) = ¢y [stack := c,.stack[l : t —1]]
e pushing a sequence el € (B*?)* of elements on the lifo:

pushys, (cu, el) o cu [stack := c,.stack[t — frame']]
with frame’ = ¢, .stacklt] [lifo := lifo,,,(c,) o €l]

e removing n € N elements from the lifo if |lifo,,, (c,.)| > n:

POP g0 (Cpus 1) =4 cu [stack := c,.stack[t — frame']]
with frame' = ¢,.stack[t] [lifo := lifo o () [1 : |lifo 0 (cp)| — n|]

e updating a parameter i € N on the stack by a value v € B32:

d
setpars(Cp, 1, V) éf Cu [stack = ¢,,.stack[t — fmme/ﬂ
with frame’ = ¢,.stack[t] [pars := pars'] and pars’ = pars,,,(c,) [i — v]

Obviously, in the definition of the MASM semantics we will be interested only in valid, or, in
other words, well-formed states of the MASM machine.

Definition 5.9 (Well-Formed MASM Stack). We call a MASM stack st € framey; s gy well-formed
wrt. a MASM program 7, € Progyagy if and only if (i) the stack is not empty and (ii) every
stack frame (a) belongs to a procedure defined in the program ,, (b) has the location counter
pointing to an instruction in the body of this procedure, and exactly the declared (c) number of
parameters and (d) the used registers are stored in the corresponding components of the frame.

wfstackyfagy(st) o (i) st#e
(it) Vi€ Nygp(st)-
(a) p;(st) € dom (m,) A —ext(p;(st),m,)
(b) loci(st) € [1: |body,(st,m,)|]
(c) |pars;(st)| = npar;(st,m,)
(d) r € dom (saved;(st)) <= (r) € uses;(st,m,)

d
4One could have written the definition as: incoq(cp) o ¢;, such that lociop(c),) = loctop(cy) + 1 and all other
components of c;l are equal to the ones from c,. Instead, we present it in detail in the formal way as it is done
in [Shal2], what better matches the computer-aided verification, e.g., in case of translating the definition into a tool

specific language.
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Moreover, as we have seen in the definition of the sequential MASM configurations, the gen-
eral purpose registers are represented by a partial mapping. Now, after we have considered
the GPRs usage convention, we make the following restriction on this MASM configuration
component.

Definition 5.10 (Well-Formed MASM GPRs). We say that the mapping gpr : B> — B3? repre-
senting the general purpose registers in the MASM configuration is well-formed iff the GPRs
contain all registers except sp, bp, ra which content is not modelled in the semantics.

def
wfregyasm(gpr) = dom (gpr) =B\ {sp,bp, ra}

Definition 5.11 (Well-Formed MASM Configuration). Hence, a sequential MASM configura-
tion ¢, € Cwmagwm is considered to be well-formed wrt. a MASM program m,, € Progyagy if and
only if its stack is well-formed and the GPR component represents all registers except sp, bp, ra.

I
<

wfconf yfasn (€u) = () wfstackyfagp(cu-stack)

(i) wfregypasm(Cu-gpr)

Then, the operational semantics of the sequential MASM machine can be formalized in a way
similar to [Shal2].

Definition 5.12 (Sequential MASM Transition Function). For a given MASM program 7, €
Progyiasm, we define the transitions of the sequential MASM machine by the function

T
Opniasm : Cvasm — Cyvasmt

def

where Cyiasyt = Caasv U{ L} and L denotes here an error state.

So, for a configuration ¢, € Cyaswm, the function 83/, qy(c,,) is defined by a case split on the
instruction to be executed.

Macros Semantics First, we consider the macros execution:

e Push operation on stack: instryeqt(cy, 7,) = push r

1 : otherwise

5 def | incioe (pushh-fo(cwcﬂ.gpr(r5))) : ¢ {sp,bp,ra}
Masm(Cu) =

e Pop operation on stack: instryez(cy, m,) = pop

def | incioc (Popyiso (€}, 1))t lifoy,,(cu) # e A & {sp,bp, ra, zero}
uE : otherwise

where ¢, = ¢, [gpr := c.gpr [r5 = lifo,,, (c,)[k]]] with k = [lifo,,, (c,)].

5The error state introduced in [Lei08] is used to indicate a run-time error appearing during the program execution
(including errors that could be detected by the static check of the program). Instead of this additional state, one
could define the transition function as a partial mapping. However, such a solution would not match the simulation
theorem for Cosmos machines where one has to guarantee that there are no run-time errors for existing abstract
computations.
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e Parameter load: instrpeq.(cy, 7,) = lparam r ¢

- def | incioc (c;L)
Sniasmlcn) = 1

i S |par5top(c,u)| AT ¢ {Sp, bpa ra, 267’0}
: otherwise
where ¢, = ¢, [gpr = c,.gpr [r5 — pars,,, (c,)[i]]]

e Parameter store: instryeqt (cu, 7,) = sparam r i

517\r/1“ASM (Cu)

=9
IS

{incloc (Setpars (Cua i, cu.gpr(r5)))
1

i < |parsy, (cu)| A1 & {sp,bp,ra}
: otherwise
o Goto: instrypez(cy, m,) = goto

d
6IT\F/I#ASM(CM)

&

{t (cusl) = 1< [body,yp ()|
J_ .

: otherwise
e Conditional goto: instryeqs(cy, m,) = ifnez r goto !

L
&

€ .
517\T/1“ASM (cu) = nCioc (Cpu)

setioe (Cuyl) 1 1< [b0dY 0, (Cpy mu) | AT & {sp,bp,ra} Ac.gpr(rs) # 032
1L :

1< [bodyyp (s )| AT & {5, bp, T} A cyogpr(rs) = 0%
otherwise
e Procedure call: instryeqs(c,, m,) = call pn

L

The function dy;

ASM
sition conditions hold:

(¢u) does not produce the error state if and only if the following tran-
— the procedure pn is declared as non-external in the program

pn € dom (m,) A —ext(pn, )
— the lifo of the top-most frame contains at least as many elements as the number of
procedure parameters to be passed on the stack:

‘lifotop (C#)l Z npar

Ty
Then the transition effect is computed as

stack (pn)

U
g,

€,

517\r/IuASM (Cu)

Cu [stack = INCloe (poph-fo (c#, npar’ . (pn))) .stack ofmme']
where the components of the newly created stack frame are initialized as follows:
frame' .p = pn

frame' .loc =1

frame' lifo = ¢
frame’ .saved(r) = {cu.gpr(r)

(r) € mu(pn).uses
undefined : otherwise
frame’.pars = pars’ o pars”
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npar g, ( pn)

lifomp(cu) pars, we | pars;

Figure 5.1: Passing parameters on the lifo during the MASM procedure call. Here, the number
of input parameters pars for pn is n = 7, (pn).npar.

with the sequences® pars’ = (02,...,03%) of length |pars’| = nparréys(pn) and pars” =
rev (lifo,,, (c,) [j : k]) for the indices k = |lifo,,,(c,)|, j =k + 1 — npar’: . (pn) depicted
on Figure 5.1.

U
&
AN

If the transition conditions are not met, the result is 8y} s (¢y.) 1.

o Return from a procedure: instryeq:(c,, 7,) = ret

67T;L (C ) déf d'ropframe (CH [gpr = gp?“/]) : tOp(C#) >1
MASMAZHS = ) | : otherwise
such that
d o L . G " o " .
gpr'(r) = savedop(cy) () (r) ﬂ'f (Ptop(cpu))-uses
cu-gpr(r) : otherwise

Assembly Instructions In case of an assembly instruction instr e, (c,, 7,) € INGIM, we de-
fine 5Z\T/IHASM(CAL) on the base of the transition function d;,4, for the non-interrupted instruction
execution from Chapter 3 and the memory update semantics for the SB reduced MIPS-86 from
Chapter 4. For this purpose we introduce or reload the following shorthands:

o the MIPS-86 instruction to be executed:
def .
I, =1(cy,m,) = codeasm(instrpest(cu, ™))
e the processor core configuration coremips(c,) € Ceore constructed from the MASM con-

d
figuration ¢, such that corenps(cy) Eef ¢ with register files c.spr = ¢,.spr, c.gpr such
that
c.gpr(r) = cu-gpr(r) : r ¢ {sp,bp,ra}
' e B32 . otherwise
and any value of the program counter c.pc = € B2

o the data word read from the memory:

R, = R(cy, ™) = cp-Ma(eal(e, I,,))

®In the original work [Shal2] pars’ is initialized with arbitrary values introducing the non-determinism in the MASM
semantics. As we have mentioned in Section 1.2, in this work we model systems as deterministic automata and,
therefore, in this case should have provided to the MASM transition function an extra input containing such initial
values. However, in order to make the semantics simpler and avoid this extra alphabet, we initialize pars’ with
Zeros.
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e the next processor core configuration: ¢’ = d;,s:(c, 1,1, Ry,)

Similarly to the macros, we are not allowed to access the registers whose values are not mod-
eled in the semantics. This registers are detected by the fields of the instruction to be exe-
cuted. However, s, rt, and rd are defined only for those instructions in which the correspond-
ing fields are present. We define in detail a predicate indicating that the assembly instruction
ST et (Cpy u) € IRGGM to be executed in the MASM configuration ¢, does not access the
registers sp, bp, ra and does not write to the register zero:

I
&g

accregs%SAI&M(cu,ﬂH) = (i) rt(I,) ¢ {sp,bp,ra}

(i)  =(lui(1,) Vv sli(1,) V srl(1,) V sra(l,)) =

)
(L

( I—L) ¢ {Sp,bp, Ta’}
(

(iii))  gprw(I,) = cad(l,) ¢ {sp,bp,ra, zero}

Now the result of the transition can be easily computed as

5T () def | incioc (C;) : accregs%§ﬁ (Cpsmp)
MASMAT/ =) | : otherwise
where
c;.gpr = .gpr c;L.spr = .spr cL.stack = c,.stack
O (e M, (eale, 1), sv(e, 1,,))) 2 locksw(I,) V sw(1,)
¢ M= (.M, (c.gpr(rd(1,)), ea(c, I,), sv(c, 1,))) : cas(I,)
cu-M : otherwise

Inline Assembly As we mentioned before, we will consider the extended semantics with in-

line assembly as a separate topic later in this work. Therefore, for the time being, in case of
- d
iNStrpeqt (Cp, my) = asm{il} we simply generate the run-time error &, ¢\, (cu) <.

5.2 Sequential Intermediate C Semantics

5.2.1 Types and Qualifiers

Definition 5.13 (C-IL Types). Let T¢ denote the set of composite (struct) types and T p be the set
of primitive types containing signed and unsigned 32-bit integers and the type void:

Tr Z (void,i32, u32)
Then the set of C-IL types T is constructed as follows:
e primitive types: t € Tp = t €T
e struct types: t. € Tc = (structt.) € T
e regular pointer types: t € T = ptr(t) € T

e array types:t € TAn € N = array(t,n) € T

An array type array(t,n) is characterized by the type ¢ of elements and the number n of
elements in the array.
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5.2 Sequential Intermediate C Semantics

e function pointer types: t € TAT € (T \ {void})" = funptr(t,T) € T

A function pointer type funptr(¢, T') is described by the type ¢ of the return value and the
list T' of parameter types.

Note that we do not explicitly provide a type for boolean values, which could be modeled by
the integer type in our case.

Besides the types, the C intermediate language supports type qualifiers const and volatile
corresponding to the ones from regular C. The qualifiers annotate the type declaration and hint
the compiler how to treat variables of such types.

Naturally, const is used to declare constant variables that cannot be re-written. In turn,
volatile indicates that the content of the corresponding memory region might be modified by
the environment, e.g., other threads, devices, or interrupt handlers. Therefore, in this case the
compiler performs less optimization and does not reorder memory accesses to such variables.

Definition 5.14 (Type Qualifiers). We denote the set of type qualifiers as

Q o {const, volatile}
Any C-IL type can be annotated with a subset of qualifiers.

Definition 5.15 (Qualified C-IL Types). We define the set of qualified types Tq as a set containing
the following elements:

e the type void cannot be qualified: (), void) € Tg

qualified primitive types: ¢ C Q At € {i32,u32} = (¢,t) € Tg

qualified struct types: ¢ C Q A t. € Tc = (g,struct t.) € Tg

qualified regular pointer types: ¢ CQ At € Tg = (g, ptr(t)) € Tg

qualified array types: ¢ CQAt € Tg An € N = (g,array(t,n)) € Tg

o qualified function pointer types:

qCQAteTgAT € (Tg\ {(0,void)})" = (g, funptr(t,T)) € Ty

As we mentioned before, the type qualifiers are only used by the compiler. In fact, they do not
affect the C-IL semantics and can be dropped in formal definitions for brevity whenever possi-
ble. For this purpose we introduce a function converting qualified types to the corresponding
unqualified ones.

Definition 5.16 (Conversion from Qualified Type to Unqualified Type). We define the function
qt2t : Tg — T converting any qualified C-IL type to an unqualified type as follows:

t x=(q,t)\t€Tp
ptr(qt2t(z’)) z = (g, ptr(z’))
qt2t(x) = array (qt2t(z’),n) : x = (g,array(z’,n))
funptr(qt2t(z’), map(qt2t, X)) x = (¢, funptr(z’, X))
struct ¢, x = (g, struct t.)
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5 Concurrent Mixed Machine Semantics for MIPS-86

Definition 5.17 (Type Predicates). We define predicates checking whether a given type ¢t € T is
a pointer type, an array type, or a function pointer type:

d
isptr(t) gy = ptr(t')
, def ) /
isarray(t) = 3t',n.t = array(t',n)

isfunptr(t) o 3t',T. t = funptr(t',T)

5.2.2 Values

In contrast to many programming language semantics, most values used in C-IL are modeled
as bit-strings of an appropriate length and a type.

Definition 5.18 (Primitive Values). The set valprim contains all values for variables of primitive

type.

def
valprim =

U {val(},132), val(b,u32)}
beB32

Note that we do not introduce a value for the type void because this type explicitly declares
its absence.

Since any array value in C is treated as a pointer to the first element of the array, we also
model array values as pointers with an array type. First, we introduce the values of pointers to
the global memory represented as a couple of an address (which is 32-bit string according to the
MIPS-86 ISA) and a corresponding type.

Definition 5.19 (Regular Pointer and Array Values). We define the set valper of values for
regular pointers and arrays as

valper o U {val(a,t) | a € B3?}

teTA(isptr(t)Visarray(t))

Among with the regular pointer and array values we distinguish pointers to local variables
residing on the stack. Such pointer values are called local references.

Definition 5.20 (Local References). Let V be the set of all variable names. Then all local refer-
ences are defined as tuples containing a name of a local variable v, a byte offset o in the byte
representation of this variable, an index ¢ of a stack frame corresponding to a call of a function
in whose body this variable is used, and a type ¢ of the variable.

valiref B U {Iref((v,0),i,t) |v € VAo,i € Ny}

teTA(isptr(t)Visarray(t))

<

In the C-IL semantics we provide two kinds of function pointer values: actual function pointer
value and symbolic function values. The former one represents a memory address where the
compiled code of a function starts. We will later introduce a specific environment parameter
that depending on the compiler computes such addresses for given function names. The latter
one is used when we do not need to store function pointers in the memory, e.g., for inline or
external functions. In this case a symbolic value can only be used to perform a function call.
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Definition 5.21 (Function Pointer Values). Let F,, 4. be a set of function names. Then the sets
valgper and valeun of values for C-IL function pointers are defined as follows:

I
<

valgper = U {val(a,t) | a € B3?}

teTAisfunptr(t)
de
valfun Ef {fun(f,t) | f € Frame A isfunptr(t)}

Definition 5.22 (C-IL Values). Now, the set of all C-IL values can be defined as a union of all
individual values considered above:

def
val = Valprim U valptr U valires U valgpty U valgun

5.2.3 Expressions and Statements

In order to define C-IL programs, we introduce expressions and statements supported in the
C-IL semantics.

Definition 5.23 (Unary and Binary Operators). The sets O, and O, of unary and binary operators
occurring in C-IL expressions are defined as follows:

0, Cc{o|®: val — val}
02 C{® | ®: (val x val) — val}

def
@1 = {_awv!}

def .
Oy = {+,-,%,/,%,<<,>>, <, >, <=,>=,==,1=&,|, ", &&, ||}

The operators supported in C-IL fully correspond to the ones used C and we omit here their
mathematical definitions. For more details, please, refer to [Sch13]. Note that the addition
operation allows to perform the pointer arithmetic. When a primitive value is added to a regular
pointer, array value, or local reference, this primitive value is multiplied by the size of the type
pointed to.

First, additionally to the set V of variable names and the set F,. of function names present
in our semantics, we introduce F denoting the set of all field names used in composite types.

Definition 5.24 (C-IL Expressions). The set E contains all possible C-IL expressions and defined
as a set obeying the following rules:

e constants: c € val — c € E
e variablenames: v eV = v c E
e function names: fn € F e =— fnek

e unary operations: e c EA©® € O = e € E

binary operations: e1,es EEA® € Oy = (e1 ®ez) € E

ternary operation: e,e1,es € E = (e7e1:e2) € E

typecast: t c ToAe € E = (t)ec E

pointer dereferencing: e € E = x(e) € E
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e addressof: e € E = &(e) € E
o fieldaccess:e c EAfeF = (e).f €E
e size of atype: t € Tg = sizeof(t) € E
e size of an expression: e € E = sizeof(e) € E
The array and pointer field accesses typical for C do not belong to the C-IL expressions but
b->f Y (x(b)).f

def

can be easily translated into them:
ali] = *(a+1)
Definition 5.25 (C-IL Statements). We define the set S, of C-IL statements inductively as fol-

lows:
e assignment: eg,e; € E = (eg = e1) € SciL

e goto: l € N = (goto!) € SciL,
if-not-goto: ] e NAe € E = (ifnote goto /) € Scrr,
function call with a return value: eg,e €e EA E € E* = (eg = call ¢(E)) € SciL

function call without a return value: e e EA E € E* = (call e(F)) € Sci

[ ]
return from a function: e € E = (return e) € Scyy, and return € Scyy,

For both kinds of function calls, E € E* represents a list of expressions passed to a function as

5.2.4 C-IL Programs

parameters.
All relevant information about functions of a C-IL program is represented by a function table
Definition 5.26 (C-IL Function Table Entries). The set FunT of function table entries corre-

consisting of function table entries.
sponding to each function of a C-IL program is defined as
(rettype € T, npar € No,V € (V x Tg)*, P € S¢yp, U {extern})

&

de,
FunT =
with the following components:
o reltype — the type of the function’s return value which can be also void in case of the
absence of the return value,
e npar — the number of input parameters of the function,
e V' — a list of parameter and local variable declarations consisting of pairs of a variable
name and its type. The first npar elements of the list represent the input parameters.
e P — either the function body containing a list of C-IL statements, or the keyword extern

indicating that the function is declared as an external function.”
7In contrast to [Sch13] we do not formalize generally the external function execution in the pure C-IL semantics and
will treat in the semantics only one particular intrinsic function supported by MISP-86 ISA. Later on in this thesis,
however, we will consider external functions in detail for extended models (e.g. mixed semantics) in a way similar

to [Shal2] .
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Definition 5.27 (C-IL Program). Then all C-IL programs are represented by tuples from the set
Progcyr, such that

has the following elements:

o Vi —alist of global variable declarations consisting of names of global variables and their
qualified types,

o T —atype table for struct types providing for each such type a list of fields and with their
types,

o F — the function table modelled as a mapping from a function name to a corresponding
function table entry.

5.2.5 Machine Configuration

In order to define the semantics for C-IL programs, we proceed with a definition of the C-
IL machine state (or configuration). Basically, such a configuration includes the global byte-
addressable memory and an abstract stack modelled as a sequence of frames corresponding to
function calls.

Definition 5.28 (C-IL Stack Frames). C-IL stack frames are tuples from the set

U

framecqy, éf (f € Frame, rds € valpgy U valirer U {L},loc € N Mg : V — (IB%S)*)

and contain the following components:
o f —the name of the function, which the stack frame belongs to,

o rds — the return value destination describing where the return value of a function call has
to be stored on the return. The return destination can be a pointer, a local reference, or the
value L denoting the absence of the return destination.

o loc — the location counter showing the index of the next statement to be executed in the
body of the function,

e Mg — the memory for local variables and parameters in the call of the function f. This
memory on the stack (or local memory) is modeled as a mapping from a name of a declared
variable to the byte-string representation of its value.

Definition 5.29 (Sequential C-IL Configuration). A C-IL configuration is a tuple

Com, = (stack € framely,, M : B*? — B®)

where stack is the C-IL stack with the top-most frame at the end of the sequence, and M is the
global byte-addressable memory.

Analogously to MASM we introduce a number of overloaded shorthands for ¢ € Ccry,, st =
c.stack, and m € Proggy,:

o the index of the top-most frame:

top(c) = top(st) = |st]
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e the components X € {f, rds, loc, M} of the stack frame with an index i € Ny, ()

Xi(c) = X;(st) = sti]. X

the components X of the top-most frame:

Xtop(c) = Xtop (St) = Xtop(st) (St)

the components Y € {rettype, npar,V, P} of the function table entry for the function f;(st):
Yi(e,m) =Yi(st,m) = 7. F(fi(st)).Y

the components Y for the function of the top-most frame:

Y;fop (C, 7T) = Y—top(Sta 77) = }/top(st) (Stv 7T)

the next C-IL statement to be executed:

stmt pegt (¢, ™) = Prop (e, m)[lociop (€)]

5.2.6 Environment Parameters

For program execution in C-IL we need additional information from the compiler and the un-
derlying architecture, e.g., the composite types layout in the memory, base addresses of global
variables, etc. In [Sch13] this information is collected in so called environment parameters because
the C-IL semantics is designed in a general way without a particular connection to a certain C
compiler and a processor architecture.

Here, we do not consider all parameters from [Sch13] and concentrate only on those required
for our MIPS-86 based version of the C-IL. Note that the endianness of the MIPS-86 architecture
is little endian and for brevity we do not include it in the environment parameters.

Definition 5.30 (C-IL Environment Parameters). We define the C-IL environment parameters
6 € Paramsciy, as a tuple

I
g,

€, . . . . .
Paramscr, = (allocgyar, Fadr, Si2€struc, Offset gy, Sizet, cast, intrinsics)

with the following components:

e allocgyer : V. — B3? — a mapping from a name of a global variable to the variable’s base
addresses in the memory,

o Fuir i Frame — B32 —a mapping from a given C-IL function name to the staring ad-
dress of the function’s compiled code in the memory (undefined for inline and external
functions),

o sizesyc @ Te — N —the size of struct types in bytes,
o offset e : To X F — Ny —byte-offsets of fields in struct types,
o sizet € Tp —the type of the value returned by the operator sizeof,

o cast : val x T — wal — a function describing how the compiler handles the type casting
(an example of its in-depth definition can be found in [Sch13]). Note that C-IL is assumed
to be type-correct, i.e., all required type casts are made explicitly in the code with the help
of the corresponding type cast expression.
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o intrinsics : Fpeme — FunT — a function table for compiler intrinsic functions. According
to [Sch13], such functions provide accesses to architecture specific instructions and usually
inlined into the compiled code instead of performing ordinary function calls.

As it was done in [Baul4b], in this work we will consider the only intrinsic function corre-
sponding to the MIPS-86 compare-and-swap cas. Therefore, for cas € Fpqme we introduce
d
0.intrinsics(cas) =) fte cus

such that the function table entry fte,, is defined as

cas

fte s -rettype = (0, void)
fteous-mpar = 4
fieweV = (dest, (0, ptr(1,i32))) o (cmp, (0,32)) o

(
(exch, (0,i32)) o (ret, (D, ptr(D,i32)))

fteas- P = extern

where dest is a pointer to the memory location at which the memory content shall be swapped
to the value exch if this content is equal to the compared value cmp. Additionally, the memory
content pointed by dest is stored at the location pointed by ret.

Given these environment parameters § € Paramscir,, we can now define a function calculat-
ing the size of a given type in bytes.

Definition 5.31 (Size of a C-IL Type). We define the function sizeq(t) for types ¢ € T as

st 4 ot € {i32,u32} V isptr(t) V isfunptr(t)
sizeg(t) = {n-sizeg " ;. t=array(t’,n)
0.siz€spryc(te) @t = struct t,

Definition 5.32 (Zero Value). Moreover, having the size of a type for a given value x € val, it is
easy to check whether z is considered to be zero or not:

zerog(x) =

def [a=0%2¢) . g = val(a,t)
undefined : otherwise

Definition 5.33 (Function Predicate). Additionally, we would like to check whether a given
function pointer v € val corresponds to a given function name f € Fygpme:
de,
isfunc(v, f,0) Ef 3t € T,a € B32
isfunptr(t) A (v = val(a,t) A 0.Foar(f) = a Vv =fun(f,t))

Definition 5.34 (Combined Function Table). Given a C-IL program = € Progcq,, we can define
the combined function table as

U
g

€

FV = 1. FUB6.intrinsics

s

Note, that the names of functions declared in the program must differ from the names of the
compiler intrinsic functions.

Definition 5.35 (C-IL External Function Predicate). In order to test whether a given function
f € Frame declared in the program = (i.e. f € dom (FZ)) is an external one we use the predicate

cxt(f,m.0) 2 F(f).P = extern
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5.2.7 Semantics of C-IL Memory Accesses

In C-IL we access the byte-addressable memory in order to read and write C-IL values. For con-
verting values between the byte-string and C-IL representations, we provide auxiliary functions
introduced in [Sch13].

Definition 5.36 (Converting Values to/from Byte-Strings). We define two partial functions
val2bytes : val — (B®)*
bytes2val : (B®)* x T — val

such that

o [ bits2bytes(b) : v =val(b,t
valfbytes(v) 2 { its2bytes(b) v = val(b, t)

undefined :  otherwise

u
&

1(bytes2bits(bs),t) : t+# structt,
bytes2val(bs, t) {va (bytes2bits(bs), t) # struc

undefined : otherwise

Now we can define functions which read and write from/to the global and local memories
of the C-IL machine.

Definition 5.37 (Reading Byte-Strings from Global Memory). For a memory M : B3? — B® of
the C-IL machine, an address a € B3?, and a length s € N, the function read,,,(M,a, s) € (B®)*
returns a byte-string of length s computed as follows:

ao {M<a> L os=1

readg, (M, a,s) =
o ) readgy, (M, a +32 132, —1) o M(a) : otherwise

Definition 5.38 (Writing Byte-Strings to Global Memory). Analogously, for a memory M and
a byte-string bs € (B®)* to be written to the memory at a starting address a € B3? we define the
function writeg, (M, a,bs) : B3 — B® updating the memory in a way such that for any byte
address = € B3? we have

Definition 5.39 (Reading Byte-Strings from Local Memory). A byte-string of length s € N read
from a local memory Mg : V — (B®)* for a local variable v € V starting at an offset o € N is
computed by the partial function

readp, (Mg, v,0,s) = Me(w)[o+s—1]o---0 Mg(v)o]

If s+ 0> |[Mg(v)|orv ¢ dom (Mg), then the function ready,, (Mg, v, 0, s) is undefined for the
given parameters.

Definition 5.40 (Writing Byte-Strings to Local Memory). In order to write a byte-string bs €
(B®)* to a variable v € V from a local memory Mg : V — (B®)* at an offset o € Ny, we introduce
the function writey, (Mg, v, 0, bs) updating the local memory in a way such that for any w € V
and i < |[Mg(w)| one gets

def

bsli — : = <1 b
writey, (Mg, v,0,bs)(w)[i] = {S[Z °l w=vAosi<odt|bs

Me(w)[i] : otherwise

If |bs| + 0 > |[Mg(v)| or v ¢ dom (M), then the function write,, (Mg, v, 0, bs) is undefined.
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Finally, we are ready to define similar functions on a C-IL configuration.

Definition 5.41 (Reading a Value from a C-IL Configuration). Given the environment param-
eters € Paramsci, a C-IL configuration ¢ € Ccyr, and a pointer value z € wal, the partial
function read (6, ¢, x) € val returns a C-IL value read from the memory pointed to:

bytes2val (readg, (c.M, a, sizeg(t)), t) : x = val(a, ptr(t))

bytes2val(readyy, (c.stack[i|. Mg, v, 0, sizeg(t)),t) : = = lref((v,0),1, ptr(t))
read(0, ¢, z) o read (0, ¢, val(a, ptr(t))) . x = val(a, array(t,n))

read (6, ¢, Iref ((v,0), 1, ptr(t))) : x =Iref((v,0),i,array(t,n))

undefined : otherwise

Definition 5.42 (Writing a Value to a C-IL Configuration). In order to write a given C-IL value
y € val to a C-IL configuration ¢ € Ccyy, at the memory pointed to by a pointer = € val according
to the environment parameters 6, we define the function

c[M = write g, (c.M, a, val2bytes(y))] : = = val(a, ptr(t)) A
y = val(b, t)
vt c ;o =1Iref((v,0),i, ptr(t)) A
write(8,¢c,x,y) = y = val(b, t)
write(6, ¢, val(a, ptr(t)),y) . x = val(a, array(t,n))
write(6, ¢, Iref ((v, 0),1, ptr(t)), y) : x = Iref((v,0),i,array(t,n))
undefined : otherwise

where ¢’ .stack[i] Mg = writey, (c.stack[i]. Mg, v, 0, val2bytes(y)) and all other components of ¢’
are identical to c.

5.2.8 Type and Expression Evaluation

In order to define expression evaluation, we first introduce a few auxiliary functions computing
types of values, variables, functions, and expressions.

Definition 5.43 (Type of a Value). For a given C-IL value = € val, the function 7(x) € T extracts
the type of = as

t oz =val(y,t)
t : x=fun(y,t)
t : x=IlIref((v,0),1i,t)

Definition 5.44 (Declared Variables). For a variable declaration list V' € (V x Tg)*, we define
the function decl(V') € 2V that returns a set of declared variable names:

decl(V) & {é“}Uded(V’) gzZ’O(v,t)

Definition 5.45 (Type of a Variable in a Declaration List). Given a variable v € V, and a
declaration list T € (V x Tg)*, the function 7v (v, T) € Tq returns the type of this variable, if it
is present in the list:

. t : T =T o (v,t)
v (v, T) = v, T") T=T o, t)Av #v
undefined : T =¢

&
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Definition 5.46 (Type of a Field in a Declaration List). Analogously, for a given field f € T,
and a declaration list 7" € (F x Tg)*, the function 7r(f,T) € Tq is defined as

t :T=T o(f,t)
T(f,T) = STe(FT) : T=To(f\)Af #f
undefined : T =¢

I\
&

Recall, that the declaration lists of global variables, fields for each struct type, and local vari-
ables for each function are given in the C-IL program. In the evaluation, we will often need to
refer to the declaration of the local variables used in the top-most stack frame. For this purpose
we use the already introduced shorthand V;,, (¢, 7) for a configuration ¢ € Ccyr, and a program
m € Progoqy,.

Definition 5.47 (Type of a Function). In order to extract the type information for a function
with a name f € F,,ne from a given function table F : F,,4m. — FunT we define the function
7 (f) € Tq such that

Z () def ) (0, funptr (F(f).rettype, T)) : f € dom (F)
fun | undefined : otherwise

where the list T' of length npar = F(f).npar contains the parameter types T; such that for all
i € Nyypar the predicate Jv; € V. F(f).V[i] = (v;, T;) holds.

Definition 5.48 (Qualified Type Evaluation). Now, for computing a qualified type of a given
expression in a body of a non-external C-IL function f € F 4. of a program 7 € Progcq, wrt.
the environment parameters ¢, we define the function

7,0 .
Tyl E— TQ
by a case distinction over a given expression:

e constant: z € val
def

= (0,7(=))

7,0
Ty (2)

variable names: v € V

. v (v, m.F(f).V) : veded(n.F(f).V)
00) S rv(v, V) : v ¢ decl (r.F(f).V) Av € decl(n.Vg)
(0, void) : otherwise

<

function names: fn € F, 4.

0 o T
e unary operator: e € E,© € O,
def 7,0

o) € 7 e)

binary operator: e, e2 € E, ® € O,

- def
Tf’9(61®62) = Tf’e(el)

Note here that since the type is determined by the first operand, one has to exclude pointer
arithmetic with the first operand of a primitive type.
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e ternary operator: e,e;, e € E
7% e7e ey) = T}T’e(e )
e typecast: t € Tg,e € E
m,0 def
T ((t)e) =t
e pointer dereferencing: e € E
T 77 (6) = (apte(r)
T (x(e)) = (t : 71" (e) = (g, array(t,n))
(0,void) : otherwise
e addressof: e € E
T}r’e(e’) s e=x(e)
wef (@,ptr(T}r’e(v))) te=v
T}T’e(&:(e)) = < (0,ptr(d UG, X)) :e=()zA T}r’e(e’) = (¢, struct tc)A
mr(z,mTp(tc)) = (¢, X)
(0, void) : otherwise

field access: e € E,z € F

77((e).2) E 0 (x(&((e).2)))

e size of a type or an expression: z € To UE

0

71" (sizeof(z)) o (

0,0.sizet)

Note that this type evaluation was defined in [Sch13] for a given C-IL configuration instead of
a given function. The version of the evaluation 7}7’9 (e) considered here in detail was introduced
in [Baul4b] without its definition. Obviously, one can easily define the type evaluation on a

given configuration ¢ € Ccyy, as
0y X o
7o) = Tho()
Definition 5.49 (Field Reference Computation). Given a C-IL program 7 € Progcy, and the
environment parameters 8, we define the partial function oj (z, f) € wal taking a pointer or a
local reference « € wval to a struct type and computing a pointer or a local reference to a given
field f € F in the following way

. val(a +32 059, ptr(t”)) : x =val(a,t) At € {ptr(t'),array(t',n)}
og(z, f) ) Iref((v,0+ 0'),i,ptr(t”)) : x =1Iref((v,0),i,t) At € {ptr(t'),array(t’,n)}
undefined : otherwise

where the shorthands ¢/, ¢/, and o’ denote
t' = struct tc t" = qt2t(1r(f, 7. Tr(tc))) o' = 0.offset g (to, f)

The definition of o (z, f) was introduced in the original work [Sch13]. However, the compu-
tation was defined only for values x of pointer types. Therefore, the C-IL semantics did not
allow to access a field in an array of structures. Since such arrays are pretty common in the
programming practice, the definition of o} (z, f) was extended here.
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Definition 5.50 (Expression Evaluation). Finally, the function [-]7¢ : E — val evaluates a given
expression of a program m € Progcy, in a C-IL configuration ¢ € Ccy, wrt. the environment

parameters 6 in the following way:

e constant: x € val

variable names: v € V

e function names: fn € Foome

val (Q.fadr(fn)a qt2t (T;;i(fn)))

QU
&

[fnl7?

undefined

e unary operator: e € E,© € O

- def -
[e1®e]T’ = [ea]i’ ®

e ternary operator: e,e1,e; € E

[e?ey:e]l

e typecast:t € Tg,e € E

binary operator: e, e; € E, ® € O,

0

fun ( fn.qt2t (r7(/n)))

: fnedom(

: fnedom(

F) A fn € dom (0.F 4ar)
.7:72) A fn ¢ dom (6.Fgar)

: otherwise

de
[2e]® E ol

undefined

[ea]2°

: —zerog ([e] ™)
: zerog ([[e]]ff’@)

: otherwise

[()e]™? Y g cast ([e]=?, qt2t(t))

e pointer dereferencing: e € E

read(6, ¢, [e])

b (7 (L]
T([[

©0) = ptr(t) A —isarray(t)) v

) = array(t,n)

[*(e)]=? Y val(a, array(t,n)) . [e]™? = val(a, ptr(array(t,n)))
Iref((v,0),i,array(t,n)) : [e]7? = Iref((v,0),i, ptr(array(t,n)))
undefined : otherwise

e addressof: e € E
] o= x(e)

.o aef

[&(e)]e” =

120

Iref((v,0), |c.stack]|, ptr(t'))
val(6.alloc gyar (v), ptr(t”))

o ([&(]Z?, 1)

undefined

e=vAv € decl(Vipp(e,m))
te=vAv ¢ decl(Viop(c,

m))A
v € decl(n.Vg)

ce=(e).f

: otherwise
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where
t' = qt2t(1y (v, Viep(c,m))) t" = qt2t(rv (v, 7.Ve))

e field access: e €c E, f € F
def

[(0)- A1 = [x(&((e)-NIZ?
o sizeofatype:t e Ty
[sizeof ()]™* < val(sizeo(qt2t(t))s, 0.5iz¢t)
o size of an expression: e € E

[sizeof(e)]™* Y [sizeof (77 (e))] 7"

5.2.9 Transition Function
First, we introduce functions performing specific updates on a C-IL configuration.

Definition 5.51 (C-IL Configuration Update Functions). For a given C-IL configuration ¢ €
Ccr, with a non-empty stack c.stack # ¢, we define the following operations where ¢ = top(c):

e incrementing the location counter:

U
&

incioc(c) = ¢ [stack := c.stack[t — frame']]

with frame' = c.stack(t] [loc := lociep(c) + 1]

o setting the location counter to! € N:

setioe(c, 1) dEef c [stack = c.stack[t — fmme/]]

with frame’ = c.stackl[t] [loc := I
e removing the top-most frame:
drop frame (€) Y. [stack := c.stack[l : t — 1]]

e setting the return destination to « € valper U valirer U {L}:

.
<,

setrgs(c, ) E [stack := c.stack[t — fmme/H

with frame' = c.stackl[t] [rds = ]

Obviously, we are interested in the steps of the C-IL machine performed on well-formed (or
valid) configurations.
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Definition 5.52 (Well-Formed C-IL Configuration). A sequential C-IL configuration ¢ € Ccrr,
is well-formed wrt. a C-IL program © € Progcy;, and the environment parameters 6 iff its stack
st = c.stack is well-formed. This means that (i) the stack st is not empty and (ii) every stack frame
(a) corresponds to a function implemented in the given C-IL program, and (b) has the location
inside the function. Moreover, (c) the local memory of each frame contains all variables and
parameters declared in the function and (d) has the proper size. Additionally, (e) if the function
is called with a return value, its destination corresponds to the type of the return value in the
function declaration.

wfstacky (st) = (i) st#e

(1) Vi€ Nygp(s)-
(a)  fi(st) € dom (FZ) A —ext(fi(st),,0)
(b) loci(st) € [1:|P;(st,m)|]
(c) dom (Mg;(st)) = decl(V;(st,m))
(d) V¥ (v,t) € Vi(st,m). |[Mg;(st)(v)| = sizeq(qt2t(t))
(e) i< top(st) A7(rds;(st)) € {ptr(¢t),array(t,n)} —
t = qt2t(rettype; (st 7))

Finally, we can formalize the operational semantics of the sequential C-IL.

Definition 5.53 (Sequential C-IL Transition Function). For a given C-IL program 7 € Progqyy,
and the environment parameters § € Paramscryy, the transitions of the sequential C-IL machine
are defined by the function
0
0&is : Co = Cer i
d
with Ccpr, 1 éf Ccir, U {L} containing the error state L.

Note that the C-IL transition function in [Sch13] has an additional input resolving the non-
deterministic choice of initial values for local variables in the newly created stack frame. In the
scope a this work, however, analogously to the CO semantics [PBLS15] we initialize the local
variables with zeros. Moreover, we also use the error state to signal any run-time errors.

So, for a C-IL configuration ¢ € Ccyy, we define 58’{1(0) by a case split on the next C-IL state-
ment to be executed and a kind of a function in case of a function call:

o Assignment: stmipez(c, m) = (€9 = €1)

- def . i . .
50’1(;(0) = iNCloe (wrzte(@, c, [[&(eo)]]c’e, ﬂelﬂc’a))

o Goto: stmtpeqt(c, m) = goto |

oy dd [setie(el) : 1< |Puple,m)]
5CIL(C) = . .
1 : otherwise

o If-Not-Goto: stmt et (c, m) = ifnot e goto |

setioe (1) : zerog([e] ™) A1 < | Prop (¢, )|
6&%(6) = S incie(c) . —zerog([e] ™)
1 : otherwise

I
g
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e Function return without a return value: stmt,¢.:(c, 7) = return
.0 def | i rdsiep(c)) = L Atop(c) > 1
dcir(c) = . .
1 : otherwise

where ¢’ = drop g, (¢)
e Function return with a return value: stmt,e.:(c, m) = return e
write (0, setrgs(c', L), 1ds10p(c), [e]™) : rdsiop(c’) # L A top(c) > 1
€

581%(3) = qc t rdsiep(c)) = L Atop(c) > 1
1 : otherwise

U
&

where ¢ = drop g, (¢)

o Non-external function call:

— the next statement is a function call with or without a return value

stmit pegi(c, ™) € {eg = call e(E), call e(E)}
— the expression e evaluates to some non-external function f
isfunc([e]X?, £,0) A f € dom (FE) A —ext(f,,0)
— the types of all parameters match the function declaration
|E| = FO(f).npar AVi € [1:|E|). F2(f).V[i] = (v,t) = 77%(E[]) =t
— for a call with a return value the function must return a result of a non-void type
StMitpest(c, ™) = (eg = call e(E)) = qt2t (fg(f).rettype) # void

If these conditions hold, the non-error result of the transition is defined as

- def
S (e) = ¢
such that
d.stack = incioe(setras(c,rds’)).stack o (f, L,1, Mk)
dM=eM
where
vds! = [&(e0)]T? : stmtpest(c,m) = (eg = call e(E))
L : stmipert(c, ) = call e(E)
and
val2bytes ([E[]]T?) « FLf).VI]i] = (v.t) Ai < FLUf).npar
M (v) = (08)szea(at2t(t)) s FOF). Vi) = (v, t) Ai > F2(f).npar

undefined : otherwise

As follows from the computation of M, in C-IL semantics any function cannot have
parameters not reperesentable as byte-strings, e.i., local references and symbolic function
values.
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e Compare-and-swap call (external intrinsic function):

— the next statement is a function call without a return value

Stmtnemt(c, 7T) = call E(E)

- the expression e evaluates to the compare-and-swap intrinsic function cas € Fqme

isfunc([e]™?, cas, 0)

— the types of all parameters match the function declaration
|E| = F2(f).npar AVi € Nig. F2(f).V[i] = (v,t) = qt2t (r7°(E[i])) = qt2t (¢)

Let the input parameters be £ = €gest © €cmp © €exch © €ret- Then the transition result is
defined as

67r,0 (C) déf incloc (wm'te (070/7 [[edest]]:797 [[eemch]]g’g)) : Ualread = [[ecmp]]gﬁ
CIL inCZOC(C/) : Ualread 7& Hecmp]]gﬂ

where val,eqq = Tead (9, c, [[edest]]gﬂ) and ¢’ = write (07 ¢, [eret] ™Y, valrwd).

In all other cases, or if the evaluation of any expression present in the statement fails, or the
application of any other functions involved into the transition is undefined, the computation

d
also leads to the error state 077 (c) “ .

5.3 Sequential Mixed Machine Semantics
5.3.1 MX Programs

Definition 5.54 (MX Program). A mixed machine program is simply represented by a couple
of the C-IL and MASM programs:
def
Progyx = Progyiasm X Proger,
In this chapter we will mostly consider an MX program 7 € Progyx composed as m =
(ﬂ—ua ﬂ-cil)‘

5.3.2 Environment Parameters

Since the environment parameters are only required for the C-IL semantics, we directly use the
same 6 € Paramsc, in this section.

5.3.3 Machine Configuration

In order to obtain an integrated model of C-IL and MASM, one has to consider a list of stacks of
both machines with a common byte-addressable memory and some additional individual com-
ponents relevant for the machine execution and switching between C-IL and MASM. According
to [Shal2] such stacks with additional information are called execution contexts. A context cor-
responding to a machine currently performing a step is an active one whereas all others are
considered to be inactive. In fact, the active execution context is a configuration of the corre-
sponding machine without the memory.
Before defining states of the MX machine, we first consider such contexts in detail.
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Definition 5.55 (Active MASM Context). An active MASM execution context consists of the
MASM stack and general purpose registers.

I
g,

. e
contextifnssy = (stack € frameyagn, gpr B® — B?’Q)

Definition 5.56 (Inactive MASM Context). Instead of all GPRs used in the MASM configura-
tion and the MASM active context, an inactive MASM context keeps additionally to the stack
only the callee-save registers required for restoring the GPRs content after returning from the
C-IL machine.

I
g,

. . e
contextﬁgcstﬁe = (stack € frameygasn, 9P calice : R€Gcalice — 18332)

Note that gprcqie. contains the state of registers before a C-IL function call from a MASM pro-
cedure in the topmost frame.

In contrast to the MASM execution contexts, active and inactive C-IL contexts are represented
by the C-IL stack.

Definition 5.57 (C-IL Context). Therefore, in both cases we operate with the C-IL context con-
taining a list of C-IL frames.

def
contextcr, = framegyy,

Note that in the original version of the MX model in [SS12, Shal2] the inactive C-IL context
contains the callee-save registers too. However, during the work on this thesis together with the
authors of [S512, Shal2] it was discovered that this component is not needed for the operational
semantics of the MX machine. Therefore, we do not include it into MX machine configurations
here.

Definition 5.58 (Sequential MX Configuration). Then mixed machine configurations are rep-
resented by a set of tuples

u
4

€, .
Cux = (ac € contextcyr, U contextf\‘ﬁfé’ﬁ/l,

ic € (contextc, U contextﬁgcstﬁe)* ,
spr:B% — B%, M :B*? - IB38>

containing the active context ac, the list ic of inactive execution contexts, the byte addressable
memory M, and the special purpose registers spr.

We model SPRs as a component visible even during the C-IL execution. One of the reasons
stated in [SS12] is future work modeling interrupts in the C-IL semantics. Moreover, according
to the compiler calling convention, the compilers are not supposed to save and restore the spe-
cial purpose registers during function/procedure calls and returns. Hence, it is reasonable to
keep the values of the special purpose registers during C-IL steps of the mixed machine.

5.3.4 Transition Function

Before we consider the semantics of the mixed machine, we introduce a few auxiliary definitions
and shorthands.
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Definition 5.59 (Type of Context). We define predicates checking whether an execution context

active inactive

k € contextcrr, U contextifisis U contestifasyi” corresponds to C-IL or MASM respectively.

I
g,

€,

cil(k) = (k € contextcrr)
f

U
Q

(k € context{fags, U context iadii®)

masm(k)

Definition 5.60 (Number of Frames). We compute the number of frames in a single C-IL or MASM
context k as

def k.stack| : masm(k
nfcntz(k) é {| ‘ ()

|| : otherwise

Then for a given MX configuration ¢ € Cyx the number of frames in its list of inactive contexts is
denoted by
def [ S nfonss (ciclf]) ¢ cicHe
nfic(c) = .
0 : otherwise

Similarly, the number of frames in the active context of the configuration c is

nfac(c) dé Nfents (C.aC)

g

The semantics of the sequential MX machine is obviously based on the earlier defined C-IL
and MASM transition functions. Hence, in order to perform the corresponding steps of C-IL
and MASM machines, we first compute their configurations.

Definition 5.61 (Construction of C-IL Configuration from MX Machine). Given an MX config-
uration ¢ € Cyx with the active C-IL context, i.e., cil(c.ac) holds, we construct a corresponding
C-IL configuration confcir(c) € Ccrr, from the MX configuration as follows:

confor,(¢) = cail

such that the memory configuration is copied and the stack is formed from the frames of the
active context and dummy frames

it M =e M Ceil-Stack = stackqny © c.ac

where |stackqny| = nfic(c) and each dummy frame with index i € N, 4, () has arbitrary value
stackany[i] = € framecyy,.

Note that the content of dummy frames does play any role in the definition of the MX se-
mantics because the machine never relies on it. The dummy frames are introduced only for the
proper numbering the C-IL frames in the overall stack of the mixed machine because the frame
index is included into the local reference value. This fact was not taken into account in [Shal2].

In contrast to the C-IL configuration, the state of the MASM machine does not store indices
of stack frames. Therefore, there is no need to add dummy frames in the construction of the
MASM stack from the active and inactive contexts of the mixed machine.

Definition 5.62 (Construction of MASM Configuration from MX Machine). Given an MX
configuration ¢ € Cyx with the active MASM context, i.e., masm(c.ac) holds, we construct a
corresponding MASM configuration confuasm(c) € Cyasm from the MX configuration as

def
confyasm(c) = cu
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where the components of the MASM configuration ¢, are

cy-M=cM cu-stack = c.ac.stack

Cu-gpr = c.ac.gpr Cy.Spr = c.Spr

Definition 5.63 (Well-Formed MX Configuration). An active context ac and a list of inactive
contexts ic are well-formed wrt. an MX program m = (7, mci1) € Progyx and the environment
parameters 6 iff (i) the stack of every context is well-formed, (ii) the GPRs of the active MASM
context are well-formed, and (iii) - (v) the adjacent contexts are of different types. Let ni = |ic|
be the number of inactive contexts. Then, the well-formedness predicate is defined as

.
<,

wfcnt:z:ﬁf((ac, ic) = (i) YkEe (icoac).

(masm(k) = wfstackyjyqy(k.stack)) A (cil(k) = wfstacké?f%k))
(i)  masm(ac) = wfregyagm(ac.gpr)
(iii) Vjell:ni—1].

(masm(icj) <= cil(icj41)) A (cil(ic;) <= masm(icj41))
(iv) masm(ac) = ic =€V cil(icp;)

(v) cil(ac) = ic=¢eV masm(icy;)

A sequential MX configuration ¢ € Cyx is well-formed iff its active and inactive contexts are
well formed:

U

wfeonf 5% (c) o wfentz 3% (c.ac, c.ic)

Definition 5.64 (Sequential MX Transition Function). For a given MX program m € Progyx
such that 7 = (7, 7ci1) and the environment parameters § € Paramsciy, the transitions of the
sequential mixed semantics machine are defined by the function

0 .
517\T/IX :Cux X 2Mmx — (CMXJ_

d = d x = . .
where Cyvix | éf Cmx U {L} contains the error state | and ¥yx éf B® — B32is an input al-
phabet used for non-deterministic choice of GPRs content during the call of a MASM procedure
from C-IL context and the return to a MASM procedure from C-IL. 8

In order to define the MX transition function on an MX configuration ¢ € Cyrx, we introduce
the following shorthands:

o if the active context is MASM, i.e., masm(c.ac):

¢, = confuasm(c)
- Ty
¢ = Oniasmlcn)
instr, = instrpept(Cu, Ty)

e if the active context is C-IL, i.e., cil(c.ac):

cal = conforL(c)
i,0
i = O¢q (cain)
Stmtcil = Stmtnemt (Ccih 7Tci1)

8Note that though this non-deterministic initialization was introduced in [Sha12], the original version of the transition
function in [Shal2] has no additional input, and had to be formalized as a transition relation.

127



5 Concurrent Mixed Machine Semantics for MIPS-86

Then, the result of the computation d5;% (¢, in) with in € Yrx is considered for the cases given
below and depending on the active context and the instruction/statement to be executed. In all
other situations, additionally to the error-state generated by C-IL and MASM semantics, we set

de,
672 (e, in) Y | . Note that the input in is ignored in all cases except switching from C-IL to

MASM.

e Pure MASM step:
— the active context is of MASM type, i.e., masm(c.ac) holds

— in case of a procedure call the procedure is defined in the MASM program

(instr, = call pn) = pn € dom (7,) A —ext(pn,m,)

- in case of a procedure return the active context contains more than one stack frame

(instr, =ret) = nf,.(c) > 1

If the conditions hold, the result of the transition is computed as

def |, #£L
679 (c,in) = H
ix( ) 1 : otherwise

<

where the non-error state ¢’ has the components
.ac = (c,.stack, ¢,.gpr) ' .spr =c,,.spr

c ic=c.ic M= CL.M

e Pure C-IL step:
— the active context is of C-IL type, i.e., cil(c.ac) holds

— in case of a function call the function is either defined in the C-IL program or the
external intrinsic function cas

stmiten € {eg = call e(E),call e(E)} =
isfunc ([e]7=19, £,0) A £ € dom (F2.) A (~ext(f, e, 0) V f = cas)

Ceil

— in case of a function return the active context contains more than one stack frame

stmtc € {eg = return e, return} = nf,.(c) > 1

Again, if the conditions hold, the result of the transition is computed as

def {c’ tog #E L

50 c,in) =
nix ) 1 : otherwise
where the non-error state ¢’ has the components

d.ac = dy.stack[nfic(c) + 1 : top(cly)] c.spr =c.spr

cil
d.ic=c.ic dM=cd M
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o Call from C-IL to MASM:
— the active context is of C-IL type, i.e., cil(c.ac) holds

— the statement to be executed is the function/procedure call

stmiten € {eg = call e(E), call e(E)}

— the function/procedure is declared in the C-IL program as an external one

isfunc ([e] 7307, £,0) A f € dom (F7 ) Aext(f, e, 0) A f # cas

il
- and implemented in the MASM program

f € dom (m,) A —ext(f,m,)

- the number of parameters matches the procedure declaration
|B| = 72, (f)-npar = m,(f).npar

— the value of each parameter can be represented as a bit-string (what excludes local
references and symbolic function values)
vj € [L: 1B [BlJE " = val(b; 1))

Ce

Under these conditions the result of the transition is defined as

I
g

7,0 . 1€ /
dux(cin) = ¢
where the new configuration ¢’ € Cyx is formed as

! I / /
c.ac= (fmmewgpr ) c.spr =c.spr

d.ic = c.ico (stackly[nfic(c) + 1 : top(ce)]) dM=cM

such that the GPRs of the new active MASM context are initialized with values of the
parameters according to the calling convention or the arbitrarily chosen values from the
input in (meaning that a program written in MX must guarantee the expected result for
any such input)

bj Lr= ij /\] S [1 : npav”:é‘gs(f)]
gpr'(r) =< 032 ;= zero

in(r) : otherwise
and the components of the newly created stack frame are initialized as follows:

fmme;rp =f fmme;t.loc =1 fmmez.lifo =¢

/ .
frame!,.saved(r) = gpr (T) P € ﬂft(f).uses
" undefined : otherwise

|[frame,,.pars| = |E|
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130

b; D J> npa"':%s (f)
03! . otherwise

fmme&.pars[j] = {

Moreover, the C-IL context becomes inactive after storing the return value destination and
increasing the location counter

rds' = [[&(eo)]]gg;v" : stmtc) = (eg = call e(E))
L i stmie = call e(E)

stack!

!0 = inCloc(Setras(ceil, rds’)).stack

Return from MASM to C-IL:
— the active context is of MASM type, i.e., masm(c.ac) holds
— the instruction to be executed is the procedure return instr, = ret

— there is only one stack frame in the active MASM context and the list of inactive
contexts is not empty
nfac(c) =1 Acic#e

In order to define the result of the computation 65;% (¢, in), we first form an intermediate
MX configuration ¢ € Cyx with components

é.ac = c.iclni] é.spr = c.spr
éic=c.ic[l :ni—1] EM=cM

where ni = |c.ic| denotes the number of inactive contexts in the configuration. Hence, the
C-IL configuration ¢y € Ccyy, constructed from ¢é is

Ceil = confern(€)

Now, we can compute the transition result on the C-IL configuration ¢ similarly to the
function return in the C-IL semantics. Let the return destination a € val U {L} and the
value v € val returned for a # 1 be

a = 1dsop(Ceil)

v =val(c.ac.gpr(rv),t) with 7(a) € {ptr(¢),array(t,n)}

/

Then the resulting C-IL configuration é&; € Ccry, is

o {write (0, setrgs(Ceit, L), a,v) + a# L
Ceil =

Ceil : otherwise

and we easily define the effect of the return from MASM to C-IL as

Iy
(LY

€,

5% (e in) = ¢

c.ac =¢ly.stack[nfic(¢) + 1 : top(cly)) c.spr =¢é.spr

cil
d.ic=¢c.ic dM=é,y M

e Call from MASM to C-IL:
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— the active context is of MASM type, i.e., masm(c.ac) holds

- the instruction to be executed is the procedure call
instr, = call f
- the function/procedure is declared as an external one in the MASM program
f e dom (m,) Aext(f,m,)
- and implemented in the C-IL program
f € dom (]-"gcn) A —ext(f, mei1, 0)
- the numbers of parameters in the MASM and C-IL declarations are equal
meil. F(f).npar = 7, (f).npar

— the lifo of the top-most frame of the active context contains at least as many elements
as the number of function parameters to be passed on the stack:

|lif0top(c/1«)‘ Z npar:;ack(f)

If these conditions hold, the result of the transition is defined as

I
4,

€,

5% (e in) = ¢

!
c.ac = frame.,; d .spr =c.spr

cic =c.ico (stack,, c.ac.gpr|reg..u.. ) dM=cM
where the components of the newly created stack frame are initialized as follows:
framely.f = f frameL;.loc = 1 framel;.rds = L

bits2bytes (c.ac.gpr(r)) Vili] = (v, t) Ar =iy A j € [1: nparitys(f)]
bits2bytes (pars’[j —4]) : Vi[j] = (v,t) Aj € [6: 7, (f).npar]
(08)szeq (at2t(t)) s Vilg] = (v, t) A g > mu(f).npar

undefined : otherwise

frameLy Me(v) =

with the shorthands Vy = F2_ (f).V and pars’ = rev (lifo,,,(c,) [m : n]) for the indices

n = [lifoy,, (cu)l, m =n+1 - npar gy . (f).

Moreover, the active MASM context becomes inactive with the snapshot of the callee-save
registers c.ac.gpr| reg..... and the updated stack

stackL = nCloc (pophfo (cu, npar’ . (f))) .stack

e Return from C-IL to MASM:
— the active context is of C-IL type, i.e., cil(c.ac) holds

— the statement to be executed is function return

stmte € {return e, return}
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5 Concurrent Mixed Machine Semantics for MIPS-86

— there is only one stack frame in the active C-IL context and the list of inactive context
is not empty
nfac(c) =1 Ncic#e
— the return value can be represented as a bit-string
(stmtci = return e) = [e]7"? = val(b,?)
Under these conditions the result of the step is defined as

de

578 (¢, i) g
c.ac = (c.icni].stack, gpr') c.spr =c.spr
dic=cic[l :ni—1] dM=cM

where ni = |c.ic| is the number of inactive contexts in the configuration ¢ and the con-
tent gpr’ of the general-purpose registers in the active MASM context is initialized in the
following way:

c.ic[ni).gpreatiee () 1 T € Regealice

, 032 DT = zero
gpr'(r) =
b ;' =1v A (stmie = return e)
in(r) : otherwise

5.4 Concurrent Mixed Machine Semantics

Finally, we can define the concurrent mixed machine semantics in which the steps of nt €
N sequential mixed machines (or MX threads) with the shared memory are interleaved non-
deterministically.

First, we collect the MX machine components characterizing individual MX threads.

Definition 5.65 (MX Thread Configuration). A configuration of an MX thread consists of the
active context, a list of inactive contexts, and the special purpose registers

U

ef .
Kux = (ac € contextcyr, U contextf/fkgfw

ic € (contextcr, U contextiik&ic)”

spr: B — ]B32>

Definition 5.66 (Configuration of Concurrent MX Machine). Then configurations of the con-
current mixed machine containing nt € N MX threads are defined by the set

de,
Corx = (k:Np — Kax, M : B3  BY)

where k is a mapping from the index to an MX thread configuration, and M is the shared
memory.
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Definition 5.67 (Sequential MX Machine Configuration from Concurrent MX). For a given
MX thread configuration £ € Kyx and a memory configuration M we introduce the auxil-
iary function confux(k, M) € Cyx combining both arguments into a sequential MX machine
configuration
def
confux(k, M) =
Then we overload the same function for a given concurrent MX configuration ¢ € C.yx and
t € N, as

(k.ac, k.ic, k.spr, M)

<
&

confux (c,t) = confux (c.k(t),c.M)
Obviously, we call the configuration of the MX thread ¢ well-formed if and only if its cor-

responding sequential MX machine configuration is well-formed, i.e., wfconf5;% (confux(c,t))
holds.

Definition 5.68 (Concurrent MX Transition Function). Now, for a given MX program = €
Progyx and the environment parameters § € Paramscy,, the transitions of the concurrent
mixed machine are defined by the function

7,0 .
Oonix - Comx X Ny x Bvx — Comxt

such that for a configuration ¢ € C.uvx, an index ¢ € N,,; of an MX thread performing a step,
and an input in € Yyx, the result of the transition (that can also lead to the run-time error L) is
defined as

5:1(/?X(C7t,in) = {(C‘k[t*—)kﬁ], AM) AL

1 : otherwise

where the next sequential MX configuration ¢, is computed as ¢, = 65;% (confux (¢, t),in) and
the next MX thread configuration is k; = (c}.ac, c}.ic, c;.spr).
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Compiler Correctness and

Justification of Concurrent
Mixed Model

This chapter is devoted to the detailed definition of compiler correctness for our sequential
mixed machine with all necessary requirements in the concurrent context. Using this cor-
rectness statement we will consider the justification of the concurrent MX model with np MX
threads whose compiled code runs on the multi-core MIPS-86 ISA model with np processors.

Originally, MX compiler correctness for a single core VAMP processor was described by
Shadrin in his doctoral thesis [Shal2] based on the previous work [Lei08, LPP05] from the
Verisoft project [Ver10]. Having developed the model for concurrent systems and simulation,
Baumann [Baul4b] restated these correctness criteria separately for the C-IL and MASM im-
plemented on MIPS-86 and showed how one can establish the concurrent simulation in both
cases. However, the work was done under assumption that store buffer reduction similar to
the one considered in [Kov13] was applied to the reference MIPS-86 machine, and no software
conditions and policy needed for the reduction to go through (see Chapter 4) were given.

Using the results from [Shal2, Kov13, Baul4b], we continue the research on this topic for the
overall MX semantics. Particularly, since we will use the full mathematical statement of the MX
compiler correctness in order to introduce more powerful semantics for system programming
in the scope of this thesis, we adapt the results from the previous work and resolve issues
not matching the argumentation about the higher levels in our model stack. Moreover, we
especially concentrate on software conditions and safety policy enabling both sequential and
concurrent simulation between the abstract MX semantics and its implementation.

6.1 Compiler Correctness for Sequential Mixed Machine

6.1.1 Mixed Program Compilation and Stack Layout

The compilation of any mixed machine program = = (7, m.i1) € Progy;x is done separately by
C-IL and MASM compilers. The compiled code is placed into the memory by a linker at cor-
responding code base addresses cba,,, cbacii € B32 which are considered in this work as system
parameters or determined by the linker. Later we will introduce conditions on the placement of
the code.

The bird eye’s view on the stack implementation of the mixed machine in given in Figure 6.1.
The allocated stack consists of the space occupied by alternating portions of C-IL. and MASP
stack regions and the free space to be used if the stack is not full. Let mss € N denote the
maximal stack size in bytes. Then, the stack grows down starting from the mss-th byte of the
stack (left corner) pointed by the stack base address and occupies the memory till the topmost
frame. The first byte (right corner) of this frame is addressed by the stack pointer residing in the
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stack base
address (sba)
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gpr(bp)
[
g AN
o .
2 stack pointer
E gpr(sp)
3]

Low memory

Figure 6.1: Overview of MX stack layout in memory.

GPRs. The frame base pointer in the corresponding register points to a special position inside
the frame.

First, we consider the compilation of the C-IL and MASM programs, and the physical layout
of stack frames for each case in detail.

6.1.1.1 Macro Assembly Compiler Information and Stack Frames

During the program compilation (or code generation) the MASM compiler produces static in-
formation.

Definition 6.1 (Macro Assembly Compiler Information). We define the set of tuples represent-
ing the MASM compiler information as

I
&

infoTyasum = (code € Thgns Off : Prame X N — Np)

where the components have the following meaning:

e code — a list of MIPS-86 assembly instructions representing a given compiled MASM pro-
gram,

e off —a function calculating the offset in the compiled code for the first assembly instruc-
tion implementing a MASM instruction at a given location in a given procedure.
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Figure 6.2: Layout of MASM stack frames. The shadowed parts represent in detail the space
where the parameters and callee-saved registers are stored. The i + 1-th frame is the topmost
one here.

Definition 6.2 (MASM Compilation Function). Through out the thesis we will use the unin-
terpreted function

emplyiasm @ Progyasm — nfoTyasm

generating the static compiler information for any given MASM program. The function is sim-
ilar to the one considered in detail in [Shal2] and we do not provide its definition here.

Definition 6.3 (Code Address of MASM Instruction/Macro). Given the compiler information
info, € infoT\asy and the code base address cba,, one can easily compute the starting code
address of a MASM instruction at the location loc € N in a procedure p € Py as

. def .
canasm(p; loc, info,,, cba,,) = cbay +32 (4 - info,.off (p, loc))s2

The layout of the MASM stack frames in the memory is depicted in Figure 6.2. Each frame
contains the space for parameters, return code address from the procedure, callee-save registers,
and the lifo. Any frame can be identified by its base address pointing to a word on the stack
keeping the base address of the previous frame, or previous base pointer pbp. The base address
of the topmost frame is kept in the GPR. The parameters are saved in the order defined by
the compiler calling convention such that the home addresses for the first nreg = nparréys(p)
parameters are reserved on the stack.
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6 Compiler Correctness and Justification of Concurrent Mixed Model

In the thesis we will particularly rely on the implementation of MASM instruction ret €
Smasm given in [Shal2] and corresponding to the compiler calling convention for MIPS-86.
The compiled code of this instruction called on the return from any procedure p performs the
following steps:

1. restore callee-save registers present in 7, (p).uses,

2. adjust the stack pointer so that the stack is cleaned up from the parameters,

3. restore the base pointer from pbp saved in the frame,

4. return to the caller by jumping to the code at the return address stored in the frame.

Here, we do not present the formal definition of ret compilation and refer the interested reader
to Section 3.2 of [Shal2] devoted to the topic of assembling MASM programs.

A memory word residing in the memory occupied by the stack is called a stack item. Obvi-
ously, addressing stack items is word-aligned.

Definition 6.4 (Stack Items in Memory). Given an ISA memory m : B*? — B8, an address
ad € B3? pointing to a stack item, and an index i € Z of an another stack item above/below the
given one (relative offset s.t. i = 0 for the item pointed by ad), we compute the value of the i-th
item as

item(m, ad, 1) o my (binsa ({ad) + 4 - 1))

Moreover, we can read a list of n € N items starting at the address ad:

. def | € :n=20
itemsy(m,ad,n) = < . . )
itemss+(m, ad,n — 1) o item(m, ad,n — 1) : otherwise
d : =0
items(m,ad,n) g 6 , " )
items| (m,ad,n — 1) o item(m, ad, —(n — 1)) : otherwise

Definition 6.5 (Computation of Common Stack Frame Components from Memory). Given
an ISA memory m : B3? — B® and a base address ba € B3? of a corresponding frame in the
memory, we retrieve the previous base pointer and the return address saved in the frame as
def .
pbp(m,ba) = item(m,ba,0)
de,
ra(m, ba) ) item(m, ba, 1)
Note that these items are common for MASM and C-IL frames (considered later).

Definition 6.6 (Computation of MASM Stack Frame Components from Memory). Analo-
gously, other components of a MASM frame can be computed as follows:

e alist of n € Ny input parameters

™ def
parsyfagy(m,ba,p) = itemsy (m,ba +32 832, m,(p).npar)

e saved registers (in order corresponding to the list)
Using ns = |m,(p).uses| we compute
savedyfagn (M, ba, p) : B® — B2

T € it ,b —39 4 5 ) : - . ] ] ns
saved™ 4y, (m, ba, p)(r) def {z ems| (m,ba —3z2 432, ns) [i] (r) = mu(p).uses[i]| Ni € N

undefined : otherwise
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e lifo

U
&

lifoi\r/fASM(m, ba,p,n) = items (m,ba —32 dss2,n)

where ds = (|7, (p).uses| + 1) - 4.

Additionally to the retrieval of the stack components from the memory, we introduce a func-
tion evaluating one of the stack layout characteristics on the base of the abstract stack configu-
ration.

Definition 6.7 (Distance between Frame Base Addresses in MASM Stack). Given a non-
empty MASM stack st € framey pgy, and a stack frame index i € Ny, (51), we define the func-
tion distnmasm(st, i) € N computing the distance (in bytes) between the frame base addresses of
the 4-th and ¢ + 1-th frames for the non-topmost i-th frame, or the distance from the the base
address of the topmost frame till the stack pointer as follows:

d

Q

distMASl\/[(St7 Z) / {4 ’ (#dom (savedi(st)) + |l2f01(5t)|) D= tOp(S)

4 - (#dom (saved;(st)) + |lifo;(st)| + |pars; 1 (st)| +2) : i < top(s)

6.1.1.2 C-IL Compiler Information and Stack Frames

In comparison to MASM the C-IL stack frames in the memory (see Figure 6.3) have addition-
ally the space for local variables (separate from the parameters), caller-save registers which are
saved by the C-IL compiled code on a nested function call, return destination representing an
address at which the return value must be saved on the function return, and a region for tem-
porary values used by the compiler.

The compiled code of any function call (see Figure 6.4) consists of two parts: a pre-call exe-
cuted before the jump to the callee’s code, and an epilogue finishing the call after returning from
the callee. The generated code of a function contains a starting portion of code (or prologue)
preparing the frame before the function execution. The code is placed into the memory at the
address determined for a given function by the C-IL environment parameters 6.

During the execution of the pre-call, the calling function saves the caller-save registers and
return value destination on the stack, allocates the space for the callee’s parameters and puts the
arguments either on the stack or into registers according to the calling convention. Moreover,
the return code address is saved before the jump to the callee is performed.

In turn, the callee’s prologue is responsible for storing the frame base pointer of the caller,
setting up the base pointer of the new frame in the GPR, allocation and initialization of local
variables, as well as storing the callee-save registers on the stack.

The implementation of the return from the function is similar to the one considered for MASM
above. After the return, the caller executes the epilogue storing the return value into the mem-
ory, restoring the content of caller-save registers, etc. The exact code generation depends on the
compiler and we will not rely on it here. The only crucial fact we will use in the work is which
items of the callee’s frame must be prepared by the caller.

Now, similarly to the MASM compilation, we introduce the static compiler information for
C-IL. However, since we assume an optimizing compiler, the information is more sophisticated.

Definition 6.8 (C-IL Compiler Information). We define the set of tuples representing the C-IL
compiler information as

2
8

. € . .
’LnfOTCIL = (COdev Oﬁv Oﬁelogv cp, Oﬁclvara T€Glvar Szzecrregv Oﬁcrreg7 Slzetmp)

where the components have the following meaning:
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Figure 6.3: Layout of C-IL stack frames.

e code € I, g, — a list of MIPS-86 assembly instructions representing a given compiled C-IL

program,

o ¢p: Frome X N = B — a flag indicating whether the C-IL machine is in the consistency
point right before execution of a statement at a given location in a considered function,

o off : Frame X N — Ny — the offset in the list code for the first assembly instruction imple-
menting a C-IL statement at a specified location (only a consistency point) in a given C-IL

function,

® 0ffeiog : Frname X N = Ny — the offset in code for the epilogue of a function call in a given

function at a given location?,

IThe need of this piece of information not present in the original work [Shal2] was firstly discovered by the author
of this thesis during the research on the correctness of the thread switch. Later, the corresponding component was
added into infoT 1, by Christoph Baumann in his doctoral thesis [Baul4b]
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Starting addresses of compiled codes of f'and /'

Figure 6.4: Execution of the compiled code during the function call and return. The numbers
next to the arrows show the order of the execution.

® 0ffwar : VX Fpeme — N—computes the offset (in bytes) of a local variable (excluding input
parameters) on the stack relative to the frame base pointer for a given function.

In contrast to this function in [Baul4b] additionally relying on being in a consistency point,
we consider this offset to be static after the compilation because the allocation of the local
variables is performed in the prologue part of the callee and cannot be changed during
the function execution. Note that for simplicity we assume that the optimizing compiler
allocates all local variables on the stack though their values may be kept in registers.?

o 7eguar i VX Frome x N = B% U {1} - a function returning (if defined) a general purpose
register in which the optimizing compiler keeps a value of a given local variable /parame-
ter at the consistency point specified by a function name and a location in the body of the
function. If the variable is not in a register, the function returns L.

Note that we do not forbid the compiler to reallocate the registers for local variables (in-
cluding parameters) during function calls. So, for a function call at a location loc in a
function f and a local variable v we do not forbid regy,q (v, f, loc) # reguar (v, f, loc 4+ 1).
Naturally, the variables/parameters whose current values reside on the stack after the
function call, must be stored to the the corresponding stack regions during this call. When
a variable is supposed to be in a caller-save register after the function call, its value will
be restored by the caller’s epilogue from the caller-save region.

® Si2€crreg : Frame XN — No —specifies the amount of bytes needed for the caller-save region
on the stack in case of a function call in a specified function at a given location.

® Offerreg : Regeatier X Frame X N — Ny — the offset in bytes within the caller-save region (rel-
ative to its upper end) where a given register is supposed to be saved during the function
call in a specified function at a given location.

%In fact this is similar to the parameter allocation performed according to the calling convention where the home
addresses are always reserved on the stack (see Section 5.1.3).

141



6 Compiler Correctness and Justification of Concurrent Mixed Model

® 5i2etmp : Frame X N = Ng — the size (in bytes ) of the temporary region on the stack before
execution of a statement at a given location in a considered function. Here we rely on the
fact that this size is known by static program analysis. Therefore, the stack must be used
by the compiler in a restricted way.

e offvor : Frame x N — 2No — the offsets (in the compiled code) for assembly instructions
implementing memory volatile accesses in a C-IL statement at a specified location in a
given C-IL function.

Under a volatile access we understand an access of the memory/stack by a pointer value
(computed during expression evaluation and belonging to valpe, U valirer) to a volatile-
qualified type. Since any C-IL statement can contain a few such accesses, the result of the
function is a subset of offsets in the compiled code. We will consider volatile accesses later
in the chapter and will use this compiler information under certain conditions.

In [Baul4b] a similar function computing a single offset was not included into the com-
piler information, however was introduced as an uninterpreted one based on the compiler
information and other parameters. Since the qualifier volatile of a type serves for the com-
piler in order to signal how an access to a memory may be implemented, in this work we
consider this information directly available after the compilation. The idea of labeling pro-
cessor or assembly instructions implementing memory accesses as volatile accesses comes
from [CS10] and we use it in our work.

Definition 6.9 (C-IL Compilation Function). Similarly to MASM, we introduce the uninter-
preted function

CmplCIL : PTOgCIL — ano TCIL
generating the static compiler information for any given CIL program.

Finally, we can introduce an auxiliary function that will be used later in the statement of the
compiler correctness.

Definition 6.10 (Code Address of C-IL Statement). Given the compiler information info_; €
infoT cq, and the code base address cbaci, one can easily compute the starting code address of
a C-IL statement at the location loc € N in a function f € F,,4.,c as

U
&

€

caciL(f, loc, infoy, cbacn) = cbaci +32 (4 - infoy.off (f, loc))sa

Definition 6.11 (Return Address in C-IL Function Call). The return address saved on the stack
during a function call is the starting address of the caller’s epilogue and is computed as

. def .
reacir(f, loc, infoy, chaci) = cbaci +32 (4 - infogy. offeiog (f, loc))sa

Definition 6.12 (Size of Local Variables and Parameters on C-IL Stack). For a given C-IL
program 7. € Progeq,, the environment parameter # € Paramsci, and a function f €
dom (mg1.F), the sizes (in bytes) of stack regions required for allocation of parameters and local
variables of the function f are computed by sizegg‘;f( f) € Ngand size?;;r’f( f) € Ng respectively.

Formally, using the shorthands (vy;,t;;) = 7. F(f).V[jl, npary = 7. F(f).npar, and
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nlvary = |mein. F(f).V| we define

npary

Z sizeg (qt2t(ts;))

j=1

o
<

sizepen (f)

nlvary

I
g,

. cil,0 €] .
sizefand () 23T sie (121(t,)

Jj=npars+1

Definition 6.13 (Distance between Frame Base Addresses in C-IL Stack). Given a C-IL pro-
gram 7 € Progqy, the environment parameter 6 € Paramsciy, the C-IL compiler information
info € infoT cpr,, a non-empty C-IL stack st € framegyy,, and a stack frame index i € Ny, (1),
by analogy with Definition 6.7 we provide the function

e . def | dist’ ;4= top(st)
dist™sv0 (st i, info,) =
o ( fo) {dist' + dist” i < top(st)

where the distances dist’, dist” are computed as

dist' = sizeT? (fi(st)) + 4 - #Regeatiee + infog.sizemp (fi(st), loci(st))

lvars

dist"” = infog;.sizecrreq (fi(st), loci(st) — 1) +4 + sizegfl‘;f (fix1(st)) +4-2

Note that for the non-topmost frames ¢ the size of the temporary region is computed at the
the location after the function call, what, in turn, requires a consistency point to be at this location.
Obviously, the size of this region during all callee executions must be equal to the one after the
return. We do not require this size to be the same before and after the function call.

Moreover, similarly to [Baul4b] for simplicity we assume that C-IL functions are compiled in
a way such that in C-IL the callee’s prologue stores all callee-save registers on the stack. Otherwise,
values of local variables for lower stack frames could be kept in registers during further function
calls and saved by one of the callees in a much higher frame on the stack if the callee would
modify the correspondent registers.

Definition 6.14 (Local Variable Address on C-IL Stack). Given a base address ba € B2 for a
frame of a C-IL function f € F,4me and the C-IL compiler information info.;;, we define the
starting (or base) address of a local variable (excluding parameters) v € V on the stack as

. def .
lva(v, ba7 .f7 anocil) = ba —32 (anocil'o.mvar (U7 f))32

Definition 6.15 (Function Parameter Address on C-IL Stack). For ba € B2, f € Frame, an
index of the function parameter j € [1 : 7w F(f).npar], and (vy;,tr;) = 7. F(f).V[j] we
define

j—1
de,
para™ % (4, ba, f) < ba +32 <2 4+ Z sizeg (qt2t(tf7k))>
k=1 32

Definition 6.16 (Address of a Caller-Save Register on C-IL Stack). Let loc € N be a location of
a function call in a C-IL function f € F,4m.. Then the memory address at which a content of a

caller-save register r € Regcaier is saved on the stack during this function call is computed as

d
crra™ (v, ba, £, loc, infoy) o binga (crrba — info . offerreq (1, f, loC))
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Figure 6.5: Address of a caller-save register on C-IL Stack.

where crrba is the address (as a number) of the upper bound of the caller-save region (see
Figure 6.5) such that

crrba = (ba) — size““’g(f) — 4 - #Regcalice — 1Mf0g1-5i24mp (f, loc +1) — 1

lvars

Note that this computation is used only for non-topmost frames. Moreover, as we mentioned
before, the size of the temporary region is determined at the location after the function call.

Definition 6.17 (Computation of C-IL Stack Frame Components from Memory). Additionally,
given an ISA memory m : B3 — B®, we can retrieve the following components from the C-IL
stack in the memory:

e Destination address (binary word) for the return value in case of a call from C-IL.

Using a base address ba’ of a frame for a function/procedure f’ as depicted on Figure 6.6,
we get the destination address stored in the previous C-IL frame as

ot
rdsw™? (m, ba', f') =)

{item (m,ba’,2 + sizegg;;e(f’)/él) o f/ € dom (FL ) A —ext(f, mei,0)
item (m, ba,2 + m,(f").npar) . f e dom (m,) A —ext(f',m,)
where the number 2 corresponds to ra and pbp on the stack.
o Callee-saved registers stored in a C-IL frame:
gPTeatiee™ "’ (m, ba, f) : Regeatiee — B>

such that for each sv; € Regcaiiee
T def . - cils ;
IPTeatice™ "0 (m, ba, f)(sv;) = items, (m, ba —32 (szze;;alrf(f) + 4) 5’ #Regcallee) [1]

Recall that for C-IL we require that all callee-save registers are saved on the stack, whereas
for MASM - only if the MASM procedure is supposed to be called from C-IL.
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Figure 6.6: Destination address for the return value.

6.1.1.3 Mixed Compiler Information and Stack
Definition 6.18 (MX Compiler Information). Now, we combine the compile information for
C-IL and MASM into a tuple
. def . .
infol\yx = nfoT opp, X infoT\iaam
In this chapter we will often use info = (info, info,) € infoT yx.

Definition 6.19 (Code Region of MX Machine). The code region is determined by a set of
byte addresses at which the compiled code resides in the memory. Given cba = (cbaci, cba,,) €
B32 x B3? and info we define

. def
d lef
AGTE (infoy, chaci) = {Cbacil}4-|mfocﬂicode|

d - def
Affasm(info,,, cba,) = {cba#}4.|mfowwde‘
Acode . b déf Acode . bt Acode . b
Mx (info,cba) = AES (infog, cbacn) U MASM(mf%aC )
Obviously we require that both code regions do not overlap:
l-dcode : b déf Acode . ba. Acode . b _ (Z)
validyix (info,cba) = AZT (infoe, cbaci) N MASM(me;uC ap) =

Note that the code base address is a byte address of the first byte of the compiled code starting
in the lower memory. In contrast, the stack base address is an highest byte address because the
stack grows down from the higher to the lower memory.

Before we provide the computation of the distance between base pointers of the frames in the
overall stack, we introduce auxiliary definitions and a unified notation.
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Definition 6.20 (Full Stack of Mixed Machine). The full stack of the mixed machine (or MX
stack) in a configuration ¢ € Cyx is a sequence of stacks of all contexts in ¢. In order to extract
such a stack from the given MX configuration we use the following shorthands and definitions:

e the stack of a context k € contextcyr, U context{fies, U contexti1adie

st(k) def {k.stack : masm(k)

k : otherwise

o the full stack of an inactive context k € (contextcm, U contexti3iise)” is

stic(k) € (frameyagy U framecqr,)”
€ k=
stic(k) dEf i . . : .
stic(k[1 : ni — 1)) o st(k[ni]) : otherwise
where ni = |k|
o the stack of the MX configuration

d
stux(€) L stic(c.ic) o st(c.ac)

To keep formal definitions in the similar shape throughout this work, we apply now the same
overloaded shorthands for components of an MX stack st € (frameyagy U framecyy,)” as it was
done for MASM and C-IL:

o the index of the topmost frame: top(st) = |st|

e any components X € {f, rds, loc, Mg, p, pars, saved, lifo} of a stack frame with an index
1€ Ntop(st):
X;(st) = stfi]. X
o the components of the topmost frame

Xiop(st) = Xiop(st) (5t)

e predicates checking whether a frame with an index ¢ in the MX stack is of the C-IL or
MASM type:

cil(st, i) (st]i] € framecyy,)

=9 U
e g

masm(st, i) (stli] € frameyiasn)

e the components Y € {rettype, npar,V, P, body, uses} of function/procedure table entry for
a function/procedure in the i-th frame:

el F(fi(st)).Y : cil(st,q)
mu(pi(st)).Y : masm(st, 1)

Yi(st,m) = {
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Figure 6.7: Computation of distances (a) distcrr-masm and (b) distgcfi’e in MX stack.

Definition 6.21 (Distance between Frame Base Addresses in MX Stack). Given an MX pro-
gram m € Progyx, ™ = (7., 7ei), the environment parameter # € Paramscr,, the mixed
machine compiler information info € infoT\x, info = (info., info,), a non-empty MX stack
st € (frameyagy U framegyy)”, and a stack frame index i € Ny, (1), we define the function

I3
&

distT) (st i, info) =

distgcfi’e(st[i], 1, info) 1= top(st) A cil(st, i)

distyvasm (stli], 1) : 1= top(st) A masm(st, 1)

distT (stli - i 4 1), 1, infooy) = 0 < top(st) A cil(st,i) A cil (st,i + 1)
distyiasm(stfi i+ 1], 1) 4 < top(st) A masm(st,i) A masm(st,i+ 1)
distcrL-MASM 24 < top(st) A cil(st,i) A masm(st,i+ 1)

)

dist M ASM-CIL c 1< top

st) A masm(st, i) A cil(st,i+ 1)

where the distances distcii-masm and distyasm-cir, between base addresses of two adjacent
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frames of different types are computed as depicted on Figure 6.7:

distciasm = distegn” (stli], 1, infoe)+
infog.sizecrreq (fi(st), loc;(st) — 1) +
4+4- (npar; (st,m) + 2)
distmasmeciL = distmasm(stli], 1) + sizeje? (fiza(st)) +4 -2
Finally, we can define the computation of base addresses of each frame in the mixed stack.

Definition 6.22 (Frame Base Addresses of MX Stack). Given the stack base address sba € B>?
and the arguments as in Definition 6.21, we compute the base address of the MX stack frame
with an index i € Ny, () with the help of the following functions:

(sba) — sizeg;‘;f (fi(st)) —4-2+1 :i=1Acil(st,i)
(sba) — 4 - |pars;(st)| —4-2+1 : i =1Amasm(st,i)

U
&

— ,0 i .
base;r/lx(st,z,sba, info) = 0 ) ,
baseyx (st i — 1, sba, info) —

, 1 1€ [2: top(st)]
distyix (st,i — 1, info)

d — m,0 . .
baseg/l’i(st,i,sba, info) éf binss (base;[x(st,z,sba, mfo))

where 1 is present in the computation for topmost frames because sba points to the last byte of
the first word on the stack.

Note that we consider the stack base address also as a parameter of the system under which
the compiled code is executed. Initially, the stack base address as well as the stack and base
pointers are set during the booting and can be then changed when the software multi-threading
is supported. Hence, we do not fix these parameters and state the compiler correctness for any
of them. Later, we will show how these parameters are changed when we introduce the stack
substitution.

Definition 6.23 (Stack Region of MX Machine). So, for given stack base address sba € B3? and
maximal stack size mss € N we define the stack region as a set of byte addresses at which every
byte of the stack resides in the memory.

First, we compute the maximal value of the stack pointer that does not cause the stack over-
flow:

I
<

SPmaz(sba, mss) = sba —3» (mss — 1),

Then, using the existing notation we define the stack region

Iy

ALk (sba, mss) o {8Pmaz(sba,mss)}, ..
Moreover, from the stack st and the stack base address we can compute which address cor-
responds to the the item on the top of the stack. In fact, this address will be coupled with the
stack pointer in GPRs later on.

Iy

spfo’f)(st, info, sba) 2 basel;% (st, top(st), sba, info) —sa (dz’st&"f{(st, top(st), z'nfo))32

Definition 6.24 (Stack Overflow). Obviously, the stack overflow can be easily indicated by the
predicate

d
stackovf 7% st, info, sba, mss éf spTr"9 st, info, sba) < SPpmaz(sba, mss
MX top
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6.1.2 Sequential Mixed Compiler Correctness
6.1.2.1 Compiler Consistency Relation

In order to guarantee that the SB reduced MIPS-86 machine implements the abstract MX seman-
tics, we introduce the compiler consistency relation coupling configurations of both machines
wrt. the static compiler information. Its definition is split into sub-relations for the program,
stack, registers, etc. Obviously, we will require the compiler consistency to hold only at consis-
tency points defined a bit later in this section.

In the definitions below we consider the following configurations and parameters: ¢ € Cyx,
T = (7, Tei1) € Progyx, 8 € Paramsci, d € Carps, info = (info, infoﬂ) € infoT\x, sba €
B32, mss € N, cba = (cbaci, cba,) € B3? x B32. Moreover, when the we are not interested in the
full MIPS-86 configuration, we will directly use its memory component m.

Definition 6.25 (MX Code Consistency). The MX compiler consistency includes the code con-
sistency for the MASM and C-IL machines and for each of them requires that (i) the assembly
code in the corresponding compiler information is obtained via the compilation of the given
program, and (ii) each assembled instruction of this code has its binary representation residing
in the MIPS-86 memory.
Formally, we define the relations for 7, and 7.; separately as

- code . def
consisyiasy (m, T, info,,, cba,) =

(i) info, = cmplyasm ()
(i) Vje Njinfo,,.code|- codeasnm (mfou.code[j]) = m4(adi)

with adl, = cbay, +32 (4 (j — 1))s2

I8
&

. code . )
consis&ii e (m, meil, infog, chacn) =

(1) infocil = cmplCIL(WCﬂ)
(i) Vj € Njinfo_,.code|- cOdeasm (info;.codelj]) = m4(adgﬂ)

Wlth adgﬂ = cbacﬂ +32 (4 . (] — 1))32
The full MX code consistency combines them into

I8
&

consis{e (m, , info, cba) =

(i) consis§yay (m, T, info,,, cba,,)
(i) consisE3e(m, ma, infoy, chaci)

Moreover, for the given full MIPS-86 configuration we overload the definition:

"
&

consis{SLe(d, 7, info, cba) = consis{ee (d.m, 7, info, cba)

Definition 6.26 (MX Memory Consistency). The MX memory consistency states that the mem-
ory content of both machines is equal except the code and stack regions, as well as some ad-
dresses icm C Ap,yp at which the memory consistency might not hold because of environment
steps.

U
&

. . . g
consisyis" (¢, d, info, cba, sba, mss,icm) =

Va € B3\ (A§39¢(info, cba) U AR (sba, mss) Uicm) . d.m(a) = c.M(a)
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Figure 6.8: The position of the stack frame j containing the values of c.ic[k]. gpreaitee-

Now, using the shorthands st = stmx (¢) and ba, = base’l\r/l’f{(st, q, sba, info) for any q € Nygp (1)
we define the sub-relation based on the stack configuration.

Definition 6.27 (Frame Base and Stack Pointer Consistency). By the frame base and stack
pointer consistency we require that the value of the frame base pointer in the GPR is equal to
the base address of the topmost frame of the MX stack. The stack pointer, in turn, must point to
the item on the top of the stack.

I8
<

consisllif)/:p (¢,d, 7,0, info, sba) =
(i) d.cpu.core.gpr(bp) = baiop(st)
(ii) d.cpu.core.gpr(sp) = sp;ro’g(st, info, sba)
The content of all other registers except the program counter is covered by the registers con-
sistency.

Definition 6.28 (MX Register Consistency). The register consistency demands that (i) GPRs of
active MASM context are coupled with the corresponding registers of the core configuration,
(ii) the content of all SPRs in both machines are always equal, and (iii) the callee-save registers
of inactive MASM contexts in the MX machine configuration are stored in the MIPS-86 machine
memory on the stack corresponding to the next context.?

I
&

. . €,
consisyx (¢, d, 0, info, sba) =

(i)  masm(c.ac) = VYr € B>\ {sp, bp,ra}. d.cpu.core.gpr(r) = c.ac.gpr(r)

(ii)  d.cpu.core.spr = c.spr

(iti) Vk € Nj¢io|. masm(ciclk]) = c.iclk].gpreatice = GPTeatiee™ 0 (d.m, ba;, f;(st))
where j is the index of the first stack frame after the context c.ic[k] on the stack st such that

j=1+ Zle Nfents (c.icli]) (see Figure 6.8).

Definition 6.29 (MX Control Consistency). The control consistency demands that (i) the pro-
gram counter of the processor core points to the code address of the current C-IL statement or

3This part of the MX consistency was missing in the original work [Sha12].
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MASM instruction depending on the MX context, and (ii) each code return addresses saved on
the stack is either the code addresse of the next MASM statement after the procedure/function
call, or the starting address of the epilogue in the C-IL function call.

) ) def
consis$i (¢, d, m, 0, info, cha, sha) =

() depucore.pe = caniasm (Piop (st), 10Ctop (31%), info,, chay,) - masm(st, top(st))
caciL (frop(st), lociop(st), infogy, cbacn) = cil(st, top(st))
(i) Vie [2: top(st)].

ra(m,ba;) = {

CaMASM (pi_l(st), loc;—1(st), info,,, cbaﬂ) : masm(st, i)
reactn(fi—1(st), loc,—1(st) — 1, infoy, cbacn) : cil(st, i)

The rest of the abstract MX stack configuration is covered by the stack compiler consistency
guaranteeing that the stack is properly implemented in the MIPS-86 memory.

Definition 6.30 (Stack Consistency). Before we define the stack consistency, we introduce the
consistency relations for the return destination and local memory of a single frame.

For a non-topmost frame i the return destination consistency requires that the return value desti-
nation address on the stack is either a global memory address, or an address of a corresponding
local variable / parameter.*

I\
&

consisﬁl;{(c, d, 7,0, info, sba) = rds;(st) # L =
rdsw”’e(d.m, ba;r1,Fiv1) =
a : rds;(st) = val(a,t)

la(v, ba;, f;i(st), infoy) +32 032 : rds;(st) = Iref((v,0),i,t') A

(v, ") = Vi(st,m)[j] A J > npar;(st,T)
para™ 9 (j ba;, fi(st)) +32 032 : rds;(st) = Iref((v,0),i,t')

(0,") = Vi(st, m)[7] A j < npor, (st )

where
pir1(st) : masm(st,i+1)
Fipn= . )
fix1(st) : cil(st,i+1)

Note that we do not make restrictions on ¢’ and t” because the configuration c is well-formed.
In the simplest case one has t' = ptr(t”).

The consistency relation for the local memory of a frame ¢ shows where the values of its local
variables and parameters reside in the MIPS-86 configuration. Particularly, a local variable or
a parameter of a topmost frame can be either in a processor register or on the physical stack
where it is originally allocated. As for non-topmost frames, if the value is supposed to be in
the register after the return from a callee, it must be kept in a corresponding region for calle-
or caller-save registers on the stack during the callee’s execution. Otherwise, as in the previous
case, it resides on the stack at the allocated address.

Let the following shorthands denote

e alocal variable/parameter declared in the body of the function f;(st)

(vi,j,ti;) = Vi(st,m)[j]

“The fact that the return value can be stored into a variable used as a parameters in the function was not taken into
account in [Baul4b].
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o aregister (if defined) containing its value either at the moment (for the topmost frame) or
after the return from the callee f;11(st) (for non-topmost frames)

i = info.reGwar (Vi j, fi(st), loci(st))

e a memory address at which during a function/procedure call the content of r; ; is saved
on the stack if the register is a caller-save one

crra; ; = crra™ 0 (v, 5 bag, fi(st), loci(st) — 1, infog)
Then, this consistency relation is defined as

- Im . def .
conszsi’&(c, d,n, 0, info, sba) = Vi € Ny, (st,m)|-

Mei(st) (vi;) =

d.cpu.core.gpr(r; ;) vi=top(st)Ari; £ L

9PTeatice™ 0 (dom, baiyi1, fiv1(st)) (ri;) 11 < top(st) Ari; € Regealice N
cil(st,i+1)

savedyfagyy (dm, baiy1, piyi(st)) (rij) i < top(st) Ari; € Regealiee N
masm(st,i+ 1)

d.my (crra; ;) t i < top(st) Arij € Regealier

d~msz‘ze9(qt2t(ti,j)) (Pamm“’e(ja ba;, fz(St))) s 1y = LA J < npar(st,m)

dMisizeq gttt ) (Walvij, bag, fi(st), infog)) = rij =L Aj> npar,(st,m)

Parameters passed through the registers must be only single data words. Moreover, for sim-
plicity we assume that variables and parameters are not supposed to reside in the register zero
after the function/procedure return.

Finally, we can state the stack consistency demanding the following:

consis3iSF (e, d, m, 0, info, sba) o Vi € Nigp(st)-

(i) i>1 = pbp(d-m,ba;) =ba;_4

(i)  masm(st,i) =
(a)  pars;(st) = parsyfagy (d-m, bag, pi(st))
(b)  saved;(st) = savedyf's sy (d-m, bag, pi(st))
(c) lifo;(st) = lifoyfagy (dem, ba;, pi(st), |lifo;(st)|)

(iii) cil(st,i) =
(a) i< top(st) = consisﬁig (¢,d,m,0,info, sba)
(b) consz'sf\zl)g(c, d,, 0, info, sba)

Recall that we already stated the requirement that the prologue of any C-IL function stores

all callee-save registers on the stack.

Definition 6.31 (Software Condition on MASM Procedures). As follows from the definition
of the consistency relation for the local variables, we also assume that any MASM procedure
called from a C-IL function is supposed to store the callee-save registers in the same manner.
We formulate this requirement explicitly as a software condition:

d
sceipd (m,0) o Vp € dom (m,) . ~ext(p,m,) Ap € dom (ngl) A ext(p, meir, 0) =

Vr € Regealice- (1) € ™, (p).uses
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Definition 6.32 (MX Compiler Consistency Relation). The overall compiler consistency for the
mixed machine is then a conjunction of all sub-relations defined above:

I
g

. . . €,
consisnx (¢, d, m, 0, info, cba, sba, mss,icm) =

(i) consis{eie(d, w, info, cba)

(i) consis{(c,d, w8, info, cha, sha)
(iii) consisf/’f)/(‘gp (¢,d,,0,info, sba)
(iv)  consisyix (¢, d,m, 0, info, sba)

(v) consisf\f[%k (¢c,d,m,0,info, sba)

(vi) consisyi¥" (¢, d, info, cba, sba, mss, icm)

6.1.2.2 Consistency Points

Definition 6.33 (Consistency Points for MX Machine). The mixed machine is at a consis-
tency point if it is going to execute either a MASM instruction or a C-IL statement at a lo-
cation determined by the C-IL compiler as the consistency point. Given an active context
ac € contextcyr, U context{fiss, and the compiler information info € infoTyx, we formally

define

d
epmx (ac, info) =) masm(ac) V

Cil(ac) A infocﬂ.cp (ftop (CLC), loctop (ac))

Note that since the C-IL active context is represented by the C-IL stack, we directly use ac
instead of st(ac). We also reload the predicate for a given mixed machine configuration ¢ € Cyix
as

epux (¢, info) = epux (e.ac, info)

From the discussion about the C-IL compiler information and the MX consistency relation we
already know that we have to require that the C-IL compiler guarantees consistency points at
locations before and after function/procedure calls. This requirement is important for the MX
compiler correctness and can be extended depending on the context in which our MX semantics
is used. So, in order to be able to argue about the correctness of the kernel thread switch in
the scope of this work, we will also require that the consistency points are present at the first
statement of C-IL functions. This condition is weaker in comparison to [Bauldb] where the
author additionally demanded them at the return statement.

Definition 6.34 (Requirement on Consistency Points in C-IL Code). The C-IL compiler should
at least guarantee consistency points before and after function/procedure calls as well as at the
first statements in function bodies. Let body ; = FL_(f)-Pand stmt .. = body slloc] then

validyly (7, info, 6) =4 Vf € dom (FZ_ ), loc € [1: |bodyy|).
—ext(f, w1, 0) =
(i) stmtyioc € {eg = calle(E),call e(E)} =
info.cp(f, loc) A infoy.cp(f, loc + 1)
(ii) info.y.cp(f,1)
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6 Compiler Correctness and Justification of Concurrent Mixed Model

A set of ISA instruction addresses of the first instructions in the compiled code of C-IL state-
ments at consistency points is computed in the following way:
f€dom (FL ) A
—ext(f, mei1, 0) A
loce [1:|FL_(f).PlIA
info.cp(f,loc)

I
&

. €, .
AépIL (Trcil, anocila 05 CbaCil) = CCLCIL(f, lOC, anocila 9, Cbacil)

Analogously, such a set of addresses for a MASM program is defined as

p € dom (m,) A
Aﬁ}fASM(W”,mfoM,cbau) = cavasm(p, loc,info,, cba,) | —ext(p,m,) A
loc € [1:|mu(p).body|]

I
&

Then, for an MX program =, cba = (cbaci, cba,,) € B3? x B3?, and the compiler information
info = (info, info,) € infoT\;x we combine both sets into

. def . .
Ak (m,info,0,cba) = Axfasm(Tu, info,,, cba,) U A (eit, infoy, 0, cbaci)

Definition 6.35 (Consistency Points for MIPS-86 ISA). Therefore, the SB reduced MIPS-86
machine with a single core core € Ce,. is at the MX consistency point if the following predicate
holds:

) def .
epMRps(core, T, info, 0, cha) = core.pc € Afix (m, info, 0, cba)

We also reuse the definition for a given configuration d € Cyrps

epMifips (d, 7, info, 0, cha) = cpMifips(d.cpu.core, T, info, 0, cba)

6.1.2.3 Accessed Addresses

Sets of Addresses for MASM In Section 4.3.1 we have already defined the sets of accessed
addresses for the MIPS-86 model. However, since they rely on the MIPS-86 processor input,
here we will not use them directly. Instead, we will reproduce only the needed parts of them,
what allows to make the definitions clear and show the exact computations.

Definition 6.36 (Memory Addresses Accessed for Reading and Writing by MASM Instruc-
tion). The set of memory byte addresses at which the memory is read during a MASM instruc-
tion execution is

de I S NSt e (Cuy ) € INSSM A load(I
readsyasm (Cu, Tp) Ef {{Ga(core u)}4 NS neat (Cpy Ty ASM oad(1,)

0 : otherwise

where core = coremips(c,,) is the processor core constructed from the MASM configuration
and I, € B*? is an assembled instruction such that I, = I(c,,7,). Analogously, for the set of
addresses at which the memory is written we define

d
swapnasm(Cp, Ty) éf cas(I,) A e.gpr(rd(I,)) = c.Ma(ea(core, I,,))

def
wryasm (€, ) = sw(ly) Vlocksw(I,) V swapnvasm(cu, T)

{ea(core, 1)}, : instrpest(cu,mu) € INGTM A wrviasm(cp, T)

. def
writessasm (6w ™) = 0 : otherwise
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6.1 Compiler Correctness for Sequential Mixed Machine

Sets of Addresses for C-IL  First, analogously to [Baul4b] we define the computation of the
set of memory byte addresses involved in the expression evaluation.

Definition 6.37 (Global Memory Footprint for Regular Pointer/Array Values). Given a regular
pointer or array value val(a,t) € valpt, such that t € {ptr(¢'),array(t’,n)}, we define a set of
accessed byte addresses (or footprint) for reading or writing a value pointed by val(a, t) in the
C-IL global memory as
fp9 (a7 t) dé‘f {a}sizeg(t) : ﬁisarr(?y(t’)
U : otherwise

Definition 6.38 (Global Memory Footprint for Expression Evaluation). The function A7<it? :
E — 2B” computes a subset of byte addresses accessed during the evaluation of a given ex-

pression wrt. a C-IL configuration c¢ii € Ccrr,, a program 7 € Progeyr,, and the environment
parameters 6 in the following way:

e constant: z € val

|||(°
<
=

ATeil0 (a?)

Ccil

e variable names: v € V

Aﬂ'cnﬁ(v) dzef {fPG(avt) : [[&(U)]]:;r;ill’g =Va1(a7t)

Cei .
o 0 . otherwise

Note that [&(v)]7<-? for any global variable v yields only the value val(a,t) with ¢ =
ptr(t') for some ¢’ and we do not include this condition on the type in the definition. In
all other cases the evaluation of the address is either undefined or gives a local reference.

e function names: fn € Fyame
d
ATt () o 0

Ceil

e unary operator: e € E,© € O

d
Aﬂ'cilﬁ(@e) éf Aﬂcilﬁ(e)

Ccil Ceil

e binary operator: ej,e; € E,® € O,

cil,f def cil,0 cil,0
Agc‘ﬂl (61 (24 62) = Agc}ll (61) U Agc}ll (62)

Note that in the definition we do not rely on the order in which the sub-expressions are
evaluated.

e ternary operator: e,e1,e; € E

ATl (e 200 e = Ceil Ceil
ca 1:2) Arenf(e) U ATe1:9(ey)  : otherwise

Ccil

def {A’Tcﬂ’g(e) UA”C“vO(el) T TIZerog ([[e]]g’g)

Ceil

e typecast: t € Tg,e € E
de,
AT0((t)e) o

Ccil

ATeil0 (e)

Ccil
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e pointer dereferencing: e € E

Arenf(e) U fpo(a,t) : [e]r1? = val(a,t) A

Ceil Cei

de
AZ;‘ll’e(*(e)) =) (isptr(t) V isarray(t))
ATenf(e) : otherwise
e addressof: e € E
. ATenf (el s e=x(e)
Az (&(e) E S ATROE() e = (¢).f
1] : otherwise

o field access:e € E, f € F

AT ((e)-f) = AT (+(&((e)-1)))
e size of a type or an expression: z € To UE

Teil 0 (ol def
AT (sizeof(z)) = 0

Definition 6.39 (Memory Addresses Accessed for Reading and Writing during C-IL State-
ment Execution). Let the statement to be executed in a C-IL configuration ¢y € Ccrr, be
8§ = stminext (Ceil, Tei)- Then we define

cascall™? (cy) = (s = call e(Eqes)) A isfunc([[e]]?:i‘l“e, cas, )

Acas : CG/SCCL”WCH’G(CCH)
AT (e) U Ap :s=calle(E)A
isfunc([e]zn?, £,0) A f # cas

de
readscrr, (Ceily Teil, 0) Ef A;f:iill’e(e) UAg U Ag;i;ﬂ(&(eo)) : s =(eg = call e(E))
Azr:iill)e(&(eo)) U Agcciilhe(el) LS = (60 = 61)
Az (e) : s € {ifnot e goto [, return ¢}
0 : otherwise

where

Ecas = €dest © €cmp © €exch © Eret

Acas = A:fiilhe(*(edest)) U Ag::]hg(ecmp) U Ag;illﬂ(eexch) U A‘g;illﬂ (eret)
Ag= ] AT
e'el
Note that in comparison to the definition of the reads-set in [Baul4b], our version here is
simpler and more intuitive in case of the assignment. It simply takes into account the definition
of the C-IL transition function where we always compute the address of the left-hand side ey.

Moreover, we read the memory for the computation of the address during the function call with
the return value.
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6.1 Compiler Correctness for Sequential Mixed Machine

For a configuration c.1 € Cgj in which a call of the intrinsic function cas is going to be
performed, i.e., cascall™" % (cq;) holds, we define the following predicates:

. def i )
Swapﬂ—ml’e(ccil) = read (07Ccil7 [[edest]]:(,?ﬁ) = IIecmp 2—:;11’9

Then, the set of addresses written during the call of cas depends on the condition swap™i*? (c;)
and whether the global memory or the local memory on the stack is written. In case of a write
on the stack the addresses are not included into the set. Formally, we compute

fPo(arer, ptr(i32)) 1 —swap™i?(cen) A
[[eret]]g;ilhe = Val(aret» ptr(i32))
fpo(aret, ptr(i32)) o swap™? (cen) A

leret]T? = val(ayet, ptr(i32)) A

Ccil
[edest]Fe? € valies
Ipo(ades, ptr(i82))  : swap™?(cen) A [ered] 550 € valiper A
[edest]Zet? = val(agest, ptr(i32))
Fro(ares, ptr(i32)) U : swap™if(cq) A
Ipo(adest, ptr(i32)) [[eret]]zr;ill’e = val(aet, ptr(i32)) A
ﬂedest]]gg;ﬁ = val(agest, ptr(i32))

0 : otherwise

&
&g

. cas
writesgy, (Ceily Teil, 0)

In turn, the set of written addresses during a C-IL step is obtained as

foo(a,t) : s = (eo = e1) A [&(eo)]7<? = val(a, t) A
(isptr(t) V isarray(t))
def ) fpo(a,t) : s =return e A top(cc) > 1A

writes Ceil, Teil, 0) =
CIL( cily 7cil ) Tdstop(ccu)—l(cCil) = val(a,t)

writesgis (ceil, Teil, 0) cascall™ 9 (cq)
1] : otherwise

Sets of Addresses for MX Finally, we define the same sets for the whole mixed machine.

Definition 6.40 (Memory Addresses Accessed for Reading and Writing during MX Machine
Step). Let the shorthands be
Ceil = conferr(c)

cu = confuasm(c)
Stmtcil = Stmtnezt (Ccila Wcil)

instr,, = instraept (Cu, Tp)

Then, we define

i ( 0) def | readsvasm (¢, ™) masm(c.ac)
readsyx (¢, T =
MXAE readscrr (Ceil, Teil, 0) ¢ cil(c.ac)

For the configuration ¢ such that masm(c.ac) holds we first introduce a predicate indicating
a return from a MASM procedure to a C-IL function:

d
ret$ixsn (¢, ) ) nfac(c) = 1 A cic # e A (instr,, = ret)
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6 Compiler Correctness and Justification of Concurrent Mixed Model

Analogously, for the return from C-IL to MASM we have

<

d
reton M (c, ) = nfac(c) = 1 A cic # € A (stmtc) = return e)

Finally, we compute

writespasm(cu, mu) 1 masm(c.ac) A —retiray (e, T)
wet fpo(a,t) . masm(c.ac) A ret§ia (e, ™) A
writesyx (¢, T, 0) = 1ds op (Stic(c.ic)) = val(a, t)

writescrr (Ceil, Teil, 0) ¢ cil(c.ac) A ﬂret%ﬂI%SM(c,ﬂ)

1] : otherwise

Definition 6.41 (No Access to icm by MX Machine). All addresses accessed during a MX ma-
chine step are combined in

d
accadyx (¢, m,0) éf readsyx (¢, 7, 0) Uwritesyx (¢, m, 0)

Again, in order to show that the MX machine does not access a region icm, we define

U
&

noaccﬁ/&(c, icm) = accadyix (¢, 7,0) Niem = (

6.1.2.4 Volatile Accesses, ZO- and O7-Points

As we already know C-IL supports the concept of volatile-qualified types. Any access to a
variable/field (or simply volatile object) of such a type is treated specifically by the compiler
but does not influence the abstract semantics. Usually compilers are recommended to refrain
from optimization of such accesses. This means, for example, a read of a volatile variable is
always performed and the compiler cannot rely on the most recently read value because it can
be changed by the environment. Moreover, the compiler can reorder the accesses to non-volatile
variables, but the sequence of volatile accesses is supposed to be preserved.

Obviously, volatile accesses must be detected during the compilation, when it is not always
possible to find the aliasing due to the pointer arithmetic. A typical example is an access to
a volatile variable by a pointer to a non-volatile type. The aliasing could be recognized when
an address assigned to the pointer is computed in the code directly from the volatile variable.
However, if such a computation is based on the address of another non-volatile variable, the
compiler would probably treat this access as non-volatile.

In fact, according to the C11 standard [ISO11], in case of an attempt to refer a volatile vari-
able/field by a pointer to a type not qualified as volatile, the behaviour is undefined. To avoid
such situations, many compilers introduce restrictions on how volatile variables/fields are al-
lowed to be accessed. In this work, we also assume that volatile objects are not accessed via
non-volatile pointers, what, in turn, makes it feasible to detect a volatile accesses directly from
the type of the pointer. If a non-volatile object is accessed via a pointer to a volatile type, we
will consider such an access also to be volatile, and will treat it here as an ZO-operation.

Any access to a volatile object is considered to be an ZO-operation. So, in order to define
ZO-points for the C-IL machine, we first introduce a function computing a number of volatile
accesses in a given C-IL expression.

Definition 6.42 (Pointer to a Volatile Type Suitable for Memory Access). We say that a quali-
fied type t, € Tq represented as ¢, = (g,t) can be used for a volatile access of the C-IL memory
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if the following predicate hold

d
volacc(t,) <y € {ptr(q,t"),array((¢',t'),n)} A volatile € ¢’ A
—isarray(t') A (t' # struct to)

Note that we will use volacc(t,) only for machine states from which the computation does
not lead to the run-time error. Therefore, e.g., though the access to a whole volatile variable of
a composite type can be performed during the expression evaluation, the transition result for
such an access is the error-state and we do not count here the number of accesses for all fields
of the volatile-qualified composite type. Moreover, we can distinguish between a volatile array
and an array of volatiles. An access to a variable of an volatile array type just computes the
address using the environment parameter 6 and, therefore, is not a volatile access.

Definition 6.43 (Number of Volatile Accesses in a C-IL Expression). The function Vol™? .
E — Ny computes a number of volatile accesses that could appear during the evaluation of
a given expression in a body of a non-external C-IL function f € Fyqme of a program 7. €
Progcyp, wrt. the environment parameters 6.

e constant: x € val

. de
Vol;““e(x) =0

=

variable names: v € V

1 : wolacc (T}T“”’e(&v))

) de,
Vol}rc“"9 (v) Ef \
0 : otherwise

function names: fn € F,qme

vor§ (fn) 2 0

&

unary operator: e € E,© € O

) de )
Vol?‘l 9 (©e) Ef Vol;f““ 9 (e)

e binary operator: ej,e2 € E,® € Oy

U
=

€

Vol?““’e(el ®ey) = Vol?c“’e(el) + VolerC“’e(eg)

ternary operator: e,e;,e; € E

I
<

Vol}r“”’e(e Te11ey) = Vol;f““’e(e)
Here it is important to mention that the correct number of volatile accesses in the ex-
pression with the ternary operator can only be computed in the presence of the expres-
sion evaluation of e. So, depending on its value the number of accesses could be either
Vol}“c“’e(e) + Vol’;c“’e(el) or VOZ?C”’G(e) + Vol’]f°“’9(eg). Since we compute this number from
the expression without a given C-IL configuration, we have to make a restriction on the
volatile accesses in the ternary operator. We chose the simplest solution such that volatile
accesses are allowed to appear only in e, and not in e; or ey, i.e., we require

Voler“"g(el) = Vol?““’g(eg) =0
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6 Compiler Correctness and Justification of Concurrent Mixed Model

This definition differs from the version presented in [Baul4b] where the author tested all
the expressions e, 1, and e together on the presence of the volatile accesses. However, for
instance, if e and e; do not contain volatile accesses, while e; does, and during a step the
condition e is evaluated to one, the volatile read in e, would be performed neither in the C-
IL nor in the compiled code, though the whole expression with the ternary operator would
contain a volatile access according to [Baul4b]. Therefore, matching ZO-points between
the abstract and concrete machines wrt. Definition 2.32 would become a problem.

typecast: t € Tg,e € E

Vol ((H)e) £ Vol (e)

(LY

pointer dereferencing: e € E

Vol ? (x(e)) 2 Vol *(e) + 1+ wolace (77 (¢))
! Vol}r-““’e(e) : otherwise

address of: e € E

v Vol}rc”’a (e) ce=x*(e)
Vol}rc”’e(&(e)) = Vol}rc”’a(&(e’)) ce= ()2
0 : otherwise

field access: e € E,z € F

Vol ((e).2) = Vol (x(&((e)-f)))

Note that if a composite type is volatile-qualified, then all its fields are treated as volatile
independently from their explicitly given types.

e size of a type or an expression: z € To UE

U
&

€

Vol}r““’e(sizeof(x)) =0

If we have to compute the number of volatile accesses during the evaluation of the expression
e in a C-IL configuration ¢ € Ccrr, we will use

U
&

Teil, 0 L€ Teil,0
Vol " (e) = Volfw;(cc“)(e)
Definition 6.44 (Number of Volatile Reads and Writes in a C-IL Step). Given c.;; € Ccry, 6,
and 7. we define the number of volatile reads and writes performed during a C-IL step from
the given configuration and without the run-time error. For s = stmt ezt (Ceil, Teil) We have the

number of volatile reads during a C-IL step as

VolZfiil“e(&(eo)) + Volgfiil“e(el) :s=(eg=e1)

Volzei?(e) : s = ifnot e goto /
Vol:ggf(ccﬂ) Y vl : s=call e(E)

cvol + Vol?;‘l“e(&(eo)) : s=(eg =calle(E))

Vol;r;ill’e(e) : s=returne
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where the number of volatile accesses for a function call is

cvol = Vol}r““’a(e) + Z Vol}rcihe(e/)
e'el

The number of volatile writes for a C-IL step is computed as

<’U’LU> PS8 = (60 = 61)
VOlﬁ%iZ(Ccn) def (ww')y S,: return e A top(cer) > 1A
s' = (eg = call e(E))
0 : otherwise

where s’ is the callee’s C-IL statement that is the call of the function from which the return with
a value is made

s’ = PtOP (C/cila ﬂ-Cil)[lOth)P (Clcil) - 1] with C/cil = dropfmme (CCil)

and vw, vw’ € B are flags indicating that a write to a volatile type is performed in a correspond-
ing case

vw = volace (Tf?l”’e (&(eo))) vw' = volacce (T:,““"G(&(eg)))
ci cil
Note that according to the C-IL semantics, a C-IL step leading to the non-error state can make
at most one write because the C-IL transition function cannot result in a simultaneous write to a
few fields of any composite type or elements of an array. We consider the proof of this property
to be just a bookkeeping exercise and to lay outside of the scope of the thesis.

Definition 6.45 (Number of Volatile Accesses during a C-IL Step). Then we define the total
number of volatile accesses during a C-IL step not leading to the error-state as

de : i
Vol (can) ) Vol (cenn) + VolTst? (cen)

read write
Any volatile access is considered to be suitable for an ZO-operation, that’s why a C-IL step
containing an volatile access is at the ZO-point. However, we will also consider a step executing
the function cas to be at ZO-point.

Definition 6.46 (Number of C-IL Global Memory Accesses Suitable for ZO-operations). For
a C-IL step we compute the number of global memory accesses suitable for ZO-operations as a
number of volatile accesses during a step plus an atomic write performed by the cas function:

1,0
nIOW““ (Ccil) = )
CIL Vol™% (ceqt) : otherwise

def {Volgggﬁ(ccﬂ) +1 : cascall™¥(cy)

Finally, we can introduce the software condition on the number of global memory accesses
suitable for ZO-operations during a C-IL step

Definition 6.47 (Software Condition on Number of ZO-operations per C-IL Step). For a given
C-IL configuration such that 68}}1’9(ccﬂ) # 1 we require

Iy
Loy

10 lef —
scéir (Ceil, Teil, 0) = nIO& (car) <1
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Definition 6.48 (ZO- and O7T -Points for C-IL Machine). Given ¢, € Ccrr, 0, and 7. we define
whether the C-IL machine with the given configuration c.; is at an ZO- or OT -point respectively
as follows

Tcil dif Tcil
IOCIﬁg(Ccil) = nIOcﬁe(Ccil) =1
; def . .
OT &L (cen) = cascall™"? () V (Voli};ﬁ;i(ocﬂ) = 1)

Definition 6.49 (ZO- and OT -Points for MX Machine). Let the shorthands be

¢, = confuasm(c) st' = (stie(c.ic))
ceil = confor(c) §" = Piop (st m)[lociop (st') — 1]
I, = I(Cuv Wu) = ftop(Stl)

Then, the predicate ZOT;? (¢) indicates that the MX machine in a configuration ¢ € Cyx is in
an ZO-point if (i) it is in an ZO-point during any C-IL step except the return to MASM, (ii) the
return from C-IL to MASM performs a volatile read, (iii) a MASM step executes an assembly
instruction cas or locksw®, or (iv) the return from MASM to C-IL writes at a C-IL return value
destination pointing to a volatile type:

IOgCI‘i’G (ceir) . cil(c.ac) A —retdSM (e, )
Vol:;‘;f(ccﬂ) =1 : cil(e.ac) A ret%ﬁSM(c, )

Z(’)ﬁ%(c) o cas(1,) Vlocksw(I,) : masm(c.ac) A instrpeqs(cy, m,) € INGM
volacc (T}Tﬁ‘”’e(&(eo))) : masm(c.ac) Aret$ikay (e, ) A s’ = (e = call e(E))
0 : otherwise

In turn, we define OT -points of the MX machine as

OT & (ceir) . cil(c.ac) A —retdpS™M (e, m)

0T (o) cas(I,) Vlocksw(I,) : masm(c.ac) A instrpes(c,, m,) € INASM

wx(€) = volacc (T}Tf“’e (&(eo))) : masm(c.ac) Aret§iisy(c, ™) A s’ = (eg = call e(E))

0 : otherwise

Obviously, in analogy to the C-IL case we require a software condition on the number of
ZO-accesses per a step of the mixed machine to hold.

Definition 6.50 (Software Condition on Number of ZO-operations per a C-IL Step in the
MX Machine). For a given MX configuration ¢ € Cyx, a program m € Progyx such that

67% (c.in) # L with in € Syx we require

U
<

scﬁg(c,ﬁ,ﬁ) =2 () cil(c.ac)/\—'retl(\;/II%SM(c, ) = SC?}{E(CCH,TFCH,G)

(ii) cil(c.ac) A retiiyS™M(e,m) = Vol:ggf(ccﬂ) <1
Recall, that in Definition 6.34 we have already introduced the conditions on the consistency
points in the C-IL code. Now, additionally to them, we require that any ZO-point of the MX
machine is a consistency point.

SHere, for simplicity, we do take into account accesses from the MASM program to volatile variables declared in the
C-IL program.
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Definition 6.51 (MX ZO-Points are Consistency Points).

- i def - .
I(’)cpM’f((c, info) = IOM’§<(0) = cpux (e, info)

This property is not needed for the justification of the MX semantics, but required for the
correctness proof of the kernel threads. In fact, it demands that the C-IL compiler inserts consis-
tency points before any volatile access. In case of the MASM steps, this condition trivially holds
because we have consistency points at every MASM instruction.

In order to define ZO-points for the SB reduced ISA executing the compiled code of a mixed
program, we first define a set of addresses of instructions implemented volatile accesses. Though
we have already stated the software condition, we provide a definition in a general form, i.e.,
for all volatile accesses in the compiled code of any C-IL statement.

3f € Frame, loc € N.
fedom (FL ) A —ext(f,mei, 0) A
loce [1:|FL_(f).PlIA
0 € info.offvor(f, loc)

Definition 6.52 (ZO- and OT -Points for MIPS-86 ISA Executing MX). Let a MIPS-86 instruc-
tion being executed in a configuration d € Cyipg be I = d.my(d.cpu.core.pc), then we define

U
<

. €,
A%OIlL(ﬂ'Cﬂ, info., 0, cbacn) = { cbaci +32 (4+0)32

TONEps(d, 7, info, 6, cba) o lw(I) A (d.cpu.core.pc € AL (meqr, infoy, 0, cbacn)) V
cas(I) Vlocksw(I)

de,
OTMiips(d) o cas(I) Vv locksw(I)

Note that the definition is basically rely on the core configuration and the code region, and
no other memory. Moreover, lw(I) is present in the formula in order to show that due to the
simple store buffer reduction policy we are interested only in load operations used for volatile

vol

accesses. The predicate could also be stated without this explicit condition, though Agj; may
include addresses of other memory instructions implementing volatile accesses in the code.

6.1.2.5 Addresses of Global Variables and Constants

We compute the memory byte addresses occupied by the C-IL global variables (including those
which type is qualified as constant) declared in the program ;:
var def
Al (e, 0) = U {9'a’llocgvar(v)}sizeg(qt2t(tq))

(v,tq)Emeit-Va
Among these memory bytes we distinguish the memory addresses occupied by elements of
arrays, variables, and fields with types qualified as constants. We collect such byte addresses in
the set AZT (71, 0) € 28*  In order to compute this set we introduce auxiliary computation.
Let a € B3? be a byte address at which a global variable, element of array, or a struct field of a
qualified type t, = (q,t), t, € Tg resides in the memory. Then we recursively define

{0} sizeq (qiaeiey)) : const € g A
—isarray(t) At # void
A& (a,ty, e, 0) o UiE[O:n—l] At (ay, tos Teil, 9) : t = array(t;,n)
Ucrer)emen 1 (te) AGL" (ag,ty, mei,0) : const ¢ g At = struct to
0 : otherwise
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6 Compiler Correctness and Justification of Concurrent Mixed Model

where the addresses of fields f and elements ¢ of arrays are computes as

a; = a-+32 (z . sizee(qt2t(tf1)))32 ay = a+3z2 (0.0ffset gy (te, f))so
Hence for all global variables we compute

d

IS

A" (e, 0) U A& (0-allocguar (v), tg, men, 6)

(v,tq)Emeit-Va

6.1.2.6 Requirements and Conditions for MIPS-86 Machine

Now, we define requirements on steps of the SB reduced MIPS-86 machines which will enable
the simulation for the MX model.

Definition 6.53 (Suitability of Inputs for Reduced MIPS-86 Executing MX). We consider an
input in € Xyps to be suitable for the MX simulation when the reset signal is low:

de,
suitMaps (in) Y oin = (core,wr,wp, eev) = —eev|0]
Definition 6.54 (Configuration Well-Formedness for Reduced MIPS-86 Executing MX). The
well-formedness of the MIPS-86 configuration for the MX simulation requires that the processor
core must be in system mode, the store buffer is empty, and the maskable interrupts are masked:

wfconf Maips(d) e (i)  —mode(d.cpu.core)

&

(ii)) d.cpu.sb=c¢
(iii) Vi € {1,7}. d.cpu.core.spr(sr)[i] =0

Definition 6.55 (Well-Behaviour of Reduced MIPS-86 Executing MX). The well-behaviour of
a step of the reduced MIPS-86 machine encoding the MX semantics means that (i) the system
mode is preserved (under software conditions considered later), (ii) the compiler guarantees
that no illegal instructions appear in the code and memory accesses are properly aligned, and
(iii) the software conditions needed for the store buffer reduction are transferred. Using the
shorthands

core = d.cpu.core I = d.my(core.pc)

d' = §nrps(d,in) core’ = d .cpu.core

we formally define

&
<

whMps(d,in) = (i) —mode(d .cpu.core)
(ii) —jisr(core,I,eev,0,0)

(iii)  scovrps(d, in)

For brevity we provide here zeros instead of computation of page fault signals because we know
that the computation is made in system mode.

6.1.2.7 MX Software Conditions

We distinguish between static and dynamic software conditions. The static software conditions
make restrictions on the code of a given program and how the linker palaces the compiled
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program into the memory depending on the system. The dynamic software conditions are
properties of steps and mostly cannot be detected during the compilation and placement of the
compiled code into the memory.

Recall from Section 4.2, we split the memory into disjoint sets:

Ahyp U Aguest = 18327 Ahyp N Aguest = Q)v Ahyp = Acode U Aconst U Adata

VXY € {AcodeaAconshAdam} X #Y = XNnY = 1]

Definition 6.56 (Static Software Conditions for MX). Obviously, one has to require that the
compiled code, data, and stack of the hypervisor/OS kernel resides in Ay,,. Taking into ac-
count that the aforementioned sets are disjoint we require the following static conditions: (i) the
compiled code of the mixed program of the hypervisor/OS kernel is placed into the code region
such that (ii) the binaries of C-IL and MASM programs do not overlap, (iii) — (iv) the stack and
global variables not of the constant-qualified type belong to Agqtq, (v) the data C-IL constants
reside in A.ons:®. Moreover, (vi) if a MASM procedure is supposed to be called from C-IL, it
must save all callee-save registers.

I8
&

. €
scyist(m, info, 0, cha, sba, mss) =

(i) A (info, cba) = Acode

(it)  wvalid§$se (info, cba)

(iii)  ASEEF (sba, mss) C Adata

(iv) ALY (men, 0) \ AGE (e, 0) C Adata
() AGE (e, 0) = Aconst

(vi) sclif(m,0)

Definition 6.57 (Dynamic Software Conditions for MX). In order to define the dynamic soft-
ware conditions, we consider ¢’ € Cyx | such that ¢/ = 61’{/[’5((0, in) and ¢, = confuasm(c). Then
for a step of the mixed machine we require: (i) no run-time error, (ii) — (iii) no access to stack
and and code regions, (iv) no stack overflow, (v) at most one volatile access per a step, (vi) the
mode and interrupt masking is not changed by the programmer, (vii) the access to the guest
memory region is only performed by operations suitable for ZO-access, (viii) no misaligned
data accesses from MASM are made.

U
&

d . . €,
seyix (¢, in, , info, 8, cba, sba, mss) =

(i) J#L
(i) accadyx(c,m,0) N ALk (sba, mss) = ()
(iii)  accadyx(c,,0) N A (info, cba) = ()
(iv) ﬁstackovfﬁg)( (stax (¢'), info, sba, mss)
(v)  scl(c,m,0)
(vi) Vr e {mode, sr}. c.spr(r) = c.spr(r)
(i) accadyrx (¢, m,0) N Aguest # 0 = TOTY ()
(viii)  masm(c.ac) N inStrpeq(Cp, m,) € H%S[ﬁM -

—dmal (corenps(cu), I(cu, m4))

Local variables are not forbidden from being constant-qualified. However, since they are allocated only on the stack
and cannot not be used for shared accesses, we include them into Agq¢q-
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6 Compiler Correctness and Justification of Concurrent Mixed Model

The condition (vii) will be guaranteed by the safety policy when we consider the concurrent
model with the ownership. However, as we have seen from the software conditions in the
store buffer reduction for a step of the single core MIPS-86, we need to guarantee that the guest
memory is not written by the instruction sw in the compiled code. Since we can rely on the fact
that volatile accesses are not translated to sw, we make this more general requirement

Moreover, we need to require the absence of date misalignment during MASM steps explic-
itly. As for instruction misalignment, it must be treated by the MASM compiler. Analogously,
the C-IL compiler is responsible for catching both kinds of misalignment during C-IL step.

Note again that for brevity here we do not state formally the software condition requiring that
volatile variables/fields are not accessed by pointers to non-volatile types (see Section 6.1.2.4).

Definition 6.58 (Software Conditions for MX Machine). Finally we combine the static and
dynamic software conditions:

. . def
sevx (¢, in, m, info, 0, cba, sba, mss) =

(i) sciidd(m, info, 0, cba, sba, mss)

(ii) scl‘\i/%’X (¢, in, m, info, 0, cba, sba, mss)

6.1.2.8 Sequential MX Compiler Correctness in Concurrent Context

Now, we define that the software conditions hold for all defined computations from a given
starting MX configuration ¢y € Cyx till the next consistency point in the following way:

d
SCseqyix (co, T, info, 0, cba, sba, mss, icm) g

Vn € N, cE ((CMXL)n—&-l ,/\ S (EMx)n

(i) c1=1coA (01 —>57r 9 Cn+1)

MX>

(ii) Vi€ [2:n].¢;# L = —epux(ci, info)

(iii) cp41 # L = cpux(enta, info)

=

(i) Vi€ N,. semx(ci, \i, 7, info, 8, cba, sba, mss) A

noaccl% (¢i,iem)A

(ii) cnp1 # L = wfeonfTi%(cns1)
Note that the definition corresponds to one of the premises in the generalized sequential simu-
lation theorem.

For non-empty sequences d € (Cyips)”™, 0 € (Smips)”, such that |d| = |o| + 1, and ¢ €

(Cux)*, 7 € (Zmx)" with |¢| = |7] + 1 we define how ZO- and OT -points are matched (wrt.
Definition 2.32) between the MX machine and the MIPS-86 ISA implementing it:

I
&

. €
oneIO%@ﬁps (d,o,c, 7,7, info,0,cba) =

(i) Vi,j €Ny IO (c) ATORK(¢)) = i =
(i) Vi,j € Njy|. ZOmuips (di, 7, info, 0, cba) A TOMtips(dj, 7, info, 0, cba) = i=j
(ii) <3i € Ny TOT% ci)> — (3i € Njyj. TOMNps(ds, 7, info, 0, cba))

(i) (3 € Nppp. OTT(er)) = (3 € Nppy. OT Mips(di)
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Additionally we define the shorthands

d
nocpMigips (d, T, info, 0, cha) g Vi € Nig|. —epMfips (di, 7, info, 0, cba)
d
nocpux (¢, info) éf Vi € Njgj. ~epux (¢, info)

Finally, we can state the sequential mixed machine compiler correctness in the concurrent
setting. Later, when we consider the justification of the concurrent MX model, we will use this
compiler correctness in order to instantiate the sequential simulation framework and obtain
Theorem 2.3 for the given models.

Theorem 6.1 (Sequential MX Compiler Correctness in the Concurrent Context). Given any
mixed program =, code base addresses cba, base address sba of the stack and its maximal size mss, C-IL
environment parameters 0, compiler information info, MX machine configuration co, possible inconsis-
tent portion of memory icm, and non-empty sequences d and w of configurations and inputs respectively
for the store buffer reduced MIPS-86 machine such that

(i) the MX configuration cy and the starting MIPS-86 configuration d of the sequence d are well-
formed,

(ii) both machines are in consistency points in co and d;,

(iii) coupled via the MX compiler consistency relation wrt. the compiler information info and possible
inconsistent portion of memory icm belonging to the hypervisor or OS kernel addresses,

(iv) the sequence w of MIPS-86 inputs is suitable for the simulation (has not active reset signal) and d
is computed by steps of the reduced MIPS-86 machine with the inputs from w.

(v) There are no consistency points between the first and the last configurations of d.

(vi) Moreover, the MX software conditions hold and addresses icm are not accessed during all defined
MX steps from the given configuration cq till the next consistency point. Additionally, the MX
machine has a well-formed configuration in this consistency point.

Then, there exist pairs of sequences (d', o) and (c, T) of configurations and inputs for the reduced MIPS-
86 and MX machines respectively such that

(i) the sequences d and w represent prefixes of d' and o,

(ii) o contains only suitable inputs and configurations d’ are obtained by SB reduced MIPS-86 ISA
steps with the inputs from o,

(iii) these steps reach a consistency point at the end of d’ not containing other consistency points in
between,

(iv) are well-behaved and lead to the well-formed configuration at the end of d'.

(v) In turn, the computation of configurations in ¢ with ¢; = co is defined for the inputs T by the
semantics of the MX machine having at the end of the computation a well-formed state

(vi) with a consistency point next after the starting configuration co.

(vii) Moreover, the compiler guarantees that consistency points for the MX machine are inserted at least
before and after function/procedure calls, at first statements of function bodies, at ZO-points, and
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6 Compiler Correctness and Justification of Concurrent Mixed Model

(viii) ZO- and OT -points are properly matched between the abstract MX machine and its implementa-
tion by the reduced MIPS-86 model.

(ix) At the end of the computation both machines are also coupled via the MX compiler consistency
relation wrt. info and the same icm.
Vr € Progyx,cba € B3? x B32, sba € B2, mss € N, 0 € Paramsciy,
co € Cux, info € infoTyx,icm € 28” LeN,de ((CMIPS)k+1 NANS (EMIPS)k.
(i) wfeonf 5% (co) A wfconf Mps (dy)
(i)  cpax(co, info) A ecpMiips(di, 7, info, 0, cba)
(iif) iem C Apyp A consisvx (co, d1,m, 0, info, cba, sba, mss, icm)
(iv) (d1 —>§TMIP&W dk+1) AYi € Np. suitlT\/[N)[(IPS (w;)
(v)  nocpMFips(d[2 : k], m, info, 0, cba)
(vi)  SCseqyx(co, T, info, 0, cba, sba, mss,icm)
—
IneN,d € (Cyrps)" ™ 0 € (Smps)”,meN,ce (Cux)"™ ™, 7 € (Sux)™
(i) n>kAd[l:k+1]=dAo[l:k]l=w
(i) () % spao a1 ) AVE € Ny suitliips (o)
(iii)  epMiips(disiq, 7, info0, 0, cba) A nocpMifips(d'[2 : n], 7, info, 6, cba)
(iv)  wfconf\ips(d)y1) A Vi € Ny wbyiips(d;, o)
(v) c1=coA (01 H%’QT cm+1) A wfconfﬁf((cmﬂ)
(vi)  epux(Cma, info) A nocpyx (]2 : m], info)
(vii)  validyy (, info, §) A IOcpﬁ%(cmH, info)
(viii) oneIOITVINﬁPS (d,o,¢,7,7,info,0, cba)

(ix)  consisnx (Cm+1,d), 41,7, 0, info, cba, sba, mss, icm)

In comparison to the usual sequential compiler correctness proven for icm = (), the sequential
compiler correctness needed for the concurrent systems require additional guarantees such as
partial consistency in case of environment steps, the correct implementation of steps suitable
for ZO-operations and ownership transfer, etc.

6.2 Concurrent MX Model Justification

6.2.1 Cosmos Model Instantiations

Concurrent Mixed Machine

Given a program 7 = (7ru, Teil) € Progyx, the environment parameters ¢ € Paramscir, and
the system information ¢ = (cba, sba,mss) with cba € B*? x B*2, sba € (B*?)"", mss € (N)"?
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6.2 Concurrent MX Model Justification
wrt. the number np € N of processors in the multi-core MIPS-86 machine such that

validsiseh® (np, sba, mss) Vp, qEN,,.p#q = AU (sba,, mss,) N A (sbag, mss,) =0
we can now define the instantiation S{;y 9% € S of the Cosmos model for the mixed machine.

Let cmx(u,m) = confux (u, [m|gs2) be a shorthand denoting a sequential MX machine con-
figuration obtained on the base of the unit’s configuration u and a memory m restricted by the
set of addresses considered in the component of the Cosmos model signature. Moreover, the
result of the compilation is info = (cmplvasm(my), cmplem,(meir)). Then the components are
instantiated as follows:

o STOS A =832\ (Awde('mfo cba) UU,en,, Agtack (sbay, mssp))

SyiwsV = B8

o STOER = Agmst (e, 0)
. S;r/[f(f nu = np

o STON U = Kux,

o ST0EE = Yyx

readsMX(cmx(u,m),mQ) cu# L

o S™0% reads u,m,in) =
MX ( ) 0 : otherwise

(ul7 Cinx'M|writesMx(cmx(u,m),ﬂ',@)) S u 7£ LA C;nx 7& 1

o STYE.5(u,myin) = { (L, mg) ruFE LA, =1
undefined : otherwise
where the next sequential MX machine conﬁguratlon cmx = 5” 9 % (emx(u,m), in) is used to

compute the unit’s next configuration v’ = (c},,..a¢, Cjy-C, Chy- spr) and my in the empty
function satisfying dom (mg) =0 7.

o Sy%SIP(u,myin) = (u# L = cpax(u.ac, info))

o S04 TO(u,m,in) = (u 41 — TO%Y (cmx(u,m)))

o STOEOT (u,m,in) = (u 41 — OT5% (cmx(u,m)))

Note that the memory m in the last three components represents the read-only memory, there-
fore we are not allowed to consider the whole memory for identification of consistency points
and ZO-/OT -points. In fact, we took this into account already in the definitions for the mixed
machine, where we do not rely on the memory configuration at all. The whole MX configuration
cmx (4, m) is used here only for brevity.

7Recall that according to Cosmos model signature from Definition 2.1 the result of the transition is a unit configuration
(instantiated as Kysx | for our machine here) and a part of the memory modified during the step. Therefore, in

order to match this formalism, we get SZ\Z’X’& d(u,m,in) = (L, my) in case of an MX run-time error.
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6 Compiler Correctness and Justification of Concurrent Mixed Model

SB Reduced Multi-Core MIPS-86 Implementing Concurrent MX Machine

In Section 4.3.2 for the proof of the store buffer reduction we have already considered the
instantiation of the Cosmos model with the reduced MIPS-86 machine. Since we allowed the
interleaving in every step and detected ZO-/OT -points independently from the compiled code,
we adapt the instantiation S,\ps € S to S:ﬁ/?h&)s € S taking into account the compilation of
the MX program and the choice of the consistency points as well as the steps suitable for ZO-

operations and ownership transfer.

e For components X € {A,V,R, nu,U, &, reads,d} the instantiation is equal to the one for
the reduced machine
0
STE X = Samps. X

with Acoge = AL (info, cba) and Aconst = AL (i, 0).
° Sfﬂ,?f%s.lp(u, m,in) = cpMaips(u.core, m, info, 0, cba)
o SKips-ZO(u,min) = TO)ips ((u, [m]gs2), m, info, 6, cha)
o Sitips-OT (u,m,in) = OT iiips ((u, [m]gs2))

Note again that the definitions of ZOMjips and OT Miips rely on the memory region containing
the compiled code which is, in turn, is treated as read-only memory in our instantiation.

6.2.2 Sequential Simulation Theorem

Now, taking into account the formulation of Theorem 6.1, we instantiate the sequential simula-
,0,§

tion framework Rgﬁi’flps (m,8,€) € R for the two Cosmos models Sy;%*, S5, € S defined wrt.

the given 7, 6, and &.
For d € Cproe X Cyn, d = (epu,m), and ¢ € Kuxs x (ST%SA = STEEV), ¢ = (k. M), and

info € infoTyx, icm € 25 we define

P = infoT\x
sim(d, ¢, info,icm) = iem C Apyp AvalidPy (x, info, 0) A TOepTl (¢, info) A
(k#1 =
consismx (cmx(k, M), d, 7,0, info, cba, sba, mss,icm’) )
CPa(k, info) = (k# L = cpux(k.ac,info))
RgMX (7.0,6). CPc(cpu, info) = cp%\ﬁps(cpu.core;w, info, 8, cba)
rMIPS wfa(c) = k# LA wfeonfyjx (emx(k, M))
wfe(d) = wfconf s (d)
suit(ing) = suitMaips (ing)
sc(eyine, info) = validieRs (np, sba, mss) A (k # L =
semx (emx(k, M), ine, w, info, 8, cba, sba, mss))
wb(d, ing, info) = whMiips(d,ing)

where the icm’ = iem U ey, AK" (sbay, mssy).
Note that since in Theorem 6.1 we use more predicates than are provided by the sequential
simulation framework in Definition 2.30, we have to combine them properly in the framework
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instantiation. Moreover, the unit configuration & of the MX Cosmos machine can be the run-
time error state | and must be excluded in the application of MX predicates undefined for it.
Additionally to the MX software conditions, we also require that the stacks of the concurrent
MX machine do not overlap.

Having Theorem 6.1 proven by a compiler developer, it is easy to show (by unfolding the
definitions) that the generalized sequential simulation Theorem 2.3 also holds for our Cosmos

models S§;%%, 8725, € S and the simulation framework R (7,0,¢) € R instantiated wrt.

the given program 7 and the parameters 6, {. Therefore, the sequential MX compiler correctness
in the concurrent setting in terms of Cosmos machines can be stated in the following way:

Theorem 6.2 (Sequential MX Compiler Correctness for Cosmos Model Simulation). The gen-
eralized sequential simulation Theorem 2.3 holds for any Cosmos models Sg;%¢, Sflvfé,s € S and the
simulation framework Rg”ﬁ‘lps (r,0,§) € R instantiated wrt. the any given mixed machine program
T = (T, Tei1) € Progyx, the environment parameters 8 € Paramscry,, and the system information
¢ = (cba, sba, mss) with cba € B*? x B2, sba € (B*2)", mss € (N)"" and the number np € N of

processors in the multi-core MIPS-86 machine such that the condition valid3i35F (np, sba, mss) holds.

6.2.3 Concurrent Model Simulation

Finally, in order to show that the execution of the compiled code of any mixed program on
the multi-core MIPS-86 machine corresponds to the steps of the concurrent mixed machine, we
instantiate other predicates needed for the Cosmos model simulation theorem and the proof of
the required assumptions.

Again, we first consider the simulation for machines with the given program = and the pa-
rameters 6, €.

Definition 6.59 (Shared Invariant for Concurrent Mixed Machine Simulation).

U
&

€

sinv ™ (m,0,€)((m, S, R, 0), (Mumx; Smx: Rinx, Omx), info) =

(1) S = Srnx

(i) R = Rumx U A5 (info, cba)

(iii)  Vp € Nyy. O(p) = Omx(p) U ASHEE (sbay,, mss,,)

(iv) Vp € Np,,. AJk (sbay,,mss,) NS =0

(U) m |Sme’RmX = Mmx

The part (iv) was not explicitly required in [Baul4b]. However, it is needed in our work

because of the further property transfer. Obviously, the stack currently used by a processor
should not be shared among others.

Analogously to the store buffer reduction we restrict the ownership safety policy for the con-
current mixed machine.

Definition 6.60 (Restriction on the Ownership Transfer in Concurrent MX Machine). For any
configuration £ € C S0 of the MX Cosmos machine we require that A, is always treated as

shared and no addresses from Agyest can be owned by any execution unit. Formally, we define
this by the property instantiating Ps, in Theorem 2.4:

de,
Peroe(E) 2 Ayuest C B.S Np € Ny E.Op N Aguest = 0

SMX
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Since there is no need to make further restrictions on the unit’s configuration of the SB re-

duced machine, we set
def

uinvgi“hﬁps(w,ﬁ,ﬁ)(cpu,O,S) =1

Now, in order to guarantee that the Cosmos model simulation Theorem 2.4 holds for the given
models, sequential simulation framework, and additional predicates instantiated for the given
m, §,&, one has to discharge Assumptions 2.1-2.4. Since the implementation of both C-IL and
MASM compilers is out of the scope of this thesis, we do not consider the proof of the assump-
tions here. The main ideas of such proofs for MASM and C-IL separately, however, can be found
in [Baul4b].

Obviously, we also have to guarantee that Theorem 2.4 holds for all our instantiations.

Theorem 6.3 (Cosmos Model Simulation Theorem for all Mixed Machine Programs and Sys-
tem/Environment Parameters). Theorem 2.4 holds for any mixed machine programs m = (7, Tci1) €
Progyrx, the environment parameters § € Paramsciy,, and the system information £ = (cba, sba, mss)

used for instantiation of the models S5, STo5¢ € S.

6.2.4 Application of the Concurrent MX Machine Simulation

The overall model stack for the justification of the concurrent MX machine implemented on the
multi-core MIPS-86 is depicted on Figure 6.9 and considered in this section. We discuss the
application of the theorems introduced by now and sketch the safety and properties transfer
required for the overall simulation.

6.2.4.1 Properties Transfer from MX Machine to Reduced MIPS-86 ISA

Above we have stated the simulation theorem between the store buffer reduced multi-core
MIPS-86 model S:l\’/fl’fjs and the concurrent mixed machine Sf\r/bei’g. This theorem can only be
applied to the reordered steps of MIPS-86 composing incomplete consistency blocks.

The justification of this reordering preserving verified properties and safety were considered
in detail in Section 2.4 where we transformed the concrete machine with the well-behaviour
proven as a property of steps to an extended machine with the same property based only on
a Cosmos machine configuration. In the context of the concurrent MX justification we denote
this machine by S’ :ﬁzigs depicted on Figure 6.9. However, since we have made Assumption 2.5
on the well-behaviour and the transfer of any abstract property must satisfy the requirements
introduced in Definitions 2.48 —2.49, we have to discharge them here.

Recall that according to Assumption 2.5 the well-behaviour of the MIPS-86 machine should
not rely on the memory outside of the reads-set. For the proof of this assumption we consider a
similar lemma.

Lemma 6.1 (MIPS-86 Well-Behaviour Restriction for Concurrent MX Simulation).
For all configurations (cpu, m) € Cayps and inputs in € Yyps, we have

whMips ((cpu, m), in) < (vm'.m/'|g =m|p = whbMips ((cpu, m'),in))

where the reads-set R is computed as R = readsyps ((cpu, m),in).

Proof: The proof is a trivial bookkeeping and based on the fact that the definition of wb M jips
relies only on the processor core configuration and the instruction fetched in system mode. The
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Figure 6.9: Justification of the concurrent MX implemented on multi-core MIPS-86. As a special
case of the properties transfer marked with * we consider obtaining the software conditions for
store buffer reduction from the well-behavior proven for the reduced MIPS-86 machine imple-
menting the concurrent MX semantics.

byte addresses at which the instruction resides in the memory are included into the reads-set by
definition. O

Moreover, later for the application of the store buffer reduction we need the property Ps_ .« (E)
for E € Cg,,,ps- We have already required PSICI‘Q’é (C) for the complete consistency blocks of the

instantiated MX model with configurations C' € Cgr.0.c. Since there is a slight difference be-
MX

tween S’:I’\Zifgs and S,mrps, first we are interested in the transfer of the property Pgx.0.c(C) to a
MX

.. 0, .
similar one for S’:Mé,s, ie,forD e Cs/w,e,fs
rMIP

d
Pyroe (D) 2 Ayuess © D.S AP € Npu. D.Op 1 Aguest = 0

S rMIPS
Since both Py 0.¢(C) and Ps,ﬂ,e,gs (D) are divisible according to Definition 2.48 and they are
MX rMIP
global properties, we easily prove the property transfer in a way stated in Definition 2.49.
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6 Compiler Correctness and Justification of Concurrent Mixed Model

Lemma 6.2 (Transfer of the Property Psm,g )

VD, C, par. sinv(D,C, par) = (PS':&?iés (D) = PSQ&E(C))

Proof: The proof follows directly from the shared invariant. Since the shared addresses of both
machines are equal, one easily concludes

(Aguest - DS) = (Agu,est C CS) (61)
Moreover, using sinv(D, C, par).(iii) for any p € N,,,, we can transform
(D.0Op N Aguest = 0) = ((C.0p N Aguest = 0) A (AN (sbap, mssp) N Aguest = 0))  (6.2)

We proceed with the rest of the proof in both directions. Taking into account the equation (6.1),
we need to discharge the following claims:
o (Agyest CCSNC.O,NAgyest =0) = D.OpN Agyest =0
By the equations (6.1) — (6.2) this claim to be proven is simplified to

Aguest CD.S = Ai/t[‘;fk(sbap, msspy) N Aguest = 0

From sinv(D, C, par).(iv) we know that the stack cannot be shared, i.e., A$14* (sba,,, mss,)N
S = () holds. Hence, using Agyes: C D.S we conclude that it also does not overlap with
the guests/processes address space Agyest-

¢ D.OpNAguest =0 = C.O, N Agyest =0

Using the equation (6.2) we easily conclude this claim and finish the proof of the lemma.
O

Along with the property Pg-.c for the MX Cosmos machine, one could be interested in the
MX
transfer of any other abstract property PZ@QQ ¢ such that the simulation hypothesis of the con-

current simulation theorem hold for start configurations C' € Cgroe, D € Cgroc , and a
MX rMIPS
simulation parameter par € infoT yx.

If this additional property P, , . is divisible and can be translated into the incompletely
MX
simulated Cosmos machine property Q[P(,.o.c, par] wrt. Definitions 2.49 — 2.50, then applying
MX

Theorem 2.6 and Lemmas 6.1 — 6.2 we conclude that any suitable Cosmos machine schedule
leaving D is safe wrt. not only the ownership and Pgmos but also the translated property

Q[Pé{(& ¢, par]. Moreover, all implementing computations of S’ :ﬂziis are well-behaved.

Corollary 6.1 (Well-Behaviour and Safety Transfer for Arbitrary Schedules in MX Simula-
tion). Let the transferred property Pgimos (d) be defined for d € C gm0 a8

Pynos (d) = W(d) A Pyrae (d) AQIPL o, par](d)

then formally we claim

VD, C, P! . o.c,par. simh(D,C, Pl..,.,par) = safety (D, Proe ,suit)
SMX SMX S rMIPS
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6.2 Concurrent MX Model Justification

where according to the shorthands from Section 2.3.2 and the instantiation of the sequential simulation
framework RIMX (7,0, ) the suitability suit(w) for w € ©* is

SrMIPS Sl:ﬂ/fflgs

suit(w) = VB € w. RIMX  (m,0,£).suit(B.in)

S’ rM1PS

6.2.4.2 Sketch for the Application of Store Buffer Reduction

Finally, in order to apply the store buffer reduction one has to consider an easy simulation
between the SB reduced model S,mps (in system mode) from Chapter 4 with the address space
instantiated in the MX software conditions and the SB reduced model S’ :ﬂ/o}iis involved into
the concurrent MX machine simulation. The ownership safety policy including the property

P, from Corollary 6.1 must be transferred. Moreover, software conditions required for the
rMIPS

store buffer reduction are derived from the well-bahaviour in 5’ :1’\%%8.

Both models slightly differ in the configuration and the instantiation of the ZO-points. In the
store buffer reduction we treat any lw instruction as an ZO-operation. On the other hand, the
SB machine considered in the concurrent MX simulation takes into account only those lw which
are marked as volatile accesses by the compiler. Since we require the ownership safety on the
level S’ :ﬁés having fewer ZO-points, it is easy to prove that the safety holds also for S,amps.

Note, however, that we proved the store buffer reduction in a general case without restrictions
on the configurations and suitability. We also required that the software conditions and safety
holds for any executions of the reduced machine. As we have just shown by Corollary 6.1, we
can transfer such properties only for suitable schedules. Moreover, in the well-formedness for
S’ :ﬁzés we require that all processors are in system mode and the store buffers are empty. Since
the application of the store buffer reduction considered in this thesis is rather a technical task,
we leave it for future work. The simulation and property transfer for the store buffer reduction
wrt. a more sophisticated programming policy can be found in [Chel6].
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Semantics and Correctness of
Concurrent Extended Mixed
Machine for MIPS-86

In Chapters 5-6 we introduced the mixed machine semantics and considered in detail its com-
piler correctness and the soundness of the concurrent MX model implemented on the multi-core
MIPS-86 machine where each processor executes the compiled code of programs without inline
assembly portions.

As we mentioned before, system programming, however, requires more low-level operations
than the MX semantics permits. Such operations can be implemented by using inline assembly
in the mixed programs. This chapter is devoted exactly to the development of the semantics
for this extended language and the justification of its concurrent version. We call the abstract
machine able to execute the mixed programs enriched with inline assembly the extended mixed
machine or simply MXA machine standing for MX+Assembly.

The idea of such a model, suggested by Prof. Wolfgang J. Paul and then studied indepen-
dently in [PBLS15] for sequential CO+Assembly, is very intuitive. In fact, since we have already
claimed the correctness of the sequential MX machine, one can easily consider the execution of
the abstract MX machine as long as its compiled code runs on the processor. When an inline
assembly portion is encountered in the MASM program, we can easily switch to the MIPS-86
configuration coupled by the MX compiler consistency relation. Therefore, one can continue
the execution on this level until an MX consistency point at which an abstract MX configuration
exists is reached. In order to get such an abstract configuration, one has to reconstruct a corre-
sponding MX thread configuration from the MIPS-86 configuration, the executed program, and
the compiler information.

Though the idea of the model considered in this thesis is similar to [PBLS15], the configura-
tion and the semantics of our MXA machine is different because of a few reasons along with the
MX language instead of CO. First of all, we have to justify the concurrent MXA model imple-
mented by arbitrary interleaved steps of the hypervisor / OS kernel and user processes / guests
respectively. For that purpose, we have to apply the theory of concurrent simulation and order
reduction for Cosmos machines, which, in turn, allows less freedom in all formal definitions to
match it. Another reason is the context in which our MXA model will be used. One should
mention here, that in contrast to [PBLS15] where only one stack for the OS kernel is considered,
we will argue about many stacks that can be added and deleted.

We proceed in the same way as it was done in the previous two chapters. Before we define
the MXA machine transition function, we consider the reconstruction formally in detail.
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7 Semantics and Correctness of Concurrent Extended Mixed Machine for MIPS-86

7.1 Sequential Extended Mixed Machine (MXA) Semantics

7.1.1 MXA Programs and Environment Parameters

Since in Section 5.1.1 we have already introduced MASM programs containing inline assembly,
we will consider the same MX programs m = (7, 7i1) € Progyx here. Obviously, the C-IL
environment parameters § € Paramsci, are also as before.

7.1.2 Machine Configuration

In the definition of the semantics for the concurrent mixed machine from Section 5.4 we intro-
duced the notion of the MX thread and its configuration. In the model of the extended mixed
machine such a thread can be additionally represented by a processor configuration.

Definition 7.1 (MXA Thread Configuration). A configuration of the MXA thread is either the
MIPS-86 processor configuration, or a tuple consisting of the MX thread configuration, base
address and maximal size of the current stack abstracted in this configuration, and the configu-
ration of the TLB.

de,
Knxa 2 (kmx € Kux, sba € B*?, mss € N, tlb € Cyp) U Cproc

Though the MX thread cannot explicitly operate on the TLB, its configuration is included as
a component so that it can be preserved during MX steps and later be used for the processor
configuration.

Definition 7.2 (Sequential MXA Configuration). Therefore, the sequential MXA machine con-
figuration is the MXA thread configuration accompanied by the byte addressable memory.

de
(CMXA Ef (k S KMXA7 M : 1332 — BS)

Definition 7.3 (Type of MXA Thread). Depending of the MXA thread configuration k € Kyxa,
we distinguish whether the MXA machine makes MX or processor steps by the predicates

isa(k) Yy € Cproc mx (k) o —isa(k)

Definition 7.4 (MX and SB Reduced Single Core MIPS-86 Configurations from MXA Config-
uration). For a given configuration ¢ € Cyxa performing mixed machine semantics steps, i.e.,
the predicate mx(c.k) holds, we can compose the corresponding sequential MX configuration
by the function

<

de;
confk/&A(c) = confux(c.k.kmx.ac, c.k.knx.ic, c.k.kyx.spr, c¢.M)

Otherwise, if the MXA thread configuration is MIPS-86 ISA, one simply gets

def
Conf%)ﬁ‘%s(c) = (c.k,e.M)

Definition 7.5 (Well-Formed MXA Configuration). We call an MXA configuration ¢ € Cyxa
well-formed if its MXA thread configuration is well-formed, namely

wfeonf L% () o (i) ma(ck) = wfconf5% (confﬁggA(c))

(ii)  isa(c.k) A —mode(c.k.core) = c.k.sb=¢

(i) consis§Pde (c. M, T, info, cba)
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7.1 Sequential Extended Mixed Machine (MXA) Semantics

with info = (info,info,) € infoT\x, computed as info,, = cmplyasm(m,) and info
empler, (Tei)-
The last condition is added explicitly because we will treat the code region as read-only mem-

ory later on. Therefore, for the MXA semantics we have to require that the compiled code of the
MX program with inline assembly is always in the memory.

cil —

7.1.3 Stack Information Abstraction

The configuration of the extended mixed machine contains the stack base address and its max-
imal size when the mixed machine steps are performed. With the start of the inline assembly,
we havoc this information and allow the low-level operations on the stack to do what needed
for the system programming. As soon as the control reaches the compiled code of the C-IL and
MASM programs excluding inline assembly portions, the stack is supposed to be reconstructed.
Since the stack substitution could be made, we need to find a matching pair of the stack base
address and its length existing somewhere in system data structures in the memory.

Since on this level of abstraction we are not aware of concrete data structures containing the
information about stacks, e.g., process control block, thread local storage, etc, we will operate
here with general notions of stack information and stack information regions. In our interpretation
the stack information includes all pairs of base addresses and maximal sizes of all stacks present
in the system. In turn, a memory region containing the information about a single stack is called
the stack information region. Each such region is identified by its base address.

The stack information can be stored in the memory in different ways (e.g., linked lists, arrays,
etc.), as well as added and deleted by the programmer. Since we do not model such operations
in the extended MX semantics, we introduce a stack information abstraction allowing to retrieve
from the memory all available pairs of stack base addresses and maximal sizes every time they
are needed. For the application of the semantics for particular cases one has to instantiate this
abstraction wrt. its implementation.

Definition 7.6 (Stack Information Abstraction).

o Base address of the stack information in the memory is a starting address of the first stack
information region and given by the constant

Stlba € B>
o The address of the next stack information region is computed by the uninterpreted func-
tion
StIbay,eq (a,m) € B3 U {1}

on the base of the memory configuration m € C,, and a base address a € B3? of a given
stack information region. If the next region does not exist, the function returns L.

o The partial functions retrieving the stack base address and maximal stack size from a
given stack information region identified by its base address are modeled as

sba(a, m) € B*? mss(a,m) € N
o Additionally to these parameters we introduce the constant
Stlsize € N

representing the size of a single stack information region in bytes. This size is not needed
for the semantics and will be later used for definition of conditions required for the cor-
rectness argumentation. Obviously, we assume that the addresses at which the sba and
mss reside lay inside the stack information region.
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7.1.4 Base Address and Maximal Size of the Current Stack

In order to find a matching pair of the stack base address and its maximal size we proceed as
follows.

Definition 7.7 (Stack Information Computation). First, we recursively collect the stack infor-
mation starting from a given stack information region identified by an address a € B3 U {L}:

StI(a,m) o J(&e) ra=4
’ | (sbas’ o sba(a,m), msss’ o mss(a,m)) : otherwise

with (sbas’, mmss’) = StI (Stlba,cqt(a, m), m).

Obviously, for retrieving the information about all stacks available in the memory m one
calculates two sequences (sbas, msss) = StI(Stlba, m) and requires that all found stacks in the
memory do not overlap by the predicate validsid®* (|sbas|, sbas, msss) (see Section 6.2.1).

Second, if possible we choose the result by comparing a content of the stack and base pointer
registers of the MIPS-86 processor core.

Definition 7.8 (Search of Base Address and Maximal Size of the Current Stack). Given values
of the stack and base pointers spv,bpv € B3? residing in the GPRs, the memory m € C,,, and
the base address StIba of the stack information in m, we define the function

Rgi1(spv, bpv, m, Stlba) € (]B32 X N) u{L}

such that on the base of the stack information (sbas, msss) = StI(Stlba, m) and the set of pairs

sbas.msss de, Ji € N. sba = sbas; A mss = msss;) A
Stl(agT ' )(spv, bpv) = (sba, mss) ( tack )
P spu, bpv € AZISER (sba, mss) A (spv) < (bpv)
the result is computed as
def |e€ Stl(séas’msss)(spv bpv) StI(Sbvas’msss)(spv bpv) #£ 0
Rt (spv, bpv, m, Stlba) = pair ’ pasr ’
L : otherwise

One can easily prove that if all found stacks in the memory do not overlap, one can find at
most one pair (sba, mss) corresponding to the given stack and base pointers.

Lemma 7.1 (Uniqueness of Found sba and mss). For any m, Stlba, spv, bpv from above, and
computed non-empty (sbas, msss) = StI(Stiba, m) one has

valid3iae™s (|sbas|, sbas, msss) = #Stl(Sbas’msss)(spv,bpv) <1

pair

7.1.5 MX Thread Configuration Reconstruction

Given a single core MIPS-86 configuration d € Cyrps, the mixed program 7 = (m,, mcii) €
Progyix, the parameters ¢ € Paramsci, the compiler information info = (info.,info,) €
infoT\x, computed as info, = emplvasm(m,) and infoy = empler,(men), the stack base
address sba € B2 and the code base addresses cba = (cbaci,cba,) € B*? x B3? such that
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7.1 Sequential Extended Mixed Machine (MXA) Semantics

valid$$e (info, cba) holds, one can reconstruct a corresponding well-formed MX thread config-
uration of type Kyx according to the MX compiler consistency.

Starting from the code address in the program counter and the frame base address from the
general purpose register bp, we traverse the physical stack residing in the MIPS-86 memory
from its top till we encounter the first its frame on its bottom. So, the reconstruction of the MX
thread includes the following steps:

e collect the base addresses of all frames on the stack and determine current locations and
functions/procedures which the frames belong to,

e using this control information traverse the stack in the memory and compose the abstract
full MX stack,

o transform the MX stack into a sequence of MX execution contexts and compose the MX
thread configuration.

Note, such a reconstruction is not always possible, e.g., in case an existing stack in the memory
was destroyed, or a system programmer prepared a new stack with a wrong layout. We will
indicate the result of the failed reconstruction with _L.

Reconstruction of Control Information

First, we introduce two simple predicates indicating that a given function/procedure is defined
in the C-IL or MASM program respectively:

masmp(p, 7,,) dzef p € dom (m,) A —ext(p, 7))
Cilf (f, 71, 0) 2 f € dom (FL_) A —eat(f, w1, 0)

Definition 7.9 (Code Address in a MASM Procedure). Given a code address a € B3? (corre-
sponding to the value of the program counter or the return address on the stack) and a pair
(p, loc) € Puame x N of the MASM procedure name p and the location loc inside its body we
define a predicate indicating whether the address a corresponds to (p, loc):

L
&g

proc™ (p, loc, a, info,,, cba,,) = () masmp(p, m,,)

(ii) loc € [1:|m,(p).bodyl]

(iii) a = capasm (p, loc, info,,, cba#)

Definition 7.10 (Code Address in a C-IL Function). Analogously, for (f,loc) € Fuume x N we
define a predicate showing that the code address a € B3? is either the starting address of the
compiled code of a C-IL statement at the location loc in the C-IL function f or the return address
pointing to the epilogue of a function call at the location' loc — 1 in f:

U
<

€,

func™ (£, loc, a, info, cbacn) = (i) cilf (f, e, 0)
(ii) loc € [1: |mea.F(f).P]
(iti) a = caciw (f, loc, info, chaci) V

a = reacry, (f, loc — 1, info 4, cbaci)

1Recall that the location loc of non-topmost C-IL frames points to the next statement after the function call.
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7 Semantics and Correctness of Concurrent Extended Mixed Machine for MIPS-86

Definition 7.11 (Code Address in a Function/Procedure Compiled Code). Combining both
definitions for (f, loc) € (Fuame U Puame) X N, info, cba from above, and a mixed machine program
™ we simply get

def

match:t’fl(ﬂ loc,a, info,cba) = proc™ (f,loc,a,info,, cba,) \/func”c“’e(f, loc, a, info ), cbaci)

In order to stop traversing the stack, we have to detect whether a frame base address points
to the bottom frame on the stack.

Definition 7.12 (Bottom Frame on C-IL Stack). Given the stack base address sba € B??, and a
base address ba € B3? of a stack frame of a non-external C-IL function f € F,u., we can test
whether this frame is the bottom frame on the stack by the following comparison based on the
physical layout of the C-IL stack:
. de,
botfrsi? (sba, ba, f) o ({
Definition 7.13 (Bottom Frame on MASM Stack). Analogously, for a non-external MASM pro-
cedure p € P, we define

ba) + sizeT0 (f) 442 —1 = (sba)

pars

- de
botfryasm (sba, ba, p) ) (ba) +4 - m,(p).npar +4 -2 — 1 = (sba)
Finally, we can introduce a recursive function collecting the frame base addresses and simul-
taneously reconstructing the control information for every frame.

Definition 7.14 (Control Information Reconstruction Function). For the MIPS-86 memory m €
C,n, frame base address ba € B3?, and a compiled code address ca € B3? along with info, cba,
sba from above, we define the function

R™Y (m, info, cba, sba, ca,ba) € ( (]B32)* X (Fpame U Prame) x N)*) U {L}

ctrl

such that using the shorthands

U

Ctrl = C’trl”"g(ca7 info, cba) éf {(f', loc") ’matchﬂ’e (f',loc, ca, info, cha) }

ctrl

ctrl’ = R:éfl (m, info, cba, sba, ra(m, ba), pbp(m, ba))
bfre = botfrg“‘l}:’e(sba, ba, f) bfr, = botfrﬂM“ASM(sba, ba, f)
the result is recursively computed as
def

R7T,0

ctrl(ma info, cba, sba, ca, ba) =

(ba, (f,loc)) (f,loc) = € Ctrl A
(masmp(f,m,) = bfr,) A
(cilf (f, men, 0) = bfrean)
(bas’ o ba, flocs' o (f,loc)) : (f,loc) =€ Ctrl A
(masmp(f,m,) = —bfr,) A
(cilf (f,mci1,0) = —bfren) A
ctrl’ = (bas', flocs")

1 : otherwise

Therefore, for a given configuration d € Cyrpg we start the reconstruction of the control infor-
mation from the values of the program counter and the base pointer in the GPRs:

R™’(d, info, cha, sba) = R™?

ctrl ctrl

(d.m, info, cba, sba, d.cpu.core.pc, d.cpu.core.gpr(bp))
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Obviously, the reconstruction of the control information is unique if for any code address we
can find at most one pair (f, loc). We state this requirement in the following lemma:

Lemma 7.2 (Unique Control Information Reconstruction).

valid$Ee (info, cha) = Yea € AL (info, cha). # Ctrl™° (ca, info, cha) < 1

The proof of this lemma is out of the scope of this thesis and can be made in the presence of
implementation details of the C-IL and MASM compiler. In fact, it should be easy to show
that for any address pointing to a MIPS-86 instruction inside the compiled code of a MASM
instruction or a C-IL statement except the function/procedure call, the set Ctri™* (ca, info, cba) is
empty. Otherwise, we consider either a starting address of an instruction/statement or a return
address pointing to the caller part of the epilogue, and find the only one (f, loc) corresponding
to this code address.

Definition 7.15 (Valid Reconstructed Control Information). For a reconstructed list flocs €
(Frame UPpame) X N)+ we define the predicate valid;"ﬁrl (flocs) € B indicating whether flocs is
valid for the reconstruction of a corresponding MX thread configuration. Let the shorthands be
(f,loc) = flocs;_y, (f',loc") = flocs;, stmtcy = FL_(f).Plloc — 1], inst,, = m,(f).body[loc — 1].
Then we define validg,,, (flocs) such that it requires: (i) if f is a C-IL function, then at the location
loc — 1 it must contain a call of a function of the same type as f’ 2, (ii) if f isa MASM procedure,
then f’ is called explicitly at the same location, and (iii) for the C-IL function f the return value
type in stmt is the same as the return type of the C-IL function f’:

valid’ (flocs) £ Vi€ [2: |flocs]].
(i) cilf(f,7en,0) = stmtc € {ep = call e(E),call e(E)} A T}r“"e(e) = T;;i“il(f/)
(ii)  masmp(f,m,) = inst, = call f’
(iii)  cilf (f, Tei1, 0) A stmtey = (eo = call f/(E)) A
tras € {ptr(t),array(t,n)} A cilf (', men,0) =
t = qt2t (F2_ (f').rettype)

Note that at least these requirements are needed for the reconstruction. Later we will have again
the software condition stating that the MX execution from the reconstructed configuration does
not cause run-time error. Therefore, all conditions present in the definition of the MX transition
function do not need to be checked during the reconstruction.

Reconstruction of the MX Stack

Having the reconstructed control information (bas, flocs) satisfying the predicate val id};’il (flocs),
we can proceed with the reconstruction of the full MX stack for the MX thread configuration.
In Definitions 6.6 and 6.17 we have already considered the computation of some stack frame

components from the memory. Now, we complete the computation of the missing ones.

%In fact, since in C-IL a function/procedure can be called by a function pointer, the only information needed for the
call and the later return to work correctly is the exact type of the function pointer which describes the parameters
and the return type. Therefore, in case the stack is built by a system programmer and is not a result of the execution
of the compiled mixed code, it is possible that the return from f’ would be performed to the next statement after
stmit even if the call of f/ is not present in 7.
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7 Semantics and Correctness of Concurrent Extended Mixed Machine for MIPS-86

Definition 7.16 (Reconstruction of rds). Given are a memory m € C,, and ba,ba’ € B*, f €
Frame, |' € Frame U Prame corresponding to the frame base addresses and function/procedure
names from Figure 6.6. Moreover, let the frame of the non-external C-IL function f have an
index ¢ € N and loc € N be a location after the function/procedure call in the body of f,
namely for the statement stmt = F2_ (f).P[loc — 1] we have stmt € {eg = call e(E), call e(E)}.

Then using the shorthands a = rdsw™’ (m, ba’, f') and t,q, = qt2t <T;f’9(&(eo))) we define the

computation of the C-IL return value destination rds,q; € valper U valirer U { L} in the frame ¢

by the function
rds™% (m, ba, f, loc,i,ba’, f', info) o rdsya;

such that the result depends on the following cases:

e No return value: stmt = call e(E)

Then, the result of the reconstruction of obviously computed as
rdSya = L

Note that the C-IL semantics does not forbid such calls of f even if the type of the function
return value is not void.

e Return value address corresponds to a local reference:
— the C-IL function / MASM procedure is called in the statement with return value

stmt = (eg = call e(E))

— there exist a pair (v, 0) of a local variable/parameter and an offset inside it such that
the byte address computed for (v, 0) is equal to the destination address a read from
the stack.

Using the shorthands V; = 72 (f).V and npary = FL_ (f).npar we define

. de .
exist;“e‘}’e(v,o,mba,f) o Jjel:|V]], teTq.

i (0,t) = Vylj

(ii) o€ [0: sizeg (qt2t(t)) — 1]

(iii)  j < mpary = para™i9(j,ba, ) +32 032 = a
(iv) j > npary = la(v,ba, f,infoy) +32 032 = a

and require

(v,0) =€ {({), 0) € Vx Ny 6m'st?°e‘}’0(f), 0,a,ba, f)}

T

If the conditions hold, the result of the reconstruction is

1d$yqr = lref((v,0), 1, tras)

e Return value address does not correspond to a local reference:
- the C-IL function / MASM procedure is called in the statement with return value

stmt = (eg = call e(E))
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- alocal variable/ parameter is not found
{(@, 6) € V x Ny |existT<}? (8,6, a, ba, f) } =0

Under the conditions above we get

1dSyqr = val(a, trqs)

Note that in this case a € B*? might also be an address inside the code region or of a
word on the stack where the local variables and parameters of the frame ¢ do not reside.
However, we will not be interested in such reconstructions later on because the software
conditions will require that the code and stack regions are not explicitly accessed by the
MX machine.

Now, using the following shorthands

e control information ctrl = R:;fl(d, info, cba, sba)

e for non-empty ctrl = (bas, flocs), top = |bas|, and i € N|y:
ba; = bas; (fi,loc;) = flocs;
e for a C-IL function f;:

Vi=FL (f).V npar{' = F2_ (fi).npar (vi g, tig) = Vilj]

_ _ L0 .
Tij = info.r€Gwar (Vi g, fi, loc;) crra; ; = crra™ (5, bag, fi, loc; — 1, info )

o for a MASM procedure f;:
uses; = m,(f;). uses npart = m,(f;).npar

we can define the reconstruction of the full MX stack.

Definition 7.17 (MX Stack Reconstruction Starting from a Given Frame). For the considered
d, info, (bas, flocs) such that flocs is valid for the reconstruction, and an index ¢ € [0 : top] we
define the auxiliary stack reconstruction function

Rg{gck (d, info, bas, flocs, i) € (frameyagy U framecyy,)”

R def B = O
R™% (d,info, bas, flocs,i) = { - ;
stack (4> ] 7 ) {th’zck(d, info, bas, flocs,i — 1) o frame,,, : otherwise

where the frame frame,,, is reconstructed as follows:

frame’ = fmmeiﬂ :cilf (fi, 7, 0)
m frame,, : masmp(fi,7,)
e MASM stack frame fmmei:
fmmei.p =f; fmmez.pars = parsyiagy (d-m, bag, fi)
frame,,.loc = loc; frame,,.saved = savedyfagy (d-m, bay, f;)
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In contrast to the frame components restored above on the base of the procedure infor-
mation, the size of the lifo has to be computed from the actual layout of the stack in the

memory:
(ba;) — (d.cpu.core.gpr(sp)) — 4 - |uses;| : i = top
sizerifo = 9 dist — sizelsh? (fiv1) i < top A cilf(fiv1, T, 0)
dist — 4 - npar’, | 1 < top A masmp(fiy1,mp)
where

dist = (ba;) — (baj1) —4 - |uses;| —2-4

Note that sizeys, cannot be correctly computed if the stack is prepared by a program-
mer in a wrong way. For the time being we ignore such situations and set empty lifo
for sizeyr, < 0. Later after the stack reconstruction we will introduce another validity
condition intended to exclude such issues. So, by now we compute

;\T/fASM (d.m,ba;, fi, sizengo/4) : sizeyro >0
: otherwise

fmmei.lifo = {lzfo
€

e C-IL stack frame framel:

fmmeiﬂ.f =f fmmeiﬂ.loc = loc;

, rds™? (d.m, ba;, fi, loc;,i,baj1, fis1,info) : i < to
fmmezﬂ.rds _{ ( i i i i+1 f1+1 f ) P

: otherwise

In order to reconstruct the local memory we simply chose the values for the local vari-
ables/parameters v; ; according to the compiler consistency relation:

framegy Me (vi;) =

d.cpu.core.gpr(r; ;) ci=topAri; # L

gPTealice (d-m, baiy1, fiy1) (1i5) D0 < top Arij € Regeatiee N Cilf (fiv1, Teit, 0)
savedyfagy (dm,bait, fiv1) (rig) 21 < top Arij € Regeatiee N masmp(fiv1,mp)
d.my (crra; ;) D i< top A1 € Regeqiter

d-Mgizey (qiat (s )) (Para™ ™ (j,bay, f;)) c iy =L Aj < nparf?

d-Mgizeyqrat(ts ;) (Wa(vi g, bai, fi,info)) : rij = LAj> npar§!

Definition 7.18 (Full MX Stack Reconstruction). Finally, for the full MX stack reconstruction
we define the function wrt. the shorthands introduced above.

R0 (d, info, cba, sba) € (framengagy U framecy,)™ U {1}
R™Y (d, info, bas, flocs, top) : ctrl = (bas, flocs) A

stack 0
validy” (flocs)

1 . otherwise

&
&

R™? (d, info, cba, sba)

stack

As we mentioned before, in the reconstruction of frames we mostly rely on function/proce-
dure declarations and the compiler information. The only exception is the computation of lifo,
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T~

MASM
frames
(i - len+1)-th frame
len C-IL
frames (i -1)-th frame frames

i-th frame

Figure 7.1: C-IL context reconstruction from the full MX stack.

though we have ignored the wrong stack layout yet that could be created by a system program-
mer. In fact, during the stack reconstruction we have not checked whether each frame of the
stack in the memory has a size proper for the further execution of the compiled code. Without
such a condition one could get the reconstructed components with values taken from adjacent
stack frames. We formulate this validity condition using the earlier introduced notion of the
distance between frame base addresses.

Definition 7.19 (Valid Reconstruction of MX Stack). We call a reconstructed MX stack st =

R%’ . (d, info, cba, sba) with st # 1 valid wrt. the valid control information (bas, flocs) =

R™’(d, info, cha, sba) iff the following predicate holds:

ctrl
om0 . def .
validy”  (st,bas,d,info) = Vi € Nypp.

st (st 1, info) = 4 (070~ (i) e to
(ba;) — (d.cpu.core.gpr(sp)) : otherwise

Reconstruction of Execution Contexts and MX Thread Configuration

In order to reconstruct the sequence of the MX execution contexts on the base of the recon-
structed stack we introduce an auxiliary recursive function traversing the stack from a frame
with a given index.

Definition 7.20 (Reconstruction of the MX Contexts Starting from a Given Frame). Given a
reconstructed non-empty MX stack st € (frameyagy U framecy,)”, a sequence of reconstructed
frame base addresses bas € (B*?)”, a memory m € C,,, general purpose registers gpr : B® —
B32, and an index i € [0 : top(st)] of the frame from which the reconstruction is performed, we
define the partial function

R™Y (st, bas, m, gpr,i) € (contextcn, U contentffids U contextfﬁ&cstﬁe)*
such that using the shorthands:
e the C-IL or MASM stack of an individual context:

s=stli —len+1:1
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such that all its adjacent frames are of the same type, what is taken into account in the
computation of its length (see example for a C-IL frame with the index ¢ on Figure 7.1)

len = max {l eN;

Vieli—1+1:4. (cil(st,i) = cil(st,j)) A
(masm(st,i) = masm(st,j))

o the sequence of reconstructed contexts starting from the frame ¢ — len:

k = Renta (st, bas, m, gpr,i — len)
the result is computed as
5 :1=0
kos 24> 0Acil(st, i)
ko (s, gpr') : i=top(st) Amasm(st,i)
ko (s, gpr”) : 0<i< top(st)A
masm(st,i) A cil(st,i+ 1)

undefined : otherwise

&
&

R0 (st, bas, m, gpr, i)

cntx

where the GPRs of active and inactive MASM contexts are

gpr’ = gpthS\{sp,bp,ra} gp?“” = gprcalleewcme(ma ba5i+17 fH—l(St))
Definition 7.21 (Full Reconstruction of MX Execution Contexts). Hence, using the definition

above we reconstruct the whole sequence of the MX execution contexts by the function

R (d, info, cba, sba) € (contextc, U contextiinés, U contewtﬁzcstﬁ}fe)* u{Ll}

defined for the shorthands

ctrl = R:]gfl(d, info, cba, sba)
st = R:t’zck (d, info, cba, sba)

k=RmY (st, bas,d.m, d.cpu.core.gpr, top(st))

cntx

as follows
E : st# LA ctrl = (bas, flocs) A

(d, info, cba, sba) = valid%ﬁa (st, bas, d, info)

ck

U
g,

R7r,9

cntx

1 : otherwise

As the last step of the reconstruction, we easily construct the MX thread configuration if
possible. Obviously, the last element in the computed sequence of contexts correspond to the
active execution context.

Definition 7.22 (Reconstruction of the MX Thread Configuration). The function for the MX
thread configuration reconstruction is defined as

RYY (d, info, cba, sha) € Kyix 1

Kmx

Rﬁzﬁx (d, info, cba, sba) =

def | (ac, ic, d.cpu.core.spr) R’Jﬁz(d, info, cba, sba) = ic o ac
1 ;. otherwise

such that the active context is ac € contextcr, U context{fiss,, and the sub-sequence ic corre-
sponds to the list of inactive contexts and can be empty.
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7.1.6 Transition Function

In order to define the transition function for the extended mixed machine, one should know
when the MXA machine starts the inline assembly, and when it should be possible to return
back to a corresponding MX thread configuration with the abstract stack.

Definition 7.23 (Start of Inline Assembly). The predicate start,,(c) indicates that the MXA
machine with a configuration ¢ € Cyxa is about to start execution of inline assembly in the

program 7
de,
(¢) ) ma(c.k) A masm(cmx.ac) A il € Tigyp. instrpege(cy, m,) = asm{il}

T
start g,

where the shorthand are ¢, = conf M?A(c) and ¢, = confyiasm (Cmx)-

Definition 7.24 (End of ISA Steps). Conversely, one can attempt to apply the reconstruction
for the MXA machine with an MXA thread & € Kyxa represented by the MIPS-86 processor
configuration if the following predicate holds:

end™? % (k) dé isa(k) A ~mode(k.core) A cpiaips (k.core, T, info, 0, cba)

isa

<

Obviously, we will use here and further in this section the information info = (info, info,) €
infoT\rx, computed as before, i.e, info, = emplyviasm(my,) and infoy = emplerr, (Teir)-

Note that as we have seen before in the definition of the reconstruction, end;%** (k) only
says when we can apply it. Though we may reach a consistency point, it is not always possible
to return to the abstract MX thread configuration and one needs to continue the ISA execution
until one reaches another consistency point at which the reconstruction is possible. This issue
and the solution were discovered by the author of this thesis in the time when the original
version of C0 semantics with inline assembly [PBLS15] based on the reconstruction did not take
this fact into account and, therefore, had to be corrected later.

Definition 7.25 (Stack Addresses Occupied by the Abstract Stack). Additionally, for a given
MXA configuration ¢ € Cyixa such that mz(c.k) holds, we define a set of memory addresses
that actually should be occupied by the abstract stack of the configuration c:

A™? (¢, info, sba) o

stack

{sptOP } (sba)—(sptop)+1

witch spyop = spfo’i (staix (Cmx ) info, sba) and ey = confiin®(c).

Definition 7.26 (Sequential MXA Transition Function). Finally, for a given MX program = €
Progy;x with inline assembly such that 7 = (7, 7ci1), the environment parameters 6§ € Paramscir,,
the code base addresses cba = (cbaci, cba,,) € B3? x B3?, and the base address of the stack in-
formation StIba € B3?, combined together into ¢ = (cba, Stlba), the transitions of the sequential
extended mixed machine are defined by the partial function

T,0,0 .
Oyixa * Caxa X Yvxa — Cuxal

d
where Cyixa éf Cmxa U {L} contains the error state, coming from the mixed machine

semantics. The input alphabet

def
Ymxa = Xwx UXa UXMips
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U

YA =) (pc e B*2, gpr: {sp,bp,ra} — B*?, my : B3 — B®)
includes the inputs needed for the MX machine step, or the single core MIPS-86 ISA, or, in case
of switching to inline assembly, the parts of MIPS-86 configuration not modeled in the mixed
machine configuration.
Definition 7.27. For constructing a single core MIPS-86 machine configuration from ¢ € Cyxa
with startT,,(c) holding in ¢, and in € ¥ we define the function confiiihs(c,in) € Cyps such
that

I8
&

confiij}ﬁ;s (c,in) =24

d.cpu.sb = ¢ d.cpu.tlb = c.k.tlb
d.cpu.core = (in.pc, gpr, c.k.kmx.spr)

c.k.kmx.ac.gpr(r) : r ¢ {sp,bp,ra}
in.gpr(r) : otherwise

in.mg(a) : otherwise

d.m(a) = {C.M(a) + a ¢ dom (in.my)

Then, depending on the MXA machine configuration, for ¢ € Cyxa, in € Xyxa we consider:

e Mixed machine step:
mx(c.k) Nin € Tyx A —startl, (c)

We perform the step of the corresponding MX machine

Cmx = conf%%éA (c) Crx = 617\r/[’)9((cmx, in)

and compose the new configuration of the MX thread if ¢, # L:

K =(c . .ac, . ic, c  .spr)

mx* mx*

Hence, the result of the MXA machine step is defined as

m00 . def cklkmx = kL], €M) ¢ b E L
Onixalcin) = ( ) . ]
1 : otherwise

e Switch to inline assembly:

— inline assembly code is to be executed: startZ;,(c)

- theinputisin € X4

- the input memory corresponds to the actual stack region occupied by the abstract
stack
dom (in.mg) = A;’zck (¢, info, c.k.sba)
— The input parameters for the step satisfy the compiler consistency, namely, the pred-

icate suit™;2*" (¢, in, info) defined using d = conf &b (c,in) and cmy = confMx’(c)

holds:

,0,cba

de
suity 2y (¢, in, info) o

(i) consisﬁ/gé (¢mx, d, , 0, info, cba, c.k.sba)

(i1) consisg/ffp(cmx, d,r, 0, info, c.k.sba)

(iii)  consisyi% (Cmx, d, 7, 0, info, c.k.sba)

(iv)  consisytS* (e, d, 7, 0, info, c.k.sba)
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Note that the input is not unique because of the general purpose register ra not covered
by the MX compiler consistency and temporaries on the physical C-IL stack which are
purely used by the compiler and have no counterparts in the abstract C-IL configuration.
Since values of ra and temporaries are non-deterministic here, any program using the
MXA semantics has to be written in a way such that it works for any of them.

In order to define the result of the MXA step in this case we first compute the result of the
execution of the first inline assembly instruction

d' = 6,ips (d, (core, wr, wp, 0%°))

where w; = wp = € Cyqi are just ignored in the transition function.

Since the inline assembly may contain a single instruction or a jump to a compiled code
7,0,cba

where the reconstruction might be possible, namely end;.*““(d’.cpu) holds, we first try
to find

- anew pair of the stack base address and stack maximal size
StI' = Rsu (gpr'(sp), gpr' (bp), d'.m, StIba)

with gpr’ = d’.cpu.core.gpr.

- areconstructed MX thread configuration for StI’ = (sba’, mss’)

/
kIIlX

= R%ﬁx (d', info, cba, sba’)

- the new MXA thread configuration for &, # L

k/ = (k.;npu Sba//7 m53/7 d/cputlb)

Hence, the transition function for this case is defined as

(k', d'.m) end% P (d epu) A

5&’)9(’;(07 in) = StI' = (sba’,mss') Nkl # L (7.1)
(d'.cpu, d’.m) : otherwise

.
<

o Inline assembly, compiled code, or guest/process step:
- the MXA thread is represented by the ISA configuration: isa(c.k)
- the input matches the step:

in € Yyrps A (in = (core,wy, wp, eev) = —eev[0])
— the single core MIPS-86 transition is defined for some d’:
8rMIPS (conf}%ﬁ%s(c),in) =d

Then, using the shorthands StI’, k., and k' from above, we define 517{/[’)9(’2(0, in) by the

same equation (7.1).

In all other cases the transition function 65;%% (¢, in) is undefined.
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7.2 Concurrent Extended Mixed Machine Semantics

Analogously to the concurrent MX semantics in Section 5.4, we define the concurrent MXA
machine.

Definition 7.28 (Configuration of Concurrent MXA Machine). Configurations of the concur-
rent extended mixed machine with nt € N MXA threads are defined by the set

de, )
Cemxa 2 (k: Npp — Kuxa, M : B2 — B®)

Definition 7.29 (Stack Information Abstraction for Concurrent MXA Machine).

e For every MXA thread with index N,,; we consider a distinct base address of the corre-
sponding stack information, namely, we have the sequence

nt

StIbas € (B?)

o All other uninterpreted functions Stlbanest, sba, mss and the constant Stlsize treated as
parameters for the MXA model are common for all threads.

Definition 7.30 (Sequential MXA Configuration from Concurrent MXA). For a given concur-
rent MXA configuration ¢ € Covxa and ¢ € N,,; we define confuxa(c, t) € Cauxa such that

I
(LY

€,

confuxa(c,t) = (c.k(t),e.M)

Definition 7.31 (Concurrent MXA Transition Function). Now, for a given MX program 7 €
Progyx with inline assembly, the environment parameters § € Paramsciy, and code base ad-
dresses cba = (cbaci, cba,) € B3? x B32 determined by the linker placing the compiled program
7 into the memory, the transitions of the concurrent extended mixed machine are defined by
the function

7,0,cba .
Ommixa + Comxa X Npg X Evxa — Comxal

such that for a configuration ¢ € C.umxa, an index ¢t € N,,; of an MXA thread performing a step,
and an input in € Xyxa, the result of the transition is defined as

0,cba .
dika (e, tyin) =
eMXA A= D 1 : otherwise

def {(c.k[mc;.k], GM) £ L

where the next sequential MXA configuration c; is computed for ¢; = (cba, Stlbas,) as

¢, = 617\;[’5(’1? (confuxa(c, t),in)

If ¢, does not exist (recall that the sequential MXA function is partial), then the result of the step

57 0:e% (¢ ¢, in) is undefined.

Obviously, in the semantics we require that any stepping MXA thread ¢ has a well-formed
configuration:

wfeonf 2L (confuxa(c,t))
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7.3 Compiler Correctness for the Sequential Extended Mixed
Machine

Similarly to Chapter 6 we proceed with the justification of the MXA machine encoded by the
SB reduced MIPS-86. First, one has to consider a sequential case adapted for further concurrent
context.

7.3.1 Sequential Simulation Relation

Since the MXA machine performs either MX, or MIPS-86 steps, the simulation relation is either
the MX compiler consistency, or the coupling of MIPS-86 components such that the compiled
code resides in the memory. Again, in order to apply this simulation in the presence of envi-
ronment steps, we have to exclude the region of possibly inconsistent memory. Recall, that he
memory inconsistency might be caused by MX steps of another core that has not reached an
MX consistency point, or by writing to a store buffer of another processor in the non-reduced
ISA machine.

Definition 7.32. For any sequential MXA machine configuration ¢ € Cyxa, a SB reduced MIPS-
86 configuration d € Cyips, code base addresses cba = (cbaci, cba,,) € B3? x B*?, compiler infor-
mation info = (info, info,) € infoT\;x, and memory addresses icm C Apy, \ AS9de (info, cba)
we define the sequential MXA simulation relation as

U
&

. . . €,
consisyxa (¢, d, 7,0, info, cba,icm) =

(i) ma(c.k) = consisux (conf%%A(c),dﬂr,G,mfo,cba,c.k.sba,c.k.mschm)

(i) isa(c.k) = d.cpu = c.k AVa € B3\ icm. d.m(a) = c.M(a)

7.3.2 Consistency Points

In order to define the consistency points for the MXA machine, and the SB reduced MIPS-86
executing its compiled code, we first define the predicates indicating which code is executed:
compiled code of hypervisor / OS kernel MXA program, inline assembly portion of this code,
or some compiled code not belonging to the considered MXA program. In the last case the code
may belong to user processes / guests, or to compiled libraries used by hypervisor / OS kernel.

Definition 7.33 (Addresses of Instructions in Inline Assembly). The set of addresses of in-
structions in inline assembly portions of a MASM program 7, which compiled code contained
in info, is placed in the memory at the code base address cba,, is computed by the function

p € dom (m,) A
—ext(p, m,) A
Alntine (7, info,,cba,) =  adrige| loc € [L: |m,(p).body|] A

7. (p).body[loc] = asm{il} A

ieL: i —1]

where adrio.; = camasm(p, loc,info,, cba,) +32 (4 -1)4, is an address of an instruction in the
inline assembly sequence il.

Note here that we exclude the address of the first instruction in il because it corresponds
exactly to the starting addressed of the compiled asm{3il}.
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MX steps Inline assembly Execution of a compiled code MX steps
—
MXA >0 > 30302020 > 20> >0 > PO >
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MX MX MX MX MX
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Block implementing Blocks not implementing
abstract MX steps abstract MX steps

Figure 7.2: Consistency points for MXA machine and MIPS implementing it. The dots depict
the consistency points chosen for both machines such that the unnamed points are additional
ones along with those inserted by the MX compiler. The arrows between the machines represent
the consistency relation where the shaded dashed ones denote that the coupling holds but it is
out of our interest.

Definition 7.34 (Processor Runs Inline Assembly). Then, we define that the processor core
with a configuration core € C.,,. executes inline assembly by

L. . def inline ;

inline(core, m,, info,, cba,) = core.pc € ANjasyy(my, info,,, cbay,)
Definition 7.35 (Processor Runs Inside/Outside Hypervisor/OS Kernel Code). Similarly, we

test whether the core runs the compiled code of hypervisor / OS kernel MXA program or not
by the predicates

d . .
inside(core, info, cba) =) core.pc € AL (info, cba)

def . | .
= —inside(core, info, cba)

outside(core, info, cba)
Now, we can choose consistency points for the extended mixed machine. These consistency
points will be treated as interleaving points when we apply the order reduction for the arbi-
trarily interleaved steps of MIPS implementing our MXA machine and consider the concurrent
simulation. On first sight, when the extended machine makes MX steps, one would like to con-
sider the MX consistency points. In all other cases, since we would be able to couple the MIPS
configuration present in the MXA machine with the one executing the code, one might wish to
have this consistency in every step. A corresponding computation of consistency points must
be also applied on the MIPS-86 level. However, things are more complex.
In fact, reaching an MX consistency point does not guarantee that we manage to reconstruct
a corresponding MX thread configuration. A typical case will be considered later when we
switch to a newly created stack where a return address residing on the stack is the starting
address of a callee’s epilogues instead of a caller’s prologue. In this case one continues MIPS-86
ISA steps until we reach another consistency point and try to apply the reconstruction again
(see the execution of the compiled code on Figure 7.2).
If one would like to have a consistency point at every step in both machines during the exe-
cution of the compiled code not implementing abstract MX steps, it would be possible to detect
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it from the MXA thread configuration, but not in the implementing MIPS-86 machine. The rea-
son is that one would need to distinguish between steps in the blocks implementing and not
implementing MX steps. In contrast to the latter case, in the former case we have to consider
only the points inserted by the compiler. In order to detect the case purely on the MIPS-86
level, one has to test whether the reconstruction is possible and keep a ghost history indicating
whether we still implement the abstraction, what, in turn, requires to take into account a mem-
ory region occupied by the stack. Using such memory addresses for detecting the interleaving
and consistency points, however, is not allowed by the Cosmos model and sequential simulation
framework from Chapter 2.

Therefore, we will require the simulation relation to hold at every MIPS-86 step only when
the processor executes inline assembly or some code outside of our compiled program. This
means that even if a corresponding abstract MX steps does not exist during the execution of
the compiled code, we will still use only the consistency points inserted by the compiler and
consider the simulation at these points (see non-dashed arrows on Figure 7.2) though the trivial
coupling for the abstract and implementing machines is possible in between.

Definition 7.36 (Consistency Points for MXA Machine). Given an MXA thread configuration
k € Kuxa and , info, 0, cba, we define whether the corresponding MXA machine is at the
consistency point by the predicate

I
<

epnixa (k, m, info, 0, cba) =

(i) mx(k) = cpux(k-kmx.ac, info)
(ii) isa(k) = outside(k.core, info, cba) V
inline(k.core, m,, info,,, cba, )V

cpMps(k.core, m, info, 0, cba)

For a configuration ¢ € Cyxa we simply reload the definition for brevity as

epmxa (¢, m, info, 0, cba) dEef cpvxa (c.k, 7, info, 6, cba)
Definition 7.37 (Consistency Points for MIPS-86 ISA Executing MXA). Analogously, for the
reduced MIPS-86 machine with a processor core configuration core € C.,re we define
cpMiips (core, T, info, 0, cha) =4 outside(core, info, cba) V
inline(core, 7, info,,, cba,) v
cpMFips (core, T, info, 0, cha)
Then, for d € Cyips we rewrite

d
cp%ﬁ%s(d,ﬁ, info, 0, cba) éf epMFss (d.cpu.core, T, info, 0, cha)

7.3.3 Accessed Addresses

Definition 7.38 (Memory Addresses for Stack Information Retrieving). Similarly to the com-
putation of the stack information in Definition 7.7 for a given a € B32 U { L} we recursively
collect all byte addresses occupied by stack information regions

A (am)dzef 0 ca=1Va=03%
SRS o {0} g15ize U Asir (StIbapeg (a,m),m) : otherwise

Therefore, Ag;(StIba, m) contains addresses belonging to all stack information regions.
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Definition 7.39 (Memory Addresses Accessed for Reading and Writing during an MXA Ma-
chine Step). For a configuration ¢ € Cyxa and input in € Epxa such that the extended ma-
chine step 677 (¢, in) with . = (cba, StIba) is defined we compute sets readsy; , (¢, in, cba, Stlba),
writesy;s (¢, in, cba, Stlba) of addresses at which the memory is read and written during the

MXA step. So, using the shorthands

Cmx = confrx(©) d = conf )ziips(c) d' = draips(d, in)

~

d= confﬁﬁﬂés (c,in) n = (core, € Cwatks € Cowalks 0256) d = §mrps(d,in)

and for any = € Cyps with gpr, = x.cpu.core.gpr
sti(xz, StIba) = Rsir (gpra(sp), gpr«(bp), x.m, Stlba)

the set readsyix 5 (¢, in, cba, Stlba) is obtained as (i) the MX reads-set for a mixed machine step,
and (ii) in case of the switch to inline assembly or a pure ISA step it includes (a) the reads-set
of the MIPS-86 model if there is no end of ISA steps, (b) this reads-set together with addresses
for stack information if the end of ISA steps is reached and a matching base address of the stack
and its maximal size are not found, and (c) if they are, readsy;% (¢, in, cba, StIba) is computed
as the MIPS-86 reads-set together with addresses for stack information and the stack:

d
readsf\r,&A(c, in, cba, Stlba) o
readsyx (Cmx, 7, 6) : mx(e.k) A\ —startl,,(c)
readsyups (d, in . startT,, (c) A —end " (d .cpu)
readsyps (d,in) U Agy (Stba, d'.m) . start?,,(c) A end 2 (d'.cpu) A

sti(c?’, Stlba) = L
readsmips ((j7 2/7\1) U Agy (Stlba, d'.m) U Astack (sha’, n@) . startT,, (c) A end ™2 (d .cpu) A

8a sa
sti(d, StIba) = (sba’, mss’)
readsyps (d,in) :isa(c.k) A —end™ P (d .cpu)

8a

readsyips (d,in) U Agiy (Stlba,d’ .m) s isa(c.k) A endﬁ’g’d’“(d’.cpu) A

sti(d', Stlba) = L
readsyips (d,in) U Agy (Stlba, d'.m) U ASI9 (sba’,mss')  : isa(c.k) A end 2 (d .cpu) A

sti(d', Stlba) = (sba’,mss’)

Note that the definition of readsy;% , (¢, in, cba, StIba) depends on the intermediate MIPS-86 step
because it can change the stack information in the memory.?

The set wm‘tesﬁf( Alc,in) is defined as (i) the MX writes-set for a mixed machine step, (ii)
the MIPS-86 writes-set together with the set of stack addresses? in case of the switch to inline

3In order to compute readsgi‘f(‘gb“(c, in) only on the base of the input configuration, one would need to introduce

software conditions requiring that the stack information in the memory is not changed during the step before a
possible reconstruction:

isa(c.k) A end;’g’cm (d'.cpu) = Agi(Stlba,d.m) = Agi(Stlba,d .m)

start?,, (c) A end™? P (d .cpu) = Agy(Stlba,d.m) = Agyr(Stlba, d .m)

1sa 1sa

4Recall that during the switch to inline assembly the memory region occupied by the stack is provided by the input
for the MXA step and put into the memory of the MXA machine.
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assembly, and (iii) the MIPS-86 writes-set for a pure ISA step:

def
writesz\r/[’fm(c, in) &
writesyx (Cmx, T, 0) : max(e.k) A —start?,,(c)
(¢, info, c.k.sba) U writesyips (d, m) . startT,(c)
: isa(c.k)

7,0
Astack
wm’tesMIps (d, m)

where the compiler information info is computed as before.
Definition 7.40 (No Access to icm by MXA Machine). We combine both sets into
readsﬁ%A (¢,in, cba, Stiba) U writesf\r/[’fiA (c,in)

accadﬁ%A(C, in, cha, Stlba) =
and define a predicate indicating that addresses icm are not accessed

d
noaccyjx A (¢, in, icm, cba, Stlba) L accadﬁiA(c, in, cba, Stlba) Nicm = ()

7.3.4 70-and OT-Points
Definition 7.41 (ZO- and OT-Points for MXA Machine). Using the same shorthands from
d = conf riips(c)

Definition 7.39, namely,
start ( c, i 77,)

d = conf \ipg

we define the MXA ZO-points as
ZOTS \ (¢, in, info, cba) o
: max(e.k) A —startl,, (c)
. start?,(c)
: isa(c.k)

IO;\T/I’%A (Cmx)
TOMEps (c?, 7, info, 0, cba)
ZOwmps(d,in) A
(=mode(d.cpu.core) = TOMYps (d, T, info, 0, cba))
The last case means either any step in user mode, or a processor step in system mode without
interrupts such that the core executes cas, locksw, or a a volatile access by lw in the compiled

max(c.k) A —startT,, (c)

code.
The MXA OT -points are simply
; o M&A (Cmx)
OTT \(cyin) = { OTMNpg (d) . startT,(c)
OTMIPS (d, Z?”L)
Definition 7.42 (C-IL ZO-Points are Consistency Points in MXA). Additionally, we apply Def-

U

: isa(e.k)

mz(c.k) = IOcpg/& (confM%A(c), info)

L
4

€,

inition 6.51 for the MXA machine.
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Definition 7.43 (ZO- and OT-Points for MIPS-86 ISA Executing MXA). For the SB reduced
single core MIPS-86 in a configuration d € Cyrps the corresponding predicates are defined as

TOMTSs(d, in, 7, info, 0, cba) o ZOwmrps(d,in) A

(—mode(d.cpu.core) = TOM s (d, T, info, 0, cba))

. def .
OT miips(d,in) = OTaps(d,in)

7.3.5 Requirements and Conditions for MIPS-86 Machine

Now, similarly to the sequential MX compiler correctness, we define requirements on steps of
the SB reduced MIPS-86 machines which will enable the simulation for the extended MX model.

Definition 7.44 (Suitability of Inputs for Reduced MIPS-86 Executing MXA). We consider an
input in € Xyps to be suitable for the MXA simulation when the reset signal is low. Using the
previous definition for the MIPS-86 encoding the MX machine, we define

suitMiniss (in) o suitMips (in)

Recall that according to Definition 6.54 the well-formedness of the MIPS-86 configuration for
the MX simulation required that the processor core must be in system mode, the store buffer is
empty, and the maskable interrupts are masked. Moreover, the software conditions guaranteed
that MASM steps could not change the mode and status registers.

In the extended mixed machine semantics applicable for system programming, one might
need to unmask the interrupts already during the hypervisor / OS kernel execution, therefore
we will require the same well-formedness only when the processor executes the compiled MXA
programm except its online assembly portions. Moreover, since the inline assembly belongs to
the system code, the processor must be in system mode and have the empty store buffer what
is guaranteed by the SB reduction.

Definition 7.45 (Configuration Well-Formedness for Reduced MIPS-86 Executing MXA). Then,
for d € Cyiips, given m, info, cba, and the shorthand core = d.cpu.core, we define

d
wfeonfMXSs(d, 7, info, cha) o
(i) inside(core, info, cba) A =inline(core, m,, info,,, cba,) == wfconf s (d)
(ii) inline(core, m, info,, cba,) == —mode(core) A d.cpu.sb = ¢
We have already conditions that no reset occurs and the device and overflow interrupts are
masked. As we already know, in order to simulate the MX machine, the compiler has to guar-
antee that no illegal instructions appear in the code and memory accesses are properly aligned.
We require this in the well-behaviour of the MIPS-86 machine executed MXA program. More-

over, again one has to show that the software conditions needed for the store buffer reduction
are transferred.

Definition 7.46 (Well-Behaviour of Reduced MIPS-86 Executing MXA). For the same argu-
ments as in the previous definition, an input in € Xypg, and the shorthands core = d.cpu.core,
I = d.my(core.pc) we define
de
whMSs(d, in, 7, info, cba) o
(i) scenps(d,in)
(i) inside(core, info,cba) A —inline(core, 7, info,, cba,) == —jisr(core,I,eev,0,0)

where eev comes from the only possible for this case input in = (core,wr, wp, eev).
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7.3.6 MXA Sofware Conditions

The static software conditions for the extended mixed machine differ from those stated for the
MX machine in Definition 6.56 only for the code and stack regions. Namely, since the hypervisor
/ OS kernel can use compiled libraries, the compiled program r is included to the code region
among with other binaries. Moreover, the stack region can be changed in the MXA semantics.

Definition 7.47 (Static Software Conditions for MXA). Therefore, for given =, info, 8, cba, we
adapt the needed static conditions from Definition 6.56 as follows:

. def
sestat (,info, 0, cha) =

(i) Aede(info, cha) C Acode

(it)  wvalid§$se (info, cba)

(iii) AL (mein, 0) \ AGT (7eir, 0) C Adata
(iv) A (e, 0) = Aconst

(v) sk (m,0)

Definition 7.48 (Dynamic Software Conditions for MXA). Given an MXA machine config-
uration ¢ € Cyxa and an input in € Yyxa such that the MXA step ¢ = 517\7/[’3(’2(0, in) with
¢ = (cba, Stlba) is defined, we state the dynamic software conditions for this step and require
that: (i) for any MX machine step the dynamic MX software conditions hold, (ii) for any MIPS-86
step the software conditions needed for the store buffer reduction hold, (iii) before a successful
reconstruction of an MX thread configuration, the masked interrupts must be masked by the
programmer again, (iv) all stacks found in the memory do not overlap, and (v) — (vi) the current
stack as well as all stack information regions belong to the data region of the memory.

Let ¢y, d, c?, in be the shorthands from Definition 7.39, then using d, in, 8/, sbas, msss consid-
ered below, we define

Iy
<

seaiya(c,in, m, info, 0, cba, StIba) =

(i)  ma(c.k) A —startT,

1sa

(c) =
s (o in, T, info, 0, cba, c.k.sba, c.k.mss
MX I LS Y I )

(ii)  ma(c.k) A startT,

T .(c) Visa(c.k) = scmips(d,in)

(iii) isa(c.k) Amax(d.k) = Vie {1,7}. El.cpu.core.spr(sr)[i] =0
(iv) isa(c.k) Ama(c.k) = validte*s (|sbas|, sbas, msss)

(v) mza(ck) = Al (c.k.sba,c.k.mss) C Adata

(Ul) Ast](Sth(l, CM) C Adata

where the corresponding MIPS-86 configuration d and the input in are

(@) = (c/l\, in) : ma(ck) A startT,, (c)
’ (dyin) : isa(c.k)
and, hence, the next MIPS-86 configuration is computed as d = Svrps(d,in). Moreover,

the information about all available stacks used during the reconstruction is (sbas, msss) =
StI(StIba, d .m).
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Definition 7.49 (MXA Software Conditions). Combining both definition from above, we get

d
semxa (¢, in, , info, 0, cba, Stlba) éf

(i) sctsd s (m,info, 0, cha)

(ii) sc{\if;A(c, in, T, info, 0, cba, Stiba)

7.3.7 Sequential MXA Compiler Correctness in Concurrent Context

Similarly how it was done in Section 6.1.2.8 we introduce a few auxiliary definitions and state
the sequential MXA compiler correctness needed for the justification of the concurrent MXA
model. The definitions here are simply obtained from Section 6.1.2.8 by substituting the predi-
cates for the MX machine by the corresponding ones defined in this chapter.

For existing MXA steps from a given configuration ¢y € Cyixa till the next consistency point,
we require that the MXA software conditions hold, the possible inconsistent region icm of mem-
ory is not accessed, and the configuration of the MXA machine at the consistency point is well-
formed. Formally, using ¢ = (cba, StIba), we define

de,
SCseqyix a(co, T, info, 0, cba, Stlba,icm) o
Vn € N, S ((CMXAJ_)HJ'_I ,)\ (S (EMXA)H .

(i) c1=1coA (01 oy Cn+1)

MX A
(i) Vie[2:n].¢; # L = —cpuxalc,,info, 0, cba)
(ii)) cpt1 # L = cpuxal(cnt, 7, info, 0, cba)

_—

(i) Vi e N,. semxal(ci, \i, 7, info, 0, cba, Stlba) A

noacc&’f{A(ci, i, iem, cba, Stlba)
(i) cpp1# L = wfconfﬁfgzb“(cnﬂ)

In order to make the restrictions on the number of ZO-points and require the proper im-
plementation of MXA steps suitable for ZO-operations and ownership transfer, we define a
predicate for non-empty sequences d € (Cyips)”, o € (Smips)”, such that |d| = |o| + 1, and
ce (CMXA)*/ T E (EMXA)* with |C‘ = |T| + 1:

I
&

. €
oneIO%\ﬁ%S (d,o,c, 7,7, info,0,cba) =

(i) Vi, j € Ny ZORi%a(Cis Tis info, cba) A TOWS A (¢j, 75, info, cba) == i = j

(ii) Vi, j € Nj,. ZOMIBs(di, 04,7, info, 0, cba) N TOMBs(dj, 05,7, info,0,cba) = i=j
(ii) <3i € Ny ZO%Y A (i i, info,cba)) — (3i € Ny TONs(d;, 01, 7, info, 0, cba) )
(i) (3 € Ny OTfa(cinmi)) = (3i € Npop. OTMiids(di, 1)

Additionally, we use the following shorthands to indicate that there are no consistency points
in the given sequences:

. def . .
nocp%\fﬁés(d,ﬂ, info,0,cba) = Vi€ Ng|- ﬂcpgﬁﬁés(di,w, info, 8, cba)

d
nocpvxa (¢, m, info, 6, cba) éf Vi € Nig. mepuxa (e, m, info, 0, cba)
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Finally, the sequential compiler correctness for the extended mixed machine can be formu-
lated in the way needed for its application in the concurrent context. Its statement is very similar
to the correctness for the mixed machine given in Theorem 6.1 in detail. The only major differ-
ence is that instead of the base address of the stack and its maximal size we consider the base
address of the stack information. Moreover, the possible inconsistent memory icm for the MXA
machine does not include the code region.

Theorem 7.1 (Sequential MXA Compiler Correctness in Concurrent Context).

V7 € Progyx,cba € B32 x B32 Stlba € B32,0 € Paramsciy,
Co € (CMXAa Z"foO S mfoTMX,icm S 2B32, ke N, de (CMlps)k+1 NONS (EMlps)k
(i) wfeonf 52 (co) A wfconf Mibs(dy, 7, info, cba)
(i) cpmxal(co, T, info, 0, cba) A cpMaiss(di, T, info, 6, cba)
(ii) icm C Apyp \ AS (info, cba) A consisnixa(co, d1, , 0, info, cba,icm)
(iv) (dl —>§7‘1\/IIP57W dk+1) AVi € Ny. suz’t%ﬁ%s (wl)
(v)  nocpMFes(d[2 : k], 7, info, 0, cba)
(vi)  SCseqyxa(co, T, info, 8, cba, Stlba,icm)
—
IneN,d € (Caups)" 0 € (Zaps)” ,m € Nye € (Cuxa)™ 7 € (Suxa)™ .
(i) n>kAd[l:k+1]=dAol:k]l=w
i) (A~ o durr ) A VI € Ny suitl s (o)
(iii)  cpMiips(diq,m, info, 0, cba) A nocpMifips(d'[2 : n], m, info, 0, cba)
(iv) wfconf%\ﬁés(dgﬂ, , 0, info, cba) AVi € N,,.wbMiss (df, o7, 7, info, cba)

0.cb
(v) c1 =co A (Cl HSTTLI',G,L - Cm+1> A wfconfwMXZa(cm+l)
MXA>

(vi)  epmxa(Cma1, T, info, 0, cba) A nocpyxa(c[2 : m], w, info, 0, cba)
(vii)  validy (7, info, ) A IOcpﬁiA(cmH, info)
(viii) oneI(’)?MN)I(I‘%S (d',o,c, 1,7, info, 6, cba)

(ix)  consisymxa (Cm1,dp o1, ™, 0, info, cba,icm)

with v = (cba, Stlba).

We leave the proof of this theorem out of the scope of the thesis because we do not consider
the compiler implementation in this thesis. In order to prove the claim, along with the appli-
cation of Theorem 6.1 one has to argue about additional cases. For instance, if after an inline
assembly step the control returns to the compiled code of the program 7 not at a C-IL con-
sistency point, the compiler has also to guarantee that the next consistency point is reachable.
This claim, however, is not covered by Theorem 6.1 because we consider there only execution
starting from MX consistency points.

201



7 Semantics and Correctness of Concurrent Extended Mixed Machine for MIPS-86

7.4 Justification of the Concurrent Extended Mixed Model

7.4.1 Cosmos Model Instantiations

Concurrent Extended Mixed Machine

Given a program m = (7, 7.1) € Progyx with inline assembly, the environment parameters
0 € Paramsciy, the system information cv = (cba, Stlbas) with cba € B2 x B32, Stlbas € (IB%SQ)np
wrt. the number np € N of processors in the multi-core MIPS-86 machine, and the compiler
information info = (emplvasm(m,), empler (mein) ), we define the instantiation Sf\r,[’g;’g € S of the
Cosmos model for the extended mixed machine.

Let cmxa(u,m) = (u.k, [m]ys2) be an MXA configuration composed from the MXA thread
configuration u.k, and the partial memory m : B3? — B® extended with dummy values. Then,

the signature of the Cosnos model S5;%¢" is defined as:

o 5705 A= B
In contrast to Sf/[’f(’g from Section 6.2.1, the code and stack regions are visible in the con-
current MXA model.

7,0,cL _ m8
o Siixa V=0

o Stixa R = AGE" (meit, 0) U Acode
with A$94e (info, cba) C Acoae following from the MXA software conditions.

Sﬂ',G,CL o
MXA DU =D

o Sywstd = (k € Kuxa, Stlba € B3?) U {1}
The second components is introduce in the unit configuration in order to match the for-
malism of Cosmos model because we never use an index of the unit in the Cosmos model
instantiation. Therefore, for any unit configuration u € Sy;%5" U we will refer the MXA
thread configuration by u.k, and the stack information base address of this unit by u.StIba.

Obviously, we will require for £ € C ST0

Stibainvyxa(E) = Vp € Nuy. E.uy.Stlba = Stlbas,

7,0,cL _
° SMXA £ = ZMXA

readsf\r/&A ((u.k,m),in,cba,u.Stlba) : u # L

7,0,cL . _
* Syixa -reads(u,m,in) = {@ . otherwise

1o : !
(U ) mea'M|1UTit68;\r,f)6(A(mea(uym)yin)) P LA i 7 L

7,0,cL .
o Suxa 0(u,m,in) = q (L, my) cut LA, =1
undefined : otherwise
where ¢, = 6% (Cusa(u, m), in) with ¢ = (cba, u.Stlba) is the next sequential MXA ma-

chine configuration, v’ = (¢}, .k, u.Stlba) is the next unit configuration, and mgy denotes

the empty function with dom (mgp) = 0.

. S;\T,[’;;’X.IP(u,m,in) =(u# 1 = cpuxa(u.k,m,info,0,cba))
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. Sg/&:l@(u,m,in) = (u #1 = IO{Q&A (Cmxal(u, m),in, info,cba))
o ST -OT (wmyin) = (u# L = OTn (cmalusm), in) )

SB Reduced Multi-Core MIPS-86 Implementing Concurrent MXA Machine

The instantiation ST € S of the Cosnos model with the SB reduced MIPS-86 concurrently

running the compiled code of the MXA program 7 is very similar to 5:1(491’1538 from the previous
chapter and defined as:

e For components X € {A,V,R, nu,U, &, reads, 0} the instantiation is equal to the one for
the reduced machine
S:ﬂ/?ﬁgSX = S,Mmips.- X

with Aﬁffgl(e(info, cba) C Acoge and Aconst = AGT (7en, 0).
. S:ﬁ,?hc;slp(u, m,in) = cpMips(u.core, T, info, 0, cba)
7,0,cL . MXA . .
o Siuips-ZO(u,m,in) = ZO\iips ((u, [m]gs2), in, 7, info, 8, cba)

o ST OT (u,m,in) = OT 4iibs ((u, [m]gaz, in))

7.4.2 Sequential Simulation Theorem

As the next step, we instantiate the sequential simulation framework ngl\;’; (m0,ct) € R for

the two Cosmos models Syy%s’, ST € S defined wrt. the given 7, 6, and ¢t = (cba, Stlbas).
Ford € Cproc X Cyp, d = (cpu,m), c € Sf/ff(’z Ux (B3 — B®), ¢ = (u, M), and info € infoTx,
icm € 28" we define

P = infoTyx
sim(d, ¢, info,icm) = dcm C Apyp \ A$YE (info, cba) A
validyly (, info, 6) A IOcpZ\T/I’f(A(c, info) A
(u #1 =
consisvxa ((u.k, M), d, w8, info, cba, icm) )
CPa(u, info) = (u# L = cpuxalu.k,m, info, 0, cba, info))
Rg?ﬁl‘;s (7,8, ct). < CPc(cpu, info) = cpMEBs(epu.core, m, info, 0, cba)
wfa(c) = u# LA wfeonf 52 ((uk, M))
wfe(d) = wfeonfMI84(d, w, info, cba)
suit(ing) = suitMps(ing)
sc(eyine, info) = (u£l =
sevxa ((uk, M), in, w, info, 0, cba, u.Stlba))
wb(d, ing, info) = wbMFBs(d, ing, . info, cba)

Obviously, having proven Theorem 7.1, one easily gets that the generalized sequential sim-
ulation Theorem 2.3 also holds for S7;7s", ST%¢ € S and the framework RXA (7.0,c1) € R
instantiated wrt. the given program 7 and the parameters 6, c.. Hence, the sequential MXA
compiler correctness in the concurrent setting in terms of Cosmos machines is stated similarly to

Theorem 6.2.
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Theorem 7.2 (Sequential MXA Compiler Correctness for Cosmos Model Simulation). The

generalized sequential simulation Theorem 2.3 holds for any Cosmos models S{;%5", SToc € S and

the simulation framework R?ii’;‘;s (m,0,c) € R instantiated wrt. any given mixed machine program
T = (T, Teil) € Progyx with inline assembly, the environment parameters 6 € Paramscir,, and the
system information c. = (cba, StIbas) with cba € B2 x B2, Stlbas € (B2)"", and the number

np € N of processors in the multi-core MIPS-86 machine.

7.4.3 Concurrent Model Simulation

Finally, we consider the shared and unit invariants as well as other properties which enable the
simulation between MXA and SB reduced MIPS-86 Cosmos machines for the given program m
and parameters 6, ct.

First, in order to define the property Pgro.c instantiating Pg, in Theorem 2.4, we introduce

auxiliary predicates.

Definition 7.50 (Guest Addresses are Shared in MXA Cosmos machine). Obviously, as before,
for any configuration £ € Cy- et of the MXA Cosmos machine we require that Ay, is always
treated as shared and no addresses from Agyes¢ can be owned by any execution unit.

d
oginvyxa(E) L Aguess € B.S Np € Npa. E.Op N Aguest = 0
Definition 7.51 (Current Stacks and Stack Information are Local in MXA Cosmos machine).
Moreover, for such configurations E we require that the memory regions occupied by the stacks
having the MX abstraction are locally owned. The same holds also for all stack information
regions.

d
ostinvyxa (F) éf

(i) Vp € Nyy. maz(Eup.k) = A% (sbay,, mssy) C E.O0, \ E.S
(ii) ¥p € Nyy. Asr(E.up.Stlba, E.m) C E.O, \ E.S

where sba, = E.uy,.k.sba and mss, = E.up.k.mss denote the stack base address and maximal
stack size for the unit p.

Therefore, the property P¢x.0... on configurations of the MXA Cosmos machine is formalized
MXA
as
de,
Pyro.c (E) =) 0ginvyx A (E) A ostinvyxa (E) A Stlbainvyxa (F)
MX

Since the sets of memory addresses in both machines are equal, the shared invariant is trivial.

Definition 7.52 (Shared Invariant for Concurrent MXA Machine Simulation). For the Cosmos
models instantiated with the extended mixed machine and the SB reduced MIPS-86 we demand
the equality of their sets of shared S, Spxa, read-only R, Rumxa, and owned O(p), Omxa(p) by
each unit p addresses, as well as the contents of shared and read-only memories m, mmxa-

Svag/?l\(ﬁps (m,0,cL) ((m, S, R, 0), (Mmxa; Smxa, Rumxas Omxa)) déf
(l) S= Srnxa
(ii) R =Rmxa

(iii)  Vp € Npy. O(p) = Omxa(p)

(iv) M= Mmmxa
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Like in the concurrent MX machine simulation, we do not need to introduce any restrictions
on the unit’s configuration of the SB reduced machine and set for cpu € Cp,oc

de,
winuIMXA (W,H,CL)(cpu,O,S) Ef 1

SrMIPS

Now, given that Assumptions 2.1- 2.4 are discharged for the instantiated machines wrt. any
m, 0, ct, one easily guarantees that the Cosmos model simulation theorem holds for each case.

Theorem 7.3 (Cosmos Model Simulation Theorem for all MX Programs with Inline Assem-
bly and System/Environment Parameters). Theorem 2.4 holds for any programs m = (7, Tei1) €
Progyx with inline assembly, the environment parameters 8 € Paramscr,, and the system information

ct = (cba, Stlbas) used for instantiation of the models Sgyys!, ST, € S.

7.4.4 Application of the Concurrent MXA Machine Simulation

The application of the concurrent MXA machine simulation for the order reduction is pretty
similar to the one covered in Section 6.2.4.

Particularly, one can easily prove the claim of Lemma 6.1 for wb%\ﬁfss (d,in, m, info, cba) by the
same argumentation as before.

Moreover, for the store buffer reduction we need the property Ps, ;. (E) for E € Cg,\ps-
In fact, we have oginvyxa (C) for C € C Sp0er and the shared invariant sinv(D, C, par) requires

that the sets of addresses and memory regions involved into the coupling are the same for C
and D € Cg,~o.. of the extended SB reduced MIPS-86 Cosmos machine. Therefore, the claim

TMIPS
of Lemma 6.2 for this case directly follows from the shared invariant and does not need other

argumentation.

Additionally, one can also consider the transfer of any other divisible property Péme,u of the
MXA

MXA Cosmos machine (such that the simulation hypothesis hold) into the incompletely simu-

lated property Q[P~, , .., par] of S'Tfits.

gm0

Having transferred the well-behaviour and safety properties from suitable block schedule
computations to any arbitrary interleaved computations of the SB reduced multi-core MIPS-
86, one can apply the order reduction and the store buffer reduction in the way sketched in

Section 6.2.4. We leave these technical details here as a simple bookkeeping exercise.
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Concurrent Kernel Threads:
Model, Implementation, and
Correctness Criteria

In the previous chapter we considered and justified the semantics of the concurrent machine
with MXA threads being executed on the multi-core MIPS-86. This semantics can be used for
the implementation of hypervisor and operating system kernels where multi-threading can be
restricted by the number of processor cores. However, as we already know, it is typical to have
more threads operating in the address space of a given system or user process.

In this chapter we proceed with the extension of the concurrent MXA semantics with coop-
erative! POSIX-like threads [POS95, But97], provide their abstract model, implementation, and
consider the correctness criteria in detail. We chose the minimal number of operations on kernel
threads which should be sufficient for multi-theraded system programming as well as imple-
mentation of other functions of POSIX API. Particularly, we pay attention on the semantics and
correctness of the thread switch based of stack substitution, and special functions working on
shared resources requiring lock protection.

To the best of our knowledge, though the stack based switch is a classical method used by
system programmers (e.g., see Chapter 20 in [Han96]), the detailed semantics of such a thread
switch and correctness of its implementation for the industrial-like higher-level programming
languages on multi-core machines is not considered in any known scientific works (e.g., [FS05,
FSV*06, FSDG08, NYS07, GFSS12]). Moreover, in order to specify operations using the lock
protection, we take into account our model for concurrent simulation and split the operations
into phases similar to those considered in [CL98].

The semantics of kernel threads given here is more detailed than just the concurrent MXA
machine containing a number of threads greater than the number of processor cores and addi-
tionally specifying operations on them. Some details (e.g., information about the stack in the
call of the thread creation function, thread identifiers explicitly provided for the thread oper-
ations) are needed by the thread manager responsible for the scheduling policy, cleaning the
system from the finished thread, queuing requests between threads, etc., and can be further ab-
stracted away in the presence of its implementation and the memory manager performing the
memory allocation.

n comparison to preemptive threads being switched by the scheduler that can take a decision about the time slot for
the thread execution and also rely on the timer interrupts, the cooperative threads decide by themselves when and to
which next thread they give the control.
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

8.1 Abstract Model of Kernel Threads

8.1.1 Program and Parameters

In the model we consider a program © = (m,,71) € Progyx corresponding to the code of
the hypervisor / OS kernel implementation. Since the context switch and virtualization are
supposed to be performed on this level, the MASM program 7, is allowed to contain inline
assembly portions.

The C-IL program 7; has the declaration of the function pointer type thfun_t for thread entry
functions

typedef void (*xthfun_t) (u32);

and the external functions

extern void thread_create(u32 tid, u32 pid, thfun_t fn, u32 arg, void xsba, u32 mss);
extern void thread_acquire();

extern void thread_run (u32 tid);

extern void thread_exit_to(u32 tid);

extern void thread_delete (u32 tid);

implementing the operations on the kernel threads, namely
o thread_create — creation of a new thread for a given processor,

o thread_acquire — acquiring all newly created threads by the running processor,

thread_run — switch a thread with a given identifier,

thread_exit_to — finishing the running thread and a switch to a given thread,

thread_delete — deletion of a given finished thread.

We call them as special functions or primitives and define the set FZ™" C F,, 4, of corresponding
function names as

I

[Fprim éf {thread_create, thread _acquire, thread_run, thread_exit_to, thread_delete}

name

A typical lifecycle of a thread is depicted on Figure 8.1 where schedule is an operation per-
formed by either thread_run or thread_exit_to which we call scheduling primitives. A new thread
with a free (i.e., not used by other threads) identifier is created by the call of thread_create tak-
ing additionally as parameters an ID of a processor on which the thread will run, the pointer to
the thread entry function, its argument, and the information about the allocated stack. A new
thread after its creation resides in a global pool of new threads visible for all processors and can
only be locally scheduled after its acquisition by a corresponding processor. When the prim-
itive thread_acquire is executed on a processor, all existing new threads with a corresponding
processor ID are acquired and become ready for scheduling. A new thread starts to run on a
processor or a sleeping thread is restored when one of the scheduling primitives with its ID is
called. Moreover, the running thread calling such a primitive either switches to the sleeping
state in case of thread_run or becomes finished after the execution of thread_exit_to. A finished
thread cannot be scheduled again and can only be deleted by thread_delete executed in the code
of any running thread present in the model.

Along with the program, as before we keep a corresponding C-IL environment parameter
0 € Paramsciy,-
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8.1 Abstract Model of Kernel Threads

invalid (free)

creatio% v\afeletion

»

o <
acquisition
schedule 4 /exit

‘ schedule

sleeping

.<

Figure 8.1: Thread lifecycle. The circles on figure denote thread state whereas the edges are
operations executed by the primitives. The underlined operations are performed on data that
can be shared between processors and, therefore, are considered to be global in comparison to
the schedule and exit operation being local.

We consider the model with np € N running threads? corresponding to the number of pro-
cessors with identifiers from the set N,,;,,. The constant mtid € N represents the maximal thread
identifier. Each thread ID belongs to N,,:;4. Moreover, we require mtid > np.

Since in the model of kernel threads we will also consider the execution of inline assembly
as well as guest / process steps, we will basically rely on a simplified version of the extended
mixed machine (from Chapter 7) where only the stack of the running thread may be recon-
structed after the pure MIPS-86 ISA steps. Therefore, we introduce here again the code base
addresses cba = (cbacii, cba,) € B3? x B3? such that valid§3$° (info, cba) holds, and the com-
piler information info = (info,, info,) € infoT\x computed as info, = cmplyasm(m,) and
info.) = emplern(mein)-

8.1.2 Sequential Semantics in Concurrent Setting
8.1.2.1 Machine Configuration

Though in the model for clarity we will explicitly distinguish between running, sleeping, fin-
ished, and newly created threads, we introduce only two kinds of thread configurations, namely,
running and non-running. Intuitively, new, sleeping, and finished threads have a configuration
of the non-running thread, which, however, must be restricted by the well-formedness depend-
ing on the state.

In Definition 7.1 we have already introduced the configuration of the MXA thread repre-
sented by the MX thread or the processor configuration in case of inline assembly and guest /
process steps. The configuration of the running thread is obtained by extending this definition

2In this thesis we do not consider the system startup during which at least one thread is created for each processor of
the multi-core machine.
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

so that the processor configuration is accompanied by the base address and maximal stack size
too. These components are needed in order to allow the context switch in the model.

Definition 8.1 (Configuration of the Running Thread). The configuration of the running thread

U déf mzo i5a
Th — Th Th

is either the MXA configuration in case of the mixed machine steps

I3
&

€

T = (kmx € Kux, sba € B*, mss € N, tib € Cyy)

or the extended processor configuration during inline assembly, guest, or user steps

. def
wro= (cpu € Cproc, sba € B2, mss € N)

Since we do not support thread migration in this work, the processor affinity of any running
thread can be directly taken from the corresponding special purpose register.

Definition 8.2 (Processor Affinity of the Running Thread). Given a configuration th € K7 of
a running thread, we obtain its processor affinity as

idyun () def | (th.kmx.ac.spr(pid))  : th € K77
i =
P (th.cpu.core.spr(pid)) : otherwise

In comparison to the running threads, the configuration of a non-running thread is simpler.
Such a thread can be newly created or be the result of the switch performed by a call of the
corresponding primitive from the C-IL context. Therefore, the active context of the non-running
thread can be only of the C-IL type. Moreover, usually during the thread switch the special
purpose registers are not saved and restored, and we do not keep them in the configuration
either.

Definition 8.3 (Configuration of a Non-Running Thread). Therefore, we model any non-running
thread by the list of inactive execution contexts, the active C-IL context, the same components
sba, mss characterizing the allocation of the stack in the memory, and the processor affinity pid.

= (ac € contestcry, ic € (contextom, U contextiidi®)

sba € B2, mss € N, pid € an>

In the manner as it was done before, we define a configuration corresponding to the execution
unit. Such a configuration contains all threads belonging to a single processor, except those
threads that are still not acquired.

Definition 8.4 (Configuration of Processor’s Threads). The configuration of threads belonging
to a given processor is represented by a tuple containing two mappings ready and fin from
threads identifiers to configurations of threads ready for scheduling and a scheduled one in the
first case, and finished in the second one. The identifier of the scheduled (or current) thread is
kept in the component ct.

U
&

.
proc 44 . run nrun
Ko 2 (ready : Npngzg — K7Em U Kun,

ﬁn : Nmtid - g];zm) ct € Nmtid)
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8.1 Abstract Model of Kernel Threads
Finally, we define the configuration of the machine with kernel threads. Though we still
consider the sequential case, the definition is adapted for the use in the concurrent setting.

Definition 8.5 (Configuration of Sequential Machine for Kernel Threads). Full configurations
of the sequential machine with kernel threads are defined by the set C 7y, of tuples

def v
Cr, = (k: € KZY°, new : Npyyig — K™, free € 2Mmtid ap € [0 : np], M : B*? — IBSS>

containing the following components:
o k —the local configuration of the processor’s threads,
o new — the mapping from the identifier of newly created threads to their configurations,

e free —a set of free thread identifiers that can be used for the thread creation,

ap — the identifier of a processor currently working on global new and free (or accessing
processor). If no processor accesses them, we have ap = 0. The component ap models a
lock used in the implementation of the kernel threads.

M — the global byte-addressable memory.

8.1.2.2 Transition Function

In order to define the semantics we first introduce a few reloaded auxiliary functions needed
for using the semantics from lower levels of the model stack.

Definition 8.6 (Current Thread Configuration). For a given configuration k € K%’ of proces-
sor’s threads we define a function computing the configuration of the current thread as

th eur (k) o k.ready(k.ct)

Therefore, for a configuration ¢ € Cyy, of the sequential machine for kernel threads we simply

have
de
o (€) 2 thew (c.k)

Using this definition we can introduce the shorthands for the base address and maximal size
of the stack for the current thread:

&
<

8ba - (€) thewr(c).sba

&
&

MSS cur(€) theur(¢).mss

Given a configuration ¢ € C 13, and Definition 8.2 we can also denote the processor affinity of
the current thread by

Pideur(©) L pidyun (thew (¢))

Definition 8.7 (Current Thread to MXA Machine). We also easily transform the configuration
of the current thread in k£ € K%’ into the MXA thread configuration from Section 7.1.2 by the
function

conf e T (k) déf th o th e K3
Karxa th.cpu : otherwise
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

with th = thew, (k).
Hence, the configuration of the current thread in a configuration ¢ € Cy, can be easily trans-
formed into an MXA machine configuration by

cur de‘f cur
confoi(c) = (coanMXTA(c.k), c../\/l)

Moreover, we introduce functions transforming a non-running thread into a running one and
the other way around.

Definition 8.8 (Thread Transformation). Given a configuration th € K73 of a non-running
thread, special purpose registers spr, and tlb € Cy; from the configuration of the current
threads, we get a corresponding configuration of a running thread by the function

wakeup (th, spr, tlb) dé (kmx, th.sba, th.mss, tlb)

&

with k. = (th.ac, th.ic, spr).
For the reverse operation on a running thread with a configuration th € K7’ we define

def

sleep(th) (th.kmx-ac, th.kmyx.ic, th.sba, th.mss, pid.,(th))

As we mentioned before, we consider the model of threads after the system startup when
at least one thread is created for each processor. We will distinguish such threads by their
identifiers.

Definition 8.9 (Initial Thread). Under the initial thread we understand a thread created for a
given processor during initialization of the kernel or a process creation. Such a thread can be
always scheduled and never exits. For clarity in this work, we assume that the initial thread of a
given processor has the identifier equal to the ID of this processor.

Obviously, we are interested in the semantics of the machine defined on well-formed con-
figurations. First, we introduce an auxiliary definition for the configuration of the processor’s
threads.

Definition 8.10 (Well-Formed Processor’s Threads). A configuration k& € K.’ of processor’s
threads is considered to be well-formed if (i) the current thread is present and has a configu-
ration of the running thread, (ii) all other ready for scheduling threads have configurations of
non-running ones, (iii) — (iv) all non-running threads have the processor affinity of the running
thread, (v) threads cannot be ready for scheduling and finished simultaneously, (vi) the contexts
of ready for scheduling threads are well-formed, (vii) the stacks of all threads do not overlap,
and (viii) the initial thread for the processor is always present in the model.
Formally, using the shorthands

thr(t) = k.ready(t) Dr = dom (k.ready)
thf (t) = k.fin(t) Df = dom (k.fin)
sba; = thr(t).sba mss; = thr(t).mss

and for ths : Ny,q — K U Kogum

valid3a (ths) < Wip,q € dom (ths).p £ q —>

AR (sbay,, mss,) N ALSEF (sbag, mss,) =
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8.1 Abstract Model of Kernel Threads

we define

&

wfth (k) 2
(i) k.ct € Dr A thr(k.ct) € K74"®
(i) WVt e Dr\ {k.ct}. thr(t) € Kuun
(iii) ¥t € Dr\ {k.ct}. thr(t).pid = pidyu, (thr(k.ct))
(iv) YVt € Df. thf(t).pid = pidyyn(thr(k.ct))
(v) DrnDf=0
(i) Yt e Dr\ {k.ct}. wfentzT% (thr(t).ac, thr(t).ic)
(i) valid$* (k.ready @ k.fin)
(viii)  pidyyn(thr(k.ct)) € Dr

As a special case of non-running threads we consider newly created threads that can be ei-
ther in the list new of the sequential machine configuration or even in ready after acquiring
(shown in the transition function later). The stacks of such threads have one C-IL frame of the
corresponding entry function.

Definition 8.11 (Well-Formed Configuration of New Thread). Given a configuration th €
K7™ of a non-running thread, we say that it is a well-formed new thread if it has an empty
list of the inactive context and the active context is represented by a single well-formed C-IL
frame of a thread entry function f implemented in 7. The location counter of the frame points
to the beginning of the function’s body. All local variables (except the parameter) in M} are
initialized with zeros.

wfth™® (th) <

(i) |th.ac| = 1 A th.ac[l] € framecy, A thic =€
(ii)  wfstackyy (th.ac)
(iii) th.ac[l] = (f, 1,1, M%)

The formal definition of the initialization for these components f and M’ will be considered in
the transition function and we skip it here for brevity.

Definition 8.12 (Well-Formed Configuration of Sequential Machine for Kernel Threads). Fi-
nally, the well-formedness of machine configurations ¢ € Cry requires that (i) the configu-
ration of the processor’s threads is well-formed, (ii) the MXA machine configuration cmxa =
conf 5%k (¢) obtained for the current thread is well-formed, and (iii) if the thread can access
the shared resources new and free, then (a) all new threads have well-fomed configurations,
(b) all stacks in the machine do not overlap, and (c) the same thread cannot be in a few states
simultaneously.
Using the shorthands Dr, Df from Definition 8.10, we have

de,
wfconf?’,f’cm (c) =

(i) wfthl:? (c.k)
(i)  wfconf ﬁf{f\ba(cmxa)
(iii) c.ap =0V c.ap = pidoyr(c) =
(@) VYt e dom (c.new). wfth™? (c.new(t))

(b)  walid3* (c.k.ready W c.k.fin & c.new)
(c) VT,T7' € {Dr,Df,dom (c.new) ,c.free}. T #T" = TNT' =0
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

Note that condition in (iii) is used in order to satisfy the requirements on the well-formedness
introduced in Assumption 2.2 from Chapter 2.

Definition 8.13 (Transition Function of Sequential Machine for Kernel Threads). For the
given program m = (m,,71) € Progyx from Section 8.1.1, the environment parameters 6 &
Paramsc,, and the code base addresses cba = (cbaci, cba,) € B3? x B3?, the transitions of the
sequential machine for kernel threads are defined by the partial function

7,0,cba .
gy Cpy x Bmxa — Crpng

where C 7y, | dg Crp U{L} contains the error state, coming from the mixed machine semantics
as well as the kernel threads semantics being defined here. The input alphabet Xyxa serves for
the same purposes as in Definition 7.26 because the current thread can execute inline assembly
and guest / process steps.

Given a configuration ¢ € Cry,, an input in € Xyxa, and using the shorthands

Coea = CONFERR(D) e = confAE (Couva)
Ceil = ConfCIL (me) Stmtcil = Stmtnemt (Ccila ’/Tcil)

we now define in detail the steps of the sequential machine for kernel threads. Among those
we distinguish the primitives” execution and the cases similar to the extended mixed machine
MXA but simplified because we will restrict the stack substitution in our model.

MXA Machine Steps

e Mixed machine step:

M (Cmxa-k) Ain € Tyx A startl,, (Cmxa) A
(cil(cmx.ac) A stmtg = call f(E) = f ¢ Ferim )

name
When the machine performs a pure MX step without a primitive call or switching to inline
assembly, the semantics is the same as for MXA in this case.
So, performing the MX step
;gm0 .
Crx = Opfx (€mx, i12)
we get again the new configuration of the MX thread for ¢, # L

— ! / /
= (- 0C, Chpy0C, € SPT)

k/

mx

and compose the new configuration ¢ € Cryy, such that only the configuration of the
current thread and the memory are updated as

c k.ready(c.k.ct) kmx = k. dM=c .M

All other components of ¢’ are the same as in ¢’ and we skip here the full formal definition
for brevity.

Hence, the result of the step of the machine for kernel threads is defined as

o def | d AL
5#,0,cba c,in) = mx
Th ( ) 1 : otherwise
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8.1 Abstract Model of Kernel Threads

e Switch to inline assembly:

start]s, (Cmxa) A in € T A

. 0 . . 7,0,ch L.
(dom (in.mg) = AL 1 (Cmxa, info, cmxa.k.sba)) A sttty " (Cmxas 0, inf0)

Similarly to the definition of the same step for the MXA machine we execute the first
instruction of the inline assembly:

d' = 6,nps (d, (core, wy, wp, 0%°))

with d = conf iibs (Cmxa, in) and wy = wp = € Cypar.

However, if end};”** (d'.cpu) holds, in contrast to the MXA machine semantics where one
attempts to find a new pair of the stack base address and stack maximal size, here we try
to reconstruct the stack identified only by sba . (c) and mss.,.(c) belonging to the current
thread, what is indicated by

stack

de,
matchst e (c, d') ) spv’, bpv’ € AFEE" (8bacyr(€), MSSeur(c)) A
(spv’) < (bpv')

with spv” = d'.cpu.core.gpr(sp) and bpv' = d’.cpu.core.gpr(bp). If this condition does not
hold, we generate the run-time error L. Otherwise, one tries to reconstruct the MX thread
configuration

kL = Rﬂz’l\ix (d', info, cba, $ba cyr(c))

and in case of k, # L computes the new configuration of the running thread

th' = (k!

mx)

$ba cur (), m8S cur(¢), d .cpu.tlb)
Hence, the transition function for this step is defined as follows:

¢ oend™ N (d epu) A

matchstcw (C, d/) A kl:nx 7é 1
1o end?r,e,cba (d’.cpu) A (81)

sa

&
&g

57}’,‘3’0}’“(0, in)
—matchst cur (¢, d’)

. otherwise

where depending on the case we get from c either the machine configuration ¢ € Cry
with the updated MX thread such that

d.k.ready(c.k.ct) =th'  J M=d.m

or the configuration ¢’ € Cpy, where only the processor and memory components are
updated
" k.ready(c.k.ct).cpu = d'.cpu ' M=d.m

o Inline assembly, compiled code, or guest/process step:

15a(Cmxa-k) N in € Tpips A

(in = (core,wr,wp,eev) = —eev[0]) A

MXA .
OrMIPS (COnfTMIPs(mea)7 Wl) =d
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

where d’ is some SB reduced MIPS-86 configuration such that the transition function
Ormips is defined.

Similarly to the MXA semantics, we use this d’ and compute £, and th’ as in the previous
case. Then, 67,7 (¢, in) is again defined by the equation (8.1).

Primitives’ Execution

In order to indicate the execution of any of the aforementioned primitives, we define a predi-
cate requiring that (i) the active context of the current thread is C-IL and (ii) a primitive is called
by its name such that the types of all parameters match the function declaration:

&

. d
pmmT’,f(c)
(1) ma(cmxa-k) A cil(cmx-ac)
(it) 3f € FEr™ | stmtey = call f(E) A

|E| = FO(f).npar AVi € [L:|E|]. F2(f).V]i] = (v,t) = 770(E[i]) =t

Ccil

cur

We also introduce the function incj..

thread in this case:

(c) incrementing the location counter of the current

<9
<

L€E,

inci(c) = ¢

where ¢’ is obtained from ¢ by only updating
c k.ready(c.k.ct).kmx-ac = incioe(cep)-stack

Then, if the predicate prim?g (c) holds, depending of the primitive’s name we distinguish
between the following cases:

e Thread switch: stmt.; = call thread_run(E)

From the list of arguments E with a single argument e;;; = E we compute by expression
evaluation the value [e;;q]7<"Y = val(a, u32) and the identifiers of threads to be switched:

tid, = (a) tidfrom = c.k.ct

The thread switch can be performed successfully if tid;, is present among threads ready
for scheduling, what is indicated by the predicate

thswitch”’a(c) dzef tidy, # tidfrom A tidy, € dom (c.k.ready)

In this case, by incrementing the location counter of the current thread and setting up the
current thread component to tid;, we get intermediate configurations

d =incii(c) = [k = ket = tidy,]]

In turn, the configurations of the threads before and after the transformation needed for
the switch are

thfmm = th’CUT(C/) thto = thcur(cﬂ)
thiyrom = sleep (thfrom) th',, = wakeup (thy,, spr’, tib")

with spr’ = thjrom kmx.spr and tlb' = th jrom, t1b.
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Therefore, the final configuration ¢’ of the machine with kernel threads in case of the
successful switch is obtained from ¢ by updating the thread configurations involved into
the switch as follows:

" k.ready(tidgrom) = thiom, " k.ready(tidy,) = th},

All other components of ¢’ are equal to the same ones from ¢”.

Hence, the result of the thread switch is defined as

. " thswiteh™ (c)
57}’}?’017“(0, in) = ¢ . tidyo = tidfrom

1 : otherwise

&

e Thread exit: stmitc = call thread_exit_to(E)
In order to define the semantics of the thread exit, we use tidy,, tidsrom, ¢/, ¢, th}mm, and
th}, computed in the previous case.

In comparison to the thread switch, the successful exit to another thread can only be per-
formed by a thread that is not initial for the processor (see Definitions 8.9 and 8.10). There-
fore, if the conditions

thexit™° (c) o thswitch™? (¢) A tid from # Pideur(c)

hold, we obtain the new machine configuration ¢’ by moving the exiting thread to the
finished ones and updating ¢” in the following way:

th/to L r = tidto
" k.ready(z) = { " k.ready(z) : x € dom (c.k.ready) \ {tidso, tidsrom }
undefined : otherwise

t x = tidgrom

/
C///.]C.ﬁﬂ($> _ { thf'('om

" .k.fin(x) : otherwise

Finally, the transition function for the thread exit step is defined as

. " thexit™(c)
€,
S5l eyin) 2 L tidy, = tidgom

1 : otherwise

g

Note that the introduction of this primitive in the semantics allows to return from the
function even in the bottom frame of the stack, what is not possible in MASM, C-IL, and
MX considered in the previous chapters of this thesis and [Shal2, Sch13].

e Thread deletion: stmt.; = call thread_delete(E)
Performing the expression evaluation of the single argument £ = e, we get the identifier
of a thread to be deleted

[etia]=? = val(a, u32) tid = (a)

Ccil
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218

The result of the computation depends whether the thread can access the component
c.free. If it is not used by some other processor (or free) and the thread ¢id is finished

c.ap = 0Atid € dom (c.k.fin)

one computes the resulting configuration ¢’ by updating the following components in c:

' .free = c.free U {tid} c.ap = pid ey (c)
k. : tid
c k.fin(x) = c ﬁn(x) z# i ]
undefined : otherwise

where ¢’.ap indicates that ¢’. free is now in use (successfully acquired and becomes locked)
by the processor pid.,,(c) and cannot be accessed by others because the execution of the
primitive is not complete yet.
Hence, the semantics of the step is defined by case split on phases corresponding to
- c.ap # 0: an unsuccessful attempt to acquire c.free,
- c.ap = 0: its acquisition with the configuration update considered above, and
— c.ap = pidcyr(c): finishing the execution of the primitive by releasing c.free and in-
creasing the location.
d : c.ap = 0 A tid € dom (c.k.fin)
6W797cba( n) def | L : caap =0Atid ¢ dom (c.k.fin)
c,in) = < .
T incpe (c)lap :=0] : c.ap = pideyr(c)
c : otherwise

Note that according to the last case in the definition of 67;7"“** (¢, in), we stay at the prim-

itive call as long as we cannot access c.free occupied by some other processor. At the
beginning of each phase we will obviously require that the machine configuration c is
well-formed wrt. Definition 8.10.

It is important to mention that in comparison to the Verisoft project [Ver10] and [PBLS15]
where the execution of a CVM primitive (see also related works in Chapter 1) on a single-
core machine is modelled as a single atomic step, this thesis is the first document giving
the specification of primitives using the lock protection in their implementation on the
multi-core processor architecture.

We proceed with the semantics of the tread creation and acquisition, which also perform
global operations (recall Figure 8.1) and, therefore, are specified in a similar way.

Thread creation: stmt.;) = call thread_create(E)

Let the list E of expressions passed into the function as parameters be
E= €tid © €pid © €fpn © €qarg O €sha © Emss
We evaluate the expressions with subscripts s € {sba, mss, pid, tid} as

[es]™? = val(as, t,)

Slceir

Then, if the conditions
c.ap = 0 A {ayq) € dom (c.free)
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hold, we compute a new machine configuration ¢’ € C;, by updating c in the following
way:
d.free = c.free \ {{aua)} c.ap = pid cyr(c)

c.new(x) = {th P o= {aud)

c.new(x) : otherwise
where th is a configuration of the new thread
th = (frame, aspa, (Qmss), (Apid))
with the C-IL frame composed as
frame = (f, L,1, M%)
such that the function name f satisfies

isfunc([es, )77, f,0) A f € dom (FY

Ccil Teil

) A —ext(f, meil, 0)

and the local memory is initialized wrt. the input argument

val2bytes ([earg]T?)  + FL_(f).V[1] = (v,1)

Ccil il

Mi(v) = { (0%)seo ar2r(t) L FL(FVI = () A > 1
undefined : otherwise

Hence, using the predicate vst(c) = walid " (¢ .k.ready W ¢ .k.fin & ¢ .new) indicating

that the stack of the new thread does not overlap with stacks of other threads, the step is
defined as

d : c.ap = 0 A (agq) € dom (c.free) A vst(c)
7,0,cba . def inclcgcr(c) [a’p = 0] > cap = pidCUT(C)
0 (eyin) = . B ,
1 : c.ap = 0 A ({agiq) ¢ dom (c.free) V —wst(c'))
c : otherwise

where the processor pid.,,(c) locks/releases the components free and new.

Thread acquisition: stmt.y = call thread_acquire()

By the thread acquisition we move all new threads with affinity equal to pid.,.(c) to
the configuration of the processor’s threads. So, if the new threads can be accessed, i.e.
c¢.k.ac = 0 holds, we update the configuration ¢ in a way such that ¢’ differs from c in the
following:

c.new(x) : enew(x).pid = pidey,(c)

c k.ready(z) = {

c.k.ready(x) : otherwise
¢ mew(z) = c.new.(ac) : c.new(a.v).pid # pideyur(€)
undefined : otherwise
c.ap = pid ey (c)
Hence, the step of the machine is defined as

/

cap=0
7,0,cba . def C cur eap .
O eyin) = S ancpd (e)lap == 0] : c.ap = pidey(c)
c : otherwise
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In other cases or when the expression evaluation cannot be successfully performed, the result
of the step 677" (¢, in) is undefined.

8.1.3 Concurrent Semantics of Kernel Threads

Now;, the concurrent model of kernel threads can be easily defined on the base of the definitions
from the previous section.

Definition 8.14 (Configuration of Concurrent Machine for Kernel Threads). Configurations
of the concurrent machine for kernel threads with np running threads (equal to the number
of processors) are represented by tuples that differ from Cr, only by the mapping % from the
processor identifier to the configuration of the processor’s threads.

de,
Cern e} (k : Npp = K52, new : Nypyza — K554 free € 28mtidap € [0 : np], M : B3 — IB%S)

Definition 8.15 (Sequential Machine Configuration from the Concurrent Machine for Kernel
Threads). For a configuration ¢ € C.7y, of the concurrent machine for kernel threads and ¢ €
Ny, we define confry(c,t) € Crpy, such that

confry(c,t) = (c.k(t), c.new, c.free, c.ap, c.M)

Definition 8.16 (Transition Function of the Concurrent Machine for Kernel Threads). Then,
for m = (my, ment) € Progyx, 0 € Paramscry, and cba = (cbacq, cba,,) € B3 x B32, the transitions
of the concurrent machine for kernel threads are defined by the function

7,0,cba .
0o " Corn X Ny x Evixa — Ceorny

such that for a configuration ¢ € C.y, a processor with index ¢ € N,,,, running a kernel thread,
and an input in € yxa, the result of the transition is computed as

R.
g

€,

SO ¢ i) L {(c.k[t — c,.k], ¢j.new, c.free, c.ap, ¢, M) : ¢, # L
cTh Y -

1 : otherwise

where ¢} is the next configuration of the sequential machine for threads belonging to the pro-
cessor t
¢, = 57}’}?’017“ (confrn(c,t),in)

If ¢, does not exist, the result of the step 675" (¢, ¢, in) is undefined.

Naturally, the transition function for ¢ assumes that the corresponding configuration confr (c, t)
is well-formed according to Definition 8.12.

8.2 Implementation of Kernel Threads

The abstract machine for kernel threads considered above is implemented by the MXA machine
executing a program obtained from 7 and the framework for kernel threads.

8.2.1 Framework for Kernel Threads

The kernel threads framework is a program my, = (', 7/%) € Progyx containing the imple-
mentation of the aforementioned primitives and all data structures and parameters needed for
it. This program is linked [Tsy09, IdR09] with 7 from Section 8.1.1, compiled together, and

placed into the memory.
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8.2.1.1 Data Structures

First, we consider the data structures and constants declared in the C-IL program 7.

In the program we fix the number of running kernel threads to the constant NP equal to np.
In turn, the constant TID_MAX corresponds to the maximal thread identifier mtid. Moreover, we
denote thread states by the following constants:

#idefine TS_FREE 0
#define TS_NEW 1
#define TS_RUNNING 2
#define TS_SLEEPING 3
#define TS_FINISHED 4

The C-IL composite type struct TCB represents the thread control block (TCB) containing all
data characterizing a kernel thread:

typedef struct TCB ({
u32 tid; //threadID
u32 state; //thread state
u32 pid; // processor ID
thfun_t £n; //thread entry function
u32 arg; //thread function argument
void xsba; //stack base address
u32 mss; // maximal stack size
thentx_t cntx; //thread context

} TCB_t;

where the thread context contains values of stack and frame base pointers of the topmost frame
if the corresponding thread is non-running;:

typedef struct Thcntx {
void *sp;
void xbp;

} thentx_t;

The components of the abstract machine configuration are implemented as doubly linked
lists with nodes containing TCBs:

typedef struct Thread {
TCB_t tcb; //thread control block
struct Thread =*next; //linkto the next node
struct Thread prev; //linkto the previous node
} thread_t;

such that the nodes for all threads available in the kernel are kept in an array threads with
elements numbered by thread identifiers starting from 1:

thread_t threads [TID_MAX+1];

The element with index 0 is not used for simplicity here. Obviously, if a thread is not present,
its state is marked as TS_FREE and a new thread can be created with the same identifier.

For modeling the lists we support pointers and arrays of pointers to tails and heads of the
lists:
// Pointer to a global list of new threads

thread_t =*new_hd;
thread_t *new_t1l;

// Pointer to a global list of free threads

thread_t *free_hd;
thread_t *free_tl;

221



8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

th

Listing 8.1: Stack switch procedure in 7 ;"

switch_stack USES svl sv2 sv3 sv4 sv5 sv6 sv7 sv8
1: asm {
/I save sp and bp to the thread context
sw sp i1 0
sw bp i2 0
// restore sp and bp from another thread context
addi sp i3 0
addi bp i4 O
/Il load argument for the entry function of a new thread
1w il bp 28 };
2: ret;

// Pointers to local lists of running and ready for scheduling threads
thread_t *ready_hd [NP+1];
thread_t *ready_tl [NP+1];

// Pointers to local lists of finished threads
thread_t *fin_hd [NP+1];
thread_t *fin_tl [NP+1];

Note again, that we assume the processors to be numbered starting from 1 and, therefore, do
not use the elements with index 0.
For the work on such lists we implement the classical operations (see Appendix B):

o search_by_tid — search for a list node of a thread with a given identifier,
o search_by_pid — search for a list node of a thread with a given processor identifier,
e remove —removing a thread list node,
e insert_to_end — inserting a node to the end of a thread list.
The accesses to the global lists of new and free threads are locked and implemented with the

help of acquiring and releasing the spinlock 3

lock_t lock;

by the C-IL functions (see Appendix A):

void acquire_lock (lock_t =lock);
void release_lock (lock_t =lock);

th

In order to determine the current thread for each processor, in the program 75 we also declare

an array of the thread identifiers:

u32 current [NP+1];

8.2.1.2 Implementation of Primitives

The thread switch is based on the stack substitution implemented in the MASM program =/;"

with inline assembly by the procedure switch_stack (Listing 8.1)*. The idea of using such a
procedure was taken from [Han96] and the former joint work of the author of this thesis with
Ulan Degenbaev in the Verisoft XT project [Thell].

3The verification of operations on locks can be found in [HL09]
4For register names used in MASM programs, please, refer Table 5.1 in Section 5.1.3.
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T~

frame for a caller of
thread_run

frame for
thread _run

frame for
switch_stack

Figure 8.2: Layout of the stacks for the running and sleeping threads in switch_stack before the
return.

th.

The procedure is declared as external in the C-IL program «:

extern void switch_stack (void x*xo0ldsp, void x*oldbp, wvoid *newsp, wvoid *newbp);

The first two parameters are the pointers to the fields in the context of the current thread. The
other ones are the values of the stack and frame base pointers of a thread to be scheduled.

Loading the argument is only needed for switching to the stack of a newly created thread
because we have to provide the argument via register i; according to the compiler calling con-
vention introduced in Section 5.1.3.

Except the MASM procedure get_pid (see Appendix A) reading the processor ID from the
corresponding SPR (Table 3.4), all other functions of the framework for kernel threads are im-
plemented in 7. Here, we present the implementation of every primitive and describe them
shortly.

The thread switch (Listing 8.2) is performed on the local data structures and comprises the
following steps. One obtains pointers (variables from and to in the code) to the nodes for the
current thread and the one we switched to if it is present among the threads ready for scheduling
(lines 1-4). In case of success, we change the states of the threads and modify the ID of the thread
current for the running processor (lines 6-8). The most tricky part of the thread switch is made
after the call of switch_stack (line 9) in the body of this procedure.

First, in the inline assembly (line 1) we substitute the stacks by saving the current content of
the registers sp and bp and restoring them from the context belonging to the thread pointed by
to. Note that at this moment the stack of the thread pointed by from has at least three frames
on the top (Figure 8.2): for the caller of thread_run, and the calls of thread_run, switch_stack
respectively. Its layout will be preserved in the memory until the thread is scheduled again.
Second, by executing ret (line 2) one either returns the control to the sleeping thread we switch
to, or starts executing the entry function of a new thread.

In case of the sleeping thread, we continue the execution of the code of this thread starting
from the C-IL statement return in the function thread_run (line 10). This operation is feasible
because the stack of the sleeping thread has also the layout formed by the call of thread_run
and depicted on Figure 8.2. Therefore, after the further return from thread_run, one restores the
thread’s execution at the next statement after this call.

In case of the new thread, after ret, the compiled code of the prologue of the entry function
is executed. Obviously, the stack of the newly created thread must be prepared properly by the
primitive thread_create so that one can correctly return from switch_stack.

During the thread creation (Listing 8.3) we access the global lists of free and new threads, and,
therefore, guarantee the atomicity of the operation via acquiring (line 1) and releasing (line 24)
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Listing 8.2: Thread switch.

void thread_run (u32 tid)

{

// Local variables:

u32 pid;

u32 ct;

thread_t *from, =to;

/I Function body:

1: pid = call get_pid();

ct = current([pid];

from = &threads[ct];

to = call search_by_tid(ready_hd[pid], tid);

ifnot (to != 0 && ct != tid) goto 10;

(from->tcb) .state = TS_SLEEPING;

(to—>tcb) .state = TS_RUNNING;

current [pid] = tid;

switch_stack (& ((from->tcb) .cntx.sp), & ((from->tcb).cntx.bp),
(to—>tcb) .cntx.sp, (to->tcb).cntx.bp);

O 0 J o U b W

10: return;

Listing 8.3: Thread creation.

void thread_create (u32 tid, u32 pid, thfun_t fn, u32 arg, void xsba, u32 mss)
{

/I Local variables:

thread_t x*th;

i32 «*sp;

/I Function body:

1: call acquire_lock (&lock);

2: th = call search_by_tid(free_hd, tid);

3: ifnot (th != 0) goto 24;

/I — initialization of TCB

4: (th->tcb).tid = tid;

5: (th->tcb) .state = TS_NEW;
6: (th->tcb) .pid = pid;

7: (th->tcb).fn = fn;

8: (th->tcb).arg = arg;

9: (th->tcb).sba = sba;

10: (th->tcb) .mss = mss;
/I —— prepare frame part for fn
11: sp = (i32x) ((i32)sba - 3); // address for arg

12: *sp = arg; // storing arg on the stack

13: sp = sp + (-1); / space for dummy return address

/I —— prepare frame for switch_stack

15: sp = sp + (-4); /I home addresses for arguments of switch_stack

16: sp = sp + (-1); // space for return address

17: »sp = (i32x) fn; // storing address of fn as return address

18: sp = sp + (-1); /I space for dummy pbp

19: (th->tcb).cntx.bp = (voidx) sp; //save frame base pointer to the thread context
20: sp = sp + (-8); /I dummy space for all callee—save registers

21: (th->tcb).cntx.sp = (voidx) sp; //save stack pointer to the thread context

/I — remove from list of free threads

22: call remove (&free_hd, &free_tl, th);

/I — add to list of new threads

23: call insert_to_end(&new_hd, &new_tl, th);
24: call release_lock (&lock);

25: return;

}
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Figure 8.3: Physical stack layout of a newly created thread.

the spinlock. After the successful acquisition of the lock, we check whether the given thread
ID is free (line 2) and then prepare the TCB (lines 4-10) as well as the stack of the new thread
including the stack pointer and the frame base pointer (lines 11-21) so that the thread can be
correctly scheduled. Both pointers are saved into the tread context in the TCB (lines 19 and 21).
The operation finishes by adding the thread node into the list of new threads and removing it
from the list of free threads (lines 22-23).

The physical stack layout of the new thread is depicted on Figure 8.3. Since the thread switch
is performed by returning from switch_stack, the stack has the full frame for this procedure
where the return address is the starting address of the entry function. Note that the value of
pbp in this frame will not be used later and, therefore, it is left uninitialized. The prologue of
the entry function will compute the actual frame base pointer on the base of the stack pointer.
Moreover, the entry function is not called explicitly from C-IL. Hence, we also have to prepare
the part of its frame that is supposed to be created by a caller, i.e., allocation of home addresses
for arguments and the space for the return address. Since we never return from the entry func-
tion by the C-IL statement return, the value of the return address does not matter for the correct
execution of the function. The argument, however, is stored on the stack at the home address
so that the procedure switch_stack can put it into the register later on during the thread switch.

The thread exit (Listing 8.4) is similar to the thread switch except moving the thread to the list
of finished ones. Note, since a thread initial for a processor is not allowed to exit, the execution
of the function has no effect in such a case (lines 6 and 13).

During the acquisition of newly created threads (Listing 8.5) the global list of new threads is
accessed in a loop. Obviously, the operation requires the protection by the same lock used in
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Listing 8.4: Thread exit.

void thread_exit_to(u32 tid)

{

// Local variables:

u32 pid;

u32 ct;

thread_t xfrom, =to;

/I Function body:

1: pid = call get_pid();

ct = current([pid];

ifnot (ct != pid) goto 13; //do not exit from initial threads

from = &threads[ct];

to = call search_by_tid(ready_hd[pid], tid);

ifnot (to != 0 && ct != tid) goto 13;

(from->tcb) .state = TS_FINISHED;

call remove (&ready_hd[pid], &ready_tl[pid], from);

: call insert_to_end(&fin_hd([pid], &fin_tl[pid], from);

10: (to->tcb).state = TS_RUNNING;

11: current[pid] = tid;

12: switch_stack (& ((from->tcb) .cntx.sp), & ((from->tcb).cntx.bp),
(to->tcb) .cntx.sp, (to->tcb).cntx.bp);

0 J o U WwWN

e

13: return;

the thread creation. All new threads with the matching processor affinity are deleted from this
list and added into the list of threads ready for scheduling.

The implementation of the thread deletion working on the local and global lists of finished and
free threads respectively is intuitive and given in Listing 8.6.

8.2.2 Program Linking and Obtaining the Implementation Model

As the next step, we consider how the program 7 of the hypervisor / OS system kernel is linked
together with the framework for the kernel threads 7.

For simplicity, we assume that names of declared global variables, and composite types are
distinct in both programs. Moreover, the function and procedure tables are different except the
additional declaration of external primitives in 7;.

Definition 8.17 (Program Linking Operator). For the given programs = = (7, 7.i1) and 7y, =

(wflr, wlh) we define the program linking operator

U
&

. €
link(m, mw) = Timp

mp

where the resulting linked program 7., = (wim”, el

p ) is computed as follows:

e linked MASM program
imp

T, (p)=m, W wah

e linked C-IL program

mp _ th
Teil .VG = 7TC11.VG @) Wcil'VG

imp _ th
Tl Tp =meTrWn;.Tr

mp _ th
Trcil F = 7Tci1~]:|D’ G| T‘-Cil"F
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Listing 8.5: Acquisition of newly created threads.

void thread_acquire ()
{

/Il Local variables:

u32 pid;

thread_t =*th;
thread_t =*1list;

/I Function body:

1: pid = call get_pid();

2: list = new_hd;

3: call acquire_lock (&lock);

4: th = call search_by_pid(list, pid);
5: ifnot (th != 0) goto 10;

6: list = th->next;

7: call remove (&new_hd, &new_tl, th);
8: call insert_to_end(&ready_hd[pid],
9: goto 4;

10: call release_lock (&lock);

11: return;

}

&ready_tl[pid], th);

Listing 8.6: Thread deletion.

void thread_delete (u32 tid)
{

/Il Local variables:

u32 pid;

thread_t =*th;

thread_t =*1list;

/I Function body:

1: pid = call get_pid();
call acquire_lock (&lock);

ifnot (th != 0) goto 8;

(th->tcb) .state = TS_FREE;

call release_lock (&lock);
return;

~— O 0 ~J O U b W N

th = call search_by_tid(fin_hd[pid],

call remove (&fin_hd[pid], &fin_tl[pid],
call insert_to_end(&free_hd, &free_tl,
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where the domain D’ = dom (7¢i1) \ FE7™ is restricted to all declared as well as imple-
mented in 7y functions excluding the primitives because they are present in the function

table of the framework.
A more general form of linking operator for any CO programs can be found in [Tsy09, IdR09].

Since the concurrent MXA machine implementing the abstract machine for kernel threads
executes the linked program 7;,,,;,, its environment parameters 6;,,, € Paramscry, are computed
wrt. this program and placing the compiled code into the memory. Obviously, we require that
6 can be fully obtained from 6;,,:

de,
valid? (0, imp) =
(i) VX € {size_t, cast, intrinsics} . 0.X = 0yp. X
(ii) Vv € dom (.alloc gyar) - 6.alloc gyar (V) = Oimyp . alloc gyer (V)
(ii1) Vf € dom (G.fadr) . G.fad,«(f) = Gimp.]-"adr(f)
(iv) Vt € dom (0.sizesiruc) - 0-512€struc(t) = Qimp-Siz€struc(t)
(v) VYt e dom (0.0ffset ) - 0-0ffset e (t) = Oimp-offset gppye ()

The whole compiled program is placed at the same base addresses cba = (cbaci, cba,,) such
that valid§3$ (infoimy, cba) holds for the full compiler information infos,, = (infogy”, info,") €

7). Similarly to

infoTyrx, computed as info,"” = cmplyiasm (zimP) and infol)? = cmplem, (7o

7 cil
0imp and 6 above, we introduce the predicate
valid%wl(w, Tthy Timp) € B

with requirements on the compilation of 7 and ;,,, such that (i) the compiled codes of the
kernel and the framework for kernel threads are placed after each other

P code = info_y.code o cmpler (wth).code

mfoj;’;f
infolim”.code = info,,.code o cmplyasm (ﬂ';h).code

and (ii) all other components of info are included into info The formal definition is intuitive

and we do not provide it here for brevity.

imp*

Definition 8.18 (Memory Addresses Occupied by Global Variables of the Framework for Ker-
nel Threads). Now, having 74, and 6;,,, one can compute all memory byte addresses of the
global variables declared in 7, (see Section 8.2.1.1) and used for the implementation of the
kernel threads. We denote this set by

Az(fi}(;m (ﬂ'thv eimp) C B32
and do not provide its formal definition here for brevity.

In order to determine other parameters for the extended mixed machine, we introduce auxil-
iary functions computing base addresses of elements of arrays and fields of structures.

Definition 8.19 (Base Addresses of an Array’s Element). For a declared array variable (v,t) €
V x Tq with ¢t2t(t) = array(t’,n) for some n € N we define the base address of an array’s
element with index i € N,,:

U
&

Oimy o ds .
ba gy, (v,,1) = Oimp-allocguar (v) +32 (Z " S1Z€0,y (t/))32
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Definition 8.20 (Base Addresses of a Field). Given an address a € B3? of a composite type
t € Tc, we compute the base address of its field f € F as

Oimp def
bagrr(at, f) = a+32 (Oimp-offset sy (ts ) 39

Therefore, the stack information abstraction is instantiated according to the the linked pro-
gram as follows:

e Base address of the stack information: StIbas € (1832)7”) such that

Stlbas; = b’ (threads, Thread, i)

elem

where threads € decl(mimp. V) is a global variable and Thread € T¢ is the composite type
in the program.

e Size of a single stack information region in bytes:

Stlsize = sizeg,,,(Thread)

o Address of the next stack information region:

Apext ° Onext 7& 032
Stlba a,m) =
neat ( ) {J_ : otherwise

where the retrieved address a,,: is computed as

Cnegt = M4 (ba;){;"lfi (a, Thread, next))

o Partial functions retrieving the stack base address and maximal stack size:

sba(a,m) = my (ba;’g}’&(amb, TCB, sba))

mss(a,m) = <m4 (ba?{g}fi(atcb, TCB, mss))>

where a4 is the address of the TCB field in the structure Thread computed as

Gich = ba;’g}’;l (a, Thread, tcb)

8.3 Sequential Correctness in Concurrent Setting

As we have seen above, since for given 7 and 7, we can easily compute the linked program
and the corresponding compiler information, for brevity the following shorthands depending
on m will be often used without explicit mentioning them as parameters in definitions till the
end of the chapter:
Timp = link(ﬂ', 7Tth)
info = (info, info,) = (cmplerw (meir), cmplyasm (7))
imp imp ) — imp

infoimp = (infoly”, info,"") = (cmpZCIL(ﬂé?fp)7 cmplviasm (7, ))

In turn, explicitly, we will operate with =, 0, 0;,,,, and some abstract and implementation
configurations ¢ € Cry, and ¢;, € Cuvxa as well at their components.

Additionally, we will also often refer to the shorthands ¢mxa, mx, Ceil, and stmtci computed
for ¢ € Cqy, in Definition 8.13.
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8.3.1 Consistency Points

The consistency points of the machine for kernel threads executing the program 7 are easily
defined on the base of the MXA thread configuration obtained for the current kernel thread.

Definition 8.21 (Consistency Points of Machine for Kernel Threads). Given k € K>, , 6,
and cba from above, we compute

epri(k,m, 0, cba) déf CPMXA (confﬂiﬂ)i (k),m, info,@,cba)

For ¢ € Cp;, we simply reload the definition as

eprh (e, T, 0, cba) dg cpr(c.k,m, 0, cba)

Recall that using Definition 6.34 we already required the C-IL compiler to insert the consis-
tency point directly before any function call. Therefore, as long as the location counter points to
the call of a primitive, the current thread stays in the consistency point.

For the consistency points of the MXA machine implementing the kernel threads we will
choose only those MXA consistency points from Definition 7.36 at which the simulation relation
between the MXA and the machine for kernel threads will hold. The natural candidates for
them are the consistency points in the program 7, at every ISA step executing any compiled code
of libraries used by the kernel, guest/user steps, and the ZO-points inside the implementation
of the primitives in 7, except the cas call in the first iteration during the lock acquisition.

Definition 8.22 (Consistency Points for MXA Machine Implementing Kernel Threads). Given
an MXA thread configuration ki, € Kyxa in the machine implementing the kernel threads,
we define whether the thread at a consistency point by the predicate

def

Cpl\j/i};(A(kimp; ™, oimp7 cba) =
(i) isa(kimp) =
cba) v

inline(kipy.core, m,, info,,, cba,) vV

outside(kimyp.core, info .,
epMXps (Kimp.core, 7, info, 0, cba)
(i) ma(kimp) =
(a) masm(acimp) = Ptop(aCimp.stack) € dom (7,)
(b)  cil(acimp) = nfo1.cP(frop(aCimp), l0Ctop(aCimp)) V
cpyixa (Kimp) V CPKE?{‘Z\I (Kimp)
where

® ac;mp — the active context of the MXA thread
aCimp = Kimp-Kmx-ac

o cpyirn’ (kimp) — the consistency point inside the spinlock acquisition function

e d
ey’ (Kimp) Y Jtop(aCimp) = acquire_lock A loctop(aCimp) = 3 A (it) # 1

such that
it = bytes2bits(ready, (Mg op (aCimp ), 1,0,4))

is a bit-string value of the local variable ¢ indicating whether the first iteration with the
call of cas in the spinlock is being performed.
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o cpiie!(kimyp) — the consistency point inside the spinlock release

de,
cpﬁ?{f\l(kimp) éf frop(@cimp) = release_lock N lociop(aCimp) =1

Since in the compiler correctness for the MX machine we already required the cas calls and ac-
cesses to volatile to be ZO-points, we refer here explicitly the functions acquiring and releasing
locks and the corresponding locations inside them (see Appendix A).

For a configuration ¢;,, € Cvxa of the MXA machine we also provide the shorthand

def
Th i Th
CPMXA (Cimpa T, eimpa Cba) = CPvxA (C'L’mp 'ka , ‘972mp7 Cba)

8.3.2 Well-Formed Implementation

Before we consider the simulation relation between the sequential machine for threads and
the MXA implementing them, we pay attention to the well-formedness of the MXA machine.
In particular, since the stacks of threads must have specific layout allowing the thread switch
operation, we will define it formally here. Obviously, such layout will be preserved by the
implementation and under some software conditions.

First, we introduce a few auxiliary definitions for operating on the data structures in the MXA
machine.

For retrieving the values of variables and elements/fields of the data structures from the
framework for kernel threads, we will not use the C-IL expression evaluation. Instead, we will
get their bit-string values directly from the memory of the MXA machine. The reason is that
a corresponding C-IL configuration is not always available. Moreover, the correctness criteria
and required conditions can be easier stated without considering the typed C-IL values. So,
given the MXA machine memory M and a thread ID ¢ € N,,;;4, we define the shorthands:

e base address of the TCB

elem

baqi’gB M, t) = ba]{;"lg (ba or (threads, Thread,t), Thread, tcb)

bit-string value of a TCB field f € F

vayp (M.t f) = Ma (baiyy (ba'ys (M.1), TOB. f ) )

thread ID, state, affinity, argument, and stack size X € {tid, state, pid, arg, mss}

X0 (M, t) = < aT”’C‘?B(M,t,X)>

the address of the thread entry function
ad (" (M, ) = valyy (Mt )

stack base address

sbalm (M, t) = vaqi’gB (M, t, sba)

base address of the thread context

bagyts (M, 1) = bagy (ba%iet (M, 1), TCB, ento )
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e stack pointer and frame base pointer

splm (M, 1) = My (ba}(i?;"l";i (baij%(/\/l,t), Thentz, sp))

b (M, 1) = M (bafiy (balut, (M. 1), Thente, bp) )

For a given processor ID pid € N,,,, we denote the index of the current thread obtained from
the memory M as

ct?mr (M, pid) = <M4 (bae“"” (current, u327pid))>

elem
The identifier of the processor accessing the shared resources is computed by
ap¥imr (M) = (My (Oimyp . alloc gyar (lock)))

Along with computation of the fields from the TCB of a given thread, we also collect all thread
identifiers for lists of ready, new and free threads declared in myy,.

Definition 8.23 (Sets of Thread Identifiers from Lists). Given an address a € B*? U {_L} of the
node of the list, we define TIDs"" (a, M) € 2Nm+i¢ inductively as

T]Ds(a/\/l)déf 0 ta=_1Va=03%
’ | {tid} U TIDs%m» (Stlbanest(a, M), M) : otherwise

where the thread ID is computed as above

tid = <M4 (ba%;"l";l (barcs, TCB, tid))>

barce = ba%;'}’;l (a, Thread, tcb)

Hence, for X € {new, free} we easily compute

U

TIDs% (M) L TIDs® (My (Bimp.- alloc guar (X)) , M)

In turn, for Y € {ready, fin} and pid € N,,,, we have

TIDs(i,“"” (M, pid) o TIDs%m» (M4 (baem (Y,hd,ptr(thread,t),pid)) ,/\/l)

elem
The well-formedness of the stack and data structures implementing a kernel thread depends
on the state of this thread.

Sleeping Thread Recall that a thread switch is performed when a current kernel thread rep-
resented by an MXA thread in the MXA machine executes the function thread_run which, in
turn, calls the MASM procedure switch_stack.

According to Listing 8.1 the MX stack abstraction of the current thread is lost at the beginning
of the inline assembly (line 1) because of switching to the consistent MIPS-86 configuration.
If the physical stack residing in the memory is not modified later, we can reconstruct almost
the same MX thread configuration when this thread is scheduled again. The only components
that can differ are the location counter in the topmost frame and the values of GPRs and SPRs
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because they are not saved on the stack or in TCB. The reconstruction is performed according
to the MXA semantics before returning from switch_stack (line 2).

In order to show the correctness of the thread switch we will require that this reconstruction
on the base of the stack residing in the memory and the TCB fields is always possible for any
sleeping thread.

First, we consider which reconstructed MX thread configurations we are interested in.

Definition 8.24 (Reconstructed MX Thread Configuration Well-Formed for Sleeping Thread).
For kmx € Knx we require that (i) the active context is represented by a well-formed MASM
frame for switch_stack with the location at the return from the procedure, and (ii) the list of
inactive contexts has a C-IL context on its top where the stack contains at least two frames. (iii)
Its well-formed topmost frame belongs to the function thread _run with the location after the call
of switch_stack. Using iciop = kmx.ic[|kmx.ic|] we define

<9
<

! lef
wf]?gff)f (kmxa gzmp) =

(1) masm(kmx.ac) A kmx.ac.stack = fr
(i)  cil(iciop) N |iciop| > 2

(ii1)  iciop|liciop|] = fr'
such that the frame of the active context satisfies the conditions

fr.p = switch_stack fr.loc =2 |fr.pars| = 4 fr.lifo =¢
dom (fr.saved) = #Regcaiice

and the frame fr’ has the properties

fr'.f = thread_run fr'.rds = L fr'.loc = 10
dom (fr' . Meg) = decl (7Tth F(thread_run).V)

cil
VY (v,t) € wlh. F(thread_run).V. |fr' . Mg(v)| = sizeq,,, (qt2t(t))
Note that the values of the arguments and local variables do not matter because they are not
used during scheduling the sleeping thread. The same applies to the content of the general and
special purpose registers in k.

As the next step, we have to choose the MIPS ISA configuration for which we will state that
the reconstruction of the MX thread conforming wf Hsgfff is always possible. Obviously, as long
as the thread remains sleeping, the MXA configuration is irrelevant except for the memory
region with the TCB and the stack of this thread. Fortunately, according to the wfféff)’(’ we do
not have to care about the irrelevant parts of the configuration and can easily compose the ISA

configuration needed for the reconstruction.

Definition 8.25 (ISA Configuration for the MX Thread Reconstruction of the Sleeping Thread).
Given an identifier ¢ € N,,4;4 of a sleeping thread and the memory configuration M of the MXA
machine we define

I8
&

sleep €

confyips(t, M, Timp, Oimp, cba) = (cpu, M)
such that cpu € Cp, satisfies the following conditions:

CPU.COTE.DC = CAMASM (switch,stack, 2, info,,"", cbau)
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cpu.core.gpr(sp) = sp’m (M, t)
cpu.core.gpr(bp) = bpPmr (M, t)
All other components of the processor are either not involved into the reconstruction or irrele-

vant and, therefore, may have arbitrary configurations.

Definition 8.26 (Well-Formed TCB and Stack for Sleeping Thread). Finally, we can define
that the TCB and the stack residing in the the memory M of the MXA machine implement-
ing the kernel threads are well-formed for a sleeping thread ¢ € N,,1;¢ with state¥mr (M, t) =
TS_SLEEPING.

"
<

sleep lef
wf yixa (6 M, Timp , Oimp, cba) =

Fkmx € Kux.
(i) kmx = R]]Z”hzf(,eimp (d7 Z’[’Lfo
(1) wfsleep (ka7 91;mp)

Kmx

cba, sba’m (M, t))

mp

with d = conffvlﬁ%ps(t, M, Timp, Oimp, cba).

New Thread The well-formedness of the TCB and the physical stack of any new thread reflects
the physical stack layout on Figure 8.3.

Definition 8.27 (Well-Formed TCB and Stack for New Thread). For a new thread with an
identifier ¢t € N, ;4 such that state?» (M, t) = TS_NEW holds we require that (i) the argument
passed to its entry function is stored on the bottom of the physical stack, (ii) the return address
in the topmost frame is the address of the entry function, and (iii) — (iv) the stack base pointer
and the frame base pointer in the thread context are set properly.

def
wfnixa (b M, Oimp) =

(i) arg®m (M, t) = (My (adpot))

(i) ady” (M, t) = ra (M, bpPm (M, 1))

(ii))  bpfm (M, 1) = adpor —32 (4~ T)sy

(iv)  spPmr (M, t) = bpPm (M, 1) —32 (4 - #ReGealiee )30

where ady,; = sba’m» (M, t) —32 332 is the address of the word on the bottom of the stack (or the
first item).

Running Thread In this case we define the well-formedness on the whole configuration of
the sequential MXA machine that must hold at consistency points from Definition 8.22.
Let pid(c;m,p) be the processor identifier in a configuration ¢;,,, € Cyixa retrieved as

' Cimp-k-kmx.spr(pid)) : maz(cim,
pid(Cimp) = (Camp ( . ) o (Cimp)
(Cimp-k.core.spr(pid)) : isa(cimp)

Definition 8.28 (Well-Formed MXA Configuration for Running Thread). For a running (or
current) thread with an identifier ¢ € N,,;;4 such that state®» (M, t) = TS_RUNNING holds and
a configuration ¢;,,,, of the MXA machine encoding this thread we require that (i) the MXA con-
figuration is well-formed, (ii.a) before the lock acquisition in acquire_lock and at the C-IL calls
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of primitives implemented with the lock protection the lock is not acquired by the considered
processor yet, and (ii.b) at the moment of the lock release it belongs to this processor.

wfvixa (t, Cimp, T, Timp s Gimp, cba) o
(i)  wfconf WMX”AO” i£0a (Cimp)
(i) ma(cimp-k) A cil(acimp) =
(@) cpyixa (Cimp-k) V infogy.cp (frop(acimp), lociop(acimp)) ==
ap®r (Cimp- M) # pid(Cimp)
(b) cpretvgl (Cimp-k) = apimr (Cimp-M) = pid(Cimp)

with acimp = Cimp .k-kmx-ac.

Note that in (ii.a) for brevity we consider all consistency points in the C-IL program of the
hypervisor / OS kernel though we are only interested in those at which the mentioned functions
are called.

MXA Machine Implementing Kernel Threads Finally, in order to define the well-formedness
of an MXA machine configuration for kernel thread implementation, we consider it separately
for the local lists belonging to the processor and the global ones as declared in 7.

Definition 8.29 (Well-Formed MXA Configuration for All Processor’s Threads). Then, the
well-formedness of ¢, € Cuxa for all processor’s threads requires that (i) — (ii) the current
thread has the proper state in its TCB and ¢;,, is well-formed for it, (iii) all other threads from
the list of ready ones have the states of sleeping or new threads and their TCBs as well as
physical stacks in the memory are well-formed, (iv) the list of finished threads contains only
finished threads.

Using ct = ct%m (M, pid(cimp)) we formally define

def

W VA (Cimp s Timp, Oimp, cba) =
(i)  state® (cipmp.M, ct) = TS_RUNNING
(i) wf % (Ct, Cimps Timps Oimp, cba)
(iii) Yt € TIDs)"" (Cimp- M, pid(cimp)) \ {ct}.

(a) state®» (cipmp.M,t) € {TS_SLEEPING, TS_NEW}
(b)  state® (cipmp.M,t) = TS_SLEEPING ==

sleep
wf yixa (s Cimp - M, Timp s Qimp, cba)

(c) state’ (cimp.M,t) = TS NEW =
w, {\1/16)1(UA (t7 CimP'Mﬂ aimp)
(iv) Yt € TIDSI™ (Cimp-M, pid(Cimp)).

state® v (.M, t) = TS_.FINISHED

Since the access to the global lists of new and free threads is lock protected and is only pos-
sible when the lists are unlocked or locked by the considered processor, we define the well-
formedness for them only under these conditions.

Definition 8.30 (Well-Formed MXA Configuration for New and Free Threads). The well-
formedness of a configuration c;,,, in this case assumes that all threads in both global lists
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have proper states in their TCBs, and the TCBc and stacks for new threads are well-formed.

def

wffree/ne'w (Cimp 7 Himp ) a

MXA
ap” v (Cimp-M) € {0, pid(cimp)} =
(i) Yt & TIDs" (Cimp-M).
state? ™ (Cipp. M, t) = TS NEW A wf Nixa (t; Cimp-M, Oimp)
.. Oimp
(i) Vte TIDs e (Cimp-M).
state? ™ (cipp.M,t) = TS_FREE
Definition 8.31 (Well-Formed MXA Configuration for Kernel Threads Implementation). Fi-

nally, we combine Definitions 8.29 and 8.30 into the well-formedness of MXA machine configu-
rations for kernel thread implementation as

def

wfeonf s a (Cimp, Timp imp, cha) =
(1) wf X (Cimps Timp s Oimgp, cba)
(i) wf 5N (Cimp  Oimp)
(i) validyyx (Timp, 10 iy, Oimp)
The last condition is in fact needed for proving the correctness of the switch to a new thread

where the simulation relation must hold at the beginning of the body of the thread entry func-
tion.

8.3.3 Sequential Simulation Relation

First, we separately define the consistency relation for each kind of kernel threads.

Definition 8.32 (Consistency Relation for Sleeping Thread). Given a configuration th € K73*"
of a kernel thread with an identifier ¢ € N,,,;;4 and the memory M of the MXA machine imple-
menting the kernel threads such that the thread is sleeping, i.e., state®m» (M, t) = TS_SLEEPING
holds, we introduce the simulation relation consissTlZep (th,t, M, 7, 0imp, cba) stating that the ac-
tive and inactive contexts in th are equal to the corresponding parts of an existing MX thread
configuration, and other components of th are coupled with the fields in the TCB.
Formally, for knx € Kyx existing by Definition 8.26 and computed as
kx = RO (d, info

Kmx

cba, sba’m (M, t))

imp)
d= confﬁ/lflegjs (t, M, Timp, Oimyp, cba)
and the shorthands
ni = |kmx.ic| iClop = kmx-1c[ni]
we define

. def
consis Sﬁfp (th,t, M, 7, 0imp, cba) =

(i) thic = kmx.ic[l : ni—1]

(i) th.ac = iciep[l : top(iciep) — 1]
(iii) t = tid%» (M, 1)

(iv)  th.pid = pid®m (M, t)

(v)  th.sba = sba’m» (M, t)

(vi) th.mss = mss®mr (M, t)
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In contrast to the sleeping threads that can run again on the processor, the finished threads
are never scheduled. Therefore, we are not interested in their stack abstraction and can skip the
coupling relation for it.

Definition 8.33 (Consistency Relation for Finished Thread). Given a configuration th € K73*"
of a finished thread ¢ € N,,;;4 and the MXA machine memory M such that statelmr (M, t) =
TS_FINISHED holds, we define the simulation relation

1y
&

€,

consz's]%i (th,t, M, 0ipp) =
(i) t=tid%(M,t)
(ii)  th.pid = pid®m (M, 1)
(iii)  th.sba = sba%» (M, 1)
(iv) th.mss = mssPmr (M, 1)

Definition 8.34 (Consistency Relation for New Thread). Given a new thread th € K" with
an identifier ¢t € N,,,4;4 and the memory M such that state?» (M, t) = TS_NEW holds, the simu-
lation relation consis’3” (th, t, M, 7,0, 0im,, cba) specifies that the function name and the argu-
ment in the frame of the active context as well as all other components of th not belonging to
the stack abstraction are coupled with the corresponding fields in the TCB of the given thread.
Moreover, we include the well-formedness of the new thread from Definition 8.11. Though this
well-formedness is required for all threads in new in Definition 8.12, it is formally lost after the
thread is moved to ready (see Definition 8.10) and we need to keep it here for the correctness
proof.

Using the shorthands st = th.ac and (v,t) = Timp.F (frop(st)).V[1] we formally define

, d
consisp (th,t, M, m,0,0;m,, cba) =

W) Juop(st) = € {I" € Faame | Oimp Faar (f') = adg” (M. 1) }
(i) (bytes2bits (Meyop(st)(v))) = arg®m (M, t)

(i)  t = tid%» (M, 1)

(iv)  th.pid = pid®m (M, 1)

(v)  th.sba = sba® (M, t)

(vi)  th.mss = mss?»(M,t)

(vii)  wfth™® (th)

new

<

The simulation relation for the current thread depends on whether it performs MXA machine
steps or executes a primitive. Since the semantics of the primitives implemented with locks
is split into phases, we must support the simulation relation at consistency points inside their
function bodies. Recall that during any primitive execution we do not create a frame in the
configuration of the current thread. In the implementation, however, we get two additional
frames for the special function call and the lock acquire/release operation. If such a primitive
has parameters and the implementation MXA machine is at a consistency point inside the lock
acquisition function, one should couple the local parameters in the frame of the primitive with
the values of the arguments passed during the call by the current thread. Moreover, the loca-
tion in the caller’s frame in the implementation is one position ahead in comparison with the
configuration of the thread. All these facts are taken into account in the following definition.
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Definition 8.35 (Consistency Relation for Running Thread). Given a configuration c € Cry, of
the sequential machine for kernel threads and a configuration c¢;.,, € Cuxa of the implementa-
tion machine, we define the coupling relation consis’' (¢, Cimp, T, Gimyp, cba) specifying how the
MXA machine encodes the current kernel thread.

Namely, we require that (i) the processor configurations are fully coupled during inline as-
sembly steps in 7 or user/guest transitions, (ii) if no primitive is called during MX machine
steps, the configuration of the running kernel thread is equal to the configuration of the MXA
thread, (iii) the same holds before the call of the thread switch or exit. (iv) In case of any other
primitive we distinguish whether the call is already performed in the implementation or not
and couple the configurations wrt. the discussion above. (v) Especially, as mentioned before, if
thread _create or thread_delete is already called in the MXA machine, we couple their parameters
on the stack with the arguments in the call of the primitive. (vi) — (viii) Obviously, the thread
identifier, stack base pointer, and frame base pointer in the thread configuration should be equal
to the fields in its TCB.

Let the stacks of active context in ¢ and ¢;,,, be denoted by

st = theur(€).kmx-ac Stimp = Cimp-k-kmx.ac
and the difference between the lengths of these stacks be computed as
dif = top(stimp) — top(st)

Moreover, let ¢/, be a MXA machine configuration obtained from c;,,, by dropping dif top-
most frames from the stack of the active context as

Comp -k -Fmx.ac = stimp[1 : top(st)]

imp*

Then, using additional shorthands st},,,, = stimp (1 : top(stimp) — 1], (vi,t;) = FL_ (f).V[i], and
stmicil, ceil from Definition 8.13, we formally define the simulation relation as

I~
g

€,
s run -
consis'gy' (¢, Cimp, T, Oimp, cba) =

(i) thewr(c) € KEE = theyr(c).cpu = Cimp.k
(ii)  thewr(c) € KTE A —primT(c) = theur(c) = Cimp-k
(iii)  primTy (c) A stmite = call f(E) A
[ € {thread_run, thread _exit_to} = theu,(¢) = Cimp-k
(iv)  prim7y () A stmte = call f'(E) A
[/ € Fprim \ Lihread _run, thread _exit_to} =—>
(dif = 0A theur(c) = Cimp-k) V
(dif =2/ Frop(8timp) = [/ A thewr (incpy, () = cgmp.k‘)
(v) prim?’g (c) A stmiey = call f(E) A
[ € {thread_create, thread_delete} N cpyysn” (Cimp-k) =
Vi € Njg|. val2bytes ([E[i]]70) = Me o, (st5,) (Vi)
(vi) c.k.ct = tid%m (M, c.k.ct)
(i) theur(c).sba = sba®» (M, c.k.ct)
(viii)  theur(c).mss = mss®m (M, c.k.ct)

Finally, we can define the consistency relation for all threads belonging to the processor.
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Definition 8.36 (Consistency Relation for Processor’s Threads). Given configurations ¢ € Cy,
and c¢imp € Cuxa of the sequential machine for kernel threads and the MXA machine imple-
menting it as well as 7, 6, 0;,,, and cba considered above, we define the simulation relation
for the processor’s threads c.k claiming that (i) the current thread identifier resides in the cor-
responding element in the array current of the framework 7y, (ii) the sets of identifiers of all
threads ready for scheduling or scheduled are equal in the specification and the implemen-
tation, (iii) — (iv) the corresponding consistency relations for the current, new, and sleeping
threads belonging to the processor hold, and (v) — (vi) the same finished threads covered by the
consistency relation are considered in both machines.
Using p = pid - (c) we define

U
<

. proc 1€]
consisty, (¢, Cimp, T, 0, Oimp, cba) =

(i)  ck.ct = ctlm (cimp. M, p)
(ii) dom (c.k.ready) = TIDS?Q’ZZy(ciT,Lp.M,p)
(iii)  consis'py (¢, Cimp, T, Oimp, cba)
(iv) ¥t € dom (c.k.ready) \ {c.k.ct}.
(a) state®mv (cipp.M,t) = TS_SLEEPING =
consissTlflep (c.k.ready(t),t, Cimp-M, T, Oimp, cba)
(b)  state® (cipmp.M,t) = TS NEW =
consisp (c.k.ready(t), t, Cimp-M, 7,0, 0imp, cba)
() dom (c.k.fin) = TIDs " (Cimp-M, p)
(vi) ¥t € dom (c.k.fin).
consis];z(c.k.ﬁn(t), t, Cimp-M, Oimp)

Note that state?mr (Cimp-M, c.k.ct) = TS_RUNNING is a part of the well-formedness in Defini-
tion 8.29 and we do not repeat it here.

As for the components new and free of the machine configuration ¢ € Cyy,, we can couple
them with the implementation only when we can access them according to the semantics of the
machine for kernel threads.

Definition 8.37 (Consistency Relation for New and Free Threads). If the condition c.ap =
0V c.ap = pidcyr(c) holds, we can require that (i) the free identifiers of threads are equal in ¢
and c¢;,p, and (ii) — (iii) the same newly created threads satisfying the simulation relation from
Definition 8.34 are present in both machines.

I3
&

. free/new 1€
CONSIS (¢, Cimp, T, 0, 0imp, cba) =

c.ap =0V c.ap = pideyr(c) =
(i) c.free = TIDS?;’E”: (Cimp-M)
(i) dom (c.new) = TIDs%= (¢ M)
(iii) vt € dom (c.new) .
consis'p (c.new(t), t, Cimp M, 7,0, 0imp, cba)

In the definition of the memory consistency we have to exclude the memory regions occupied
by stacks having the counterparts in the configuration of the machine for kernel threads.
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Definition 8.38 (Memory Addresses Occupied by Stacks of Processor’s Threads). Given a
configuration k € K%°° we define the set A5'¢% (k) of memory byte addresses occupied by

proc
stacks for which the corresponding MX stack abstraction is present in k.

Let D(k) be the set of identifies for threads with MX stack abstraction

¢ thewr (k) € KipE

def {k.ct}
Dy (k) = dom (k.fin) Udom (k.ready) \ {(7]  theun (k) € Ki52

Then, using the shorthand
th(t) = (dom (k.fin) W dom (k.ready)) (t)

we formally define

Astacks (1) “ U ASback (th(t).sba, th(t).mss)

proc
teDqy (k)

<

Analogously, we define the set of addresses for the stacks of the new threads.

Definition 8.39 (Memory Addresses Occupied by Stacks of New Threads). Given a configu-
ration ¢ € Cry,, we compute

Astacks (©) dé U Aifgfk (c.new(t).sba, c.new(t).mss)

new

=

tedom(c.new)

Now, using Definitions 8.18, 8.38, and 8.39 we define the memory consistency for the sequen-
tial machine for kernel threads in the concurrent setting. Recall that according to the semantics
of kernel threads (see MXA machine steps in Section 8.1.2.2 and the well-formedness in Defi-
nitions 7.5, 8.12) the compiled code of the hypervisor / OS kernel program 7 is visible in the
memory of the machine for kernel threads. In turn, the MXA machine implementing the kernel
threads contains in the memory the compiled code of the whole linked program 7;,,,,. Therefore,
the memory region where the code of 7 resides should be coupled by the simulation relation.

Definition 8.40 (Memory Consistency for Sequential Machine for Kernel Threads). For con-
figurations ¢ € Cqyp, cimp € Cuxa, other parameters as above, and memory addresses icm C
Apyp \ A4 (info, cba), the memory consistency relation consisJi™ (¢, Cimp, 7, Oimp, cba, icm) re-
quires that the content of the memory in both machines is equal except the regions occupied by
the compiled code of the framework 7, all global variables declared in 7, the stacks having
consistent counterparts in ¢, and the region icm

Computing the memory addresses occupied by the compiled code of the framework 74,

Acode = Agede(info cba) \ ASS4 (info, cha)

mmp?

and the stacks in ¢
Astack's = Astacks (Ck) U Astack's (C)

proc new

we formally define

. . def
consis’pr ™ (¢, Cimp, Ty Bimp, cba, iem) =

Va € B*?\ (A% U AZ (4, Oimp) U A%F Udem) . c.M(a) = cimp.M(a)

Finally, we can define the simulation relation for the full machine for kernel threads.
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Definition 8.41 (Consistency Relation for Sequential Machine for Kernel Threads). Given
configurations ¢ € Cryp, Cimp € Cumxa of the sequential machine for kernel threads and the
implementation MXA machine, a program 7 of the hypervisor / OS kernel, environment pa-
rameters 0, 6;,,,, code base addresses cba = (cbacii, cba,), and a set icm C Apyp \ AS94e (info, cba)
of memory addresses that cannot be covered by the memory consistency due to environment
steps, we define the simulation relation between these machines as

. . def

consis i, (€, Cimp, T, 8, Oimp, cba, icm) =
. . proc

(i) consisty, (¢, Cimp, T, 0, 0imyp, cba)

(ii)  c.ap = apPm (Cimp-M)

. free/new
(iii) conssth/ (¢, Cimp, T, 8, Bimp, cba)

(iv)  consispy ™ (¢, Cimp, T, Oimp, cba, icm)

(v)  wvalid?y (0, 0imp) A valid?ﬁpl(m Tths Timp)

Note that (v) is included into the simulation relation because it is rather a property of the com-
piler than an assumption for the linker placing the compiled code into the memory.

8.3.4 Accessed Addresses

The set of addresses read and written during steps of the machine for kernel threads are com-
puted similarly to Definition 7.39. The only difference is that we do not take into account the
addresses for stack information retrieving (see Definition 7.38). In contrast to Definition 7.39
where in case of the end of ISA steps we search (in the memory) for the base address and the
maximal size of the current stack, here, we only test whether the stack pointer and the frame
base pointer belong to the stack of the current thread.

Definition 8.42 (Memory Addresses Accessed for Reading and Writing during Steps of Se-
quential Machine for Kernel Therads). For a configuration ¢ € Cry, and an input in € Zyxa
we use the following shorthands

Cmxa = confyixa(©) Cmse = onf X (Cmxa)
d= confr,l\‘/ll\/i(ﬂés (mea) d/ = 67‘MIPS (d7 ZTL)

JE CO”fﬁ\(/}%S (meaa ZTL)

o~

_ 256 5 _ e
n = (core7 € Cypaik, € Cpair, 0°° ) d’ = dvps(d,in)

and define the set of read addresses reads%i)(c, in, cba) obtained as (i) the MX reads-set for
a mixed machine step, and (ii) in case of the switch to inline assembly or a pure ISA step,
computed as (a) the reads-set of the MIPS-86 model if there is no end of ISA steps or the end
of ISA steps is reached and the stack pointer and the frame base pointer do not match the stack

of the current thread, and (b) if they do, readsT;’ (¢, in, cba) additionally includes the memory
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addresses occupied by this stack:

readsgi}f(c, in, cba) =4

readsyx (Cmx, 7, 0) : M (Cmxa-k) A startT,, (Cmxa)

readsmips ((Z Z/’;L) o startT, (Cmxa) N (ﬂendfs’z’dm (c/l\’.cpu) vV
end;‘;’S’Cba((f’.cpu) A —matchst ey (c, c?’))

readsyips ((z Z/’/\l) U o start?,, (Cmxa) A end;’g’cm(c?.cpu) A

AR ($ba ey (€), MSS e (€)) matchst cur(c, (f’)

readsyips (d,in) : 180 (Cmxa-k) A (—\enng’Cba(d’.cpu) Y
end2 P (d! .cpu) A —~matchst e (c, d))

readsyips (d,in) U - i50(Coxa k) A end 22 (depu) A

ARISEE (sbacyr (), msscur(c))  matchst ey (c,d’))

In turn, the set of written addresses is the same as for the MXA machine:
def
writesT! (¢, in) ) writesy % s (Comxa, i)

Definition 8.43 (No Access to icm by the Machine for Kernel Threads). We combine both sets
into
d
accadgi,? (c,in, cba) &) readsgi,? (¢,in, cba) U writes’}’g (c,in)

and define a predicate indicating that addresses icm are not accessed

U
&

. . €, . .
noacc’}’g (c,in,icm, cha) = accad?’g (c,in,cba) Nicm = ()

8.3.5 Z7O- and OT-Points

The ZO- and OT-points for our machine modeling kernel threads are similar to the ones for
the MXA machine except steps of the primitives different from thread scheduling and exit.
Since these primitives perform global operations, the machine executing such a primitive is
considered to be at ZO- and OT -points.

Let the call of the primitive distinct from the thread switch and exit (that are scheduling
primitives) be indicated by the predicate

def

primnsch’y (¢) =
(i) prim7y (c)
(ii)  stmta = call f(E) A
[ e Ferim A\ {thread run, thread_ezit_to}

Analogously, for the scheduling primitives we have

d
pm’msch}’g () Z

g,

i) primT(c)
(i) stmicy = call f(E)A
f € {thread_run, thread _exit_to}
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Definition 8.44 (ZO- and OT -Points for Kernel Threads). Then, for ¢ € Cpy, and in € Xyxa
we define

d 1 . primnsch™? (¢
I(’)?,?(c,in,cba) o , P ) 7 (€)
IOMXA(mea,zm info,cba) : otherwise

where info is computed as before.

I\
&g

€,

. 7,0
(’)T}’fb)(c, in) {1 . primnsch, (c)

OTT% \(¢,in) : otherwise

For the implementation machine in configuration ¢;,, € Cyxa with an input in € Zyxa we
will directly use

0 o , .
ZOGE ™ (Cimp, in, info cba) and OT&’;{”A " (Cimp, IN0)

mp?

8.3.6 Requirements and Conditions for MXA Machine

The requirements and conditions on steps of the MXA machine implementing the kernel threads
are quite simple and are based on the definitions introduced before.

Since the MXA semantics already excludes non-suitable inputs for which the transitions are
not defined, we simply set

d
suit s o (in) =1

As for the well-formedness of the MXA machine, we have ready defined it in Section 8.3.2 as

wfconfl\j;[})L(A(CimPa Timp eimpv Cba)
Finally, the well-behaviour of the MXA machine represents the software conditions from Sec-
tion 7.3.6 needed for the simulation of the extended mixed machine. Therefore, we consider

def
waXA(cmp,zn Timp, cba) = SeMxA(Cimps 1, Timp s 1040, 5 Qimp, cba, Stlba)

8.3.7 Software Conditions for Kernel Threads

For the simulation between the machine for kernel threads and the MXA machine implementing
it, we still need to keep the static software conditions introduced in Definition 7.47 because they
represent the requirements on the placement of the compiled code and data into the memory.
Therefore, we restate here the same conditions with a slight modification.

Definition 8.45 (Static Software Conditions for Kernel Threads). For given 7, 6;,,,, and cba,

we define
def

SCSQE;:t (77, 9i77Lp7 Cba) =
(i) Aﬁ%e(infolmp, cba) C Acode
(i) valid§34e (info,,,,,, cba)
(i) AL (ri”,0) \ AGE (71", 0) € Adata

(lv) Aéolrﬁgt (Wéﬁlp7 0) Aconst
(v)  sciiy (m,0)

Note, that (v) is the requirement only for the program of the hypervisor / OS kernel. It will be
used for proving the same property for the linked program in the presence of 7.
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In comparison to the dynamic software conditions for the MXA machine in Definition 7.48,
the conditions for the kernel threads are not applied for the stack information regions that are
abstracted away in the semantics. Recall that the stack base pointer and the stack maximal size
are components of the kernel thread configuration. Moreover, we introduce restrictions on the
primitive calls, forbid accesses to the memory containing the implementation of the primitives,
TCBs, etc.

Definition 8.46 (Dynamic Software Conditions for Kernel Threads). Given a configuration
¢ € Cqy, of the machine for kernel threads, an input in € Yyxa, and the existing step ¢ =
67}’,?’01”1(0, in), we state the dynamic software conditions requiring the following: (i) no run-
time error is generated by the step, (ii) the current thread does not access the memory regions
occupied by the compiled code of the framework, stacks of threads (except the case when the
stack abstraction is lost) and by the global variables of the framework 7y, (iii) the current thread
does not modify the compiled code of the hypervisor / OS kernel program 7, (iv) during a
step of a primitive other than thread switch and exit no volatile accesses in the evaluation of
the primitive’s arguments are allowed, (v) evaluation of arguments for thread switch and exit
primitives may perform up to one volatile access, (vi) for any MX machine step (except the
primitive call) the dynamic MX software conditions hold, (vii) for any MIPS-86 step the software
conditions needed for the store buffer reduction hold, (viii) before a successful reconstruction of
an MX thread configuration, the masked interrupts must be masked by the programmer again,
and (ix) stacks of threads belong to the data region of the memory.

Let A, be the set of addresses at which the memory is not allowed to be accessed by the
thread according to (ii)

Aimp = (Ai,%jf(mfoimp,cba) \Aﬁ/‘fgf(info,cba)) U

Astecks (c.k) U AStacks (c) U AZ (myn, Oimyp)

proc

Then, using the shorthands d, 3, in from Definition 8.42,and d, in, d given below, we define

dyn . . def
scqy (c,in, m, 0, 0imp, cba) =

(i) J#1L

(ii)  accad T (c,in, cha) N Agpp = 0

(ii) writesgﬂ‘g (e,in) N A4 (info, cba) = ()

(iv)  primnschT! () = nIOT? (cal) = 0

(v) primsch?ﬁ(c) = nIOgcfi’e(cCﬂ) <1

i) ma(cmxa-k) A startl, (Coxa) A primT (¢) =
scf\%z(cmx, in, m, info, 0, cba, Cmxa-k.sba, cruxa-k.mss)

(0ii)  Mmx(Cmxa-k) A startT,,(Cmxa) V 180 (Cmxa-k) =
scrvips (d, in)

(viii)  isa(cmxa-k) A MmT (confﬁ/g&(c’).k) =

Vi e {1,7}. El.cpu.core.spr(sr)[i] =0
(i) A3k (e.) U A () C Adata
where the corresponding MIPS-86 configuration d and the input in are
- {(J, Z/’I\”L) : MT(Cmxa-k) A startl, (Cmxa)
(d,in) : isa(cmxa-k)
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and the next MIPS-86 configuration is computed as d = Srrps (d,in).

Definition 8.47 (Software Conditions for Kernel Threads). Combining both definition from
above, we get

u
g,

€,
scrp(c,in, m, 0, 0imp, cba) =

(i) scSHH (T, Oy, cba)

(ii) scf_im (c,in, 7,0, 8imp, cba)

8.3.8 Sequential Correctness for Kernel Threads in Concurrent Context

Finally, as it was done in the previous chapters, in order to state the sequential correctness
required for the justification of the concurrent model of kernel threads, we introduce auxiliary
definitions which are obtained from Section 7.3.7 by substituting the predicates for MXA by the
corresponding ones defined for the machine with kernel threads in this chapter.

For defined steps of the machine for kernel threads from a configuration ¢y € Cy, till the next
consistency point, we require that the software conditions hold, the memory region icm is not
accessed, and the machine configuration at the next consistency point is well-formed.

def

SCseq y,(co, 7,0, Oimp, cba,icm) =
vneN,ce (Crm)" A e (Suxa)”
(i) ca=coN (01 H:;7;’,79‘01)%\ Cn+1)
(i) Vie2:n].c;# L = —cpri(ci,m,0,cba)
(iii) cpi1 # L = cprn(cnyr, 7,0, cba)
—
(i) Vi€ Ny,. serp(ci,Mi,m, 0, Qimp, cba) A
noacc?g(ci,)\i,icm cba)
(ii) cpy1 # L = wfconf7, 9, Cba(cnﬂ)

The restrictions on the number of ZO-points between two consistency points and the require-
ment on their proper implementation are formulated in a predicate for non-empty sequences
Cimp S ((CMXA)*, g € (EMXA)*/ Wlth ‘Ci7np| = |0’| + 1, and c € ((CTh,)*/ T € (EMXA)* With
el = I+ 1:

I
&

Th L€
oneZOyxa (Cimp, 0, ¢, T, 7,0, 8imp, cba) =

(i) Vi,je N|T‘.Z(’)T§J§(ci,n,cba) /\IO?,?(cj,Tj,cba) = i=j
(i) Vi,j € Npg|. IO;}’;{’A " (Cimp > Tis 105 D) N
IO%&“’A e (cimpj,aj7 info cha) = i=3j

mp?
(ii) (32 €Ny IOTh(cl,TZ,cba)) — (ﬂz € Njyj. ZOT3 ””P(cimpi,al-,infoimp,cba))
(iv) (3 € Ny OT (e, 7)) = (3 € Nioj. OTR™ (Comps 1))

Additionally, the shorthands indicating that there are no consistency points in the given se-
quence are define as

d
nocpry (¢, , 0, cba) éf Vi € Nigj. ~eprn(cs, m, 0, cba)
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def
Th lef . Th
nocpyix A (Cimps T, Oimp, cba) = Vi € Ni¢, 1. =epyxa (Cimp T Oimp, cba)

Finally, we formally state the theorem for the sequential correctness for kernel threads in con-
current context in the way done before for lower layers of our model stack. Recall that in the
previous chapter we have presented the simulation between the reduced MIPS-86 and MXA
machines such that the existence of the MXA consistency points (see Definition 7.36) satisfy-
ing the requirements from Definitions 6.34, 7.42 is guaranteed. Therefore, in the correctness of
the kernel threads implementation we consider steps of the MXA machine with such consis-
tency points. For brevity, the condition on their existence is silently assumed in the simulation
theorem here.

Theorem 8.1 (Sequential Correctness for Kernel Threads in Concurrent Context).

Vr € Progyix, cba € B3% x B32,0, 0., € Paramsciy,

k+1

. 32 k
Co € (CT}“ZCTn S 2B JkeN, Cimp € ((CMXA) NORS (EMXA)

(i) wfeonf TP (co) A wfconf i a(Cimp 1], Timp, Oimp, cba)
(i) cprn(co, m, 0, cba) A cpiys a (Cimp 1], T, Oimp, cba)

(ii) icm C Apyp \ AS2%(info, cba) A consis th(Co, Cimp[1], 7, 0, Oimyp, cba, icm)

67‘"1mpv imp ot
MXA

(ZU) Cimp [1] —)]E 0 w) Cimp [k —+ 1]

() nocpil a (Cimp[2 : K], 7, Oimp, cba)
(vi) SCseqy,(co, ™, 0, 8imp, cba, icm)
=

m+1

dn € N, C;mp c ((CMXA)n+1 ,O0 € (ZMXA)n ,m € N7C S ((CTh) , T € (ZMXA)m.

i) n>kANCc

imp

l:k+1]=cimpNho[l:k]l=w

mp s imp ,0

Gi) ¢, [1] —

imp st
imp >
sW

) Cg.'mp [n + 1]

(iii)  epify A (Chmp[n + 11,7, Oimp, cba) A nocpliy s (¢}, 12 0], 7, iy, cha)

(iv) wfconfl\%m(c’imp [n+ 1], Timp s Oimp, cba) A
Vi € Ny.wb A (

C;mp [ZL O Timp Cba)

6,cb
(U) cp =cy N\ (Cl —>:5T7},}’9‘Cb”,‘r Cerl) AN wfconf";h,c a(Cm+1)
(vi)  eprn(Cmyr,m,0,cba) Anocprn(c[2 : m], 7,0, cba)
(vii) oneIOl\%{A(c;mp, 0,¢,T,m,0,0;mp, cba)

(viii)  consish(Cma1, c;mp [n+ 1], 7,0, 0imp, cba, icm)

with v = (cba, Stlbas[pidcyr(co)]) and wimp = link(m, my,).

Proof: Here, we show in detail the correctness proof only for the thread creation and thread
switch primitives. The argumentation about other primitives is similar and left as a bookkeep-
ing exercise. In fact, all conditions introduced in this chapter are sufficient for showing the
correctness of the whole kernel threads implementation as well as the required property trans-
fer needed for the pervasive verification in the overall model stack considered in this work.
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Thread creation: Let the machine for kernel threads be at the call of the primitive thread_create
in the configuration ¢y. In turn, according to Definition 8.22 the MXA machine in the configura-
tion ¢;my[1] can be at one of the following consistency points:

1. the call of thread_create:

The primitive is called with the same values of the function arguments in both machines
because the consistency relation consis r(co, Cimp[1], T, 8, Oimp, cba, icm) holds.

According to the well-formedness wf x4 in Definition 8.28 the MXA machine is at a C-
IL consistency point and, therefore, we have ap? (¢, [1].M) # pid(cimp[1]). Since by
consis y, from Definition 8.41 we get co.ap = ap’# (c;mp[1].M) and by consis’y" in Defi-
nition 8.35 we conclude pid(c;mp[1]) = pideur(co) because the SPRs in both machines are
equal, we also have cg.ap # pidcur(co). The further argumentation depends on the value
of cq.ap:

a)

b)

co-ap ¢ {0, pidcyr(co)}: another processor holds the lock.

The machine for kernel threads performs a step from ¢; = ¢ and stays in the same
well-formed configuration, i.e, we have m = 1, 57}’5’6“(01, in) = cy,and ¢; = ¢ = ¢p.

In turn, in the implementation if the computation ¢;y,, [1] —>’“5ﬂmp,gmw Cimp [k +1]

MXA
has not reached the next consistency point, we continue the steps till the configura-
tion c;,,,[n + 1] with n > k where the MXA machine is at the second call of cas
in acquire_lock and, therefore, cpifi \ (). [n + 1], 7, Oimyp, cba) holds. Otherwise, we

imp
have already n = k.

By a simple bookkeeping one can easily show that the configuration ¢, ,[n + 1] is
well-formed because we have only made operations on the stack of the MXA ma-
chine and moved to the next consistency point. Moreover, all performed MXA steps

are well-behaved, what can be seen from the executed code.

Since we did not change the configuration of the machine for kernel threads, and the
MXA machine configuration c;,,,[n + 1] differs from c;;,;,[1] by only two additional
frames for the functions thread_create and acquire_lock on the top of its stack, the
consistency relation consis7y," is not violated and the overall consis 1 (¢m1, c;mp [n+

1], 7,8, 0;mp, cba, icm) holds.

It is also clear that the predicate oneZOL A(Cimp»> T, ¢, T, T, 0, 0y, cba) is satisfied be-
cause the call of the primitive in ¢; is marked as ZO-, OT-points, and the MXA ma-
chine has executed only a single call of cas.

co.ap = 0: the lock is free.

The machine for kernel threads performs a step from ¢; = ¢y to ¢ # L (no run-
time error by the software conditions) where a new thread ¢th with an ID (aq) €
dom (¢q.free) (see the notation in the semantics of the step in Section 8.1.2.2) is created
with a stack not overlapping with stacks of other threads and wfth?:% (th) holds.

new
co.free = cy.free \ {{ay;q)} co.ap = pideyr(c1)

th : = {ayq)

ci1.new(x) : otherwise

co.new(x) = {

One also concludes (a;iq) # c1.k.ct because we have c1.k.ct € dom (¢q.k.ready) by
wfth.,,,. in Definition 8.10 and dom (¢;.k.ready) N ¢;1.free = O by Definition 8.12 for

proc
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wfconf ;,. Hence, it is easy to show that the step leads to the well-formed configura-
tion, i.e., wfconf 7}5 %% (¢,) holds.

In the implementation the lock is also acquired by the processor pid(cipmp[1]) and we
have to consider the next consistency point, which is, in contrast to the previous
case, the assignment xlock = 0 inside release_lock. Again, we have either n = k, or
we continue the execution of the MXA machine till ¢, [n + 1] with n > k if we have
not reached the consistency point in ¢;,, [k + 1].

During these steps by the lock acquisition we get
ap” 7 (Cipmp [+ 1].M) = pid(ciyy [0 +1])

By the call of search_by_tid we find a pointer to a node of the free thread with the

same ID (ay;q). This operation is feasible because we know (a;;q) € dom (c1.free), by

free/new

Definition 8.37 of consisv, we have ¢;.free = TIDs f;’e"g (Cimp[1].M), and we have

not changed the memory c;,,[1].M till the call of search_by_tid.
After the preparation of the well-formed stack and TCB for the new thread according
to wfyixa in Definition 8.27, the thread is deleted from the list of free threads by the
function remove and inserted into the list of new threads by insert_to_end such that
at the end of the steps we have

TIDs G2 (ol + 1]-M) = TIDs 7 (Cimp [1]-M) \ {{atia)}

Tree free

TIDsnLgZ))( Cimp [’I’L + 1]M) TIDsnlgg)(Clmp[l]M) U {<atid>}

Taking into account the changes of the MXA machine configuration from above and
the fact that the steps have reached the consistency point indicated by cp§3' (¢}, [n+

1).k) we conclude that the well-formedness wfconf ik  (Ciynp [0 + 1], Tirmp, Oimmyp, ca)
holds. Moreover, as in the previous case, the steps are well-behaved.

Finally, since the stack of cj,,,[n + 1] differs from the one in c;my[1] by two addi-
tional frames for the functions thread create and release_lock and in ¢z and c;,,,, [n+1]
we have made only the updates of the component considered above, using the sim-
ulation relation consis 1,(co, Cimp|[1], 7, 0, Oimp, cba, icm) we conclude that the simu-
lation relation consis 1 (Cm41, Cimp (1 + 1], 7,0, 0imp, cba, icm) after the steps in both
machines still holds.

As in the previous case, the invariant about the ZO- and O7 -points is also preserved.

2. the call of cas in acquire_lock except for the first iteration:

248

In this case, the stack of the MXA machine in the configuration ¢;n,[1] has already two
frames for the functions thread_create and acquire_lock on its top. Moreover, by the re-
lation consisTy (o, Cimp|[1], T, Oimp, cba) the parameters of thread_create on the stack are
coupled with the values of the corresponding arguments in the primitive call in the run-
ning thread. The further proof is the same as for case (1) except for the frames of the stack.
Namely, in case (a) the stack layout is preserved when we reach in ¢, [n + 1] the next call
of cas in acquire_lock, and in case (b) the topmost frame is substituted by the frame for the

function acquire_lock.

the assignment xlock = 0 inside release_lock:

Since cpis¥3(cimp[1]-k) holds, by the well-formedness wf{j%, in Definition 8.28 we get
ap® v (Cimp[1].M) = pid(cimp[1]) and by the same argumentation as in case (1) we con-
clude cq.ap = pid ey (co).
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Therefore, after a single step from c¢; = ¢y the machine for kernel threads has the configu-
ration

co = inci (e1)]ap := 0]

The configuration c; is well-formed because no other components (except for ap and the
location in the topmost frame) have been changed.

As the next consistency point for the MXA machine we consider a C-IL statement directly
after the call of thread_create in 7. Again, if in ¢, [k + 1] we have not reached this con-
sistency point, we continue the execution of thread_create until ¢}, [n + 1] after the return
from the primitive. Otherwise, we set n = k. After these steps the lock is released and we
get

ap? (¢ [+ 1].M) = 0

The configuration ¢, [n + 1] is well-formed because we have only dropped two top-
most frames of the stack of the current thread that was well-formed in ¢;y,,[1]. The well-
behaviour trivially follows from the executed steps.

Since by consis’py" from Definition 8.35 before the steps we had th .y, (inciy (¢)) = Cimp[1],

where ¢, 1] is obtained from c¢;,,, [1] by deleting these two frames, and the MXA machine
has only released the lock and returned from thread _create, we get theur(c2) = ¢y [n+1].k
and conclude that consis 7y, (ca, c;mp [n+ 1], 7,8, 0imp, cba, icm) holds.

Obviously, the condition oneZO % A(Clhanps 05 ¢, T, 7,0, 0inp, cha) is satisfied because a sin-

gle ZO-/OT -operation is executed in both machines.

Thread switch: Both machines in the configurations ¢y and ¢;,,,[1] are at the call of thread_run
with the same (by consis 13,) identifier tidy, of the thread we switch to (see the semantics of the
step in Section 8.1.2.2).

By the software conditions we know that any step from ¢y does not generate the run-time

proc

error and, therefore, tid,, € dom (co.k.ready) holds. From Definition 8.36 of consis’,,“ we have

dom (¢g.k.ready) = TIDsigg’éy (Cimp[1].M, pidcyr(co)). Hence, in the memory of the MXA ma-
chine the local list of threads ready for scheduling also contains a node of the thread tid;,. More-
over, the current thread ID is equal in both machines: cq.k.ct = ct?m (¢, [1].M, pid cur(co)) =
tid from -

By performing a single step of the machine for kernel threads from ¢; = ¢y we compute its
new configuration cy. In turn, in the implementation, if ¢;,,[k + 1] is a configuration of the
MXA machine not after the call of thread_run, we continue its steps until c;,,,[n + 1] similarly
to the proof of the thread creation. The result of the computation depends on whether we try to
switch to the same current thread, or to another thread that can be new or sleeping.

During the steps of the MXA machine we obtain pointers to the nodes of the same threads
tidt, and tidgrom because the list of ready threads remains unchanged in the MXA memory since
the call of the primitive.

If both pointers are equal, the case corresponds to tid;, = tidsom and in the implementation we
return from thread_run. The configuration c;,,,, [n + 1] differs from ¢;,,[1] only by the increased
location of the topmost frame. The configuration ¢y of the machine for kernel threads is com-

puted as co = incj,e (¢1). Since by Definition 8.35 of consis7y' we have th .y, (c1) = ¢}, [1].k and

wm
no other components as well as the memory were changed, the simulation relation bgtween c2
and c;,,,, [n+1] is preserved. The argumentation about the well-formedness of ¢z and ¢, [n+1],
the well-behaviour of the MXA steps, and ZO-/OT -points is trivial too.

If the pointers to the nodes of the threads being switched are not equal, the case corresponds
to tidy, # tidgom. The configuration cp of the machine for kernel threads is obtained from

c1 by updating cy.k.ct = tid;,, increasing the location in the topmost frame of the previously
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running thread tids o, the transformation of its configuration to a configuration of the non-
running thread, and enriching the configuration of tid;, by the state of the SPRs and TLB (see
Definition 8.8) from ¢;. Let the configurations of the threads in ¢; and ¢ be

thfrom = theur(c1) thio = c1.k.ready(tids,)

thirom = C2.k.ready(tidgom) thlyy = theur(c2)

Hence, in the configuration ¢, we have
VX € {ac,ic}. th), kmx- X = thio. X th'yy Kmx-SPT = thfrom -Kmx.Spr

VY € {sba,mss}. th},.Y = thy,.Y thyy-tlb = th from, tlb

In the implementation the MXA machine performs further MX steps where the states of
threads in their TCBs are changed, the current thread ID is also updated by tid:,, and the MASM
procedure switch_stack is called. Note that after this call the stack of the thread tidj o has
frames for thread_run and switch_stack on its top. By starting the inline assembly we switch to a
MIPS-86 configuration containing a consistent physical stack of the thread tidfo, in the mem-
ory, the program counter pointing to the start of the inline assembly, the actual stack pointer and
frame base pointer, etc. After saving these pointers to the thread context of tidsn, one can eas-
ily conclude that the well-formedness wf 5<% (see Definition 8.26) of the TCB and the stack for
the sleeping thread tidy,, is satisfied because one can again reconstruct a corresponding MX
thread configuration well-formed for this sleeping thread according to Definition 8.24. During
the execution of the next inline assembly instructions we restore the stack pointer and frame
base pointer and begin to operate on the stack of the thread tid;,. After loading a word from
this stack by lw i1 bp 28 into the register i; (used for passing the first argument during func-
tion/procedure calls according to the calling convention from Section 5.1.3), before the return
from switch_stack we attempt to reconstruct an abstract MX thread configuration k], € Kyx
because the MIPS-86 machine is at a consistency point corresponding to the start of the com-
piled code of ret. The further execution depends on the state of the thread tid;,:

1. the thread tid;, is sleeping;:

In this case we know that before the steps wf s:5h (tidy,, Cmnp [L]-M, Timp, Qigmp , cba) holds

and, therefore, for the sleeping threads there exists &/, € Knx satisfying wf Hsézf)f (Klses Oimp )-
Then, by consis ™ (thy,, tid,,, Clrmp [1]- M, T, O, cba) for ni’ = [k, vicl, icy,, = kyy.ic[ni']
we have

thie.ic = kI _.ic[l : ni’ — 1] thio.ac = icyp |l : top(icy,,) — 1] (8.2)

Since until the execution of ret in switch_stack we have not modified the stack and fields of
TCB for the thread tid;, except for its state, we successfully obtain the abstract MX thread
configuration k)], (mentioned above) and by the reconstruction conclude

k! ic =k ic (8.3)

The active context of k], is of MASM type and contains a single stack frame for the proce-
dure switch_stack, the current state of SPRs equal to the registers content in ¢, [1] because
we have not rewritten them, and the GPRs with i; updated in the inline assembly. The
topmost frame of its last inactive context corresponds to the function thread_run. The fur-

ther steps are performed in the MX semantics, namely, the MASM step for ret and the C-IL
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8.3 Sequential Correctness in Concurrent Setting

return from thread_run. Note that the register i, is not used during these steps and, there-
fore, its loaded value is 1gnored Formally, after these steps in the configuration ¢/, [n+1]
we get for ni” = |ky,, .ic|, ic,, = kj-ic[ni"]:

Zmp [n+ 1)k kpy.ic = kI

Ve[l ini” —1]
Comp [+ 1.k kmy.ac = iciop[1 : top(icy,,) — 1]
Comp 1+ 1]k Eny.5pr = k.kmx.spr
c;mp [n+ 1].k.tlb = ¢},,,, [1].k.t1b
Compln + 1].k.sba = sba’m (.. oM, tidy,)

Chmp[n + 1] kmss = mss® (), [1].M, tidy, )

zmp[ ]

Note that along with k! . the values of sba and mss belonging to the sleeping thread are
also correctly reconstructed from the stack information abstraction instantiated in Sec-
tion 8.2.2 for the MXA machine. Since we do not change these fields in the TCB of the
thread, they are equal to the values fetched from ¢, [1]. M.

run

Now, using equations (8.2) = (8.3), thjrom = iy, [1]-k from consis’yy' (c1, ¢y, (1], T, Oimp, cba),
and thy,.sba = sba%m(c, [1].M,tidy,), thy,.mss = mss®m(c, [1].M,tid;,) from the
simulation relation consis < (thy,, tids,, ¢ Chmp 1M, 0, 0inp, cba) we easily obtain

mmp [

zmp zmp

nnp [+ 1)k kmx.ic = thie.ic
’me [n 4 1).k.kmx.ac = thy,.ac
imp [n+ 1]k kmx.spr = thjrom kmx.spr
c;mp [n 4 1].k.tlb = th from b
Comp M + 1].k.sba = thy,.sba

/

Cimpn + 1].k.mss = thy,.mss

From the computation of th’,, considered above we conclude
theur(c2) = Cyppn + 1]k

Therefore, after the steps of both machines the simulation relation consis’y,' (c2, ¢ ’Zmp n+

1], 7, Qimyp, cba) holds. Tt is also easy to see that we have consis i (th) from Ll from s Chynp [0+
1].M, 7, 0y, cba) because, as mentioned above, during the executlon of the inline assem-
bly the well-formedness wf iﬁﬁ of the TCB and the stack for the thread tid ., is satisfied
and these data structures in the MXA memory are preserved during the MXA steps until
clmp [n + 1]. Since in the machines we have updated only the components mentioned dur-
ing the proof, we finally conclude that the simulation relation consis 1y, between ¢, and
Cimpn + 1] holds. Moreover, ¢}, [n + 1] is well-formed for the kernel threads implemen-
tation.

2. the thread tid;, is new:

In this case before ret we cannot reconstruct &/ . because the physical stack (see Figure 8.3)
of the new thread tid,, satisfies wf\jxx (tidio, ¢}, [1]- M, 0imyp) and no corresponding ab-

stract MX machine stack consistent wrt. the MX compiler consistency exists.

Therefore, we continue MIPS-86 ISA steps executing the compiled code of ret. During
these steps, according to the implementation of ret given in Section 6.1.1.1, we know that
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the topmost frame corresponding to the procedure switch_stack is dropped and the pro-
gram counter is set to the return address stored in this frame.

Since by wfyrxa we know that this return address is equal to the address of the entry
function in the TCB, and by consis’;” its is coupled with the function name of the stack
frame in the abstract configuration of the thread tid:,, the MIPS-86 steps proceed with the
execution of the prologue (see Section 6.1.1.2) of this function until the next consistency
point, where the program counter points to the beginning of the compiled code of the
first statement in the body of the thread entry function. Moreover, we know that the
argument of the entry function resides in the register ¢;. Therefore, by reconstructing an
abstract MX thread configuration with the base address and maximal size of the stack
belonging to the thread tid,,, we obtain the well-formed configuration ¢}, [n + 1].k with

imp
co[n 4 1k = theyr(c2).

wmp
By taking into account the argumentation about the thread tidy, ., from the previous case,

we finally conclude that the simulation relation consis 71, between c; and c;mp [n+ 1] holds
also in case of the thread switch to the new thread.

In both cases from above the condition oneZO{/x A(Clmp» 03¢, T, 7,0, 0y, cha) is satistied be-

cause we have not performed ZO-operations. This finishes the correctness proof of the thread
switch considered in this thesis.

As for the usual MXA steps of the machine for kernel threads, one can easily show that both
machines execute the same steps. In case the stack substitution is performed by the kernel in an
inline assembly of the program , the software condition for the kernel threads guarantee that
the configurations of all threads except for the running one are preserved and no thread switch
is performed without the execution of the corresponding primitive.

O

8.4 Justification of the Concurrent Model

8.4.1 Cosmos Model Instantiations

Given a program 7 = (7, 7.1) € Progyx of the hypervisor / OS kernel, the kernel threads
framework my, = (W,’ih, Wéﬁ) € Progyx such that the linked implementation program 7, =

(wﬁmp o ? ) is computed as 7, = link(m, 4, ), the environment parameters 6, 6;,,,, satisfying

valid’y, (0, 0mp), code base addresses cba = (cbaci, cba,,) € B3? x B32, and ¢ = (cba, Stlbas), we
define the instantiations ST """, §7m % ¢ § of the Cosnos models for the kernel threads

machine and the extended mixed machine implementing it on np € N processors.

Concurrent Machine for Kernel Threads

570 0mb 4 _ the set of memory addresses of the Cosmos model for kernel threads must

include not only byte addresses, but also the names new, free, ap of the abstract compo-
nents present in the kernel machine configuration. The reason is that all resources that
can be shared have to be modelled by the memory m : A — V in the concurrent machine
state. Moreover, in order to see which threads are owned or shared, we include N,,,+;4 into
this set. Since we get configurations of threads from new, free, and processor’s threads,
for the Cosmos machine memory we will set Vtid € N,,,4q. m(tid) = L.
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Let the set of memory addresses not occupied by the compiled code and global variables
of the framework be denoted as

A =B\ (Aﬁ,‘f;i(e(z'nfoimp, cha) \ A5 (info, cba)) U A% (y,, Oimp)
Then, we instantiate the set of addresses A as
S;f’e’mp’Cba.A = A" U {new, free,ap} U N,,1iq
where new, free, ap show the abstract component to be addressed.

. S;f Oimr-be 1) _ the set of Cosmos model memory values includes then all possible values
for the addressed components:

S;,}?,gmmp,cl)a.v _ B8 U (Nmtid N Kv%zun) U 2Nmtid U [0 . np] U {L}

T},‘f Bimprcba o A& (Tein, 0) U Acode \ (Awde(mfoimp, cba) \ ACOde(mfo, cba))

S
. Sﬂ' ,0,0imp ,cba nu = np
S

T, 9 ,0impcba U= Kproc U {L}

7,0,0imp,cba
STh v £ = ZMXA

Before we instantiate other components, we introduce the function

L
&

€
crp(u,m) = ¢

composing the configuration ¢ € Cry, of the sequential machine for the kernel threads on the

base of the unit’s configuration v and the Cosmos model memory m mapping either read-only

addresses 57" R or all S5, ** A to the corresponding values.

The result ¢ depends whether the abstract components ap, new, free are in the given portion of
the Cosmos machine memory or not. In the latter case we choose any values of the components
because they are not involved into the underlying computations and are needed only for the
formalism used in definitions.

m(a) : a € dom (m) cap = {Zn(ap) : ap € dom (m)

ck=u cM(a) = {

eB32 . otherwise N,, : otherwise
m(new) : new € dom (m) m(free) : free € dom (m)
c.new = ) c.free = N )
€ (Nppia = K%"™) : otherwise e28mtid : otherwise

Therefore, using ¢ = ¢y, (u, m) we can now apply the functions and predicates defined for
the kernel threads machine from the previous section.

reads%?(c, in, cba) :u# LA —primnsch’; 7 f(c)
Teads?g(c, in,cba) U{ap} : u# L A primnsch Th( c) A
. 0
° S;}fxemw,Cba.reads(u7 m, ZTL) _ -, . c.ap 74 ' .o
reads’), (c,in, cba) U s u# LA primnschy, (c) A
{ap, new, free} a.ap =0
1] : otherwise
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Note that we do not include thread identifies into the reads-set because we do not modify
1 in m. For arguing about the ownership memory access policy it is sufficient to consider
new and free in this set.

oS ;f’e"””’cm.é (u, m,in) — the transition function of the unit is instantiated wrt. the com-

putation ¢ = 67}’5 b(¢.in) of the next configuration of the sequential machine for kernel
threads. If the step is undefined, we obviously have ¢’ ¢ Cry, | .

c.k,m' s u# LA —primnschT () A # L
Th
(c k,m”) u# LA primnsch?’g(c) ANc # LA
c.ap = pideyr(C)
dk,m) :u# LA primnsch™ () Ad # LA cap =0
Th
c.k,m s u# LA primnschTl () A # LA
) Th
c.ap ¢ {0, pidqur(c)}
(L, mgp) cuELAd =1

undefined : otherwise

S;}L@’O”'L”’Cba.d(u,m,in) =

where m/, m”, and m’’ are the updated portions of the Cosmos machine memory com-

puted as
A
m=c 'M‘writes;f (cyin)
d.a T =a .z : x € {ap, new, free
() = 4€P P " () = ' {ap, new, free}
undefined : otherwise undefined : otherwise

and my is the empty function satisfying dom (mgy) = 0.
. S;f,emp,cbalp(u,m,in) = (u# L = cpp(u,m,0,cba))

o S;,:,Omp,cba'z-o(u’ m, Zn) —_ (u ?é 1 = IO‘I,}’}?(C, in, Cba))

o S50 OT (um,in) = (u# L = OTf(c.in)

MXA Machine Implementing Concurrent Kernel Threads

T imp 791mp sClL
imp

The instantiation .S € S of the Cosmos model with the mixed machine implementing

T imp 701mp sCL

the kernel threads is almost equal to the MXA instantiation S,y from Chapter 7 for mm,
0imp, and stack information abstraction obtained in Section 8.2.2. The only exception is the
interleaving points determined by Definition 8.22.

e For components X € {A,V, R, nu,U,E, reads, 5,20, OT } the instantiation is the same as
for the MXA machine

S;Z,;HGWWCL.X _ Sﬁggﬂmpc&.X

o ST TP, in) = (u# L = epfn (0,7, B, cha)
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8.4.2 Sequential Simulation Theorem

Now, we instantiate the sequential simulation framework Rg’nfp (7,0, 0imp, cba) € R for our Cos-

,0,0imp ,cb imp s Oimp > . e .
mos models S7;, ", S7mw " e S, Since we do not have a specific simulation parameter,

we consider it equal to L and skip it in all predicates.
For configurations ¢ = (u,m), ¢ = cpp(u, m), Cimp = (Wimp, Mimp ), @ subset icm of the Cosmos
model memory, and icm’ = iem \ ({new, free,ap} U Ny,p.4) we define

P = 1
S (Cimp, &y icm) = iem/ C Apyp \ ASYE (info, cba) A

(u #1 =

consis o, (¢, (Wimp -k, Mimp ), T, 0, Oimyp, cba, iem”) )
CPa(u) = (u# 1l = cpmn(u,m,0,chba))

RgTﬁ (7-(-7 37 eimpa CbG,). CPC(Uzmp)

imp

(u #1 = cpI\T/[g(A(uimp.k,ﬂ,Gimp,cba))

wfa(¢) = u# LA wfconf?,?’dm (con(u,m))

wfe(Cimp) = u# LA wfconfl\T/&A((uimp.k, Mimp )s Timp s Gimyp D)
sugt(in) =1

sc(é,in) = (u# L = scrp(c,in,m,0,0imp, cba))

wh(Eimp, in) = whitx A ((Wimp -k, Mimp ) iN, Tigmp, cba)

Note that we use icm’ € 28" because in the sequential correctness of the machine for kernel
threads (see Section 8.3.8) the corresponding predicates are defined for byte addresses of possi-
ble inconsistent memory regions.

Using Theorem 8.1, one can easily prove the generalized sequential simulation Theorem 2.3
for our case and, therefore, can state the correctness of the kernel thread implementation for
any hypervisor / OS kernel program and corresponding parameters.

Theorem 8.2 (Sequential Kernel Threads Correctness for Cosmos Model Simulation). The

; S : 10,0imp,cb imp ,Oim,
generalized sequential simulation Theorem 2.3 holds for any Cosmos models S, <, Spmr ™™ e

S and the simulation framework RgThp (7,80, 0;mp, cba) € R instantiated wrt. any given hypervisor
/ OS kernel program m = (m,,7e1) € Progyx with inline assembly, the environment parameters
0, 0imp € Paramscr,, system information v = (cba, Stlba), the framework my,, and the number np € N
of processors in the multi-core MIPS-86 machine.

8.4.3 Concurrent Model Simulation and Its Application Overview

As the last step for the concurrent model simulation between the machine for kernel threads
and the MXA machine implementing them, we instantiate the missing predicates.
As it was done in the previous chapter, we will use the predicate oginv 1y, (E) requiring for

E € Cg, with S, = STTr",f’e”"'”’Cba that the gust addresses are always shared and not owned. Its
formulation can be found in Definition 7.50 and we do not repeat it here.

Definition 8.48 (Ownership Invariant for Kernel Threads Machine). Given a configuration
of the Cosmos machine for kernel threads, we require that (i) — (ii) threads belonging to a given
processor as well as their stacks are local, (iii) in case the components new and free are accessed
by a processor, ap is shared and owned by this processor whereas new, free, all threads present
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8 Concurrent Kernel Threads: Model, Implementation, and Correctness Criteria

in these components, and stacks of the new threads are local. (iv) Otherwise, these components
and addresses are shared and unowned.

ocinv Ty, (F)

=N
&

Let ¢, € Cry, be computed as ¢, = c1p,(E.up, E.m). Then, we formally define
(i) Vp € Nyy. dom (E.up.ready) Udom (E.u,.fin) C E.O, \ E.S
(i) Vp € Ny, Astecks(Bu,) C B.0,\ E.S
(iii) Vp € Nyo. Eom(ap) =p =
(1) {new,free} CEO,\ESANapec EO,NE.S
(b) dom (E.m(new))U E.m(free) C E.O,\ E.S
(c) Astacks

new

(¢p) CE.O,\E.S
(iv) E.m(ap) =0 =

(a) {ap,new, free} C E.S\ U,en,, E-Op
(b)  dom (E.m(new)) U E.m(free) C E.S\U,ey,, E-O
(c) Astacks (c) C E.S\ Upen,,, £-Op

p
new

Therefore, the property Pg, on configurations of the Cosmos machine for kernel threads is
specified as
d
Ps,(E)

0ginv y, (E) A ocinv i, (E)

In the shared invariant we have to couple the ownership states of both machines and the
formed.

shared portions of their memories, as well as to indicate that such shared memories are well-
First, we introduce shorthands for the computation of addresses allocated for the data struc-
tures declared in the framework 7, (see Section 8.2.1.1):
e pointers to the head and the tail of the global list of new threads:

U

{0imyp-alloc gyar (new )},
xe{hd,tl}
e pointers to the global list of free threads:

Anew =

A free = U

{0imp-alloc guar (free_r)},
ze{hd,ti}
e the spinlock:

Aok = {Oimp-alloc gyar(lock)}

e for a given processor p € N,,, an element of the array of current threads:

Acur(p) = {bazllz;(current,u32,p)}

e for a given processor p € N,,,, pointers to the list of the ready threads:
Aready(p) = U {bai'}’é%(ready,z, ptr(Thread), p)}
we{hd,tl}
256



8.4 Justification of the Concurrent Model

e for a given processor p € N,,;, pointers to the list of the finished threads:

Oimp
Afin(p) = U {baelem (fin_z, ptr( Thread),p)}4
xe{hd,tl}

e addresses occupied by an element of the type Thread for a given thread tid € N,,4;4 in the
array threads:

elem

Ay (tid) = {bae""” (threads, Thread,tid)}

sizeg, (Thread)

imp

e addresses occupied by elements Thread for threads with IDs from aset A € S50 %™ _A:

Athreads (A) = U Ath (tld)

tid€ ANNyy1iq

Definition 8.49 (Shared Invariant for Concurrent Kernel Threads Simulation). Given parts
(m,S,R,0) and (Mimp, Simp> Rimp, Oimp) of configurations of the Cosmos machines for kernel
threads and their implementation, we define the shared invariant wrt. Definition 8.48. Using
the following shorthands

m = |—mimp-|[5332
Aabs = {newafreea ap} U NnLtid

S/ = S \ Aabs O/(p) = O(p) \ Aabs

~ Apew UApee : {new,free} C S
1] : otherwise

Oimp(07 p) =

~ Alock U Anew U Afree . {apa new,free} C O(p)
0 : otherwise

and denoting the thread identifiers not existing in the system and memory addresses occupied
by array elements with such IDs °

TIDs 1 (S,0) = {0} UNug\ [SU |J O(p)

PENRp

AL (87 O) = Aready (0) U Afm (O) U Athrcads (TIDSL)

5Recall from Section 8.2.1.1 that the arrays declared in 7y, have elements with indices 0 which are not used for simplic-
ity. Moreover, in the abstract model for kernel threads we do not require that all thread identifiers from N,,,;;4 are
present, therefore, the array elements with such indices are not accessed in the implementation. This is guaranteed
by the software conditions assuming the absence of run-time errors generated in case of an operation on a thread
with a non-existing identifier.
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we formally have

U
&

€

sinvﬂ’p(w, 0, 0imp, cba) ((m, S, R,0), (Mimp, Simp, Rimp Oimp)) =

(i) Rimp = RU (AL (info 1y, cba) \ A (info, cha))
(ii)  Simp = S U Atoer U Athreads(S) U Simp(S) U AL (S, 0)
(iii) Vp € Npy.

Oimp(P) = O'(p) U Acur (p) U Aready (p) U Afin(p) U Athreads (O(p)) U Oy (O, p)
(iv) Va € dom (m)\ Aaps. m(a) = Mipmp(a)
() m(ap) = ap® ()
(v)) mlap) =0 =

(@) m(free) = TIDs;™ (i)

free

(b) vt e m(free). statefimr (f,t) = TS_FREE
(c) dom (m(new)) = TIDs%m (n)

new

(d) Vte dom (m(new)). consisp;’ (m(new,t),t,m,,0,8;mn,,cba)

(e) VYt e dom (m(new)). wfth™? (m(new,t)) A

new
new

wf Nixa (M, Oimp ) A state? (m,t) = TS_NEW
O wvalid$f* (m(new))

(g) dom (m(new)) N dom (m(free)) =0

Note that the addresses A (S, O) not used for the implementation of the machine with kernel
threads have to be present in the ownership state for the preservation of the ownership invariant
in the MXA machine. Therefore, as one of solutions for this issue we set them shared and not
owned.

Moreover, (vi) in Definition 8.49 repeats for the shared components the corresponding parts
of the well-formedness for both machines and the simulation relation in case of the free lock.

Since the instantiated concurrent simulation relation and Definitions 8.48, 8.49 provide ev-
erything needed for the argumentation about the unit’s configuration of the MXA machine
implementing concurrent threads, we instantiate the unit invariant as

de,

uinvﬂp (7,0, 0imp, cba) (up, 0p, S) = 1

g

By setting S, = S50 """ and S, = Sf;;;f”e“"""CL we restate and prove here Assumptions 2.1-
2.4 needed for the concurrent simulation.
First, we show that the ownership invariant for the MXA machine follows from ocinv r,(E),

the ownership invariant of the machine for kernel threads, and the shared invariant.

Lemma 8.1 (Ownership Invariant for the MXA Machine Implementing Kernel Threads).

VE € Cg,,VYD € Cg,. 0inv(E.G) A ocinvp(E) A sinv(D, E) = oinv(D.G)

Proof: In order to prove the lemma, we recall from Definition 8.49 how the ownership states of
both machines in £ and D are coupled and consider every component in the computation of
the ownership state of the MXA machine.
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8.4 Justification of the Concurrent Model

The owned addresses of each unit p in the MXA machine contain the addresses E.O,, \ Agps,
which are disjoint according to oinv(E.G) for the machine with threads:

Vp,q.p#q= E.O,NE.O, =10 (8.4)

Moreover, by the shared invariant any unit p owns only its element of the array of current
threads as well as the pointers to the lists of ready and finished threads. Since according to
ocinv i, (E) and (8.4) the abstract components ap, new, and free can also be owned only by a
single unit in the machine, this holds also for the lock and the pointers to the lists of free and
new threads in the implementation. By (8.4) the sets of owned thread identifiers are disjoint for
p # q. Moreover, in the implementation each thread is represented by a separate element of type
Thread in the array threads. Hence, Aipreads(D-Op) # Athreads(D.Oq4) holds and we conclude
the first part of oinv(D.G): Vp,q. p # ¢ = D.O, N D.O, = .

By the shared invariant the owned and shared addresses in the implementation do not con-
tain the code region. Moreover, in the framework 7, we do not have variables declared as
constants. All constants present in the linked program come from the program 7 of the hyper-
visor / OS kernel and, therefore, belong to the read-only addresses of the machine for kernel
threads. Since these addresses are unowned and not shared according to oinv(E.G), we obtain
the second part of oinv(D.G):

Vp.D.O,NS.R=0ANDSNS.R=10

As follows from the instantiations of both machines, their address spaces differ only by the
addresses occupied by the compiled code and data structures of the framework 7,. According
to the shared invariant, the read only memory of the MXA machine contains this compiled
code and all data structures are mentioned in the computation of the ownership state in the
implementation. Therefore, the last part of oinv(D.G) holds:

SeA=S.RUDSU |J DO,

PENpy

We discharge Assumption 2.1 by proving the following lemma.

Lemma 8.2 (Safety Transfer and Invariants Preservation for Correctness of Concurrent Kernel
Threads).
VD € Cs,,d € Mg,, E,E' € Cg,,0 € O ,7 € OF_,0, € Q% ,p € Ny
. o / /
(i) D.M v d' A blk(o,p) A oneZO(o, ) ANwb(D.M, o) Awf,(d')

(7,07

(ii) FE 205 B A blk(r,p) A\ Ps,(E) A safepg (E,(7,0:)) A sc(E.M,7) ANwf,(E".M)
(iii)  esimy(D.M, E) A sinv(D, E) A csim,(d', E")

—

Jo, € (2s,)*, G’ € Gg,.

(0,04)

(i) D =" (d',G") A safe(D, (0, 0,))
(ii) sinv((d',G"), E’)
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Proof: The safety safe(D, (o, 0,)) requires that the ownership invariant oinv(D.G) holds, what
follows directly from Lemma 8.1.

In order to prove the ownership safety during the MXA steps and the shared invariant after
them, one should consider cases depending on the step of the abstract machine and the consis-
tency point in the implementation in the way similar to the proof of Theorem 8.1.

Thread switch: During the thread switch both machines operate on local data structures and
no ownership transfer is performed. Therefore, we choose the ownership transfer information
0, containing empty sets of addresses for each step of the MXA machine.

From ocinv ;,(E) and the shared invariant we know that all threads from dom (E.u,.ready)
and their elements in the array threads are locally owned. Therefore, any access to a TCB by
such a thread identifier is safe. Moreover, the index of the current thread to be rewritten resides
in the memory at the addresses A, (p), which are local according to the shared invariant.

Since from consist,’* we have dom (E.u,.ready) = TIDsié’Zfiy(D.m, p), we conclude that the
local list of the ready threads in the implementation contains only locally owned nodes of all
threads from dom (E.u,.ready). Therefore, the function search_by_tid traversing this list accesses
local addresses. During the thread reconstruction after the execution of the inline assembly in
the procedure switch_stack we access the stack information abstraction (in the memory) also
instantiated by the list of these ready threads.

Moreover, any operations on the stacks of the threads to be switched are safe because the
stacks of all processor’s threads are allocated at the memory addresses owned and not shared
according to ocinv 3, (E).

Since the ownership state and the shared memory are not changed during the steps in both
machines, the shared invariant is trivially preserved.

The proof of the lemma for the primitive therad_exit_to is the same except for the additional

argumentation about the locally owned list of finished threads.

Pure MXA step of the abstract machine: Since both machines perform the same steps, we
choose o, with the ownership transfer applied for the abstract machine.

The safety of the memory accesses and the ownership transfer in the implementation machine
then mostly follows from Ps, (E) A safep, (E,(7,0.)). The only exception is the context switch
back to the current thread performed in the abstract machine. In the implementation during the
reconstruction we access the stack information abstraction. Hence, the argumentation about the
safety of the memory accesses is the same as in the case for the thread switch above.

The shared invariant holds after the steps because we have csim,(d’, E'), well-formedness
wf,(d), wf,(E'.M), and the ownership states in both machines are changes in the same way.

Thread creation: During the thread creation by the unit p the ownership state of both machines
is changed when we acquire and release the lock. The lemma is proven by a case split on
E.m(ap).

1. E.m(ap) ¢ {0, p}: the lock is held by another processor.

After reading only E.m(ap) the abstract machine stays in the same configuration and the
ownership state remains unchanged. In the implementation the machine either calls the
primitive and executes its code until the second call of cas or performs a single iteration
in the loop of the function acquire_lock. Therefore, we set o, with empty sets for all steps
of the MXA machine.

From ocinv,(E), oinv(E.G), and the shared invariant we conclude that the addresses
Ajocr, are shared and not owned by p. Since the MXA machine reads the memory at these
addresses at an ZO-point, the memory access policy is not violated. If the primitive is
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called in the implementation, the expression evaluation of the arguments is also safe be-
cause the same memory addresses are accessed in both machines and safep, (E,(7,0;))
holds.

Moreover, the shared invariant after the steps follows from the fact that no ownership
state and no shared memory are changed.

2. E.m(ap) = 0: the lock is free.

In this case according to ocinv 1, (E) we know that ap, new, free, all threads from E.m(free),
dom (E.m(new)), and their stack addresses Aslacks (Th(E.u,, E.m)) are shared and not
owned. Not violating the ownership safety of the step, the machine for kernel threads
acquires them and makes them local except for the shared and owned ap. After updating

these components and setting E.m(ap) = p, the ownership is no more changed.

Using ocinv gy, (E), the shared invariant for £ and D, and the simulation relation we also
conclude that the memory addresses occupied by the lock, the pointers to the lists of free
and new threads, the array elements corresponding to these threads as well as stacks of
new threads are shared and not owned by any unit. Moreover, the lists of new and free
threads contain only such array elements.

Therefore, we choose o, in a way such that during the execution of cas in the function
acquire_lock all theses addresses are acquired and made local except for the addresses
of the lock. For all other steps the ownership transfer information has empty sets and
does not change the ownership state of the MXA machine. Directly from this setting we
conclude the ownership safety of the MXA steps implementing the step of the thread in
this case.

After the lock acquisition all memory accesses during the traversal of the lists of new and
free threads, the accesses to the TCB of the new thread (found in the list) and its stack are
safe.

From sinv(D, E), csim,,(d', E’), and the updates of the ownership states in both machines
one easily concludes that the ownership invariant is preserved after the steps.

3. E.m(ap) = p: the lock is held by processor p.

According to ocinv 75, (E) we know that new, free, all threads from E.m/(free), new threads
from dom (E.m(new)), and their stack addresses Astaks (Th(E.u,, E.m)) are shared and
not owned by any unit. The components ap is shared and owned by p. During the step of

the abstract machine these components are released and ap is set to E.m(ap) = 0.

By ocinvy,(E), csim,(D.M, E), and sinv(D, E) one easily sees that in the implementation
the memory addresses occupied by the aforementioned abstract components belong to
the sets of owned and shared addresses of the MXA machine in the same way as it is
mentioned above for the machine with threads.

By executing the assignment xlock = 0 inside release_lock we release all these addresses.
Obviously, the lock write is a safe memory access because it is owned by unit p. The
ownership transfer information o, contains the addresses to be released by the step per-
forming *lock = 0 and empty sets for all other MXA steps. Therefore, the ownership
transfer policy is not violated.

One can easily show that sinv((d’, G’), E’) holds by sinv(D, E), csim,(d’, E'), the updates
of the ownership states, and well-formedness wf, (d'), wf,,(E’.M) for unit p after its steps.

O

The proof of Assumption 2.4 is shown in Lemma 8.3.
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Lemma 8.3 (Preservation of Simulation Relation for Concurrent Kernel Therads).

VD,D" € Cs,,E,E € Cg,,p € Nyy.
(i)  csimp(D.M, E)
(ii)  sinv(D, E) A Ps,(E) A oinv(E) A oinv(D)
(iii)  sinv(D’, E") A Pg,(E') A oinv(E") A oinv(D")
(iv) E~,E ND=~,D’
= csimy(D'.M,E")

Proof: First, we consider the preservation of parts of consisr, not depending on the value of

the lock. From E ~,, E’ and D ~,, D’ we know that in both machines the configurations of unit
p, the memory owned by p, and its sets of owned addresses are equal. Since csim,(D.M, E)
holds and the consistency for the shared memory as well as E'.m(ap) is covered by sinv(D’, E')
we conclude that for D" and E’ the simulation relations consis’, “,consis'f;,", and the equality
for the lock are preserved.

In order to prove consiszTfLe/ "““ between D’ and E’, we make a case split on values of E.m(ap)
and E'.m(ap).

1. E.m(ap) = 0 A E'.m(ap) ¢ {0,p}: The components free and new are locked by another
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unit ¢ # p. Therefore, the unit p does not cover them in its simulation relation and
free/new

CONSiSTy, holds by definition (the implication in the relation is true).
E.m(ap) = 0 A E'.m(ap) = 0: The components free, new are not locked in E’. By

ocinv i, (E) they belong to the shared memory of the Cosmos machine and are covered
free/new

by the shared invariant in the same way stated in consis7,
E.m(ap) = 0 A E'.m(ap) = p: By ocinvyy,(E) and ocinvr,(E’) we obtain ap ¢ E.O,
and ap € E'.O,. Since the owned addresses of p are changed, it contradicts the premise
E =, FE' requiring the equality of the owned addresses between E and E’. Therefore, the
preservation of the simulation relation does not have to be proven.

E.m(ap) = p A E'.m(ap) ¢ {0,p}: By ocinvry(E), ocinv i, (E’), and oinv(E’) we conclude
ap € E.Op and ap ¢ E’.O, and become a contradiction as in the previous case.

E.m(ap) = p A E'.m(ap) = 0: Again, in this case we get a contradiction to E ~, E’,
because the owned sets with ap € E£.0, and ap ¢ E’.O,, are not equal.

E.m(ap) = p A E'.m(ap) = p: In both configurations E, E’ the components ap, new, free,
the identifiers of new and free threads, and addresses occupied by their stacks are owned
by p. The same holds for the corresponding addresses in the implementation machine. By
E.m|g.o, = E'.m|p.0, we conclude E.m(free) = E'.m(free) and E.m(new) = E".m(new).

Moreover, we also have D.m|g 0. = D'.m|g.o. . Since consis’<*/ " holds between E and
Op Op Th
D, itis also preserved in E' and D’.

E.m(ap) ¢ {0,p} AE'.m(ap) ¢ {0, p}: The unit p does not to cover the new and free thread

in its simulation relation (the implication in consis/c*/ ™" is true).

E.m(ap) ¢ {0,p} A E'.m(ap) = 0: In this case, ap, free, new are shared in E’ and the

relation consis]c®/ ™" trivially follows from sinv(D’, E').
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9. E.xm(ap) ¢ {0,p} A E'.m(ap) = p: The component ap is not owned by p in E. However, it
is owned in E’. This contradicts again the premise E ~,, E’.

O

For the proof of Assumptions 2.2 and 2.3 about the well-formedness preservation in both
machines we now consider Lemma 8.4 and Lemma 8.5.

Lemma 8.4 (Preservation of Well-Formedness for Other Units in Machine with Kernel Threads).
VE,E' € Cg,,p € Ny
(i) wf,(EEM)NE =, E'
(ii)  sinv(D', E')
(iii) oinv(E) A Ps, (E) A oinv(E") A Pg, (E')

— wf (E'.M)

Proof: Since the configuration of unit p in E and E’ are equal by E ~,, E’, we conclude that

wfth™®  and wfconf ﬁggzba in well-formedness wfconf 7}: b are preserved. For the rest depend-

proc
ing on the value of E'.m(ap) we consider the same case split from Lemma 8.3:

1. E'.m(ap) ¢ {0, p}: the rest of well-formedness holds by definition because it not covered
if the components ap, new, free are locked by some other unit ¢ # p.

2. E.m(ap) = 0 A E'.m(ap) = 0: From the shared invariant we get

Vvt € dom (E'.m(new)) . wfth™’ (E'.m(new,t))

new

dom (E'.m(new)) N E" .m(free) = ()

valid3* (E' m(new))

By ocinv i, (E’) we know that the identifiers of the free and new threads as well as their
stack addresses are shared and unowned. Moreover, IDs of ready, finished threads, and
their stacks are locally owned by p. Therefore, we get that the sets dom (E'.m(new)),
E'.m(free), and dom (E’ .u,.ready) U dom (E’.u,.fin) do not intersect pairwise.

Since the unit configuration is equal in £, £’ and by wf,(E.M) the sets of the ready and
finished threads are disjoint, we conclude that the sets of new, free, ready, and finished
threads in E’ are disjoint too. By the same argumentation for the stack addresses one
shows that the stacks of the ready, finished and new threads do not overlap.

3. Eom(ap) = p A E'.m(ap) = p: In both configurations E, E’ the components ap, new,
free, the identifiers of the new and free threads and addresses occupied by their stacks
are owned by p. By E.m|g.o, = E'm|g.o0, we conclude E.m(free) = E’.m(free) and
E.m(new) = E'.m(new). The same equality holds also for the finished and ready threads.
Therefore, wf,(£'.M) follows directly from wf ,(E.M).

4. Eom(ap) ¢ {0,p} A E'.m(ap) = 0: The proof is absolutely the same as for the case with
E.m(ap) = 0A E'.m(ap) = 0.

As shown in Lemma 8.3, all other cases contradict E ~,, E'.
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Lemma 8.5 (Preservation of Well-Formedness for Other Units in Machine Implementing Ker-
nel Threads).
VD,D" € Cg,,E,E' € Cg,,p € Np,.

(i) wf,(D-M)AND =, D’

(ii)  csimp(D.M, E) A sinv(D, E) A sinv(D', E")

(iii) oinv(E) A Ps,(E) A oinv(E") A Ps, (E’)
= wf,(D".M)

Proof: From ocinv 3, (E) and the shared invariant sinv(D, E') we know that all threads from the

domains dom (E.u,.ready) U dom (E.u,.fin), their stack addresses, and their elements in the ar-

proc

ray threads are locally owned. Since by consis’;, © we have dom (E.uy,.ready) = TIDS?ZZde(DJ”’ D)

and dom (E.uy.fin) = T]DS%;;LP (D.m, p), we conclude that the local lists of ready and finished
threads in the implementation contain only locally owned nodes of all threads from the afore-
mentioned domains. Moreover, according to sinv(D, E) the addresses Acyr(p) U Areaay(p) U
Agn(p) are also local.

Therefore, using the equality of unit configurations for p, its owned addresses, owned mem-
ory assumed by D =, D', and wf}¥s in D, we easily conclude that wf} 3, for p in D’ is
preserved.

The proof of wf{%\"™*" in D’ depends on ap® (D’.m), ap® (D.m) equal to E'.m(ap) and
E.m(ap) respectively by sinv(D’, E') and sinv(D, E). Hence, we make a case split from the

proof of Lemma 8.3:
1. ap®m (D'.m) ¢ {0, p}: Well-formedness wfl\"*" trivially holds by definition.

2. ap®m (D'.m) = 0: Well-formedness wf{5A"" is fully covered by sinv(D', E').

3. ap?m (D.m) = p A ap?(D'.m) = p: Analogously to the proof for ready and finished

threads, we use ocinv ry,(E), sinv(D, E), and consz’séfze/ " in order to show that the cor-

responding lists in the implementation contain only addresses locally owned by p. More-
over, the stacks of new threads as well as the addresses A,,c,, U Afre. are owned by p too.

Therefore, using D ~, D’ and wflA"" in D for p, we conclude that for unit p well-

formedness of the MXA machine for new and free threads is preserved in D’.

As follows from premise (iii), all other cases contradict D =, D’ because the owned ad-
dresses of pin D and D’ are not equal. For instance, in case of ap®=» (D.m) = pAap®=» (D’.m) = 0
using ocinv oy, (E) and ocinv 1, (E’) we conclude that ap, free, new are owned by p in E and not
owned in E. By the shared invariant in D and D’ the same holds for the corresponding address
occupied by these components in the implementation. Therefore, we conclude D.O, # D’.O,,.

This finishes the proof of the well-formedness transfer in the MXA machine implementing
kernel threads.

O

Having discharged the assumptions for all instantiations one can state that Cosmos model
simulation theorem holds for each case.
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Theorem 8.3 (Cosmos Model Simulation Theorem for all Programs of Hypervisor / OS Ker-
nels Using Threads). Theorem 2.4 holds for any kernel programs = with inline assembly, the envi-

ronment parameters 0,0, € Paramscu,, and the system information c. = (cba, Stlbas) used for

7,6,0imp,cba STH,m,webmvaL

instantiation of the models S, imp € Swrt. the framework my,.

Finally, in order to justify the concurrent model of kernel threads executed on the multi-core
MIPS-86 machine, one has to prove additionally the following;:

o the safety and properties transfer from incomplete consistency blocks to the arbitrary
schedules of S;’,';;f’e”"”’@ in the way done in the previous chapters,

7T1mp7 imp ,Cl

e a simple simulation guaranteeing that for any steps of Sy;\s there exist the same
steps of S

v %m:¢ such that the machine configurations are coupled and the interleaving

T imp »Oimp yCL
imp

points of .S, are in the set of interleaving points of the underlying machine,

e the transfer of the safety and all other properties from SZ;";)’” et

7T1mp7 imp ,Cl

tency block schedules of Sy;3’x required by the concurrent simulation theorem from
Chapter 7.

to the complete consis-

T imp O imp ,CL f

Then, applying Theorem 7.3 we get complete consistency block schedules of S;%’x or
which we prove the existence of steps of the Cosmos machine for concurrent kernel threads in
the following way:

o transform a block schedule to a corresponding ZP-schedule,

777mp1 imp ,Cl

imp via the simulation introduced above,

e switch to the corresponding schedule of S

o perform the order reduction so that one gets the consistency blocks suitable for the con-
current threads simulation®,

e apply Theorem 8.3 for the reordered sequence.

We leave this technical tasks for an interested reader and do not consider them formally in
this thesis.

6Recall that this is the second application of the order reduction in our model stack. The first one was made on the
steps of the SB reduced MIPS-86 for obtaining the consistency blocks implementing steps of the MXA machine.
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Conclusion and Future Work

To the best of our knowledge, the results provided in this doctoral thesis contribute to a number
of important research topics concerning the formal verification of hypervisors and operating
systems.

e The work represents progress towards modeling and verification of multi-threaded ker-
nels of hypervisors and OS kernels as well as formalization of C semantics wrt. the C11
standard dealing with threads. Note that the Verisoft [Ver10] and VerisoftXT [Thell]
projects considered the introduction of threads as a topic for future work (see Chapter
7 in [D610]). Moreover, Kovalev assuming in [Kov13] the multi-threaded hypervisor ker-
nel implementation, claimed that “probably the most complicated part of the kernel layer
verification is the proof of a thread switch mechanism”.

o In the thesis, we give the first argumentation about the correctness of threads imple-
mented by the mixture of high- and low-level programming languages with an optimiz-
ing to some degree compiler. In contrast to existing work [FS05, FSV*06, FSDG08, NYS07,
GFSS12], where the thread switch is similar to the normal context switch saving/restoring
the content of the whole register file, having stated the compiler correctness and relying
on it we managed to implement the correct switch with much less operations required
from the system programmer.

o In the attempt to formalize the multi-threaded programming model and to find a clean
implementation of threads simple enough for reasoning about their formal correctness,
we discovered that classical forking typical for Lunix kernel programming has an unnec-
essarily complicated semantics and operates rather on processes than threads. As a result,
we came up with a simpler implementation that turned to be similar to the threads given
by the POSIX standard. Based on that and using the achievements of the Verisoft project
concerning the CVM model, where special functions on the model are formalized as prim-
itives, we managed to provide a clean concurrent semantics of kernel threads revealing
hardware features (except for external interrupts) needed for system programming. The
integration of inter-processor interrupts into the concurrent pure C-IL semantics can be
found in [Pen16]. Moreover, the C-dialect CO with inline assembly for systems containing
disks and allowing external interrupts is considered in [PBLS15].

o In order to argue about the correctness of our threads implementation, we developed the
extended concurrent C-IL+MASM+Asm semantics that allows to describe any stack sub-
stitution not possible in [Shal2] and, in fact, is powerful enough for the implementation of
hypervisor/OS kernels, however, restricted to a case without device steps and interrupts
appearing during C-IL steps.

e In comparison to [Kov13, Pen16] where the authors abstracted away from some impor-
tant technical issues, our work contains a complete model stack where all layers are con-
nected by the same general concurrent simulation theory, the compiler correctness is fully
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exposed, and all (hopefully) needed well-formedness requirements, software conditions,
and safety properties are discovered.

Among the directions for future work one can point to:

268

o the formal mechanized proof of theorems stated in the thesis with the full check of prop-

erties transfer and auxiliary technical, though simple, simulations (e.g., between S’ :ﬁzés

and S,mps in Section 6.2.4) only sketched in the scope of the work,

the implementation and verification of the kernel memory manager responsible for the
memory allocation,

the implementation of the threads manager based on the introduced model of kernel
threads,

the integration of interrupts and preemption in the thread scheduling via combination of
the results from [Pen16] and [FSDG08, GFSS12] achieved by the FLINT group,

the creation of initial threads in the kernel for each processor as well inside any user pro-
cess. Talking about the initialization of the kernel on the multi-core machine, the initial
stacks are usually allocated for each core during the booting process and then associated
with such boot-strap threads. This association can be performed by the implementation
of a function preparing a TCB corresponding to a calling thread.

relaxing the restrictions and limitations of the Cosmos model and order reduction applied
as the main theory in the scope of our work. For instance, one of such strong restric-
tions is the fixed set of read-only memory addresses excluding the self modification of the
code. Another one is the dependence of the ZO- and ZP-points only on this memory. The
discussion on the solutions for these and other issues of the Cosmos model can be found
in [Baul4b]. The development of a more flexible order reduction is in progress at the chair
of Prof. Paul in Saarland University.

the application of Oberhauser’s [Obel6] effective programming discipline for the store
buffer reduction and substituting our safety policy by the new required conditions.

Last but not least, one has to mention that the introduction of the multi-threaded seman-
tics opens a new direction for the work on the CVM model for the multi-core machine.
Even though one could implement CVM with a number of kernel threads equal to the
number of processor cores (what probably does not need the full model from Chapter 8),
each user process must be represented by a few virtual processors instead of a single
one considered in [PBLS15] because the execution of a user process can now be split into
concurrent threads. Obviously, having such a model of the user process with concurrent
virtual processors, one can easily apply our semantics of threads for the verification of
user programs.



Appendix A: Implementation of Spinlocks
with Processor ID

Listing 9.1: Getting processor ID.

get_pid USES svl sv2 sv3 sv4 svb sv6 sv7 sv8
1: movs2g pid rv
2: ret

Listing 9.2: Spinlock type.

typedef volatile i32 lock_t;

Listing 9.3: Spinlock initialization.

void init_lock (lock_t =*lock)
{

1: xlock = 0;

2: return;
}

Listing 9.4: Acquisition of spinlock

void acquire_lock (lock_t =*lock)

{

u32 pid;

i32 acquired;

u32 i;

1: 1 = 1; //the first cas will be executed

2: pid = ecall get_pid();

3: call cas(lock, 0, (i32)pid, &acquired);
4: i = 0; //thefirst cas is executed

5: ifnot (acquired == 0) goto 3;

6: return;

}

Listing 9.5: Release of spinlock

void release_lock (lock_t =xlock)
{

1: xlock = 0;

2: return;
}
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Appendix B: Implementation of Operations
on Doubly Linked Lists of Threads

Listing 9.6: Search for a list node of a thread with a given ID.

thread_t xsearch_by_tid(thread_t =+hd, u32 tid)

ifnot (hd != 0 && (hd->tcb).tid != tid) goto 4;
hd = hd->next;

goto while;

return hd;

D wWw N~

Listing 9.7: Search for a list node of a thread with a given processor ID.

thread_t =*search_by_pid(thread_t =xhd, u32 pid)

ifnot (hd != 0 && (hd->tcb) .pid != pid) goto 4;
hd = hd->next;

goto while;

return hd;

— W N -

Listing 9.8: Removing a thread list node.

void remove (thread_t =*xhd, thread_t xxtl, thread_t =th)

{

1: ifnot (th->prev = 0) goto 4;
2: xhd = th->next;

3: goto 5;

4: (th->prev)->next = th->next;
5: ifnot (th->next = 0) goto 7;
5: xtl = th->prev;

6: goto 8;

7: (th->next)->prev = th->prev;
8: return;

}

Listing 9.9: Inserting a node to the end of a thread list.

void insert_to_end(thread_t *+hd, thread_t =*tl, thread_t =*th)

ifnot (xtl == 0) goto 6;
*tl = th;

*hd = th;

th->prev = 0;

th->nex = 0;

goto 10;

th->next = (*xtl)->next;
th->prev = xtl;

(xtl) ->next = th;

*tl = th;

0: return;

~— = O 00 J o U U wWwN R~

271






Ap

pendix C: Long List of “Small” Mistakes

in PhD Dissertations / Books

Shadrin’s PhD Thesis [Sha12]

1.

Definition of the inactive C-IL context of the MX machine (Definition 5.5 on page 71):

The callee-save registers in the inactive C-IL context are not needed for the operational
semantics of the MX machine.

. Computation of the C-IL configuration from the MX machine (Definition 5.7 on page 73, Pure

C-IL step on page 74):
The C-IL configuration obtained from the MX machine does not take into account the
frames of inactive contexts. The proper numbering of the C-IL frames in the overall stack

of the mixed machine is required because the frame index is included into the local refer-
ence value.

. Run-time errors during pure C-IL and MASM steps of the M X machine (pages 74, 85):

The run-time errors during pure C-IL and MASM steps of the MX machine are not de-
tected and not shown in the MX semantics though they are present in C-IL and MASM
semantics separately. Moreover, in the MX compiler correctness, Shadrin requires “the
execution of cyix does not get stuck” in the theorem, what is not defined by the MX se-
mantics.

. Definition of an inter-language step (pages 73-74):

The predicate ext(cyvx , ) indicating the inter-language step is not formally defined. Then,
in the definition of the pure C-IL and MASM steps it is used with a stack as a parameter
instead of the MX configuration.

Writing the return value during the return from MASM to C-IL (page 75):

The function write? is used with a bit-string argument gpr[rv] though it is defined only
on typed C-IL values.

. Compiler correctness for C-IL and MX (pages 67, 85)

No software conditions, under which the claims of compiler correctness for C-IL and MX
should hold, are stated (in contrast to MASM correctness given in a different form on page
46). The formulations of theorems are partially informal. A claim about the existence of
the next consistency point is missing.

. C-IL and MX return address consistency (Definition 4.17, 5.17 on pages 63, 81)

Shadrin claims that a memory word at the return address taken from the stack is equal
to the starting address of the compiled code of the C-IL function call. This statement has
no sense. The correct one must be: the return address taken from the stack is equal to the
starting address of the epilogue. The fact about the epilogue was discovered by Alekhin
and later fixed by Baumann in his thesis [Baul4b].

C-IL stack consistency (Definition 4.22 on page 65)

No consistency for parameters and local variables of non-topmost frames is given.
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9. MX compiler consistency (page 81)

Callee-save registers present in inactive contexts of the MX machine are not coupled with
the implementation.

Schmaltz’s PhD Thesis [Sch13]

1. Computation of misalignment interrupt (page 68)

Misalignments on fetch and load/store iev(c, I, pff, pfls)[3] correspond to the same inter-
rupt level and are computed together without taking into account the page fault on fetch
having a lower interrupt level. Therefore, misalignhment on load/store can be generated
even in case of page fault on fetch, what, in turn, provides a wrong cause of interrupts.

Field reference function for C-IL (Definition 5.35 on page 123):

The function o} (z, f) is defined only for values z of pointer types. Therefore, the C-IL
semantics does not allow to access a field in an array of structures though such arrays are
pretty common in the programming practice.

C-IL transition function for goto and if-not-goto (Definition 5.41 on page 127)

The C-IL transition function is defined for any statements ifnot e goto ! and goto ! though
the label [ must be only in the body of the function. This condition is missing.

Return from C-IL function (Definition 5.41 on page 127)

The semantics of the C-IL return step does not have a condition requiring that the stack
contains more than one stack frame.

Baumann’s PhD Thesis [Bau14b]

1. Sequential simulation relation in concurrent settings (Definition 79 on page 155)
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The simulation relation sim : L. x L, x P — B of the sequential simulation framework
does not take into account sets of addresses of possible inconsistent regions of memory
modified by concurrent steps of other units. Therefore, it is not possible to state the correct
sequential simulation theorem needed for the concurrent simulation.

Requirement on TO-points in consistency blocks (page 158, already reported in [Baul4a])

The definition oneZO(o, 7) does not exclude the case with o|;, # eAT|;, = € and, therefore,
is incorrect.

Generalized sequential simulation theorem (Theorem 5 on page 159)

The generalized sequential simulation theorem does not consider environment steps and,
hence, is not suitable for the concurrent simulation.

Concurrent simulation relation (page 162, Theorem 6 on page 166)

The simulation relation sim(d, par,e) = Vp € U.(d, par). simy(d, par, e) for units at con-
sistency points is only based on machine configurations without the ownership state of
the abstract machine and, therefore, for any unit p it does not exclude memory addresses
locally owned by other units ¢ # p. The reason is the absence of inconsistent memory
as a parameter in the sequential simulation relation. When not every unit reaches a con-
sistency point (how it is considered in the Cosmos model simulation theorem), it is not



10.

11.

12.

possible to show this simulation relation holds. In the Cosmos model simulation theorem
it is also claimed to hold for any existing executions of the abstract machine, though it is
only possible for the safe ones.

. Safe abstract schedules in Cosmos model simulation theorem (Theorem 6 on page 166)

Ownership safety transfer and shared invariant are claimed to hold for any safe abstract
schedules. The additional safety property P, of the abstract machine is not considered in
these schedules though it is needed for the concurrent simulation.

. Coupling of units” indices in Cosmos model simulation theorem (Theorem 6 on page 166)

The theorem does not guarantee that a consistency block in the implementation and spec-
ification belongs to the unit with the same index.

. Assumption 1 (page 164)

Safety of computations in the consistency block does not respect the property P, needed
for the simulation. The concurrent simulation relation does not take the ownership as a
parameter. Moreover, well-formedness for both machines at the end of their consistency
block computations is not present among the premises in the assumption though it is
needed for proving the shared invariant.

. Assumption 2 (page 165)

The ownership invariant (see Definition 12) for machine states is not present. The sequen-
tial simulation relation is used without the ownership state. In the assumption for the
abstract machine, P, and oinv allowing to derive needed properties about owned and
shared components and the memory in configurations E and E’, are not present. The
same holds for the assumption for the concrete machine, where one additionally needs
the simulation relation and the shared invariant for £ and D in order to transfer P, from
the abstract machine to the concrete level.

. Transfer of a few properties (Theorem 8, page 182)

The conjunction of predicates in safety(D, Q[P, par] A W, suit) is not a standard notation
and it is not defined in the thesis.

Transfer of well-behavior from block schedules to arbitrary interleaved schedules (pages 175, 182)

The computation of the well-behaviour flag d’.u(p).wb is shown incorrectly because it
cannot be based on the full memory. Instead, one can only use the memory covered by
the reads-set. No such restriction on the instantiation of the well-behaviour predicate is
stated.

Offset of local variables in C-IL compiler information (page 128)

The C-IL compiler information function info; .offier computing the offset of a given local
variable on the stack relies on the location in the body of a given function. However,
this offset is static after the compilation because the allocation of the local variables is
performed in the prologue part of the callee and cannot be changed during the function
execution. Therefore, the location as a parameter for info;;.offier is redundant. This
parameter is not used in [Shal2] and was introduced in [Baul4b].

Computation of the distance between frame base addresses in C-IL stack (page 143)

In the computation dist(i) for a non-topmost frame ¢ the size of the caller-save region is
sizecrs(fi,loc;) where loc; points to a statement after the call. However, this size must be
calculated at the location loc; — 1 of the function call.
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13.

14.

15.

16.

17.

18.

C-IL local variable consistency (Definition 70 on page 134, already reported in [Baul4a])

In the computation of crsa; ; the author uses infory instead of inforr.crso. Moreover,
csrbase; must be crsbase;.

C-IL local variable consistency (Definition 70 on page 134, already reported in [Baul4a])

Local variables of a stack frame ¢ are in callee-save registers saved in the same frame, i.e.
Me;i(vi ;) = h.my(csa; ;) is claimed. Instead, one has to consider the values h.m4(csait1 ;)
in the next frame.

Return value destination in C-IL stack consistency (Definition 71 on page 135)

The fact that the return value can be stored into a variable used as a parameters in the
function was not taken into account.

Volatiles in expressions (Definition 64 on page 130)

In the ternary operator e 7 e; : e the author tests all the expressions e, e, and e, together
on the presence of the volatile accesses. However, for instance, if e and e; do not contain
volatile accesses, while e; does, and during a step the condition e is evaluated to one,
the volatile read in e, would be performed neither in the C-IL nor in the compiled code,
though the whole expression with the ternary operator would contain a volatile access
according to [Baul4b]. Therefore, matching ZO-points between the abstract and concrete
machines would become a problem.

Stack regions in the sequential simulation framework (page 190)

Though every unit of the concurrent C-IL machine should exclude all stacks (its own and
others belonging to all other units) from its memory consistency, only a single stack region
is treated by every units. The reason is that the stack base address and the stack maximal
size of a single stack are in the C-IL compiler information which is used by all units in
their simulation relations.

Ownership for C-IL and MASM stacks in shared invariants (Definitions 86, 87 on pages 187,
192)

An individual stack region (in the memory of the multi-core MIPS-86 machine) of a unit
is owned by this unit. However, since owned addresses may be shared, additionally, all
stack addresses should be excluded from the shared addresses.

System Architecture as an Ordinary Engineering
Discipline [PBLS15]

1.

276

Returning to translated C in the inline assembly semantics (Section 13.3.3, page 327)

Though we may reach a consistency point, it is not always possible to return to the abstract
CO0 configuration and one needs to continue the ISA execution until one reaches another
consistency point at which the reconstruction is possible. This issue and the solution were
discovered by Alekhin in the time when the original version of CO semantics with inline
assembly [PBLS15] based on the reconstruction did not take this fact into account and,
therefore, had to be corrected later in [PBLS16].
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