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Abstract

Short Abstract

The functional correctness of multicore systems can be shown through pervasive formal veri-
fication, which proves the simulation between the system software computation and the corre-
sponding hardware computation. In the implementation of the system software, the sequential
consistency (SC) of memory is usually assumed by the system programmers. However, most
modern processors (x86, Sparc) provide the total store order (TSO) memory model for greater
efficiency. A store buffer reduction theorem was presented by Cohen and Schirmer [CS10a]
to bridge the gap between the SC and the TSO. Nevertheless, the theorem is not applicable to
programs that edit their own page tables. The reason is that the MMU can be treated neither as
a part of the program thread nor as a separate thread. This thesis contributes to generalize the
Cohen-Schirmer reduction theorem by adding the MMU .

As the first contribution of this thesis, we present a programming discipline which guarantees
sequential consistency for the TSO machine with MMUs. Under this programming discipline,
we prove the store buffer reduction theorem with MMUSs.

For the second contribution of this thesis, we apply the theorem to the ISA level and the C
level. By proving a series of simulation theorems, we apply our store buffer reduction theo-
rem with MMU to the ISA named MIPS-86. After that, we introduce the multicore compiler
correctness theorem to map the programming discipline to the parallel C level.

Kurzzusammenfassung

Die funktionale Korrektheit von Mehrkern-Systemen kann durch durchgéingige formale Ver-
ifikation sichergestellt werden, in welcher die Simulation zwischen Berechnungen der Sys-
temsoftware und der entsprechenden Hardwareberechnungen bewiesen wird. Fiir die Imple-
mentierung der Systemsoftware wird vom Systemprogrammierer im Normalfall das Berech-
nungsmodell der Sequentiellen Konsistenz (SC) zugrundegelegt. Die meisten modernen Prozes-
soren (x86, Sparc) bieten jedoch aus Effizienzgriinden stattdessen das Berechnungsmodell der
Totalen-Schreibzugriff-Ordnung (TSO) an. Cohen und Schirmer [CS10a] prasentieren ein Schreib-
pufferreduktionstheorem, welches die Liicke zwischen SC und TSO schlieit. Dieses Theorem
kann allerdings nicht auf Programme angewendet werden, die ihre eigenen Seitentabellen bear-
beiten. Der Grund dafiir ist, dass die Speicherverwaltungseinkeit (SVE) weder als Teil des
Programmfadens noch als separater Faden behandelt werden kann. Diese Dissertation liefert
einen Beitrag zur Verallgemeinerung des Cohen-Schirmer Reduktionstheorems, in dem die SVE
hinzugenommen wird.

Als ersten Beitrag dieser Dissertation préisentieren wir eine Programmierdisziplin welche
Sequentielle Konsistenz auf einer TSO Maschine mit SVE garantiert. Unter dieser Program-
mierdisziplin beweisen wir das Schreibpufferreduktionstheorem mit SVE.

Als zweiten Beitrag dieser Dissertation wenden wir das Theorem auf der Ebene der Be-
fehlssatzarchitektur und der C Ebene an. Durch eine Reihe von Simulationstheoremen wen-
den wir unser Schreibpufferreduktionstheorem mit SVE auf die Befehlssatzarchitektur MIPS-86

v



an. Danach fithren wir ein Mehrkern-Compiler Korrektheitstheorem ein, welches die Program-
mierdisziplin auf die Ebene von parallelem C abbildet.
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Introduction

Sequential consistency (SC) [Lam79] is an intuitive and widely used memory model in parallel
programming. However, processor designers often apply hardware optimizations for higher
performance. A common optimization illustrated in Fig [I.T]is to introduce a FIFO store buffer
(SB) between the processor and the shared memory system. When the processor executes a store
instruction, the store first enters the SB. This store is visible to other processors only after it exits
the SB and is applied to the shared memory. For greater efficiency, loads forward from the most
recent store of the same address in the SB if possible. This kind of memory model is called
total store order (TSO) because each processor sees the same global ordering of stores. In the
following example, we will present that the TSO execution violates the sequential consistency.
Initially, al and a2 are both O.

T1: al:=1 T2: a2:=1
if(a2==0) if(al==0)
critical section critical section

In an SC execution, only one thread is allowed to enter the critical section. However, under
TSO, if the updating of al and a2 both reside in their SBs then both threads are allowed to enter
the critical section.

Another complication arises when we consider the programs that modify the page tables. In
this case, the memory management units (MMU) are visible and race with processors. The
MMU can not be modeled as a processor because:

e it communicates with the processor via the Translation Lookaside Buffer (TLB) which is
a local component of the processor. However, processors communicate with each other
through shared memory.

Shared memory

Program thread

Figure 1.1: Abstract view of TSO.



e it bypasses the SB to access the memory directly.

The following example is from our paper [CCK14]. It shows the presence of MMU violates the
SC. Assuming the page table entry (PTE) ptel points to the PTE pte2, the present bit in both
entries is set, and the access bit of ptel is 8. t0 and t1 are read temporaries in T1 and MMU1
respectively.

T1: MMUI1:
1: pte2.p:=0 3: ptel.a:=1
2: t0:=ptel.a 4: tl:=pte2

Consider a TSO execution where the steps of the T1 are executed before the steps of the MMUI,
and the write to pte2 resides in the SB. After the execution, t® is 0 and the MMU reads pte2
with the present bit set. As a result, the MMU gets an address translation that goes through ptel
and pte2. However, such a TSO execution can not be reproduced under SC. In an SC execution,
if we step the MMUT before T1, the execution ends with t® = 1. However, if we step the T1
before MMUI, since the present bit of pte2 is 0 and can not be used for address translation, the
execution ends with a page fault. To find an SC execution which ends with t® equals to 0 and
pte2 is 1, the statement 4 needs to be executed before the statement 1 and the statement 2 needs
to be executed before the statement 3 while maintaining the programming order. It is impossible
to find such an SC execution.

The problems presented above create a gap in multicore system verification. As stated in
[CPS13], the correctness theorem of the multicore system includes a simulation theorem be-
tween the system implementation and the execution as well as the functional correctness of the
system implementation. Most multicore systems are implemented in concurrent C plus assembly
code. The multicore compiler correctness theorem in [[Baul4] gives the simulation between the
implementation and a simplified instruction set architecture (ISA) execution. In the simplified
ISA, architectural details like MMUSs and SBs should be transparent, and concurrent programs
should see sequentially consistent memory. We call this kind of ISA ISA-u (the user’s perspec-
tive of ISA). During the execution, the complied code runs on an ISA with MMUs and SBs,
which we call ISA-sp (the system programmer’s perspective of ISA). A TSO memory is pro-
vided by ISA-sp. Based on the previous arguments, there exists a gap in the simulation between
ISA-u and ISA-sp.

The main goal of this thesis is to find a simulation theorem between ISA-u and ISA-sp. We
made the following contributions:

e Propose a programming discipline that guarantees SC for TSO machine with MMU.

e Under the programming discipline, prove a simulation theorem between TSO machine
with MMU and SC machine with MMU.

e Apply the SB reduction theorem with MMU to an ISA named MIPS-86.
e Map the programming discipline to parallel C level for user programs.

Chapter [2] of this thesis is a joint work with Ernie Cohen and Mikhail Kovalev. Ernie Cohen
and Mikhail Kovalev contributed to building the programming discipline, the machine models



and extending the ownership theorem in [CS10a]. Mikhail Kovalev and the author of this the-
sis extracted the full paper-and-pencil proof of the SB reduction theorem in [CS10a] from the
Isabelle code. The proof in Chapter [2]is largely based on that proof. To adapt to other works
in this thesis, the author also changed the notations by adding an explicit ownership generation
function to the model and attaching the ownership annotations to volatile operations and read
modify writes.

Our initial goal was not only to map the programming discipline for the parallel C user pro-
grams but also for the system program that is written in parallel C and modifies the page table.
However, currently, we do not have the multicore compiler correctness theorem with MMU. As
a consequence, we regard the mapping of programming discipline to system code as our possible
future work.

1.1 Related Work

1.1.1 System Software Formal Verification

A survey of operating system verification [Kle09] was published by Klein. The first attempt in
pervasive system verification is the CLI stack project [BHMYS89|. Since the correct execution
of a program depends on the correct translation between high-level language and the machine
code, several system components were verified: a code generator for a high-level language, an
assembler and linking loader, an operating system kernel, and a microprocessor design.

The Verisoft [[Ver07|] and VerisoftXT [Ver10] aims at formally verify of an entire computer
system from the hardware level up the application software level. [HPO8|| gives an overview of
the verification technology and approach. For the hardware, in [BJK*06] Beyer et al. designed
and functionally verified a sequential processor named VAMP. The verification had been carried
out in the theorem proving system PVS [ORS92]. In order to bridge the gap between the soft-
ware and the verified hardware in the Verisoft project, in [LPOS|] Leinenbach et al. implemented
and formally verified a non-optimizing CO compiler which supports mixing inline assembly
with CO code. In [GHLPO5a,/APST10], Paul et al. implemented and formally verified a generic
operating system kernel called CVM (Communicating Virtual Machines) which formalizes con-
current user processes interacting with an operating system kernel. According to [Kle09]], the
Verisoft projects demonstrated the most comprehensive and detailed implementation correctness
statement of the system software. They made substantial progresses in pervasive verification.

The L4.verified project [KEH"09] focuses on a machine-checked verification of the sel.4
microkernel [EKD*07]] from an abstract specification down to its C implementation. The goal
of the project is to formally guarantee the functional correctness of the C implementation, which
means the implementation always fulfills the specification. Instead of the pervasive verification,
the correctness of compiler, assembly code, and hardware are assumed.

1.1.2 Weak Memory Model

The sequential consistent (SC) memory model as the most intuitive memory model for a multi-
core machine was defined in [Lam79|] by Lamport. After that, much research has been done in
the field of memory models. The survey paper [AG96] focuses on consistency models proposed



for hardware-based shared memory systems. It also describes the models in terms of program
behavior. One of the memory model presented in [[AGY6]| is the TSO model. The TSO model
was first introduced in [WG94] SPARC V8 processor. In [OSS09]], Owens et al. formally de-
scribed a TSO memory model for x86 named x86-TSO. However, their model did not cover the
MMU and the page-table changes.

[CS10b] is the starting point of this thesis. In [CS10bf, Cohen et al. presented a programming
discipline for concurrent programs and have formally proven that it ensures sequential consis-
tency on TSO machines. Instead of applying lock-based techniques, they classify the memory
with the ownership sets (shared, read-only and owned). The store buffer should be flushed be-
tween a shared write and a subsequent shared read. Based on the above programming discipline,
they proved the simulation theorem between TSO computations and the SC computations in
Isabelle [NPWO2].

[GMY12]] considers a way to reason formally about the interoperability between a data-race
free (DRF) client and a library written for the TSO memory model. They provide a simulation
relation named TSO-to-SC linearizability to fix the correspondence between the TSO execution
and an SC execution of the library. They also proved that the properties of a client are preserved
by replacing the TSO library with a TSO-to-SC linearized SC library. In order to get the lin-
earized SC library, the shared variable reads and flushes of the SB are required to be protected
by locks EI which introduce more SB flushes than the programming discipline in [CS10b]. At
the end of the paper, they proved a more flexible rule that if a program is quadrangular-race free
(QREF) then it is sequentially consistent. The QRF requires fewer SB flushes than our program-
ming discipline, but they did not consider the MMU. Also, the QRF can not be used to simplify
establishing TSO-to-SC linearizability, because transforming a QRF TSO trace into an SC one
can break the linearizability.

Oberhauser [[Obe] improved the programming discipline in [CS10b] to avoid the unnecessary
SB flush in the following case: let x be a shared address then

T1: store x T2: store «x
load x

Oberhauser also gives a short proof (less than 30 pages without dealing the MMU). At the end
of [Obef], Oberhauser gives a sketch on how to treat MMU .

1.2 Outline

Note that in this thesis, we introduce four kinds of ISAs.

o First, to apply the SB reduction theorem with MMU to ISA level, we introduce an ISA
named MIPS-86, which is a MIPS core extended with x86/x64 like architecture features
(with MMU and SB).

o After applying the SB reduction theorem with MMU to MIPS-86, we get an ISA without
SB but with MMU. We call it the SB reduced MIPS-86.

I'The shared variable reads and flushes occur within a lock..unlock block. The lock suspends other CPU’s execution
until the unlock command and the unlock flushes the SB.



e When we apply the SB reduction theorem to parallel C level for user programs, we first ap-
ply the SB reduction theorem to ISA level, then apply the multicore compiler correctness
theorem to map the programming discipline to the parallel C level. Since, the MMU and
interrupts are invisible to user programs, we need an ISA without MMU and interrupts.
We call it SB MIPS, which is MIPS-86 without MMU and interrupts.

o After applying the SB reduction theorem on SB MIPS, we get an ISA without MMU, SB
and interrupts. We call it the MIPS ISA.

The remainder of this dissertation is structured as follows.

In Chapter [2] we will first introduce the programming discipline, the ownership policy and
formally define the models of store buffer machine and abstract machine as well as the safety
conditions for the abstract machine, which makes the reduction theorem to go through. Then,
we will introduce the coupling relation, invariants and the SB reduction theorem with MMU. At
the last portion of Chapter 2] we will present the full paper-and-pencil proof of the theorem.

In Chapter [3] first, we will introduce the MIPS-86 ISA as well as the SB reduced MIPS-
86 ISA. Then, we will instantiate our abstract machine model and SB machine model with an
ISA, which is very alike to MIPS-86. The main difference is that in the instantiated machine
models, the execution of one instruction is divided up to five phases, however, in MIPS-86, the
execution of each instruction is atomic. As a consequence, to apply the SB reduction theorem
with MMU to MIPS-86, we need to prove the two simulation theorem: (i) each computation of
the MIPS-86 machine can be simulated by a computation of the instantiated SB machine. This
simulation theorem is trivial and omitted in this thesis because the instantiated SB machine has
more interleavings. (ii) Each computation of the instantiated abstract machine can be simulated
by a computation of an SB reduced MIPS-86 machine. This simulation will be proved in the
Chapter 4]

In Chapter 4 we will apply the SB reduction theorem with MMU to MIPS-86 level. The
main portion of this chapter is proving the second simulation theorem mentioned in the last
paragraph. Since the ownership is included in the semantics of the abstract machine and the
SB machine, first, we need to provide the semantics with ownership to the SB reduced MIPS-
86 machine. We introduce a model named Cosmos which gives us the abstract semantics with
ownership. Then, we will instantiate the Cosmos model with SB reduced MIPS-86. Because
the instantiated abstract machine has more interleavings than the Cosmos SB reduced MIPS-
86 machine, before proving the simulation, we will reduce the number of interleavings of the
instantiated abstract machine by reordering each execution phase of the same instruction into one
block. At last, we will prove a simulation theorem between the instantiated abstract machine and
the SB reduced MIPS-86 Cosmos machine. Moreover, we have to maintain the safety conditions
in the simulation theorem.

In Chapter [5] we will apply the SB reduction theorem to parallel C level for user programs.
Since the interrupts and address translations are invisible for the user program, we will first
introduction the two simplified ISAs without MMU and interrupt. The one with SB is called SB
MIPS ISA, and the other one without SB is called MIPS ISA. Then, we will simplify the SB
reduction theorem to get rid of MMUSs. We overload the name SB machine and abstract machine
in this chapter. Analogous to Chapter 3] we instantiate the abstract machine and the SB machine
model with an ISA very alike to MIPS. Also analogous to Chapter {i] we simplify the Cosmos



model to get rid of the MMU steps and instantiate it with MIPS ISA. We will prove a simulation
theorem between the instantiated abstract machine and the MIPS Cosmos machine. In the last
portion of this thesis, we will apply the multicore compiler correctness theorem and map the
programming discipline to parallel C level. The multicore compiler theorem is defined base
on the Cosmos model and consists two part: (i) the order reduction theorem that reorders the
arbitrary-interleaved ISA computation into a block-scheduling computation. Each block starts
with a compiler consistency point. (ii) the sequential compiler correctness theorem. First, we
will introduce the order reduction theorem. Then, we will introduce the C intermediate language
(C-IL) and the sequential compiler correctness theorem of C-IL. Moreover, we instantiate the
Cosmos machine with C-IL and simulate the MIPS Cosmos machine with the C-IL Cosmos
machine, which is the application of the multicore compiler correctness theorem.

1.3 Notation

In the scope of this document we use the following notations from [Sch13|] and [Baul4].

1.3.1 Basic Notation

e Numbers
The set of integers is denoted by Z. The set of natural numbers is denoted by N and the
set of boolean values {0,1} by B. Given a Boolean value A € B and values x,y € NU Z,
the value of the ternary operator is defined as follows:

x A=1
Alx:y=
y A=0

e Records
Let A be a set which is the Cartesian product of sets Ay, A», ..., A; and let ny, ny, ..., n; be
names for the individual tuple elements of A. Then, given a tuple

CEA=A| XAy X... XA

c=(ai,an,...,ax)

c.n; is used to refer to a; — the i-th name refers to the i-th record field of the tuple. The
term record is used to refer to such a named tuple. Records ¢ € A is also introduced by
defining

c=(cny,cn,...,cng)

followed by a definition of the types of record fields of c¢. A record update is denoted as
clni=vl=<"

where Vj #i:c'.nj=cnjand ¢’.n; = v. If k = 2, the record ¢ = (aj, az) is also called a
pair. We define the following functions to get the first and second component of a pair.

fst(c) = c.a
snd(c) = c.ap



e Lists
Let [ = [xox1x3...X,—1] then

hd(l) = xg
t() = [x1x2...%0-1]
last(]) = x,_1

hd and last are used to return the first element and last element of a list respectively. ¢/
returns the list without the first element. The i-th element of the list / is identified by

) xi 1€[0:n-1]
il = .
L otherwise
[[i] can also be written as [[;) in this thesis. The length of list / is defined as follows:
0l = n 1=[xpx1..x,-11
0 I=1]

The concatenation of two lists is defined as follows:

aob=1
where:
ali] iel0:]al—1]
Ilil = {bli—lall i€ /[lal:lal+ bl -1]
4 otherwise

Let [} = [xox1...x4—1] and I = [ygy1...yn—1] then the combination of /| and /; is defined as:

de
)

where:

. (xi,yi) 1€[0:n—1]
I[i] = )
L otherwise

Two lists can be combined only if they have identical length.

o Sets
Given a set A, the Hilbert-choice-operator € chooses an element from A:

eAeA
This is particularly useful when the set consists of a single element, i.e.
elx}=x
or when a definition does not depend on the specific element chosen. Given a set A,
24 = (B| BC A}

denotes the power set of A, i.e. the set of all subsets of A.



¢ Functions
Given two sets A and B,
feA—B

denotes that f is a partial function from set A to set B, i.e. JA”’ C A. f € A” — B. Given
g €A — Band X C A, the restriction of g to X is defined as :

gIx=Ax € X. g(x)
The function g at entry x € A can be updated with a new value v € B as follows:

def 14 y=x
x—v) = Ay €A
8 ) Y {g(y) otherwise

The composition of partial functions f, f* : A — B with disjoint domains is denoted by
fw f’, where dom(f) N dom(f) = 0 and dom(f W f’) = dom(f) U dom(f").

fl@) : aedom(f)

[ f" = da € dom(f) U dom(f"). {f’(a) . aedom(f’)

By adding “L” to the image set in order to denote undefined results, any partial function
f A — Bcan be turned into a total function f : A —» B U {L}, given that L ¢ B.

1.3.2 Automaton

Given
e aset Z of states,
e aset A of input alphabet symbols,
e a transition function € ZX A — Z,
e anon-empty set Zy C Z of initial states,
e anon-empty set Zy C Z of accepting states, and

we consider the tuple M = (Z,A,d,Zy,Zy) as an automaton. The automaton starts from an
arbitrary state zg € Zy. 6(z,a) = 7/ means a transition from state z to state z’ with input a. The
current state can be applied to arbitrarily chosen possible transitions and results in a new result
state.

In this thesis the hardware is modeled as an automaton. We define the hardware transition
by splitting it into smaller transitions, each of which can happen nondeterministically. For each
transition we provide:

e [abel: The name of the transition.

o input parameters: Inputs from the external world.



e precondition: The guard of the transition i.e. the transition may occur only if it is satisfied.
Free variable declarations inside the transition are also contained in the precondition.

e postcondition: The effect of the transition.

1.3.3 Binary Arithmetic

When introducing our MIPS-86 ISA we will need to argue about arithmetics on bit strings. Bit
strings are finite sequences of bits from set B and we write down the bits from highest to lowest
index. The lowest bit has index zero.

YaeB". aln—-1:0]=a,-1a,-2 - agp

Then any bit string a € B” can be interpreted as a binary number with the following value in N.

n—1

(aln=1:0D) =) a;-2
i=0
Similarly we can interpret any bit string as an integer that is encoded in two’s-complement
representation. The two’s-complement value of a bit string is defined as follows.

[a[n—=1:0]] = —ay—1 - 2" " +{a[n-2:0])

It can be shown that in modular arithmetic (@) and [a] are congruent modulo 2". See Section
2.2.2 in [MPOQ] for more information on two’s complement numbers. For conversion of numbers
into bit strings we use the bijections

bin, 1 [0:2") - B" and mwoc, : [-2"!: 2" 5 B”
with the following properies for all a € B".
bin,({a)) = a twocy([al) = a

As a shorthand we allow to write X, instead of bin,(X) for any natural number X € N. We define
binary addition and subtraction modulo 2" of bit strings a, b € B".

a+, b= (bing1((a) + O))n—-1:01  a—pb = (@wocys1([a] = [bD))[n —1: 0]

Note above that the representative of a binary or two’s complement number modulo 2" can be
obtained by considering only its n least significand bits. Also, since binary and two’s comple-
ment values of a bit string are congruent modulo 2", we could have defined addition using two’s
complement numbers and subtraction using binary representation of the operands. However we
stick to the definitions presented above which look most natural to us.

Besides addition and subtraction we can also apply bitwise logical operations on bit strings.
Let a, b € B", then we can extend any binary bitwise operator e : BxB — B to an n-bit operator
o, : B" x B" — B", such that for all i < n:

(ae,b)i]l =a;eb;



In this thesis we will use ® € {A,V,®,V}, where & stands for exclusive OR (XOR) and V
represents negated OR (NOR). We omit the subscript n where it is unambiguous.
For a bit-string a € B¥%, k € Nand 0 < i < k, we define

byte(i,a) =al(i+1)-8—-1:1i-8]
to denote the i-th byte in a. We define fora € B” and n,k e N,k > n
ot = 0K
the zero-extended bit-string of length & for a and
Sxty = afl:’fa

to mean the sign-extended bit-string of length k for a. We use the equivalence relation = mod &
defined as follows for a,b € Z, k € N\ {0}:

a=b modk & dze€eZ:a-b=z-k
The modulo-operator is then defined by

amod k=¢g{x|a=x modkAxe{0,...,k—1}}
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Store Buffer Reduction with
MMU - Theorem and Proof

In this chapter we introduce the store buffer (SB) reduction theorem with MMU which gener-
alizes previous work by Cohen and Shirmer [[CS10b]. In order to reduce the SB, the memory
addresses are partitioned into ownership sets. Our model extends Cohen-Shirmer ownership
sets with page table sets. We use the identical program discipline as in [[CS10b|] based on our
extended ownership sets. Memory accesses are governed by the program discipline .

We will first introduce the programming discipline and formally define the models of abstract
machine and store buffer machine. Then we will introduce the coupling relation, invariants and
the store buffer reduction theorem. In the last portion of this chapter, we will present the full
paper-and-pencil proof of the theorem.

This chapter is based on the paper [CCK14]] and the technical report [[CCK13|] by the author of
this thesis, Ernie Cohen and Mikhail Kovalev. In order to apply our programming discipline both
in instruction set architecture (ISA) level and C level, we have to (i) instantiate the SB reduction
theorem with an ISA; (ii) apply the simulation theorem [Baul4]] between the ISA level and C
level. Therefore, we modify our model to fit to the simulation theorem. One major modification
is that the ownership transfers are only performed as side effects of Volatileﬂ instructions. It is
helpful when one acquires a lock and wants to obtain the ownership of the memory protected by
the lock. In [CCK14]] and [[CCK13|] we also perform the ownership transfer by a non-blocking
ghost instruction. The intuition of the modification is that the ghost instruction is not instantiable
in any ISA. Jonas Oberhauser proved that these 2 types of ownership transfer are equal in his
on going work. We also perform the ownership annotation generation while the instruction is
executing.

2.1 Programming Discipline

The programming discipline introduced here is an extension of the programming discipline from
[CS10b] and is based on ownership sets, which have to be maintained explicitly by the user. It
contains 2 parts: memory access rules and a flushing rule.

All memory accesses can be either shared (volatile) or local and must be safe i.e., obey the
rules of the programming discipline. Semantically there is no difference between both types of

"We rely on a C-idiom, where shared portions of memory are identified by a volatile tag. The volatile tag
prevents a compiler from applying certain optimizations to shared accesses which could cause undesired behavior,
e.g., store intermediate values in registers instead of writing them to the memory. Shared memory accesses are
also called volatile.

11



the accesses, but we enforce different rules on volatile and non-volatile memory operations. The
interlocked accesses, i.e. those memory accesses which flush the SB as a side effect, follow the
same rules as volatile accesses. We distinguish between the following ownership sets of memory
addresses:

e Shared, unowned read-write addresses: used for implementing locks [HLO9||, lock-free
algorithms or shared page tables. Every thread can perform volatile reads and writes to
these addresses and MMU of every thread is allowed to read and write this memory.

e Shared, unowned read-only addresses: used for static data. Every thread can perform
volatile and non-volatile reads from these addresses.

e Shared, owned read-write addresses: used for single-writer-multiple-readers data struc-
tures. Every thread can perform volatile reads, but only the (unique) owner is allowed to
do volatile writes to these addresses.

e Unshared, owned read-write addresses: used for thread-local data or for data protected
by a lock. The owner is allowed to write and read the data with volatile and non-volatile
accesses.

e Owned page table addresses: used for local page tables. The owning thread is allowed to
read and write these addresses with volatile accesses. The MMU of the owning thread is
allowed to read and write this memory.

Note, that we require the translated physical addresses, rather than the untranslated virtual
addresses, to adhere to our programming discipline. Showing that the translated physical ad-
dresses of memory accesses are safe can be done if one keeps track of the set of all possible
address translations for a given thread.

Note, that the set of addresses which can be accessed by the MMU of a thread is actually
defined by the set of reachable PTEs from page table origin (PTO), which is stored in a register.
Hence, our discipline requires every reachable PTE address to be either in the set of local page
table addresses or to be in the set of shared, unowned read-write addresses. The latter is useful
in situations when several concurrent threads are sharing the same set of page tables for address
translation. Moreover, a local page table can point to a page table shared by MMUs of several
threads, which allows to split the address space of a thread into local and shared parts. The other
direction is also possible, i.e. a page table located in the shared memory can contain a link to
a local page table. In this case any thread can write the shared page table, but only the MMU
of the thread which owns the local page table should be able to access both of them. If another
MMU would have an access to the “shared” page table, it would automatically be able to access
all page tables linked to it, which violates the safety of the MMU access.

Ownership is transferred as a side effect of a volatile or interlocked write operation. A thread is
allowed to acquire ownership of an unowned address and to release the ownership of an owned
address. When a thread acquires an unowned address, it can either make it owned unshared,
owned shared or an owned page table address. When releasing an owned address a thread
decides whether to make it shared read-write or shared read-only. It also can make a shared
address which it already owns unshared.

12
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Figure 2.1: Abstract view of x86-TSO with the address translation.

The flushing rule of our programming discipline stays unchanged from [CS10bf: an SB has
to be flushed before every volatile read if this read was preceded by a volatile write. This
guarantees, that the thread always makes its updates of the shared state visible to others, before
it reads a shared variable. In order to implement the flushing rule, we maintain a dirty bit in the
ghost state. It is set when executing a volatile write and cleared when flushing the SB. Local
page tables in this sense are considered as shared state between a thread and its MMU. Safety of
a volatile read makes sure that the read is performed only when the dirty flag is not set.

2.2 Formalization

In our computational model the machine contains multiple threads. With the presence of ad-
dress translation, every thread communicates with a user-visible MMU component (Fig. [3.1).
Threads and MMUSs also communicate with each other via accessing shared memory. During
a computation instructions are issued and appended to the instruction sequence for bookkeep-
ing. Instructions retire from the instruction sequence and enter the store buffer (SB) or apply to
shared memory. Instructions emerge from SB and apply to memory. At the same time, MMUs
also access the shared memory. When a thread is running in translated mode, a memory access
can be executed only when the MMU can provide a suitable address translation for the virtual
address of the access.
Before introducing the computational model we define some uninterpreted signatures:

Definition 2.1 (Basic Signatures) The computational model is defined based on the following
signatures.

o A,V - The set of memory addresses and the set of memory values. The memory is mod-
eled as a functionm : A — V.

e P - The set of program states which can be interpreted as the content of a set of registers
and some auxiliary flags for denoting the execution phase and page faults.

e U - The set of MMU states which contains the TLB state and the current value of the page
table origin register.

e T - The set of temporaries which is used to store results of reads.

13



e R - The set of all possible access rights for address translation.
e BW - The set of byte write signals.

e EEV - The set of external input.

2.2.1 MMU Abstraction

The MMU component can perform non-deterministic steps fetching a page table entry (PTE)
from the memory or writing the memory (setting control bits in a PTE). Every read of a PTE
can change the state of the MMU, extending the set of translations cached in a TLB. The exact
state of the MMU is never known to the user, because MMUE s are allowed to perform speculative
address translations and to cache them in the TLBs.

A single page table entry occupies a single cell in the memory and has the same type V as all
other memory values. Our MMU model relies on the following (uninterpreted) functions:

e atran(mmu,va, mode, r) € 24,
Given an MMU state mmu € U, a virtual address va € V, translation mode mode € B (1
- translated mode, 0O - untranslated mode) and the set of access rights € R, the function
returns the set of translated physical addresses for the specified access. In case there are
no available translations the returned set is empty. For the untranslated mode function
atran should return {va}. We use this function to obtain an address translation when an
instruction is being executed.

e can-access(mmu, pa) € B.
For a physical address pa € A, the predicate denotes that the MMU can perform an access
to a PTE located at address pa. This is the case when the MMU has fetched or has found
in the TLB a valid PTE, which has the access and the present bits set and which points to
the PTE located at address pa or when pa belongs to the top-level page table. We use this
predicate as a guard for MMU read and MMU write steps.

® Ocrnw(mmu,va) € U.
This function creates a new walk for virtual address va and returns a new MMU state.

® Oymur(mmu, pa, pte) € 2U,
For page table entry pte € V located at address pa the function returns the possible set of
MMU states after the MMU has processed pte. After this step MMU can have complete
or incomplete translations through pte buffered in the TLB. We use this function to obtain
the new state of the MMU after the MMU read step.

® Ommuw(mmu, pa, pte) € 2V,
This function returns the set of possible PTE values which can be written by the MMU at
address pa, given that pte is the current value of the PTE located at address pa. This step
models setting of access and dirty bits in a page table entry. We use this function when
performing an MMU write step.
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e can-page-fault(mmu,va, r, pa, pte) € B.
This predicate denotes that the MMU can signal a page fault for the virtual address va
and access rights r. The condition for the page fault E] must be present in the page table
entry pte located at address pa and the MMU must already have an incomplete address
translation leading to pte buffered in the TLB.

® O ppsp(mmu, F) € U.
For the set of (virtual) addresses F € 2* the function performs a TLB flush, removing
translations for addresses in F from the TLB, and returns the new MMU state after the
flush is performed.

® Oypro(mmu,v) € U.
The function performs a complete SB flush and sets the new value v € V for the page table
origin (PTO).

We assume monotonicity of the MMU i.e., after MMU performs a read of a PTE or walk
creation its set of address translations which can be provided by the MMU can only grow. We
let mmu’ = {8 ¢pp(mmu, va), €(6ymur-(mmu, pa, pte))} then:

atran(mmu, va, mode, r) C atran(mmu’, va, mode, r).

2.2.2 Instructions

Definition 2.2 (Memory Instruction) The set of memory instructions I is defined with the fol-
lowing constructors:

I={Readvolvatrextbwp|voleB,vac At €T, reR,bw € BW, p € P}
U {Write vol va (D, f) rcbbw p | D € 2%, f € (T — V) - V}
U{RMWva t (D, f)condr p| cond € (T — V) — B}

U{INVLPG F | F € 2%}

U {SWITCH mode | mode € B}
U{WPTO v |v eV}

U {FENCE}

In which:

exte VXBW —»V cheVXVXBW >V

Parameter vol denotes whether the memory access is volatile.

2 The page fault can be signalled if the present bit in a PTE is not set, or there is an access rights violation or some
of the reserved validity bits in a PTE have inadequate values.
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e The read instruction loads the value from virtual address va and the translated address
pa into temporary ¢. bw represents the byte write signal and ext represents the extension
function (zero extend or sign extend). r denotes the access permissions, which will be
used for the address translation of va. If the volatile flag is set then the instruction is
allowed to perform an ownership transfer.

We put some constrains on the uninterpreted parameter bw and ext. First we introduce an
uninterpreted equivalence relation =, € VXV — B meaning that 2 values are equal with
respect to the given byte write signal bw. Thus we have:

Vi =V2 2 V1 Zpw V2

We overload the < as an uninterpreted relation for byte write signals < € BW X BW — B.
Then we introduce the following properties as constraints on bw and ext:

bwy < bwi A vy =py, V2 = VI Zpw, V2

It means if 2 values are equal with respect to a given byte write signal then they are also
equal with respect to any byte write signals which are not greater than the given one.

V1 =pw V2 — ext(vy, bw) = ext(vo, bw)

It means if 2 values v; and v, are equal with respect to a given byte write signal bw then
the result of extension function with parameter bw does not rely on the choice of first
parameter between v; and v,.

e The write instruction stores the value computed by function f at the virtual memory ad-
dress va. Function f takes as a parameter the map from temporaries to pairs of value and
physical address and returns a value. D specifies the set of temporaries on which func-
tion f operates. Function ch combines the old value and new value (computed by f) at
virtual address va according to the byte write signal bw. If the volatile flag is set then the
instruction performs the ownership transfer.

We also put a constraint on the uninterpreted function cb.
Vi =pw V2 = cb(vi, v, bw) =py V2

This property means the value combination according to the byte write signal bw main-
tains the relation =p,,.

e The read modify write instruction (RMW) first loads the value from virtual address va
as well as the translated address pa into temporary ¢. Then it computes the value of the
predicate cond on the updated set of temporaries and performs a write to va if the test
succeeds. It also performs the ownership transfer.

e The invlpg instruct removes translations for the virtual addresses in F' from the TLB.

e The mode switch instruction changes the translation mode to mode € B.



e The write to PTO instruction updates the page table origin with value v.
o The fence instruction flushes the SB when executed by the SB machine.

When executed by the SB machine instructions RMW, mode switch, invlpg and write to PTO
also flush the SB as a side effect.

To distinguish between different kinds of instructions we introduce predicates R(I), W(I),
RMW(I) - for read, write, RMW instructions respectively and FENCE(I), SWITCH(I), INVLPG(I),
WPTO(I) - for fence, mode switch, invlpg and write to PTO instructions. Volatile and non-
volatile reads and writes are distinguished by predicates vR(I), vW(I) and nvR(I), nvW(I) re-
spectively.

2.2.3 Abstract Machine

The abstract machine with sequentially consistent memory and with address translations does
not have SBs. It maintains additional ghost information which allows to enforce the ownership-
based programming discipline both for instructions and for MMU memory accesses. We call an
execution which maintains this programming discipline safe. The abstract machine also contains
the ghost release sets, which accumulate history information about the addresses released by
volatile read instructions. These sets do not influence the execution of the machine and are not
used to specify the programming discipline. Hence, one can simply omit them when instantiating
the abstract machine. In Sect. [2.3.3| we use these sets to refine the safety criteria.

Configuration

Definition 2.3 (Thread-local Configuration of Abstract Machine) Thread-local configuration
c.ts[i] of thread i is defined as a tuple:

c.tsli] = (p,is, &, mmu, D, 0, pt,mode, rls;, rlsg, rls,) € K
where:
e p € P is the (uninterpreted) program state of the thread,

is € I* is the instruction list,

o ¥ € T — V is the set of read temporaries (a read buffer),

e mmu € U is the MMU state,

D € B is the (ghost) dirty flag,

O € 2% is the (ghost) thread-local ownership set,

pt € 2% is the (ghost) set of local page table addresses,

mode € B is the translation mode (translated or untranslated),

17



Ry n /A

( N
T RNWnN /Ap
e m : @
read-write read—-write
owned AuNR AN/L
page-—table
RyNANL unshared RO/W AN /Ap shared
| read-write read-only
ANL
A owned L unowned )
pt ]

Figure 2.2: Ownership transfer.

o rls;rlsg,rlsy € 2% are the (ghost) release sets for local, shared and page table addresses
respectively.

Definition 2.4 (Abstract Machine Configuration) Configuration of the abstract machine c is
defined as a tuple:
¢ = (m, shared, ro,ts) € M

where np € N is the number of threads, ts € [0 : np — 1] — K is the list of thread-local
configurations of thread i, m € A — V is the shared memory of the machine, shared € 2* is the
(ghost) set of shared addresses and ro € 24 is the (ghost) set of read-only addresses.

For components X of thread local configuration c.ts[i] we abbreviate c.Xj;. By c.ghst;; we
abbreviate the ghost information of thread i (except the dirty flag) and the shared ghost informa-
tion:

c.ghstyy = (¢.Op), c.ptyy, c.rlsyy, ¢.rlsg, c.rls i, c.shared, c.ro)
For the union of all release threads of thread i we abbreviate c.risp;:

c.rlspyy = c.rlsyy U crlsgy U c.rls pi

Ownership Transfer

The ghost ownership annotations annot consist of the following sets of addresses: acquired ad-
dresses A, the local fraction of acquired addresses L, released addresses R, the writable fraction
of released addresses W, acquired page table addresses A, and released page table addresses
R;. The ownership transfer is performed by volatile write, volatile read and read-modify-write
(RMW) instructions. The possible effect of the ownership transfer is given in Fig. 2.2]

Definition 2.5 (Ownership Transfer) Let ghst = (O, pt, rls;, rlsg, s, shared, ro) be the ghost
information of thread i and annot = (A, L,R, W, A, R)) is the ownership annotation. Then the
ownership transfer performed by volatile read, volatile write or RMW instruction / is defined as:

’

ot shared’,ro")

otran(ghst, I, annot) = (O', pt’, rls), rls, rls
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where the ownership sets change according to Fig. [2.2]and the release sets accumulate released
addresses if vR(I) and are cleared otherwise:

ro' =roUR\ W)\ (AUAp) O =0UA\R
shared’ = shared URU Ry, \ (LU Ap) pt' = ptUAy \ Ry
rls’. = vR(I) ? risg U (R N shared) : 0 rls’p, VR(I) ? rls,s URp; 0

S

rls; = vR(I) ? rls; U (R \ shared) : O

Semantics

The computation of the abstract machine is a sequence of abstract machine configurations. Each
configuration is obtained by applying a non-deterministic transition relation to the previous con-
figuration. Applying the transition relation once is also called one step of computation. Every
step is either a program step, a memory step, an MMU step or a page fault step of thread i.

A program step of thread i applies (uninterpreted) function 6, to the program state, the set of
temporaries, the mode flag, the MMU state, the instruction sequence and the external inputs of
the thread to obtain a new program state and newly generated instructions. These instructions
are then appended to the instruction list. For a newly generated read or RMW instruction / we
assume the read temporary 1.t to be fresh i.e., every read has to be done to a new temporaryﬂ
We also assume every program state is unique. These assumptions are formalized in Sect. [2.3.5]

Definition 2.6 (Program Step) The semantics of program steps is defined as follows eev is the
external inputs:

(p'.is") = 6,(c.ppij, ¢. Vi, c.modeyjy, c.mmuy;y, c.isp), eev)

P . . .
c =; clpp = p,isy) = c.isp o is’]
eev
In which
VYIeis’. W)V R(I)VRMW(I) — I.p = c.p;

A memory step of thread i is defined by a case split on the instruction I = hd(c.isp;}) to be
executed. In case of a read, write or RMW instruction we first translate the virtual address I.va
using the current MMU state and chose a physical address pa from the set of available address
translations provided by function atran. Hence, to execute such an instruction there has to be
at least one possible address translation available. For a read instruction we update the value of
temporary .t with the read result v and the translated address pa. The value v is computed by
function /.ext with the read value c.m(pa) and I.bw. In case of a volatile read we perform the
ownership transfer according to the result of the (uninterpreted) og function. og is an ownership
annotation generation function which takes the program state and read temporaries and returns
the ownership annotation (A, L,R, W, A, R);;).

3When instantiating the model one can easily discharge this assumption by attaching a time stamp to every read
destination.

19



Definition 2.7 (Memory Step for Reads) The semantics of volatile read and non-volatile read
are defined as:

nvR(I) pa € atran(c.mmuy;), I.va, c.modey;, 1.r)

v = Lext(c.m(pa), [.bw)

m . .
¢ = V) = Ot = v),isy) = tl(c.ispp)]

VvR(I) pa € atran(c.mmuy;, I.va, c.modey;, 1.r) v = Lext(c.m(pa), 1.bw)
¥ = cOy(l.t —v) ghst' = otran(c.ghsty), I, 08(1.p,9"))

c é,’ C[ﬁ[i] = 19’, ghst[,-] = ghst’, iS[,'] = tl(C.iS[i])]

For a write instruction we obtain the write value by applying I.cb to the value I.f(dy;), c.m(pa)
and /.bw. Then we store the write value at memory address pa. In case of a volatile write we
also perform the ownership transfer and set the dirty bit. As descried in section[2.1] the dirty bit
is a flag used to implement our SB flushing rule.

Definition 2.8 (Memory Step for Writes) The semantics of volatile write and non-volatile read
are defined as:

nwW() pa € atran(c.mmuy;, I.va, c.moder;, 1.r)
v = 1.cb(I.f(O), c.m(pa), 1.bw)

m
¢ =;clm = cm(pa = v),isp) = tl(c.ispy)]

vW(I) pa € atran(c.mmuy), I.va, c.modey;), I.r)

v = Leb(I.f(Oy), c.m(pa), I.bw)  ghst’ = otran(c.ghsty, I, 0g(I.p, c.9;)))

c mﬁ,- clm = c.m(pa v v), ghsty;) := ghst', Dy = 1,isp = t(c.isy))]

An RMW instruction first performs a read of memory cell c.m(pa) and the physical address
pa into temporary /.t and then checks condition /.cond on the updated set of temporaries. If
the test succeeds we obtain the write value by applying I.f to the updated set of temporaries
and store this value at address pa. Independent on the test result we reset the dirty bit, clear the
release sets and perform the ownership transfer.

Definition 2.9 (Memory Step for RMW) The semantics of RMW is defined as:

RMW(I) pa € atran(c.mmuy;, 1.va, c.modey;, 1.r)
¥ = cO(Lt - com(pa))  ghst' = otran(c.ghsty, I, 0g(I.p,9"))
m’ = Lcond(®) ? c.m(pa — 1.f(¥)) : c.m

m

¢ =iclm:=m', ) =W, ghst) .= ghst’, Dy := 0, isp) := tl(c.ispp)]
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Fence instructions do not update the non-ghost part of the state (except reducing the length of
the instruction list). For a fence instruction we clear the release sets and reset the dirty bit. Mode
switch, INVLPG and write to PTO instructions also clear the release sets and reset the dirty bit
as a side effect. In case of a mode switch we change the translation mode to I.mode. Invlpg
instruction removes the invalidated translation from the MMU using function 6,4, and a write
to PTO instruction applies function 6, to the current MMU state.

Definition 2.10 (Memory Step for Fence, Mode Switch, Invlpg and Write to PTO) The seman-
tics of FENCE, SWITCH, INVLPG and WPTO are defined as:

FENCE(I)

m . .
¢ = c[Dy = 0,ispy = tc.isyy), rispy = 0]

SWITCH(I)

m
C =; c[mode[i] = I.mode, Z)[,’] = 0, iS[i] = tl(C.iS[,']), I’lS[i] = @]

INVLPG(I) mmu’ = 6 fsn(c.mmug, 1.F)

m

C =; c[mmu[,'] = mmu’,D[i] = 0, iS[,'] = l‘l(C.iS[i]), I”lS[l'] = @]
WPTO(I) mmu’ = 6, po(c.mmuy, 1.v)
m
C =; c[mmu[,'] = mmu’,D[i] = O, iS[,'] = l‘l(C.iS[i]), rls[,'] = @]

MMU of thread i can either perform a read from the page tables updating the MMU state or
a write setting control bits in the page tables. In case of a read the new MMU state is chosen
from the set of MMU states provided by function 6, and in case of a write we chose the
value to be written to the memory from the set of values provided by function 6. A page
fault step is triggered when we are running in translated mode, in the head of the instruction
list there is an instruction which requires address translation and the page fault for the address
of the instruction can be signalled. As an effect of the page fault we (i) update the program
state using (uninterpreted) function 6,¢ which loads the information about the faulty translation
to the program state, (ii) flush all translations for the faulty virtual address from the MMU and
(iii) clear the instruction list. As a side effect we also empty the release sets and reset the dirty
bit.

Definition 2.11 (MMU Step and Page Fault Step) The semantics of MMU step and page fault
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step are defined as:

c.modejiy mmu’ = Scppy(c.mmuyiy, va)

muc
¢ = c[mmuy;) := mmu’]

c.modep;)  can-access(c.mmuy), pa) mmu' € (8pmur(c.mmuy;y, pa, c.m(pa)))

mur
¢ = c[mmuy;) = mmu’]

c.mode;)  can-access(c.mmug;), pa) V' € (Opmuw(c.mmuy;y, pa, c.m(pa)))

muw
c =jclm:=cm(pa — V)]

c.modey)  can-access(c.mmuy;), pa) 1= hd(c.isy) (R V W)V RMW(I))
can-page- fault(c.mmuy;, I.va, I.r, pa, c.m(pa))

P’ = 6yp(c.ppiy, c.modeyiy, ILva)  mmu’ = 6 pyyg(c.mmug;), {1.va})

pf .
C =; C[lS[,'] = [],p[,’] = p’,mmu[,-] = mmu’,mode[i] = 0, @[[] = 0, I"lS[,'] = @]

mu ’ muc ’ mur ’ muw ’
c=;C =c=;c Vc=;Cc Vc=;C

Note, that reading a faulty entry, signalling a page fault, and jump to the interrupt service
routine is done in a single atomic transition, i.e. the MMU is not allowed to pre-fetch a faulty
PTE first and then use it for signalling a page fault some time later. This forbids to model
silent rights granting in page tables i.e., when the user grants more rights in a PTE without a
consequent TLB flush, and setting of present bit in a PTE without TLB flushing. In a real TLB
of the x86 machine the same behavior can be achieved by performing a fresh re-walk of page
tables in case of a page fault [Adv11]

Definition 2.12 (One Step Computation of Abstract Machine) Every step of abstract machine
is either a program step, a memory step, an MMU step or a page fault step of thread i:

’ P ’ m.o mu- of
¢cC =>; C =c =;cVc=;c Vc=;Cc Vc=;cC
eev eev

One step of abstract machine is defined as:

c = =3i.c =; ¢
eev eev

By c eﬁk ¢’ we denote that state ¢’ is reachable from c in exactly k step and by ¢ eﬁ* ¢’

we denote the reflexive transitive closure of =- We also use the same kind of notation when

arguing about executions of thread i and executions which consist only of certain kinds of steps
(e.g., only memory steps).
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Safety Condition

Safety condition for instruction / in thread i restricts the sets of translated physical addresses
which can be accessed by read, write and RMW instructions and defines the rules for the owner-
ship transfer. A translated physical address of the volatile read instruction can be either owned
by the thread, or shared, or can belong to local page tables. Moreover, we have to make sure
that the dirty bit is cleared before we can execute a volatile read. A non-volatile read can only
be performed to an owned or read-only address. In case of a volatile write we require the target
address to be not present in the ownership and page table sets of other threads and to be excluded
from the read only addresses. A non-volatile write can only be performed to owned unshared
addresses. For RMW instructions we split cases depending on the result of the RMW test. We
treat RMW as a volatile read if the test fails and as a volatile write if the test succeeds. For
instructions performing the ownership transfer we require (i) the local fraction L of acquired
addresses to be a subset of the acquired addresses A, (ii) acquired addresses AUA ; to be disjoint
with the ownership and page table sets of other threads, (iii) released addresses R to be a subset
of the addresses owned by the thread and released page table addresses R, to be a subset of the
local page table addresses, (iv) acquired addresses A to be a subset of owned, shared and released
page table addresses, (v) acquired page table addresses A, to be a subset of page table, shared
and released addresses, (vi) acquired addresses A must be disjoint with released addresses R and
acquired page table addresses must be disjoint with released addresses R, and (vii) acquired
addresses A must be disjoint with the acquired page table addresses A ;.

Definition 2.13 (Safety Condition for Ownership Transfer of Volatile Instruction) Let annot =
(A,L,R,W,Ap, Ry) then the safety condition for ownership transfer of volatile instruction in
thread i is defined as:

safe-instr-otran(c, i,annot) =Vj#i. LCAANAUA,) N (c.OUc.pt)=0A

RC C.O[,’] A Rp[ C c.pti ANAC C.O[i] U c.shared URp; AANR=0A
Ay Ce.ptijUc.shared URANA, MRy =0ANA,, NA=0

We need some auxiliary definition before defining the safety condition for instruction. For
any abstract machine configuration ¢ and instruction / we define

c.9 (1.t = c.m(pa)) RMW(I)
¥ = C.ﬂ[i](l.l V) vR(I)
c. 9 otherwise

In which: pa € atran(c.mmuy, I.va, c.modey;), .r) v = Lext(c.m(pa),1.bw)

Definition 2.14 (Safety Condition for Instructions) Let annot = o0g(I.p,¥') then the safety

23



condition for instruction [ in thread i is defined as:

safe-instr(c,i,1, annot) = (Y pa € atran(c.mmuy;, I.va, c.modeyj, 1.r).
(VR(I) = pa € c.Op U c.shared U c.pt) A —~c.Dyip) A
(nvR(I) = pa € c.Op U c.ro) A
(WW{) = Vj#i. pa¢cOpjyUec.ptj A paécro) A
(mvW(I) — pa € c.Op) A pa ¢ c.shared) A
(RMW(I) A =I.cond(9") — pa € c.Op;; U c.shared U c.pt;)) A
(RMW(I) A L.cond(9") — Y j # i. pa ¢ c.Oj) U c.ptij) A pa & c.ro)) A
W) vV vR(I) VYV RMW(I) — safe-instr-otran(c, i, annot))

An MMU step reading or writing physical address pa is safe if pa belongs a local page table
or to the shared portion of the memory which is not owned by anyone and which does not belong
to the read only memory.

Definition 2.15 (Safety Condition for MMU Step) The safety condition for MMU step in thread
i is defined as:

safe-mmu-acc(c, pa,i) =pa € c.pty U c.shared A pa ¢ c.ro AV j. pa ¢ c.Oj)

Configuration c of the abstract machine is safe if first instructions in the instruction lists of all
threads are safe and all MMU steps as well as the page fault step, which can be performed from
c are safe:

Definition 2.16 (Safety Condition for Machine State) Let/ = hd(c.isj;)) and annot = og(I.p,9")
then the safety condition for machine state ¢ with respect to function og is defined as:

safe-state(c,og) = Vi. safe-instr(c,i, I, annot) A

Yi, pa. can-access(c.mmuy;), pa) — safe-mmu-acc(c, pa, i)

Predicate safe-reach(c,n,og) denotes that any configuration reachable from configuration ¢
in at most n steps is safe. If we omit the number of steps, then the predicate denotes that any
configuration reachable from c is safe.

Definition 2.17 (Safety Condition for Reachable Machine State) The safety condition for ev-
ery abstract machine states reachable from configuration ¢ within n steps is defined as:

safe-reach(c,n,o0g) = safe-state(c,0g) A

k
V' .Vk<n.c = ¢’ — safe-state(c’,0g)

The safety condition for every abstract machine state reachable from configuration c is defined
as:

safe-reach(c,og) = Vn. safe-reach(c,n,og)
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When execution of a abstract machine starts from the initial state and maintains the safety
condition, we can be sure that certain relations between various ownership sets are maintained.
We gather these properties in the following predicate:

dis joint-osets(c) = c.ro C c.shared ANVi.Vj # i.
cOiNcOj=0AcONero=0A
.0y Ne.piyy =0 Ac.pi Nepii =0 A
.0 N e.ptyy = O A c.pty N c.shared = 0

initial(c) = dis joint-osets(c) A Vi. c.rlsy; = O A c.ispy =[]

2.2.4 Store Buffer Machine

Our SB machine contains all the components from the abstract machine plus thread-local SBs.
The ghost fields carried from the abstract machine configuration are used to simplify the proof,
particularly they allow to specify properties of the stores present in the SB without referring
to the corresponding configuration of the abstract machine. Store buffers are used not only to
buffer memory stores, but also to collect history information about the executed memory and
program steps. The ghost fields carried from the abstract machine do not influence the execution
of the SB machine. The history information which is recorded in the SB also does not have
any influence on the non-ghost components (except of the length of the SB when the history
information retires). Hence, proving simulation between an SB machine without the ghost and
history components and with them is a trivial task and we omit it here.
The thread-local SB is a FIFO queue of SB instructions sb € T, .

Definition 2.18 (SB Instruction) The set of SB instruction I, is defined as:

I;p = {Readgy, vol va t r ext bw p annot pav | pa € A,v € V}
U {Writeg, vol va (D, f) r cb bw p annot pav | v € V}
U {Progg, p1 p2 isy isy eev | p1, pa € P,isy,isy € I*, eev € EEV}

The only SB instruction with a non-ghost effect is Writeg,, which stores value v to memory
address pa when it leaves the SB. The other fields of Writeg, collect the history information
and are carried over from the corresponding Write instruction, when it is executed and is put
to the SB. When read or program steps are executed we also record the ghost information for
them in the SB. In case of a read we additionally record physical address pa from where the
read was performed and value v that was read. For program steps we record program state p;
of the thread configuration before the step and program state p; after the step together with the
instruction sequence is; before the step and the newly generated instruction sequence is;.

We overload predicates R(I), W(I), etc., to work also on SB instructions and introduce predi-
cate P(/) for the recorded program step.

We define some auxiliary functions to convert the format of instructions. Function

shins € Ix A x V x (240 - Tf,
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converts a read or write instruction to a corresponding SB instruction:

sbins(l, pa,v,annot) =

[Ready, I.vol I.va 1.t I.r l.ext I1.bw l.p annot pa v] R()
[Writeg, I.vol I.va 1.(D, f) L.r I.cb 1.bw I.p annot pa vl W()
(] otherwise

The function ins € Iy — I* performs conversion in the other direction:

[Read I.vol l.va 1.t I.r I.ext 1.bw I.annot] R(I)
ins(I) = {[Write I.vol I.va I.(D, f) L.r I.cb 1.bw IL.annot] W(I)
(1 otherwise

We define an overloaded version of the function ins which operates on a list of SB instructions:

[l sb =]
ins(sb) = < ins(tl(sb)) P(hd(sb))
ins(hd(sb)) o ins(tl(sb)) otherwise.

The history information for reads and program steps allows to keep track of instructions which
have been executed in the store buffer machine after the preceding write instruction is executed,
but before it leaves the SB. We use this information in Sect. [2.3.1]to couple the state of SB and
abstract machines in the simulation theorem. The history information for writes keeps track of
the store values and the physical address chosen for the address translation. This information
is coupled with the current state of the SB machine with the help of additional invariants (Sect.
[2.3.4). These invariants together with the coupling relation guarantee, for instance, that we can
chose the same address translation when executing the corresponding instruction in the abstract
machine and that the store value of that instruction in the abstract machine will be the same as
in the SB machine.

Configuration

Definition 2.19 (Thread-local Configuration of SB Machine) Thread-local configuration cp.25p;
has all components from the local configuration of the abstract machine plus an SB component:

cspn-tslil = (p,is, &, mmu, pt,mode, D, O, rls;, rlsg, rlsy, sb) € Koy,

For components X of thread local configuration cgpp.tsp;; we simply write X[;; if configuration
cspp 18 clear from the context.

Definition 2.20 (SB Machine Configuration) Configuration of the SB machine cy,;, has the
same components as configurations of the abstract machine:

cspn = (m, shared, ro, ts) € Mg
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For X € {shared, ro,m} we write X as a shorthand for cg,.X. X’ or XEZ.] denotes the corre-
sponding component of ¢, .. Note, that we completely omit the configuration identifier only for
the SB machine, and always write it for the abstract machines in order to avoid confusion. As
in the case of the abstract machine, we abbreviate by rlsp; the union of all release sets of thread
i and by ghst;; we denote the ghost information of thread i (excluding the dirty flag) and the
shared ghost information.

Semantics

The computation of the SB machine is a sequence of SB configurations. Each configuration
is obtained by applying a non-deterministic transition relation to the initial configuration itera-
tively. Every computation step of SB machine is either a program step, a memory step, an MMU
step, a page fault step or SB setp of thread i.

A program step of the SB machine has the same effect as in the abstract machine and is
recorded as history information in the SB:

Definition 2.21 (Program Step) The semantics of program step is defined as following in which
eev is external inputs:

(p',is") = 6,(piiy, D1y, modey), mmuy, isyiy, eev)
I = PROGSb Dlil p, iS[i] iS, eev

p . . ]
Csbh =i Csonlpriy = p’, sbyiy = sbyiy o 1, isy = ispy o is’]

In which
YIeis'.WI)VR(I)VRMW()— I.p= Dlil

MMU read, write and walk creation steps of the SB machine have exactly the same semantics
as in the abstract machine. The page fault step can occur only when the SB is empty:

Definition 2.22 (Page Fault Step) The semantics of page fault step is defined as:

modey; can-access(mmug, pa) 1 = hd(isyp)) (R(I)v W) v RMW(I))
can-page-fault(mmuy;, I.va, I.r, pa, m(pa)) sbpi =[]
P’ = 6, (priy, modepyy, Lva)  mmu’ = & gy g0 (mmug;y, {1.va})

pf :
Csoh =i Cspnlisg = [, priy := p’, mmuy;) := mmu’,modey;) := 0, rlsp; := 0]

Predicate sbehit(l,a) denotes whether there is a store buffer hit for the given entry / and
address a:
sbehit(l,a) = W) A I.pa = a.

Predicate sbhit(sb, a) denotes whether there is a store buffer hit for the given address a:

sbhit(sb,a) = Aj < |sb|. sbehit(sb[ ], a).
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Function maxhit(sb, a) computes the last index of the store buffer entry which hit the given
address a or returns L if there is no such index:

maxhit(sb, a) = herwi
otherwise.

max{j | sbehit(sb[jl,a)} sbhit(sb,a)

1
A memory step of thread i is defined by a case split on the instruction I = hd(c.isf;) to be exe-
cuted. The read instruction performs the read and is recorded to the SB as history information.
The read value is obtained with the partial function fwd(sb;;, m, pa, bw), which forwards the
last store value to pa in the SB or returns the memory value m(pa) if there are no writes to pa
in the SB. If the read access can not be serviced by one store buffer entry (e.g. we have a partial
store buffer hit on the last store value to pa) the fwd returns L. Let j = maxhit(sb, pa) then

m(pa) j=L1
fwd(sb,m, pa,bw) = S sb[jl.v j# L Abw < sb[jl.bw

1 otherwise.

The read instruction updates the value of temporary /.t with the read result v, which is com-
puted by function /.ext with the value forwarding from sby;) and I.bw. It is recorded in the SB as
the ghost history information. Note that in the semantics we forbid partial forwarding form the
SB.

Definition 2.23 (Memory Step for Read) The semantics of read is defined as:

R(I) pa € atran(mmuy;), I.va, modey;y, 1.r) vi = fwd(sby;y, m, pa, I.bw)
vi#Ll v=Lext(vi,l.bw) ¢ =9yt v) annot=o0g(l.p,9")

m
Cshh =i CspnlUi) 1= W, sbpy := sbyi o sbins(l, pa, v, annot), isp) = tl(isp))]

The write instruction is not executed immediately, but is buffered in the SB together with the
ghost history information.

Definition 2.24 (Memory Step for Write) The semantics for write is defined as:

W) pa € atran(mmuy;, I.va, modey;, 1.r)
D' =vW()V Dy annot = og(1.p, 9)

m . . .
Csbh =i Cspnlsbyy := sbyyy o sbins(I, pa, 1. f(Vy;)), annot), isy = tl(isgy), Dy := D'

The read modify write, fence, mode switch, invlpg and write to PTO instructions can be exe-
cuted only when SB is empty and have the same semantics as defined for the abstract machine.
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Definition 2.25 (Memory Step for RMW, FENCE, SWITCH, INVLPG and WPTO)

RMW(I) pa € atran(mmug, I.va, mode;, 1.r)
¢ = 9Lt » m(pa)) ghst' = otran(ghstyy, I, 0g(1.p,9"))
sbip =11 m' =ILcond(¥) ?m(pa v 1.f(9)):m

m . .
Csph =i Cspnlm = m',l?[,'] = ﬂ’,ghst[i] = ghst’,l)[i] =0, IS[] = l‘l(lS[,‘])]

FENCE(I) sby; =[]

m . .
Cshh =i csbh[rlsm = 0, D[i] = 0, LS[i] = l‘l(lS[,'])]

SWITCH(I) sby; =[]

m . .
Csbh =i csbh[mode[i] = I.mode, rls[,-] = 0, D[,‘] = 0, NI l‘l(lS[i])]

INVLPG(I) sby =[] mmu' =6 ppg(mmug), 1.F)

m . .
Cshh =i Csbh[mmu[,-] = mmu’, rls[,-] = 0, D[,‘] = 0, IS = ll(lS[,'])]

WPTO) sbyy =11 mmu' = 6,po(mmuy;, I.v)

m . .
Cshh =i csbh[mmu[,-] = mmu’, rls[,-] = 0, Z)[i] = 0, IS = ll(lS[,'])]

The SB collects read, write and program instructions. Among those instructions only writes
contain non-ghost data and perform an update of the non-ghost part of the configuration when
they leave the SB. An SB step of thread i is defined by a case split on I = hd(sbf;)). When a
write instruction leaves the SB, then it deliverers a buffered store to the memory and performs
an ownership transfer if the write is volatile. A read instruction only performs an ownership
transfer. Program instructions are simply skipped. We overload the ownership transfer function
as

VI € 1. otran(ghst, I) = otran(ghst, ins(I), I.annot)

Definition 2.26 (SB Step) The semantics of an SB step is defined as:

W) v=I1cb(I.v,m(l.pa),Il.bw)
ghst’ = (nvW(I) ? ghsty : otran(ghst, I))

sb
Cshh =i Cspnlm := m(I.pa = v), ghsty;) := ghst’, sbpy := tl(sbp))]

R(I) ghst' = (nvR(I) ? ghsty; : otran(ghsty, I)) P(I)
sb sb
Csbh =i Cspnlghstyy := ghst’, sbyy) := tl(sby;)] Csbih =i Cson[sbyi) = ti(sbp;))]

The computation of the SB machine is defined by a non-deterministic transition relation

4
Csbh 3 Csbn
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Definition 2.27 (One Step Computation of SB Machine) Every step of SB machine is either
a program step, a memory step, an SB step, an MMU step or a page fault step of thread i:

7 — p ’ m ’ Sb ’ mu ’ pf ’
Csbh e?vi Cspn = Csbh ?i Copn Y Csbh =i Cypp NV Csph =i Cypp, NV Csbh =i Cgpp V Csbh =i Cgp,

One step of SB machine is defined as:

r— s Y
Csbh g Coph = 3i. copn ;}:’z Cobh

2.3 Store Buffer Reduction

The main property we have to prove is that the reads (including the MMU reads) performed
in both machines get the same value. As a result, the crucial role plays the scheduling of the
abstract machine. The most straightforward approaches one could think about are (i) executing
an instruction on the abstract machine when this instruction is executed on the SB machine and
(ii) executing an instruction on the abstract machine when this instruction leaves the SB (i.e.,
delaying the abstract machine until this point). The history information recorded in the SB
in this case helps to reconstruct the instructions which yet have to be executed in the abstract
machine. However, both of these approaches do not work. In the first case we get a problem
when thread i executes a volatile write and puts it to the store buffer and then thread j executes
a volatile read. In the abstract machine the result of the write will already be committed to the
memory and thread j will read the new value, while in the SB machine thread j will get the old
value, because the write is still present in the store buffer of thread i. The same example also
rules out the second approach: if we delay a volatile read of thread j in the abstract machine,
then it might be scheduled after the volatile write of thread i leaves the SB, and the abstract
machine will again read the new value.

Hence, to guarantee the consistency of read results in both executions we have to schedule the
abstract machine in such a way, that

e a volatile write must be delayed in the abstract machine until the volatile write exits the
SB in the SB machine,

e a volatile read must be executed simultaneously in both machines. Our programming
discipline guarantees that when a volatile read is executed there can be no volatile writes
in the SB of the SB machine.

As a result, the shared portion of the memory will be always consistent between the machines.
The page tables in that sense are also considered as part of the “shared” memory, even if these
page tables are thread-local. Indeed, if the content of local page tables would be inconsistent
between the machines, then MMU reads in the abstract machine would either read different
values (due to the absence of SB forwarding for MMU reads) or would have to be delayed until
the competing volatile writes to local page tables leave the SB. However delaying MMU reads in
the virtual machine is also not feasible, because that would force us to delay subsequent MMU
writes. These MMU writes might be performed to shared page tables (we do allow a local PTE
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Figure 2.3: Reordering of MMU steps.

to point to a shared PTE), which would lead to inconsistent shared memory. As a result, we
have to execute all MMU steps simultaneously in both machines. Together with the possible
delay in instruction execution this leads to reordering of MMU steps with respect to executed
instructions in a given thread, but this reordering is always done to the left of the instruction
sequence (Fig. [2.3). This behaviour is fine, because the monotonicity property of our MMU
model guarantees that once added the address translations are never removed from the MMU. In
the abstract machine some address translations will be added to the MMU earlier than in the SB
machine (if one counts time by the number of executed instructions), but they will still remain
there when the instructions which might rely on these address translations are executed. In the
following section we define the coupling relation ¢y, ~ ¢ which captures the essence of our
scheduling policy.

2.3.1 Coupling Relation

The part of the SB after and including the first volatile write is called suspended, because these
steps are not yet executed on the abstract machine. The part of the SB before the first volatile
write (or the whole SB if it does not have any volatile writes) is called executed, since the abstract
machine has already performed these steps. We introduce the functions exec(sb) and susp(sb),
which return the executed and the suspended parts of the SB respectively:

sbl0:k—1] k=min{j| vW(sb[j])}
exec(sb) = .

sb no vW in sb.

sblk :|sb| — 1] k= min{j| vW(sb[j])}
susp(sb) = ]

[ no vW in sb.

In contrast to a non-deterministic memory transition due to non-deterministic address trans-
lation, an SB step is always deterministic. To simplify the notation we introduce a function dp,
which computes the next state of the SB machine after an SB step of thread i or returns the
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unmodified machine state in case the SB of thread i is empty:

sb
C,sbh Sb[l'] # [] A copn =i C,sbh

cson - sbpip = [1.

Osp(Csph, 1) =

Configuration of the machine after executing & steps of the SB of thread i is defined inductively
as:
. Csbh k=0
S lcapni) =3 .
1) 517(6&}; (csbn»,1),i) otherwise.
Function A, (cgpn, i) executes all instruction in the SB of thread i and function A?Z“‘(csbh, i)
executes all instructions before the first volatile write:

N syl .
Agp(Cspns 1) = 6 ) " (Csphy 1)

. lexec(sbp)| .
AG (Cpon, 1) = 6 (Cabny D).

We overload functions Ag,(cgp,) and A‘;g“ (cspn) (leaving out the thread id) to compute the ma-
chine configuration after consecutive execution of instructions from SBs of all threads, starting
with thread id O:

Agp(Cspn) = Asp(-.Agp(Asp(Cspi, 0), 1)....np — 1)
NG (espn) = MG (LA (AL (Cspns 0), D.ceymp = 1),

We define Agp2i1(cspn) and Aizf;i] (cspn) to do the same computation but excluding steps of thread
i

With this notation we can now define the coupling relation cg;, ~ ¢ (Definition [2.28).

e To get shared component X € {shared,ro, m} of the abstract machine we take the cor-
responding component of the SB machine and execute all instructions in the executed
portions of SBs of all threads. Note, that since the executed parts of SBs do not con-
tain volatile writes, the content of the shared memory is always consistent between two
machines,

e For thread-local components X € {O, pt, rls;, rlss, rls,} of thread i we take the correspond-
ing component of the SB machine and execute all instructions in the executed portion of
the SB of thread i.

e To couple the instruction list (Fig. [2.4) we first observe, that the instruction list in the
abstract machine should contain all instructions from the suspended part of the SB (with
the exception of the history information for program steps) plus the instructions from
the instruction list of the SB machine. Note however, that some of the instructions in
the SB machine might be generated by the program steps, which are suspended in the
virtual machine. Instead of removing these instructions from the instruction list of the SB
machine, in the coupling relation we append them to the instruction list of the abstract
machine. The function ins(susp(sby;)) removes the program steps from the suspended
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Figure 2.4: Instruction list coupling.

portion of the SB and converts the instructions recorded in the store buffer into regular
memory instructions by throwing away the additional history information. The function
p-ins(susp(sby;))) extracts instructions generated by the program steps recorded in the
suspended portion of the SB:

[l sb=1]
p-ins(sb) = {isy o p-ins(tl(sb)) hd(sb) = Progg, p1 p2 is1 isy eev
p-ins(tl(sb)) otherwise

The set of temporaries of thread i of the abstract machine is obtained by removing all
the temporaries used for reads in the suspended part of the SB, done by the function
del-t(9y;, sb)

del-t(9, sb) = U Taom@\load,(sb) -

where:
load,(sb) = U{sb[k].t | k < |sb| A R(sb[k])}

Since we assume all temporaries in the newly generated instructions to be fresh, we can
be sure that we do not remove the temporaries which have been used for already executed
reads.

The program state in the abstract machine is obtained by function

hd-p(pyiy, susp(sby;)))

which takes the recorded pre-state of the first program instruction in the suspended portion
of the SB or simply takes the current program state in the SB machine if there are no
suspended program instructions:

P sb =]
hd-p(p, sb) = { p1 hd(sb) = Progg, p1 p2 isy is; eev
hd-p(p,tl(sb)) otherwise.
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e The address translation mode and the MMU state are always equal between the machines.

o The dirty bit in the SB machine is set iff it is also set in the abstract machine or if there is
a volatile write in the (suspended part of the) SB.

Definition 2.28 (Coupling Relation)

cpp ~ ¢ = VX € {shared,ro,m}. c.X = A5 (copn). X A
Vi. VX € {0, pt, rls;, rlsg, rlsy ). ¢.Xpiy = A (Copn, 1)-Xpiy A
c.isg o p-ins(susp(sbp))) = ins(susp(sbp)) o ispy A
c.0p) = del-t(O, susp(sbri)) A c.prip = hd-p(priy, susp(sbpip)) A
c.modery) = modeyi) A c.mmug) = mmup; A
((c.Dyiy v Al € sbyiy. vW(U)) & Dpip)

Note that the coupling relation defined here gives the full consistency between all components
only when all the SBs are empty. As a result, one has to require the execution to end with a
configuration where SBs are empty in order to use the SB reduction theorem (Theorem [2.29)
to transfer all the results of the execution of the SB machine to the abstract machine. However,
intermediate configurations, for instance those where only SBs of some threads are empty, can be
also used to transfer partial execution results (e.g., for the memory content owned by a thread).

2.3.2 Reduction Theorem

Our main result is a simulation theorem between the SB machine and the abstract machine.

Theorem 2.29 (SB Reduction)

Csbh 3* c’sbh A cspi ~ ¢ A initial(c) A sbempty(cgpn) N safe-reach(c) —

’ % ’ ’ ’
Hc.cz "Ny, ~c¢

We consider only executions which start with empty SBs:
sbempty(cgpn) = Vi. Csbh-Sb[i] =1].

We do the proof of Theorem [2.29]on step by step basis i.e., for every step of the SB machine we
find a (possibly empty) corresponding sequence of steps of the abstract machine in such a way,
that the coupling relation is maintained.

Note, that the scheduling for instructions performing local memory accesses is not so crucial,
because our programming discipline guarantees that these accesses never race with memory
accesses of other threads and with memory accesses performed by MMUs, including the MMU
of the executing thread itself. By a race here we understand two competing accesses where at
least one of them is a write.

The following scheduling policy satisfies all the conditions stated above:
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e when a volatile write is executed in the SB machine, the abstract machine is delayed and
does not make any steps,

e when a volatile read is executed in the SB machine, the abstract machine executes the
same step,

e when a non-volatile memory access or a program step of thread i is executed in the SB
machine we make a case split on whether the SB of thread i contains a volatile write or
not. In case it does, then execution of thread i in the abstract machine is already suspended
(it is waiting until the volatile write will leave the SB) and we do not make any steps. In
case it does not, then the abstract machine executes the same step of thread i,

o all the other instructions and the page fault step require the SB to be empty before they
can be executed. Hence, we execute these steps simultaneously in both machines,

e when a volatile write exits the SB, the abstract machine executes this volatile write and all
instructions and program steps recorded in the SB until the next volatile write (or until the
end of the SB, if there are no other volatile writes there),

e when a read, non-volatile write, a ghost instruction or the recorded program step exits the
SB, the abstract machine does not perform any steps, because it has already performed the
corresponding step before,

o MMU steps are always executed simultaneously in both machines.

As a result of the rules stated above, the abstract machine is on-parallel or behind the SB
machine in terms of executed memory steps (instructions) and program steps and it is always
on-par with the SB machine in terms of executed MMU steps. However, in terms of the stores
committed to the memory the abstract machine is either on-parallel or ahead of the SB machine.

2.3.3 Safety of the Delayed Release

Our programming discipline essentially only allows races between volatile accesses of different
threads and between MMU accesses. Practically, this means that (i) while the reads are present
in the suspended portion of the SB, the read results can not be invalidated by other threads and
by MMUs and (ii) when a volatile read or an MMU read is executed in the SB machine, there
can be no (non-volatile) writes to the same address in the executed portions of other threads. In
the proof this for instance manifests in the following proof obligation: when a volatile write to
pa leaves the SB of thread i, there are no (non-volatile) reads to pa in the suspended portions
of SBs of other threads. We prove this by contradiction, assuming that such a read exists in the
SB of thread j. In the corresponding configuration of the abstract machine this read is not yet
executed. Hence, we forward thread j in the virtual machine configuration until the point where
this read is at the head of the instruction list. From safety of all reachable traces of the virtual
machine, we know that the resulting state is safe. Moreover, we can prove that for all reachable
safe states of the abstract machine disjointness of the ownership sets is preserved. This implies
a contradiction, because the safety of thread j requires pa to be either owned or read-only and
the safety of thread i requires pa to be not owned by other threads and not read-only.
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However, for some races the strategy described above does not work. Consider a case when
thread i starting with an empty SB performs a non-volatile write to pa and then a volatile read
release of pa. Since the SB of thread i does not contain any volatile writes, these steps are
immediately executed in the abstract machine. After that, MMU of thread i performs a read from
pa. In the current trace of the abstract machine this operation is safe, since the address pa is not
owned by any thread at the time of the MMU step. However, the read results in two machines
will be inconsistent, because in the abstract machine the store to pa is already committed to the
memory and in the SB machine it is still present in the SB of thread i. To rule out this situation,
we have to construct another unsafe trace of the abstract machine, which deviated from the
current trace somewhere in the past. For the given example this means that we have to consider
a trace where the MMU step is performed before the release takes place. Construction of these
deviated traces is not feasible in the step-by-step proof of Theorem [2.29] because there we only
have safety of reachable traces starting from the current state of the abstract machine. To solve
this problem we observe that the complications arise only when the addresses are released by
volatile read instructions. Information about these releases is collected into the (ghost) release
sets. We use these sets to define safety of the delayed release, which can be used to rule out the
described situation.

Definition 2.30 (Safety Condition of Delayed Release for Instructions) Safety condition of the
delayed release for an instruction / in thread i and for an MMU access to address pa in thread i,
where 0g(1.p,%") = (A,L,R, W,Ap;, R),)
safe-instry(c,i,I,0g(1.p, %)) = safe-instr(c,i,I,0g(1.p,%)) A

Vpa.Vj#i. pa € atran(c.mmug;, I.va, c.modey;)) —

(VR(I) V (RMW(I) A —1.cond(¥¥)) — pa ¢ crlsyjy U crlspyj) A

(nvR(I) V vW(I) V (RMW(I) A I.cond(¥")) — pa ¢ c.rlsij) A

(wW) VVR(I)V RMW(I) = (AU A,) Nerlspjp = 0)

safe-mmu-accy(c,a,i) = safe-mmu-acc(c,a,i) Na ¢ c.rlsyy ANVj#i.aé¢crlsg

Definition 2.31 (Safety Condition of Delayed Release for Machine State) Let I = hd(c.is;)
then

safe-statey(c,0g) = Vi. safe-instry(c,i,I,0g(I.p,9")) A

(Vi, pa. can-access(c.mmuy;), pa) — safe-mmu-accy(c, pa,i))

Definition 2.32 (Safety Condition of Delayed Release for Reachable Machine State)

safe-reachy(c,n,o0g) = safe-states(c,08) AN’ Nk < n.c @k ¢’ — safe-statey(c’,08)

safe-reachy(c,o0g) = V¥n. safe-reachy(c,n,og)
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2.3.4 Invariants

In this section we define invariants inv(cg,,) on the SB machine, which we later use in the
simulation proof. We start with giving some auxiliary definitions.

The set of all addresses acquired (resp. released) by instructions in store buffer sb is defined
as

acq(sb) = U{sb[k].A | k < |sb| A (VR(sb[k]) vV vW(sb[k]))}
rels(sb) = U{sb[k].R | k < |sb] A (VR(sb[k]) v vW (sblk]))}

The set of all PT addresses acquired (resp. released) by all instructions in store buffer sb is
defined as

acqp(sb) = U{sb[k].Ap, | k < |sb| A (VR(sb[k]) vV vW(sb[k]))}
rels,(sb) = U{sb[k].Rp, | k < |sb] A (VR(sb[k]) v vW (sblk]))}

As counterparts to the safety condition in the abstract machine, we defined the following
predicates for the SB machine. The subsequent one checks whether ownership annotations of a
given instruction / € [, are safe with respect to a given state of the machine and a given thread
ID i. In which, we write

safe-annot(cspn, i, 1) = vR(I) V vW(I) —
1.A C shared UI.R,; UOj AILCTANIANTIA, =0A

IANIR=0AIRCOyAILAy C shared U ptj U LR A
I.Apt N I.Rp; =0A I.Rp, C pti

Another predicate collects some basic safety properties for the ownership transfer of instruc-
tion / € I, which are needed for reordering of this transfer after an SB step of other thread:

safe-otran(cgpp, i, 1) = VW)V RMW(I) vV vR(I)) A
I.LC1.ANIRCOpUacq(sbyy) A LRy € ptyy U acqp(sbpp) A
(Vj#i. (I.AUILA,) N (O Uacq(sbpp) = 0) A
(Vj#i.(I.AULAp) N (ptj) Uacqp(sbij)) = 0)

Sets of temporaries used for reading by instructions in instruction list is , store buffer sb or ¢
are defined as

load,(is) = U{is[k].t | k < lis| A (R(is[k]) V RMW (is[k]))}

A store operation (D, f), where the function f maps temporaries to a value and D specifies
the subset of temporaries, is valid iff f only depends on the temporaries specified by D:

valid-sop((D, f)) = V9. D € dom(}) — f(}) = f(& [p)
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Ownership Invariants

oinvl. For every thread non-volatile writes in SB must refer to the owned memory. Reads in
the suspended part of the SB have to be owned or refer to read-only memory. Note, that in the
executed part of the SB reads do not always satisfy this property. Let I = sb;;[k], then:

oinvl(csbh) =Vi. Vk < |Sb[,']|. (an(I) — I.pa S 5];b(csbh’ i).O[,']) A
(nvR(I) A k > |exec(sbyiy)| — I.pa € 6’;b(cshh, ).0[;) U 6’;b(cshh, i).ro)

oinv2. Every outstanding volatile write is neither owned by any other thread and nor in other
thread’s PT set:

oinv2(cgpp) = Vi. VI € sbyy. vW(I) —

I.pa¢ U(O[j] U Clcq(Sb[j]) U P U acqp,(sb[j]))
J#l

oinv3. In the suspended part of the store buffer outstanding accesses to read-only memory are
not in the accumulated ownership sets of others. Note, that in the executed part of the SB reads
do not always satisty this property. Let I = sby;[k], then

oinv3(cgpn) = Vi. Vj # 0. Vk. k < |sbpil A k = |exec(sbpp)| A nvR(I) A
I.pa € 5§b(csbh, i).ro — I.pa ¢ (Opj) U acq(sbj) U ptyj1 U acqp(sbyjp))

oinv4. The ownership sets of every two different threads are distinct:

Oil’lV4(Csbh) = Vi. Vj # 1. (O[,’] U acq(sb[i])) N (O[j] U acq(sb[j])) =0

Sharing Invariants

sinvl. All outstanding non-volatile writes are unshared. Let I = sb;)[k], then

sinv1(cgpn) = Vi. Yk < |sbl. W) — L.pa ¢ 5§b(0sbh, i).shared

sinv2. All unshared addresses are owned or are in PT sets:

sinv2(cspn) = Ya ¢ shared — 3i. a € Op; U pty;)

sinv3. No thread owns read-only memory and read-only memory is shared:

sinv3(cspn) = ro C shared AVi.OpyNro =0
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sinvd. The ownership annotations of outstanding ghost and volatile write operations are con-
sistent:

sinv4(cgpn) = Vi. Yk < |sbpjl. safe—annot(éf,b(csbh, i), I, sbpij[k])

sinv5. There are no outstanding writes to read-only memory:

sinvS(cgpn) = Vi. Yk < |sbpl. W(sbplk]) — sbpilkl.pa ¢ 6f,h(csbh, i).ro

Invariants on Temporaries

tinvl. The temporaries used for loads in the instruction list are distinct:

tinvl(csbh) =Vk < |iS[i]|. load,(is[i] [0 . k]) N lOCld,(iS[l‘][k +1: |iS[l']| - 1]) =0

tinv2. The temporaries used for loads in the store buffer are distinct:
tinv2(csbh) =VYk < |Sb[,']|. loadt(sb[i] [0 : k]) N loadt(sb[i] [k +1: |Sb[,‘]| — 1]) =0

tinv3. The temporaries used for loads in an instruction list are fresh, i.e., are not in the domain
of 4.

tinv3(cspp) = Vi. lOCldt(iS[i]) N dom(ﬁ[,-]) =0

Data Dependency Invariants

dinvl. Every store (D, f) in the instruction list or the store buffer is valid according to valid-sop:
dinv1(cgpn) = Vi. VI € sbyy o isp;. (W) vV RMW(I)) — valid-sop(1.(D, f))

dinv2. Domain D of a store instruction in the instruction list is a subset of previous read

temporaries. Let I = isp;j[k], then

dinv2(cgpn) = Vi. Yk < lisppl. (W) V RMW(1)) — 1.D € dom(9p;7) U load,(isfy[0 : k])
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Figure 2.5: Store buffer and instruction list layout in hinv5.

History Invariants

hinvl. In the suspended part of the SB the value stored for a non volatile read is the same as the
last write to the same address in the SB or the value in memory, in case there is no hitting write

in the buffer. Note, that in the executed part of the SB reads do not always satisfy this property.
Let] = Sb[i] [k], then

hinvl(cgpp) = Vi. Yk < |sbp|. k > |exec(sbyi)| A nvR(I) —
lv= I.ext(él;b(cshh, i).m(l.pa), 1.bw).

hinv2. There are no volatile reads in the suspended part of the store buffer:

hinv2(cgpn) = Yi. VI € susp(sbpp). =vR(I)

hinv3. For every read the recorded value and physical address coincide with the corresponding
value in the temporaries.

hinv3(cgpn) = Vi. VI € (sbpp). RU) — (I.v,1.pa) = 9(1.1)

hinv4. For every write in a store buffer the recorded value v coincides with f(¢;) and domain
D is a subset of previous read temporaries. Let I = sbp;[k], then

hinvd(cgpp) = Yi. Yk < |Sb[,']|. wl) — I.f(’l?[i]) =IvA
1.D € dom(9i)) \ load(sblk + 1 : |sbpi| — 11)

hinvS. History information for program steps in the store buffer is consistent.
Let I = sbylk], sb" = sbyjlk + 1 : |sby)| — 11, [1 = ins(sbpj[k : |sbpj| — 1]) o isp;) and
L, = p-ins(sby;lk : |sbyy| — 11) (see Fig. then
hinv5(cgpn) = Vi. Yk < |sbpyl. P(I) — 1.py = hd-p(pp, sb") A
Sp(I.p1, del-t(9y;, sb"), modey;y, mmuy;y, Lisy, Leev) = (I.py, Lisy) A
Lisy = L[0: || = || - 1]
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Figure 2.6: Relating generated instructions with instructions in the store buffer and in the in-
struction list.

hinv6. Any suffix of the store buffer concatenated with the instruction list contains the instruc-
tions generated by the program steps in this suffix (see Fig. 2.6). Let sb’ = sb[k : |sby| — 1],
then

hinv6(cgpn) = Yi. Yk < |sbpyl. Jis’. ins(sb”) o isyy = is’ o p-ins(sb”)

hinv7. Ownership annotations of volatile write instructions in the store buffer are consistent.
Let] = Sb[i] [k] and sb’ = Sb[i] [k : |Sb[i]| — 1] then

hinvT(cspn) = Vi, k. vW(I) — Lannot = og(I.p, del-t(9y;, sb"))

MMU Invariant

minvl. In translated mode the physical address of an instruction in the store buffer is present in
the current address translation set:

minv1(cspp) = Vi. VI € sbpy. (RU) VvV W()) — I.pa € atran(mmuy;), I.va, modey;, 1.r)

Page Table Invariants
pinvl. Page table sets of different threads do not overlap:

pinvl(cgn) = Vi, j.i # j — (pt) U acqp(sbpi)) N (ptyj) U acqpi(sbyj)) = 0

pinv2. Page table sets and ownership sets of different threads do not overlap:

pinv2(cgn) = Vi, j. i # j — (ptrg U acqp(sbpp) N (Opjy U acq(sbyj) = 0

pinv3. Page table sets and the shared set do not overlap:

pinv3(cgpn) = Yi. ptyj) N shared = (

pinv4. Page table set and ownership sets of one thread are disjoint:

pinvad(cgpn) = Vi. ptip N O[,‘] =0
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2.3.5 Assumptions on Program Steps

We introduce a number of assumptions on program steps, which guarantee that the read tem-
poraries are always fresh for every new read instruction. Let 6,(pp;, i, isp, eev) = (p’,is”),
then

1. load temporaries in is” are distinct:

Yk < is’|. load,(is'[0 : k]) N load,(is'[k + 1 : |is'| = 1]) = 0

2. load temporaries in is” are distinct from load temporaries in isy;) and Jy;

load(is") N (load(isiy) U dom(9p;)) = 0

3. store instructions in is” are valid and their domains only depend on the previously gener-
ated load temporaries:
Yk < |is’|. I = isEk] A (W) vV RMW(I)) — valid-sop(I.(D, f)) A
1.D C load,(is’[0 : k]) U lOdd,(iS[i]) U dom(ﬁm)

2.3.6 Proof Strategy

We split the proof of Theorem [2.29] into two parts. In the first part we assume safety of the
delayed release and in step-by-step fashion show that the coupling invariant is maintained after
every step of the SB machine.

Theorem 2.33 (SB Simulation)
Csbh = Chpn N Csoi ~ € A safe-reachq(c,o08) A inv(cspn) —
. %k
inv(c’y,) A (A ¢ = Ny, ~ )

The proof of Theorem [2.33]is also split into two parts. In Sect. 2.4 we show that invariants are
maintained after every step of the SB machine and in Sect. we prove the simulation. When
proving that invariants and the coupling relation are maintained, we show only those properties,
which can possibly get broken by the step. Those invariants and parts of the coupling relation
which we do not consider explicitly are trivially maintained after the step. Note, that all invari-
ants we defined talk about the content of the SB and trivially hold in the initial configuration, i.e.
in the case when SBs of all threads are empty.

In the second part of the proof of Theorem [2.29] we show that safety of the delayed release
can be derived from regular safety of the abstract machine.

Theorem 2.34 (Safety)
initial(c) A safe-reach(c,o0g) — safe-reachy(c,o0g)

This proof is given in Sect. [2.6]
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2.4 Maintaining Invariants

In this section we show that the invariants are maintained after every step of the SB machine.
We define the accumulated ownership set of thread i as:

accownpii) = Opi) U acq(sbyi)) U ptii U acqp(sbyip)

ac = OEi] U acq(sbfi]) U ptEi] U acqpt(sbfi])

’
Cownpt[i]

2.4.1 SB Steps

Lemma 2.35 (accumulated ownership sets shrink after 6,3)
sb , . ,
Csbh =i Cgppy N IV(Csbh) = ACCo 10 S ACCownpii]

Proor We do a case split on the SB step. If it does not perform the ownership transfer then the
lemma is trivially concluded. Otherwise we let I = hd(sbp;)) then from the semantics:

O, =0 UILA\LR
Pty = piig U LAy \ LRy

From the definition of acq and acg,, we have:

acq(sby;y) = acq(sbj;) U 1A
acqp(sbyi) = acqp(sbj;) U LAy

We can get:

Ofi] U acq(sbfi]) = O VIA\ILR)U acq(sbfi])
= (O \ I.RU 1.A) U acq(sby;) (simf((cspp) implies LANI.R = 0)
=0 \IRU(.AU acq(sbfi])) (associativity)

(2.36)
= Op \ I.R U (acq(sbj;) U 1.A) (commutativity )
= O[,‘] \ I.RU acq(sbm)
C Oy U acq(sbyiy)
With identical steps we can also get:
Pty Y acqp(sbiy) S piyiy U acqp(sbyi) (2.37)
The lemma is concluded by (2.36) and ([2.37). 0

Lemma 2.38 (invariants maintained by 65)

Yi. inv(cgpn) — inv(Gsp(Csph, 1))
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Proor We let I = hd(sby;)) and c;bh = dgp(Csph, I). From the semantics of the SB step we have
Sbfi] = tl(sb[i]) and iSEi] = iS[,'].

We consider only the invariants which are affected by the SB step. For all invariants except
himje] hin{T] and him4] we only consider case vR(I) V vW(I). For hinI| we only consider case
W(I). For himfd we consider cases W(I) and R(I).

e oimfl} Let I = sby;j[k], then from oim|I[cspn) we have for all threads j

Vk < |sbyjjl. (mvW(I) — Lpa € &, (csons /)-Opj1) A
(nvR(I) A k > lexec(sbyp| — I.pa € 8%, (cspn, )01 U 8%, (Cspns J)-T0).

For case j = i the property is trivially maintained. For j # i the first statement of the
invariant also cannot be broken by a step of thread i. For the second statement we have to
show for non-volatile reads I/ = sby;[k] that

l.pae 6§b(csbh, j).ro = I.pa e (')'?h(c'sbh,j).ro.

From oim3|csn) that

Ij.pa o2 AacCCownptli]

Hence,
Ij.pa € 6I;b(cshh,j).r0 — Ij.pa g1AUILA,

I/ .pa can not be acquired by thread i and remains in the read only set.

e oim2] From oim{2| we have for all threads j

VI € Sb[j]. vW({) — I.pa ¢ U AacCownpi(k)
k#j

For case j = i the property is trivially maintained. For j # i from lemma[2.35|we have
’
aACC bypmpi(i] S acCownprlil

which implies

’
U accownpt[k] < U ACCownptlk]
Py k)

Thus, we have

WewmmMDﬁLm¢Lﬁ“wmu
k#j

44



oim3] From oim3|cgpn) we have for all threads j:

Vj’ * J. Iexec(sb[j])l <k< |Sb[j]| ARI) A l.pa e 5?;7(051,;,, J).ro — L.pa ¢ acCownpt(j

For case j = i the property is trivially maintained. For j # i let I/ = sb; jlk] and
RW) A U.pa € 8 (¢, J)-ro.
From lemma[2.35| we can conclude of SB steps we know that
vJ. acc;wnm 1 € acCounpi 1
Hence, all we have to show is
I.pa € 8 (cson, j)-ro. (2.39)

If IV.pa ¢ c,,.ro, then it is released by thread j later and (2.39) trivially holds. If I/.pa €
cipp-roand I.pa ¢ cgpy.ro, then

I'.pa € IL.R C Op.
From oimI[(cspn) and him2fcp,) we know that
l.pae Opj1 Y acq(sbj) U 6I;b(csbh, J).ro.
If /. pa € Opj|Yacq(sb;), we get a contradiction from oincsbh). Hence, we can conclude
Ij.pa € Cspp. 7OV Ij.pa € 6];b(csbh,j).r0.
With I/.pa € 6’;b(c’sbh, J.ro, obviously holds.
oimf From oimd](cs) we have:
Vj#i. (Op Uacq(sbp)) N (Opj Y acq(sbj) = 0
From the definition of acq and semantics of the SB step, we have:
0, SO VLA
C Op) Y acq(sbyy)
acq(sb[i]) C acq(sbyip).
Thus, we can conclude:
Vj#i. (OEI.] U acq(sb{i])) N (Opj) U acq(sbgj)) = 0.
Since the configuration of other threads is unchanged in ¢/, , we get

oinc;bh).
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e simfl] From sim[I[csp,) we have for all threads j
Vk < |sbyjjl. I = sbyjy[k] A nvW(I) — Lpa & 6%, (cspn, j).shared.

For case j = i the property is trivially maintained. For j # i let I/ = sby;[k] and nvW (I/).
We have from oinVI|(cpn)

Ij.pa € 5];b(csbh, j).O[j] - O[j] U acq(sb[j]).
From oimd{(cspp) and pim{2(csp,) we can conclude:

(O[i] U acq(sbm)) N (O[j] U acq(sb[j])) =0 A
(pl[,'] U acqpt(sb[i])) N (O[j] U acq(sb[j])) =0

From simid|(cg,) and the semantics of SB steps we get

6§b(c'sbh, J).shared C 6§b(csbh, J).shared UI.RU IR,
- 51;1,(Csbh, J).shared U O[i] U pti-

Hence, the step of thread i can not make address I/.pa shared and the invariant is main-
tained.

o sim2l From sim[2cg,) we have
Ya ¢ shared — 3j. a € O U ptyj).

We do a case split:

— a ¢ shared A a ¢ shared’. Hence,
dj.a €OV pry.
If j # i, then the statement is trivially maintained. If j = i, we assume
/ ’
a ¢ Oy U pty,

and prove by contradiction.

x if a € Of;, then we have from the semantics and from sincsbh)
ac€lRANaglANa eEI.L/\aaEI.Apt,

which implies a € shared’ and gives a contradiction.

x 1if a € pty;), then
aeI.Rp,/\a@‘éI.Apt/\agél.A/\a@él.L,

which again implies a € shared” and gives a contradiction.



— a € shared A a ¢ shared’. Using sinv@kcsbh) we get

a€lLULA, CIAULA, CO,Upt,.

o sim{3} From sim[3(cgn), we have
Vj.OjyNnro=0AroC shared.
From the semantics, we have:
ro’ =roU(I.R\I.W)\ (I.AUILAy)
CroUUR\IW)\IA
- O[i] UILA\(.R\ILW)

From simfd{(cp,) we have I.A N I.R = (. Thus, we can conclude

O[” c O[i] \UR\IW)UIA

We can also conclude:

(roUI.R\IW)\ AN O \UR\IW)UILA) =0
which gives us
ro' N0, =0
We instantiate k in simd{(cy,) with 0 and can get
IRCOjANILCIA
With oim{csp) we get
Vj#i.0; N0 =0,

which implies
I.RN O[j] =0

From the semantics we have Oy;; = O;,. Therefore, we can get
LRmOm:O
We can conclude
Vj. Oy nro’ = 0.
For the shared set we have from the semantics
shared’ = shared UI.R U IRy \ (I.LUI.Ap)
2 share U (I.R\ I.W)\ (I.AUIL.A,)
2roUU.R\IW)\(I.AUILA,)

=ro’
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o simf] From simf(cgpn) we have

Y j. Yk <|sbgjl. safe—annot(éls“b(csbh,j), J> sbyjlk]).

For case j = i the invariant is trivially maintained. For j # i let I = sbjj[k] and yW(I) v
VR(I’). The local ownership sets of thread j remain unchanged. Hence, all we have to
show is

AN, (cpn, j).shared = VA N 8%, (¢, j)-shared, (2.40)
F.Ap 06 (copn, J)-shared = I.Ap 0 6%, (s J)-shared. (2.41)

We first show (2.40). From the semantics of SB steps we have
shared’ = shared UI.R U I.Ry \ (I.L U I.Ap)
Y. VI € sbyj) we write X/ as a shorthand to I/.X. From sincsbh) we can conclude
VIl € sbjy. L7 € AT A (AT UAY) C accoumpjy A(RDURD) Caccoumpyy (242)

With oimf(cpn), pin|I(cspr) and pimf2[cgpn) we can get the accumulated ownership set
of thread i and thread j are disjoint.

acCownptli] N ACCownpt(j] = 0 (2.43)

Thus, the ownership annotation (A, L, R, W, A, R ;) of every instruction in sby; and sbyj;
do not overlap. We can reorder the ownership transfer of thread i after the ownership
transfer of thread j. That concludes:

6’§b(c;bh, J).shared = (5/§b(cshh, J)-shared UI.RU IRy \ (I.LUI.Ap)
From (2.42) and (2.43) we get

FANULULA,) =0
FANUIRUIR,) =0.

Moreover we conclude (2.40). The proof of (2.41)) is completely analogous if one takes
pim[I[(cspp) instead of oim|(cpn).

simf} From simP(cpn) we have
Vj. Yk < |Sb[j]|. W(Sb[j] [k]) — Sb[j] [k].pa ¢ 5];b(csbha j).ro.

For case j = i the invariant is trivially maintained. For j # i let I = sbjj[k] and W(I).
We have from the semantics of SB steps and simfd|(c )

6l;b(c;bhv J-ro < 5?;,(0‘?;;11, J.roU LR

c 6§b(csbh, j).rou O[l’].

We consider cases:



- nwW(1Y). With oincsbh) we have
I.pa € Opj) U acq(sby)).
From oinVd(cspn) we conclude
Oy N (Orj U acq(sb;) = O A I.pa ¢ Oy

Hence, ‘
I'.pa ¢ 6l;b(c'sbh,j).r0.
— vW(I/). The proof as before follows from oinc; bn)-
e him{I] From hinI|cgpn) we have:

Vj. Vk < |Sb[j]|. k> |exec(sb[j])| Al = Sb[j][k]/\
nvR(I) = L.v = Lext(6*,(cspn, j)-m(I.pa), 1.bw).

For case j = i the invariant is trivially maintained. For j # i let I/ = sby;[k] and nvR(1’).
From oim[I[(c4n) wWe have

Ij.pa € 5l§b(Csbh’j)-O[j] U 5I;b(c‘ybh,j).r0.

The only step of thread i which can change the memory content is W([).
We now do a case split on I/.pa and show that I.pa # I'.pa.

- I.pac 6’;b(csbh,j).0[j]. Hence,
Ij.pa € O[j] U acq(sb[j]).

We do case split on /.
x nvW(I). From oin[I[cgn) we get

I.pa € Oy U acq(sby))
From oimf{cssn) we get
(O[i] U acq(sb[,'])) N (O[j] U acq(sb[j])) =0

Thus,
I.pa ¢ O U acq(sby )

x vW(I). From oim[2(cg) we can get

I.pa ¢ Op; U acq(sbyj)

In both cases we can get I.pa # I/ .pa.

- I.pae 6ls‘b(csbh, J).ro. In this case we do a further case split on 1.
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x nvW(I). From oim3|cgn) we get
I.pa & (O U acq(sby) U ptyy U acqp(sbp)).-
From oim[I[(c4n) we have
I.pa € Op; U acq(sby).

Hence, I.pa # I'.pa
= vW(). If Ij.pa € cgpp.ro, from sincsbh) we can get

L.pa & cgpp.ro.
If I/ ¢ cgp.r0, we can conclude
I.pa € O U acq(shy ).

From oincsbh), we get I.pa # I .pa.

Finally, we can get
8% (s J)-m(lpa) = 84, (¢ om(I.pa)
and concludes the proof.

e him[6| From him\[[c ;) we have for all k < [sby;|:
Jdis. ins(sbplk : 1sbyyl — 11) o is) = is o p-ins(sby [k : |sby| — 1]).
For all k¥’ < |st1.]| we get for all prefixes is:

ins(sb’i][k' : Isbfl.]l —1Do isfi] = ins(sbpy[k + 1 : |sb)l — 11) o ispy
is o p-ins(sbj; [k’ : |sbjy| = 11) = is o p-ins(sbyy[k" + 1 : [sbyy| = 1]).

Hence, we instantiate & in hinv@csbh) with k" + 1 and get the proof for him@cgbh).
o pimfI] From pinI|cg), we have:
Vj # i. (ptyy U acqp(sbpy)) N (ptj) U acqp(sbyjp)) = 0.
From the definition of acg,, and the semantics of the SB step, we have:
ptfi] U acqp,(sbfi]) C ptyi U acqpi(sbpy).

Since the configuration of other threads is unchanged in ¢/, ,, we get

pinc’sbh)



pim2] From pim2fcgn), we have:
Vi.Vj * i.(pl[i] U acqpt(sb[,-])) N (O[j] U acq(sb[j])) =0.
With similar prove steps in lemma[2.35| we can get

Pl Y acqp(sby) € ptiiy U acqp(sby)
sz’] U acq(sbfi]) C Oy Y acq(sbpy),
which implies pim[2|(c], ).
pimBl From pim|(cgpn), we have:
Y j. ptj) N shared = 0.

From the semantics we get

pty = ptig U LAp \ LRy
shared’ C shared UI.R U IRy \ 1.A,.

From sim{(c ) and pim|(cgpn) we know that
ptn N IR = 0.

Hence, all new addresses which are added to the shared set are not present in ptEi]. Ad-
dresses 1.A,, which are added to the pt set, are excluded from the shared set. Therefore,
we have

ptjy N shared’ = 0.

For j # i we have from simfd(cpn), pin|I{cgn) and pim2fcgpn)
piigNIR = pijg N LRy = 0.
Thus,

piij N shared’ = 0.

pimfd] From pinv{cgn), we have:
ptip N 0[,‘] =0.
For vR(I) v vW(I) we get

Py = pliig U LAp \ LRy
O[,;=OmUIA\LR

By instantiating & in sim{(c,,) with O we can get:

LAyNIRy=1ANLR=0
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Thus we can have

Pty = ptig \ LRy U LA
O, =0 \IRUILA

We let
A= P \I.Rpt
B = IAp[
C= O[,’] \I.R
D=1A

then

pti; N O = (AUB)N(CUD)

=(AUB)NC)U((AUB)ND) (distributivity)
=(ANCUBNCHU(AND)UBND)) (distributivity)
=ANCOUBNOOUANDIUBND) (associativity)

With pimd|(cspn) we can conclude
ANC=10

With pim2(c,p,) we can conclude
BNC=AND=0
By instantiating k in simd{(c ) with 0 we get
BND=0

and conclude the proof.

2.4.2 Commutativity of SB Steps

The following function applies the ownership transfer of instruction / in thread i to the provided
configuration of the SB machine:

otran-sbh(cgpp, i, 1) = cgopnlghst[i] := otran(cgpy.ghstlil, I)].
Lemma 2.44 (ownership transfer commute)

inv(cgpp) A safe-otran(cgppn, i, ) Ni # j —

Osp(otran-sbh(cgpp, i, I), j) = otran-sbh(6sp(Csphs ), 1, 1)
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Proor The case [sby;)| = 0 is trivial. Otherwise, let I/ denote the first instruction in sbyj:
Ij = Sb[j][O].

For I/.A, I/ .R, ... we abbreviate A/, R/, ... and for I.A, I.R, ... we write A, R, .... We set

’

Chpn = Osplotran-sbh(cgp, i, 1), j) and ¢, = otran-sbh(Ss,(Cph, ), i, 1).

e For components cg,.X, where X € {shared, ro} we only have to consider cases when
vR(17) v vW(I/). From definitions of &y, and the ownership transfer we have:

Cipp-Shared = shared UR,; UR\ (LU Ap;) U R{,t UR/\ (I/ U A{n)
Clpper0 =10 U (R\ W)\ (AU Ap) U R\ W)\ (A7 UAL).

We define:
accownprj) = Opjy Y acq(sbyjp) U ptij U acqp(sby )

From sinﬂcsbh) and definitions of acq and acq,; we can conclude

LI C AT A (AT UAY) € accoumpiy) A (RPURL) C accoump (2.45)

From oimf(cgpn), pinfI{cgpn) and pimf2fcgn) we know that the accumulated ownership
Sets acCownpri] and ACCoynpy j) are disjoint. Predicate safe-otran(cgp, i, I) guarantees that
release sets of instruction / (i.e. R U R),) and acquire sets of instruction / (i.e. AU A,)
do not overlap with accoynpsj. Hence we can conclude that acquire and release sets of
instructions 7 and 1/ do not overlap:

(LUAUA)NRIUR,) =0 (2.46)
(LUATUAT )N (RURpy) =0
(RUR,)N(RIUR,) =0

Hence,

¢y p-shared = shared UR,; UR U R{n UR/\(LUA, UL U A;;t)
= shared UR), UR' UR, UR\ (L' UAJ, ULUAy)
= ¢l ,-shared

Cppro =10 UR\ W)U R\ W)\ (AUA \ (A UA))
=0 U R/ \ W)U (R\ W)\ (A’ UA/ )\ (AU A,)

_
= Cgp-lo
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e For thread local components of configurations cy,.ts only the release sets might get af-
fected by the reordering in case vR(I/) V vW(1/). We first consider case vR(I) A vR(I/).
For the shared release set we have

C;bh-rlss[i] = rlss[i] U (R N shared)

cyperlssti) = rlsg) U (RN (shared URT U RS\ (L) U AY)))
TS5t j) = s j) U (R0 (shared UR U Ry \ (LU Apyp)))
e rlssj) = rlsgj) U (R N shared)

Hence, with (2.46) we have

pnrlss ) = rlsgj U (R N shared)

corlsgi
sbh"9slj]

C;’bh.rlssm = rlsg U (R N shared)

= Copp-TLSsil-
For case WW(I) V RMW(I)) A vR(I’) we conclude

pprlssiiy = rlsg ) U (RV N (shared UR U Ry \ (LU Apy)))
rlssji U (R! N shared)

1’
Capn-TLSs1)1

c;bh.rlss[,-] = c;'bh.rlss[,-] =0.
For case WW(I) V RMW(I)) A vW(I7) we obviously get

c;bh.rlss[i] = c;’bh.rlss[i] = @

Copn-TI8s1j1 = Copp-rlssijy = 0.
For case vR(I) A vW(I/) we conclude

Clon-Tlssii) = rlsgip U (R N shared)
= rlsg U (R N (shared URT U R) \ (L U A7)
= C’s,bh‘rlss[i]

C;bh.l"lss[j] = C'S;h.rlss[j] =0.
The proof for the equality of the local and page table release sets is completely analogous.

]
Lemma 2.47 (ownership transfer safe for SB instruction)

inv(cgpn) — safe-otran(cgpn, i, hd(sbyi))
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Proor The proof immediately follows from sim{(c ), oinA(cspn), pinIKcspn) and pimP2Y(c )
as well as definition of acq and acq;. O

Lemma 2.48 (6, commute)
inv(cgpn) A "vW(hd(sbpp)) — 6sp(Gsp(Cspns D), ) = Osp(Osp(Cspns 1), 1)

Proor The case when one of the SBs is empty or i = j is trivial. Otherwise, for k € {i, j} let I*
denote the first instruction in sbp:
¥ = sbyy0].
We set
C;bh = 05p(0sp(Csbns 1), j)  and c;,bh = 05b(Osp(Csbns )5 1)-
With Lemma [2.47] we conclude

safe-otran(cspp, I, Ii).

Applying Lemmawe get the equality of all ownership and release sets in configurations ¢’ ,
and ¢/}, . Hence, the only part which is left to show is the equality of the memory component.
The only interesting case here is nvW ([ " AW(I7). We show that I'. pa# I /. pa. From oinc sbi)
we can conclude:

I pa € O[i].

We now do a case distinctions on /. In case nvW(I/) we conclude from oincsbh) and
oimf{(cspn)

Ij.pCZEO[j] and Ij.pa¢0[i].
In case vVW(I/) we use oinc sbh) to directly conclude:

U.pa ¢ Op.

Lemma 2.49 (6fb, A?b‘“ commute)
Vk < Isbyl. inv(cspn) = 6% (A (Cspns 1), 1) = ASCSE, (Copns ), J)

Proor For case |exec(sbyj))| = 0 or k = 0 the proof is trivial. Otherwise, let

xec

Copn = Ost (A (Cphs J)» D).

Lemma [2.38] guarantees that invariants are maintained by any number of SB steps. Applying
Lemma [2.48| we can reorder the last step of thread j after the first step of thread i:

lexec(sbyj))—1| N
o = Osp@p(By T oy ) 1) ).

Performing the same action |exec(sby;})| times we move the step of thread i before all steps of
thread j:

Chopn = DGO b (Cspny 1), )
To reorder all k steps of thread i we have to repeat this procedure k times, resulting in k X
lexec(sby;))| applications of lemma O
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15’

sty isiy | |

Figure 2.7: Program step

Lemma 2.50 (Ai’;“ commute)

Vi inv(cspn) = NG (cspn) = AG (AL (Copns D)) A
A (copn) = A (A (Cop)s 1) A
AG (Csph) = MG (A (Cspny D) A
Asp(AG (cson), 1) = MG (Asp(Capns 1)) A

Vk < Isbyil. 8%, (MG (Copn)s i) = A (8% (Cbns D))

Proor The proof follows directly from lemmas [2.49)and [2.3§] ]

2.4.3 Program Step

Lemma 2.51 (invariants maintained by program step)
. P ’ . ’
inv(Cspn) A Csbh =i Cypyp = 1V(C )

Proor Let I’ = PROG py) py; isgi) is” eev then from the semantics we have sbj;, = sby;) o I’ and
is(; = isyi) o is’ (see Fig. .
e Invariants dealing with temporaries (i.e., tim{I} tim[3] din[I} dim[2) are easily maintained
using the assumptions on the program state.
o himPd From hin5|cgpn) we have
Yk < |Sb[,']|. P(I) - I.p2 = hd-p(p[l‘], l‘l(Sbl)) A
6p(1.p1,del-t(9;, tl(sby)), modey;, mmuy;), Lisy, .eev) = (I.pa, Lisy) A
Lisy = 1[0 L] = || - 1]

where: [ = Sb[i][k], Sb1 = Sb[i][k : |Sb[l']| - 1], l] = il’lS(Sbl) o iS[l'] and lz = p—ins(sbl).
For the newly recorded program step we have

I'.p> = pjy = hd-p(p;, [1) A
5p(p[i], 19[[], mode[i], mmu[i], iS[i], eev) = (pfi], iS,) = (Il.pz, I’.iSz) A
isg = isEi][O : IiSEiJI —is’| - 1]
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and the required property holds. Since no new read instruction are added to the store
buffer, we have ;) = 9, and

Yk < |Sb[,']|. lOdd,(Sb[i] [k +1: |Sb[i]| - 1]) = lOdd;(SbEi] [k +1: |SbEi]| — 1])

Hence, the second statement of the invariant is maintained for all program steps, that were
in the store buffer before the step. Let sby = sti] [k : |sbfl.]| = 1), I} = ins(sby) o isEi] and
I, = p-ins(sby) then from the semantics of program step we can conclude:

lh=lLoiss Nljy=05hois
Thus, we can conclude
Vk < |sbpyl. P(sbpa[k]) = L1O : |l =1kl =11 =00 : 1] = |55 - 1]
We now consider cases:
— case [ is the last program instruction in sbp;;. Then we have
1.p> = hd-p(pyiy, sbpglk + 1 : |sbpy| = 11)
= P
= hd—p(p{i], sti][k +1: |SbEi]| —1D.
— case [ is not the last program instruction in sby;;. Then we have
I.p> = hd-p(pp, sbpilk + 1 : |sbp| — 11)
= hd—p(p{i], sbpylk + 1 : [sbp| = 11)
= hd-p(p(;y» sbjylk + 1 2 [sbjy| = 1]).
This concludes the proof for him/5
him{e} From him6|cs,,) we have for all k < |sby;|:
dis. ins(sbplk : |sbyiyl — 11) o isy) = is o p-ins(sbplk : |sbpil — 11)
After adding a program step to the store buffer we have for all k < [sby;]:
ins(sbfi] [k : |sti]| — 11) = ins(sbyilk : |sbpyl — 11)
is;;) = sy o is’
p—ins(sbfi] [k : |st1~]| — 11) = p-ins(sbplk : |sbpyl — 1]) o is’

and the invariant holds if we choose the same prefix is, as we had before the step. For
k = |sby;)| we have

ins(sbiy [k : Isbal = 11) =[]
is;;) = isy o is’
p—ins(sb'i] [k : |sbfi]| 1D =iy

and the invariant holds if we set is = isy;). This concludes the proof for hin6]
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2.4.4 Memory Steps

In case of FENCE, INVLPG, mode switch and write to PTO memory steps the store buffer
of thread i is empty. Hence, invariant mim{I]is trivially maintained. Other invariants can not
possibly be broken by the step.

Lemma 2.52 (safe execution maintains disjoint sets on abstract machine)

dis joint-osets(c) A ¢ gf c’ A safe-reach(c,og) — disjoint-osets(c’)

Proor We prove this lemma by induction on the length of the computation. If ¢ = ¢’ there is
nothing to prove. Otherwise, we assume

dis joint-osets(c) A safe-reach(c,o0g)
as the induction hypothesis and have to prove

Yc',i.c = ¢ — disjoint-osets(c).
eev

If we do not perform the ownership transfer, it is trivially true. Otherwise, we assume that
I = hd(c.isy;y)) performs the ownership transfer. Let og(1.p,c". %) = (A,L,R, W, A, R then
from safe-reach(c,og) we conclude safe-state(c, 0g) which infers:

LCA.

With the definition of the ownership transfer we have:

cro=croUR\W)\ (AUAy)

c.shared URU R, \ (LUA).

¢’ .shared
With the induction hypothesis we can conclude:
c’.ro C ¢ .shared.
From dis joint-osets(c) we trivially get for all j # i and k # i

J#Ek—=O0uNncd.O0y=0 A Opnc.pry=0
c".ptg 0" .pijy =0 A ¢ O N ¢ pipyg = 0.

From safe-state(c,0g) we have:
R C C.O[i] A Ry C c.pip.
With the induction hypothesis, we can get:

Vk#i.c".Opgnc.ro=0 A .ptyg N ¢’ .shared = 0.
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From the definition of the ownership transfer we also have:

C’.O[i] = C.O[,‘] UA\R
C’.pt[i] =c.pt Y Apt \Rpt.

From safe-state(c, 0g), we have:
Vji+i (A UAp,) N (C.O[j] U C.pl‘[j]) = 0.
With the induction hypothesis we can conclude:

Vj#i C/.O[[] N C’.O[j] =0 A C’.O[i] N C’.pl[j] =0 A
C’.pl‘[i] N C/.pl‘[j] = 0.

From safe-state(c,0g) we also have:
Ay NA=0.
Thus, with the induction hypothesis we can conclude:
. Opncd.py=0.
With the definition of ownership transfer we can also conclude:

Opnc.ro=0 A ' .ptyyNc’.shared = 0.

Lemma 2.53 (coupling implies disjoint sets)
Csbh ~ € N inv(cgpn) — dis joint-osets(c)

Proor Lemma[2.38]implies

inv(AS(Csbi))-

The statement of the lemma follows immediately from the coupling relations and from invariants

oimid], pim[1] pimf2] pimf3] pimd] and sim[3] |

In the following proof, we will use a proof technique that advances the computation of the
abstract machine till a certain instruction in the instruction sequence of thread i. During the
advancing, the step performed by abstract machine depends on the history information in the
susp(sby;)). To show the consistency of ownership annotations between the abstract machine
and the SB machine during the advancing, we define the intermediate coupling relation.
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Definition 2.54 (Intermediate Coupling Relation)

sim(c, Csph, I, k) =
VX € {shared,ro,m}. n = k + |lexec(sby))| A c.X = &%, (Afge;l](csbh), 0N.X A
¥ j. c.modej) = modeyj) A c.mmuyj) = mmugj) A
((c.Dyjy v Al € sbj). vW(D) & Drjy) AVX €10, pt,rlsy, rlsg, rlsy).
(J#i— C.X[j] = Aig“(csbh,j).X[j] A
c.isgj) o p-ins(susp(sby;))) = ins(susp(sby;))) o isij) A
C.ﬂ[j] = del—t(z?[j], susp(sb[j])) Ac.pij = hd—p(p[j], susp(sb[j]))) A
(=i = cXij = 65, (Cshh, )-Xij1 A
c.isgj) o p-ins(sbyjj[n : |sbyj)| — 11) = ins(sbyj[n : [sbyjy| — 11) o isg; A
C.ﬂ[j] = del—t(ﬂ[j], Sb[j] [n: |Sb[j]| —1DA
c.pj) = hd-p(pj, sbjln : Isbyjl = 1))
In case k = 0, relation sim(c, cgpn,i,0) = copn ~ ¢. In case k = 1, relation sim(c, cgpp, i, 1)
couples the states of the SB machine and after the volatile write instruction is executed in the
virtual machine. Note that if n > |sby;)| — 1 in case j = i, sbjjj[n : |sby;j| — 1] becomes [].
In Lemma[2.55] Lemma[2.56] Lemma[2.59and Lemma[2.60|we prove that in the executed por-
tion of sby ) there is no non volatile write to the target address of read operation in the suspended
portion of sbp;;. Thus, the read value is consistent in both machines because the generation of

ownership annotations only depend on the read values and the instructions. We could prove that
the ownership annotations are consistent.

Lemma 2.55 (instruction list not empty)
c.isy o p-ins(sbyylk : |sbpl — 11) = ins(sbplk = [sbp| = 11) o ispip A
k < |sbyy| A hinf{(cgon) A ~P(sbyij[k]) — c.is) # [
Proor If k = |sbp;j| — 1 then we get
c.isyi = ins(sbpilk]) o isp

and the lemma trivially holds. Otherwise we prove by contradiction. Let [ = sby;[k] and
c.isip = []. Then we conclude

p—ins(sb[i] [k +1: |Sb[l']| - 1]) = p—ins(sbm [k . |Sb[i]| - 1])
= ins(sb[,'] [k . |Sb[l']| — 1]) (e} iS[i]
= ms(l) ¢} ins(sb[,-] [k +1: |Sb[i]| — 1]) o iS[,'].

From hinv@kc sbi) we know that there exists is” such that
ins(sbpilk + 1 : [sbpyl — 11) o isy
= is" o p-ins(sbyylk + 1 : [sbp| — 11)
= is" o ins(I) o ins(sbpylk + 1 : |sbyy| — 11) o ispy,
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which gives a contradiction. O
Lemma 2.56 (unowned nvW is in local release set)

Yj, k,n, pa. k <lexec(sbij)| A n < |susp(sby))| A inv(cgpn) A
(Csph ~ ¢V sim(c, cgpp, 1,n) AT # j) AnvW(sbpj[k]) A
pa = sbyjjlkl.pa A (pa & c.Oj) V pa € c.shared) — pa € c.rlsy;

Proor From oim{I{cp,) and simI[(cspn) We have:
pa € 84, (csons )0y A pa & Sy, (Cspis j)-shared.

The coupling relations for thread j gives us

pa & A (copns J)-Opj1 V pa € A (cgpn)-shared. (2.57)
or
pa & A (capn, )0y V pa € 8 PV AL (e, i).shared (2.58)

depending of what kind of simulation relation holds. From oin@cxbh) and pin@cmh) it follows
for all threads [ # J:

pa ¢ acCCownpt(l]

Hence, with sin\Echsbh) we can conclude that pa is not released by any instruction in sbp. Thus,

from (2.57) we get

exec

pa ¢ Asb

exec

(Csbh> ))-O1j1 V pa € A (cspn, j).shared

o Let pa & A%(con, )-Opj1- In sbpjlk @ lexec(sbyj))| — 1] there must be an instruction,
which removes pa from the owns set of thread j. When an address is removed from the
ownership set, it is added to one of the release sets. In order to be added to the shared
release set, the address has to be shared at the time of the ownership transfer. We have
already shown that no thread other than j can make pa shared. The only way for thread
Jj to make an owned unshared address shared, is by releasing it, which puts the address to

the local release set.

e Let pa e Aiiec(csbh, J).shared. In sbyj[k : lexec(sby;))| — 1] there has to be an instruction,
which releases pa and adds it to the local release set.

Hence, we can conclude
pa € A5 (coph, Jj)-rlsij) = c.rlsy
For case (2.58) we do analogous prove and conclude the lemma. o

Lemma 2.59 (sim implies disjoint sets)

Vi, k. k < [susp(sbpi)| A sim(c, cspp, i, k) A inv(cgpn) — disjoint-osets(c)
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Proor For thread i we have to prove:

cOpncro=0
c.pty N c.shared = 0.

Letn = k+|exec(sbp;))| then with the help of the intermediate coupling relation this is transformed
to

8 (Cspns 1)-0pi) N 65, (NS %1 (Cspn)s D).ro = 0
0% (Csphy )-pli N 62[7(A§zf;i](csbh)v i).shared = 0.
With Lemma [2.50] we have:
6?1,(A§Zfii](csbh)’ i).ro = Aiﬁi,‘] (yslb(cshha i)).ro
5g’b(A§Zf;i](csbh), i).shared = Aigf;i] (6%, (Csphy 0)).shared.

From the semantics we can conclude:

A5 Oy (Csphs D)).ro C 85y (Cspns B)-1O U rels(exec(sbyj))
Vi
A 205 (Csbns 1)).shared ©

8%, (Cspn» 0).shared U rels(exec(sb;))) U relsp(exec(sbyj))).
v j#i

With sim3|(cpn), pim[cspn) and Lemma [2.38] we have:

52b(csbhs i).O[i] N 5§lb(csbha i).ro=10
8" (Csphy 1).ptiy N Oy, (Csns 1).shared = 0.

With oimf{(css,) we can get:
Vj #i. 8% (copn, 1).01) N (Opj) U acq(exec(sby ) = 0.
With simfd{(cgpn) we can conclude:
rels(exec(sbyj))) € (Opj) U acq(exec(sbyj))))

‘We can conclude:
Vj #i. 8% (coon, 1).0p N rels(exec(sbp;p) = 0

With simfd(cgpn), pim[I{cgpn) and pimf2cg,) we can also get in an analogous way that:
Vj #i. 8% (coon, 0).ptiy N (rels(exec(sbyj)) U relsy(exec(sbyjp))) = 0.
Thus, with the intermediate coupling relation we can conclude:

C.O[l‘] Ncro=10
c.ptiy N c.shared = 0.
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For thread j # i we have to prove:
c.Ojpnero=0,
c.ptijy N c.shared = 0.
With the help of the intermediate coupling relation this is transformed to
AG(Csbhs J)-Opj) N 8, (AG i (Csbn), i).ro = O
A (cspns )-ptrj N 5§’b(A§Zf;i](csbh), i).shared = 0.
We prove this case by contradiction. Assume
da,a’. a € A5 (cspn, ))-Opj) N 6'szb(Aigf;i](csbh), i).ro A
a’ € A5 (cspn, J)-ptij) N O (A% (Csbh), ).shared.
With Lemma[2.50] we can get:

A5 (cspn).ro S A (Cph, J).ro U rels(exec(sbyx)))
Vi)

A (cgpn).shared C

A (csph, J)-shared U rels(exec(sby))) U rels,(exec(sbyy)).
vkt j

With Lemma [2.38] sim3|cg,) and pim[3|(cgpn)

A (cspn, ))-Opj) N AL (Csphy j).ro =0
A (Csphy )-prj) N A (Cophy J)-shared = 0.

With analogous step of the previous case we can conclude:

Vk # j. A (copns ))-Oyj) N rels(exec(sbyyy) = 0
A (cpny J)-ptij) N (rels(exec(sbyy)) U relsy(exec(sbyy))) = 0

After that we can conclude:

A (Csphs ))-Opj) N A (cspn).ro = 0
A (cspny )-ptij) N A (copn)-shared = 0.

With Lemma[2.50]and simfd{c»,) we can conclude
a € acq(sbllexec(sby))| : nl) Aad' € acqp(sbllexec(sbp)| : n)).

This contradicts to oim|(cg) and piny{I[cgp,). Thus, using the intermediate coupling relation
again we can conclude:

cOjpnero=10
c.ptijy N c.shared = 0.

The remaining properties follow immediately from Lemma [2.38] the intermediate coupling re-
lation and and invariants oimd(cpn), pinfI{cgon), pim2(cspn), pin(cgpn) and sim3(cgpn). O
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Lemma 2.60 (no nvW to a read address)

Vi, pa. (R(hd(c.isji))) V RMW(hd(c.isp;p))) A n < |susp(sbyp)l A
pa € (atran(c.mmuy;), hd(c.isgi).va, c.modey;), hd(c.ispy).r)) A
(cspn ~ ¢ V sim(c, cspp, 1, 1)) A safe-reachy(c,o0g) A inv(cgy) —
Vj# i. Yk < lexec(sbyj))|. ~(nvW(sbjj[k]) A sbyjlk].pa = pa)

Proor By contradiction. Assume
dj # i. dk < |exec(sby;))|. sbyjj[k] = Writeg, False va (D, f) r cb bw p annot pa v.
Applying Lemma[2.56| we get
pa ¢ c.Oj) V pa € c.shared — c.rlsyj).
From the safety for reads and RMWs we get
pa € c.Opy U c.shared U c.roU c.ptyy AV j# 1. pa & c.rlsy;.

Hence, we can conclude
pa € c.Oj) A pa & c.shared.

Applying Lemma[2.53|or Lemma [2.59| we conclude

pa & c.Opy U c.ptyy U c.ro.
and get a contradiction. |
Lemma 2.61 (simulating execution of sb inductive)

Vk. 0 <k < [susp(sbyi)| A sim(c, cspp, 1, k) N inv(cepn) A

p.m . .
safe-reachy(c,0g) — Ac’'.c =; " A sim(c’, cgon, i,k + 1)
eev

Proor For the base case, we have to prove:

Cshh ~ € N inv(cgpn) N safe-reachy(c,o0g) —

p’m . .
A . ¢ =i ¢’ A sim(c, cgpny iy 1)
A%

From Lemma we conclude
c.isp # [

Let I = hd(susp(sby;))) from the definition of susp we can get vW(I) then from the coupling
relation we have
hd(c.ispy) = ins().
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From the coupling relation and from mimI{c,;,) we conclude
I.pa € atran(c.mmuy;), I.va, c.modey;, 1.r).
Let ¢’ be configuration of the abstract machine after the step:
c i),' c”’.
For the temporaries and the program state we obviously have

¢’y = e
= del-t(Jy;), susp(sby;))
= del-1(93), sbyillexec(sbpp)l + 1 = |sbpy| — 11)

Let I’ = hd(c.isp;;) then from hincsbh) and the coupling relation we can conclude:

L.annot = og(1.p, del-t(9;, sbpllexec(sbpiy)| : |sbril — 11))
= og(l.p, del-t(V;, sbpllexec(sbpiy)| + 1 : |sbryl — 11))  (vW does not change the temp)
=og(I'.p,c".9)

Hence, we can always execute the volatile write from the head of the instruction list and choose
the same translated address as we have previously chosen for the corresponding step of the
SB machine. The ownership transfer of abstract machine is also performed according to the
ownership annotations recorded in the corresponding instruction of the SB machine.

From the coupling relation and the semantics of abstract and SB machines we get for X €
{shared, ro, m}:

" X = 6 (AG  (copn), D).X
c(sb i 1 - .
= gexechit pexec (e, i).X  (Lemmal2.50)

For X € {O, pt, rls )} we get:

lexec(sbyp)|+1

" Xy = o (csbn, D).X

The SB machine only accumulates local up-dates on shared set when computing the release local
and release shared set. However the abstract machine with delayed release accumulates global
updates on shared set while computing the corresponding components. Hence, the coupling
relation for release shared and release local set can get broken. We have to prove:

exec(sbp)|+1
c".rlss[,'] :6|sb ( [l])l

(Cspn> 1).rlsgp
From the semantics of the abstract machine we have:

" rlsgi = c.rlsgn U (IR \ c.shared)
= A (Cspn, D).1lsspp U (LR \ A5 (copn).shared) (coupling relation)

65



From the semantics of the store buffer machine we have:

lexec(sbp)|+1 .
6 T (Cshy ).rLS i)

= 6PN ey i).rls g U LR\ 85PN (g, ). shared)
= N (Cspn, D).1lsspp U (LR \ A5 (Coph, i).shared) (defintion of A)

Thus, we have to prove the following equation:
LR N A (cgpn)-shared = 1.R N A% (cgpn, i).shared
From the simf{c,p,) we can conclude:

A5 (cpn)-shared C A5 (cgpp, i).shared U

(U (rels(exec(sbyj))) U rels,(exec(sbyj)))))
Vi

A (cspn)-shared 2 A5 (cgpn, i).shared \

(U (acq(exec(sby;))) U acqpi(exec(sby;)))))
Vi

With simi#{(cpn), 0oimfcspn) and the definition of acq and acg,y;, we can conclude:

I.RN U(rels(exec(sb[j])) U rels,(exec(sbyj)))) = 0
v j#i

I.RN U (acq(exec(sb;))) U acqpi(exec(sby;)))) = 0
v j#i

Thus, we can conclude:

LR U A% (copn).shared C I.R 0 A5 (coph, i).shared
LR U AS*“(cpn).shared 2 1.R N A% (cgpn, i).shared

which implies (2.62).
For the instruction sequence we conclude with the help of the coupling relation:

c”.isg) o p-ins(sbpllexec(sby)| + 1 : |sbyyl — 1])
= tl(c.isp;y) o p-ins(susp(sby;)))

= tl(c.ispy) o p-ins(susp(sbp))) (def of t])
= tl(ins(susp(sb)) o isyi) (coupling relation)
= tl(ins(susp(sbyi))) o isp (def of tl)
= ins(sbyjllexec(sbpp)| + 1 = |sbpy| = 11) o ispy (def of tl)
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C// ‘p[l]

=C.pl (semantics)
= hd-p(pyi1, susp(sbp)) (coupling relation)
= hd-p(pri, sbpllexec(sb)| + 1 : |sbp| — 11) (def of hd-p and vW(1))

From the intermediate coupling relation we get Dy;;. From the semantics of the memory step we
also get ¢””.Dy;;. This implies

(C”.D[i] vdle Sb[i]. vW()) & D[i].
For induction step we assume following induction hypothesis:
Vk. 0 <k < |susp(sbyip)| A sim(c, csph, i, k) A inv(cspn) A safe-reachq(c, 0g8)

Let n = |exec(sby;))| + k then for induction step, we do a case split on I = sby;)[n] and execute
either a memory or a program step of thread i depending on sby;[n]:

e case =P(I). From Lemma[2.55 we conclude
c.isy # [
Hence, from the coupling relation we have
hd(c.isy) = hd(ins(sby[n : |sbyy| — 11)) = ins(l).
If 1 is a read or a write instruction, then from sim(c, cspp, i, k) and from mimI|(cn) we get
I.pa € atran(c.mmuy;), I.va, c.modey;, 1.r).

Hence, as the induction base case we can always execute the instruction from the head
of the instruction list by choosing the same translated address and performing the same
ownership transfer as we have previously chosen for the corresponding step of the SB
machine. Let ¢’ be the configuration of the abstract machine after the step:

m ’
C =;C.
For the instruction sequence after the step we obviously get

c’.isgy o p-ins(sbpiy[n + 1 : |sbyy| — 11)
= tl(c.ispyy) o p-ins(sby[n : |sbyip| — 11)
= tl(c.isp) o p-ins(sbpln @ |sbpy| = 11))
= tl(ins(sbpy[n : |sbpy| — 11) o isp)
= tl(ins(sbpy[n : [sbpy| — 11)) o isyy
= ins(sbyn + 1 : |sbp| — 1) o sy
The coupling for mode, dirty flag, MMU state and program state is trivially maintained,

as well as the coupling for threads other than i. For the remaining parts of the coupling
relation we do a further case split:
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— W(). From the semantics we get

c’.m(I.pa) = Lcb(I. f(c. V), c.m(I.pa), 1.bw).
From himd(cpn) we know that
Ly = Lf(9).
From hinm{(c 1), dim{I{cgpn) and the coupling relation we get

I.f(l?[i]) = I.f(del-l‘(ﬂ[i], Sb[i] [I’L . |Sb[l']| - 1]))
= I.f(C.ﬁ[i]).

From sim(c, cspn, 1, k) we get
cm(l.pa) = 62‘})(Aigf;i] (cspn), D).m(I.pa)
Hence, we can conclude
¢’ .m(I.pa) = 8% (A< (copn)- i).m(I.pa)

which implies
1 . .
¢m = 8 (Agpeq(Cspn), i).m

and concludes the proof for the memory coupling. For viW(I) we have to prove the
coupling of release set and the identity of the ownership annotations. This can be
proved by the similar prove technique in the induction base.

nvR(I). In this case the coupling for the temporaries can get broken. From the
semantics we get

" Iy = 9Lt — (Lext(c.m(I.pa), 1.bw), I.pa)).
From him[I[(csn) we know that
Ly = Lext(8%, (cspn, ©).m(I.pa), .bw).
With Lemma [2.60] we get for all j # i:
Yk < lexec(sbyjp|. ~(nvW(sbyj[k]) A sbji[k].pa = I.pa)
Hence, with the intermediate coupling relation we have

Lext(c.m(pa), 1.bw) = I.ext(é’;b(Aiif;i](csbh), i).m(pa), 1.bw)
= Lext(0%y (cspn, i).m(I.pa), I.bw)
=1y

From invariant him3|(cspn) we have

Yl.t) = Ly, 1.pa)



From the semantics and from the coupling relation we now conclude

C’.ﬂ[i] = C.ﬂ[i](l.t — (v, I.pa))
= del—t(ﬂ[i], Sb[i] [n: |Sb[i]| - 1DU.t = (I.v,1.pa))
= del—t(ﬂ[i], Sb[i] [n+1: |Sb[,']| - 1.

which concludes the proof.

From himJ2) we can conclude —vR([).

Case P(I). Let sby = Sb[,'][n : |Sb[i]| — 11, 11 = ins(sby) o iS[l‘] and [, = p-ins(sby) then we
have from the coupling relation and him\5(cp):

C.ﬁ[,’] = del—t(ﬂ[i], sb1)
C.iS[i] = 11[0 . |ll| - |lz| - 1] = I.iS1
c.pri = hd-p(ppy, sb)

c.modey;) = modeyj)

c.mmup;) = mmuj;)
From the intermediate coupling relation we have:
hd-p(pyi, tl(sby)) = 1.p>
From the definition of 4d-p we can conclude
c.pr) = hd-p(ppiy. sby) = 1.p;

Observing that the program step does not change the temporaries

c.9p) = del-t(dy;), sby) = del-t(9y;y, tl(sby))
we get from him3(cpn):

0p(c.priy, €. Bi), c.modey;), c.mmuy;y, c.isq, 1.eev) = (I.pa, Lis?)
L.p2 = hd-p(pyi), sbpj[n + 1 : [sby| = 1])

Hence, we execute the program step from configuration c:

p ’
cC =; C.
og,l.eev

For the program state the coupling is maintained because
Cl.p[i] = I.pz = hd—p(p[i], sb[i][n +1: |Sb[i]| - 1])
From him[5|c4;,) and the coupling relation we can conclude:

C,.Z'S[i] = C.iS[,'] ] I.iSQ.
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RMW

For the instruction sequence we get from the semantics of the abstract machine and from
the coupling relation:

sy o p-ins(sbpg[n + 1 : |sby| — 1)

= C.iS[,'] ol.isy o p—ins(sb[i] [n+1: |Sb[i]| 1))
= c.isy) o p-ins(sby[n : |sbpy| = 1])

= ins(sbyn : |sbrl — 1]) o ispy

= ins(sb[i][n +1: |Sb[,‘]| - 1]) o iS[,‘],

which concludes the proof for the coupling relation.

Lemma 2.63 (invariants maintained by RMW)

Cshh ~ € N inv(cspn) A safe-reachy(c,08) N Cspi Li c;bh A
hd(is;;)) = RMW va t (D, f) r cond p — inv(c,)

Proor Since the store buffer of thread i is empty when we perform the step, invariant hinf|
is trivially maintained. Let (A,L,R,W,A,,R,) = og(p, 19{1.]) then invariants which might get
broken by the RMW step are considered below.
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e oim[l] We proceed the same way as in the proof of oimI]in Lemma We have to

show for j # i for all non-volatile reads I = sby;)[k] in the suspended part of the SB, that

I.pa € 6§b(csbh,j).r0 — l.pa¢g AUA,. (2.64)

Let ¢’ be the configuration of the abstract machine after we execute the RMW step of
thread i:
m ’
Cc =;C.
The reasons why this step can be executed with the same ownership transfer and why the

result of the RMW test is the same as in the SB machine are given in the proof of lemma
2.94| which does not have inv(c,,) as hypothesis. After the step we obviously have

AC C’.O[,’] and Apz - C’.pt[,’].

Let x be the number of instructions up to instruction k in the suspended part of store buffer
J:

x =k — |exec(sbyj))|.
We execute x steps of thread j in the abstract machine starting from configuration ¢’.

The choice of the steps to be executed (program or memory) depends on the type of the
store buffer instructions under consideration. From him{2(c,,,) we can get that there is no



volatile read in the suspended portion of sby;;. We refer to the resulting configuration as

c”’: pm
, M X

¢ =, .
eev’

From the proof of Lemma we know the ownership transfer in the abstract machine
is performed according to the ownership annotations recorded in the corresponding SB
instructions. We can also choose the same translated address as the one recorded in the
corresponding SB instruction. Since the steps of thread j do not affect the ownership sets
of thread i we still have

ACc’.Oy and Ay C 7 opry.
Since ¢” is a configuration reachable from c it follows
safe-reachy(c”, 0g).
Hence, instruction / in thread j still has to be safe, which implies
Lpaec”.Opuc” ro.

With lemmas [2.53| and [2.52] we conclude (2.64).

oim{2} Let I = sbyj[k] be a volatile write in store buffer j. To maintain the invariant after
the step of thread i we have to show

I.pa¢g AUAp.

As in the proof of oim{I| we execute the step of thread i and steps of thread j up to instruc-
tion 7 and get configurations ¢’ and ¢’ respectively, where

ACc” Oy and Ay Cc”.pty.
Instruction [ in thread j still has to be safe, which implies
Lpa ¢ c’".Opuc” . pr.
and concludes the proof.

oim{3} Let I = sbjj[k] be a read instruction in the suspended part of store buffer j, such
that
I.pa e 6§b(c;bh,j).r0.

Reusing the proof of oim[3|from Lemma[2.38] we get
I.pa € 6/§b(cshh,j).r0.
To maintain the invariant it is left to show that
I.pa¢g AUAp.

We have already shown this in the proof for oinyI]
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o oin4l We need to show:

Vj#i. AN (O[j] U acq(sb[j])) = 0.

From the safety condition for RMW we have:
Vi#i AN(c.OjUcrlsyyUcrlsg) = 0.
From the semantics of SB steps and the coupling relation we can conclude:
Opj1 U acq(exec(sbyj))) € c.Opjp U crlsyjj U c.rlsgj.
Thus, we can conclude:

Vj#i. AN (O U acq(exec(sbj))) = 0.

It is left to show
Vj#i. AN (acq(susp(sby;))) = 0.

We prove this by contradiction. Assume
da e A . dj #i. dk > |exec(sbyj)|. I = sbjlk] A\vVW(I) A a € 1.A.

Let ¢’ be configuration of the abstract machine after we execute the RMW step of thread
i

’

m
C =—=;C
Let x be the number of instructions up to instruction k in the suspended part of store buffer
J:
x =k — |exec(sbj)|
We execute x steps of thread j in the abstract machine. The choice of the steps to be
executed (program or memory) depends on the type of the store buffer instructions under

consideration. All these instructions can be executed in the abstract machine for the same
arguments as in the proof of oim[I] We refer to the resulting configuration as ¢’

All these instructions can be executed in the abstract machine for the same arguments as
in the proof of oim[I] From the semantics we can get

ae C”.O[i].

Configuration ¢” is safe. Hence, the volatile write step of thread j still has to be safe,
which implies
Vi # ] aé C”.O[,‘J

and gives a contradiction.



e sim{I] The proof is identical to the proof of simy[I|from Lemma[2.38|if one uses safe-reach(c, 0g)
instead of simd|(cspn) to conclude

R C O[,’] and Rp, C pti-
e simf2] The proof is identical to the proof of sim]2|from Lemma[2.38]if one uses safe-reach(c, 0g)
instead of simM|(cgp) to conclude the safety properties of the ownership transfer.

e sim[3] From the coupling invariant and safe-reachy(c, 0og) we have
R C O[l’].

With oimf{(c,) we get
Vjii.RﬂO[j] =0,
which implies
Vj. Oy nro’ = 0.
The rest of the proof is identical to the proof of sim[3|from Lemma [2.38]

o simf] Let I = sby;j[k] be a volatile read or a volatile write in store buffer j. In the proof
of oimf] we have already shown that

IANA=0.
Later in the proof of pim{I]we also show
IA N Apl = @

The rest of the proof is identical to the proof of simd]from Lemma[2.38|just use safe-reachq(c, 0g)
instead of simH(cspn).

e sim{S| Let I = sby;)[k] be a write in store buffer j. We can reuse the proof of sim|5]from
Lemma[2.38]if we show
I.pa ¢ R.

From safety of the RMW step and from the coupling relation we get R € Op;. With
identical proof of simf5|in Lemma [2.38] we conclude the proof.

o tim2] and rim{3] Invariant him[3[cs,,) guarantees that all read temporaries in SBs are
present in dom(cg,.®). The invariants are now trivially maintained with tim\[I[(cpn),

tin@csbh) and tinvﬁkcsbh).

. din The property is obviously maintained since for all k£ < |isEl.]| it holds

dom(cspp.9) U load(is;[0 : k) = dom(c),,,.9) U loadt(isfi] [0:k-1)])
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° himm Let I = sb;[k] be a read in the suspended part of store buffer j. We can reuse
the proof of hiny[I]from Lemma [2.38]if we show that addresses of instruction / and of the
RMW instruction of thread i are distinct:

I.pa # pa.
From oim[I[(c4n) We have
1.pa € 8, (cspn, J)-Opjy U 6 (cspns J)-ro-

We split cases

— Il.pac 6’;b(cshh, 7)-Oyj- Let x be the number of instructions up to instruction k in the
suspended part of store buffer j:

x =k — |exec(sbyj))|.

We execute x steps of thread j in the abstract machine starting from configuration c.
The choice of the steps to be executed (program or memory) depends on the type of
the store buffer instructions under consideration. From him{2{(c;,) we can get that
there is no volatile read in the suspended portion of sbj;; We refer to the resulting
configuration as ¢”’:

Resulting from x applications of Lemma[2.61| we get:
sim(c”, Csphs J, X)
With the intermediate coupling relation we have:
CN.O[]'] = 6§b(csbh,j)-0[j]-
Configuration ¢” is safe. Hence, the RMW step of thread i still has to be safe, which
implies
pa i C".O[j].

- l.pa e 6’;b(cs;,h, J).ro. From oincsbh) we know that there are no acquires of I.pa
in the executed parts of SBs of other threads. Hence,

I.p(l € 5]&(‘b(AiZf;j] (Csbh)9 j).ro

If we take x = k — |exec(sby;))| we can rewrite this as

1.pa € % (ASE(ASES L (can). ). )70

Applying Lemma |2.50| we get

1.pa € 6%,(A“(capn), Jj).ro.



As in the previous case, we execute x instructions of thread j in the abstract ma-
chine starting from configuration ¢ and get configuration ¢”’. From the intermediate
coupling relation it follows

c”.ro = 8, (A (cspn), J).ro.
From the safety of the RMW step in configuration ¢”’ we get
pa ¢ c’.ro,
which concludes the proof.
e pimfI] To maintain the invariant it is enough to show for all threads j # i
Ap N (ptjp U acqp(sbpjp)) = 0.
From the semantics of SB steps and the coupling relation we can conclude:
piij Y acqplexec(sby ;) € c.ptyjp U c.rlspy,.
Thus, we can conclude from the safety of RMW:
Ay N (ptj) U acqp(exec(sbyj)))) = 0.

It is left to show
Ay N (acqp(susp(sbyj)) = 0.
We prove this by contradiction. Assume

da € Ay Jk > |exec(sbj)|. I = sbj[k] A\vVWI) Aa € 1.Ap.

As in the proof of oimfd we execute RMW instruction from configuration ¢ to obtain ¢’ and
execute instructions of thread j starting from configuration ¢’ until we executed instruction
k. The resulting configuration ¢’ is safe and we have

aec’.pt.
From the safety of the volatile write step in ¢’* and the coupling we derive
a ¢ c’.pt
and get a contradiction.
e pimj2] To maintain the invariant it is enough to show for all threads j # i:
AN (ptj) Uacqp(sbij)) = 0.
The proof of that is completely analogous to the proof of pinyI]
e pimf3] From the safety of the RMW step, the coupling relation and pimfd|(c,) we have
ptiiNR =0.

Hence, we can conclude the proof as we do in the proof of pim[3|from Lemma [2.38| by
replacing simfd(cgpn) With safe-reachq(c, 0g).

o pimf] The proof trivially follows from the safety of the RMW step.
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Read and Write

Lemma 2.65 (invariants maintained by vW)

Csbh ~ € N inv(cspn) A safe-reachy(c,08) N Cspi Li c'sbh A
hd(isp;) = Write True a (D, ) r cb bw p — inv(c),,)

Proor If the suspended part of SB i is empty, then ¢’ = ¢. Otherwise, to get ¢’ we execute all
instructions of thread i from the suspended part of the SB:

pmn
n=|susp(sby)| and ¢ =, ¢
eev

All these instructions can be executed in the abstract machine, because from the proof of Lemma
[2.61] we know the ownership transfer in the abstract machine is performed according to the
ownership annotations recorded in the corresponding SB instruction. We can also choose the
same translated address as the one recorded in the corresponding SB instruction. Since ¢’ is a
configuration reachable from c it follows

safe-reachy(c’,0g)

From him{2(cgyn) we can get that there is no volatile read in the suspended portion of sby;. By
apply Lemma [2.61|n times we can also get

sim(c’, Csph, i, 1)
which implies

c"isgi o p-ins([1) = ins([1) o isp
¢’ Oy = del-t(9y, [1)

‘We can conclude
hd(c’.iS[i]) = hd(iS[i]) A C’.ﬂ[i] = 19[,']

Since the write operation does not change the temporaries, we can derive that the abstract ma-
chine configuration ¢’ must use identical ownership annotations when stepping thread i. We now
consider invariants which might get broken by the step:

e oim{2] First, we show that this property is maintained for volatile writes of threads j # i.
Let I = sby;1[k] be a volatile write in store buffer j. We have to show

I.pa¢g AUAp.

The proof of that is identical to the proof of oim2]from Lemma[2.63]if one starts to execute
steps of abstract machine from configuration ¢’, where all instructions from the suspended
part of the sby; are already executed.
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Second, we maintain the property for thread i. If vW(hd(isy;)) we also have to show that
the property holds for the new volatile write added to the sby;). For all threads j # i it must
hold

pa é& O[j] U acq(sb[j]) U P U acqp,(sb[j]).

From the semantics of SB steps and the coupling relation we can conclude:

ptij U acqpexec(sbyj) € ¢’ .ptyj; U c'.rlsp,m
Oy U acq(exec(sbyj))) € ¢".Opjy U ¢ .rlsyjy U ¢ rlsgjy.

From the safety of the volatile write in configuration ¢’ we conclude
pa & ptj1 U acqp(exec(sbyj)) U O U acq(exec(sby ).

It is left to show
pa & acqp(susp(sbyj))) U acq(susp(sbyj))).

We show this by contradiction. Let I = susp(sb;))[k] be an instruction in the suspended
part of store buffer j such that pa € I.A U I.A,,. We execute k + 1 program/memory steps
of thread j starting from configuration ¢’. The choice of the steps to be executed depends
on the type of the store buffer instructions under consideration. We refer to the resulting

configuration as ¢”’:
, bmk+1

C =] C .
cev

We have
1A C C”.O[j] and 1A, C C”.pl‘[j].

Configuration ¢” is safe. Hence, the memory step of thread i still has to be safe, which
implies
pa ¢ c” OV’ .pry)

and gives a contradiction.

oimf3] The proof is completely analogous to the proof of oim3|from Lemma [2.63]if one
starts executing steps from configuration ¢’, where all instructions from the suspended
part of sby;) are already executed.

oimfd] The proof is completely analogous to the proof of oimd] from Lemma [2.63]if one
considers ¢’ as the initial configuration of the abstract machine.

simfdl The property is trivially maintained for old instructions in SBs. For the newly
added instruction we conclude from the safety condition of ¢’:

A C ' .shared U ¢’ O URy \Apyy NLCTA A
AﬁRZ(Z)/\RQC,.O[i] /\Ap,ﬂRptZQ)/\
Api C ' shared U ¢’.ptiy UR\ A AR, C ¢ ptyy).
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From the intermediate coupling relation we have:

c’.shared = Ag (A5 (cqpn), ).shared
"0 = Agp(cspn, D)-Opiy
c’.ptiiy = Agp(Cspns 1)-plii).-

To get the desired property it is left to show that:

Ya € Ay UA. a € c’.shared — a € Ag(cspp, i).shared.

From Lemma[2.50| we get
A (N (cspn), i).shared = A (Agp(cgpn, 0)).shared.
From the definition of A%¢“ and Ay, we can conclude:

A5 (Agp(Cspns, 1)).shared C

Agp(Ccspn,1).shared U(rels(exec(sb[j])) U relsp(exec(sby;1)))

v jiti
From the intermediate coupling relation we have:

rels(exec(sbyj)) C c".rlssjy U ¢ rlsyj

rels,(exec(sbyj))) C ¢’ .tsyj).rlsp.

From the safety condition of ¢’ we have:

(AUA,)N U(c’.rlss[j] U c".rlsyjp U tspjprlsp) = 0,

v ji#i
which implies (2.66).
sim5} We only consider thread i. We have to show that:
pa & Agp(Csph, 0).ro.
With safe-reachy(c’, 0g), we can conclude:
pa ¢ c .ro.
From the construction of ¢’ and the coupling relation, we can get:
c’.ro = Ag (A5 (copn), 0).ro
From Lemma we have:

Agp (A (cspn), i).ro = N (A (Csph, i)).10.

(2.66)

(2.67)



From the semantics, we have:

A% (A (Cspns i)).r0 2

Asp(Cspn, 1).ro \ (U acq(exec(sbj))) U acqp(exec(sbyj)))).
v j#i

With oimf2{csi), we can get

pa ¢ U acq(exec(sbj))) U acqp(exec(sby;)))
v j#i

and concludes (2.67).

himf] Since the volatile write does not change the temporaries and the result of load;,
him{] is trivially maintained for the outstanding writes already in the SB. For the newly
added write in the SB, we let I be the newly added write instruction in the SB then from
the semantics

I.f(ﬁfi]) =1lv
With dim[2{c ;) we have
1.D € dom(9;)) U load,(is(;)[0]) = dom(Iy;)
From the semantics we can conclude
1.D e dom(ﬁ{i])
which implies himfd(c,,).
him[e} From himf|cs,,) we have for all k < |sby;|:
dis. ins(sbylk : |sbpy| — 11) o sy = is o p-ins(sbp [k : |sbyi| — 1]).
From the semantics of the SB machine we get for all prefixes is:
ins(sbfl-] [k : Isbfl.]l -1]o isfl.] = ins(sbylk : |sbpyl — 11) o isp
iso p—ins(sbfi] [k : |SbEi]| — 1]) = is o p-ins(sbplk : |sbp| — 11).
For k = |sbp;)| we get
ins(sbfi] [k]) o isEi] = is[j)
p-ins(sbp[k]) = [].
Hence, the invariant is maintained.

him{7} In this case since a volatile write does not change the temporaries when execut-
ing, we only consider the newly added volatile write store buffer instruction. From the
semantics and the definition of del-t we can prove that him[7|is trivially maintained.
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e pinjI|and pim2] The proof of these invariants is completely analagous to the proof of
pimfl] and pim2] from Lemma if one considers ¢’ as the initial configuration of the
abstract machine.

Lemma 2.68 (invariants maintained by nvW)

Cshh ~ € N inv(cspn) N safe-reachy(c,08) N Cspi Li c;bh A
hd(isj;) = Write False a (D, ) r cb bw p — inv(c’,,)

Proor We first obtain configuration ¢’, where all suspended instruction of thread i are executed,
the same way as we do in lemma[2.65] We now consider invariants which might get broken by
the step:

e oiny{I] Following the proof in Lemma[2.63] we can choose the same translated address pa
of a corresponds to that of the store buffer machine. From the safety of configuration ¢’
we have

pa € C’.O[,‘].

From the intermediate coupling relation we have:
" .0 = A (cspn, 1.0y
Hence, the desired property for the instruction added to the SB holds.
e simfl] Let pa be the translated address of a. From the safety of configuration ¢’ we have
pa & ¢ .shared.
From the intermediate coupling relation we have:

c’.shared = Ag(AS(Copn), 1).shared

From Lemma[2.50| we get
A (A (cspn), i).shared = A5 (Agp(cgpn, 0)).shared.

Our goal is to prove
pa ¢ 85N, i).shared (2.69)

The the execution of non-volatile write does not influence the ownership sets. As a con-
sequence, we have

sbyi . )
5!;,[”(0;1,;,, i).shared = Ag,(csph, 1).shared
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From the semantics and simd|(cpn) we have

A (Agp(Cspn, 1)).shared 2 Agy(cgpn, i) \ (U acq(exec(sbyj))) U acqp(exec(sbyj))))
Vi

With oinc’s »,)» the semantics and the definition of acqg we have
pa € 85!y, .00 = Aw(esn D)-Op € Op U acq(sbyn)
From oim{(c,»p,) and the definition of acq we can conclude
Yj#i. pa ¢ OpjUacq(exec(sbyjp))
From pin@csbh) and the definition of acg,; we can conclude
Vj #i. pa & ptij) U acqy(exec(sbyj))
After that we can conclude

pa ¢ U acq(exec(sbyj))) U acqp(exec(sby;)))

Vi
which implies
pa & Ag(Csph, i)
and gives us (2.69).
o simf3} The proof follows immediately from sim[I|c’, ) and Lemma [2.38]

o himfd]is trivially maintained with dim2(c ).

e himff] The proof is identical to the proof of himf6|in Lemma [2.63]

Lemma 2.70 (VR implies no vW in SB)
Csbh ~ € A inv(cgpn) A safe-reachy(c,0g) N Cspp éi c’sbh A
hd(isp;)) = Read True a tr ext bw p — susp(sby;) = []
Proor From the coupling relation for the dirty flag we have
(c.Dypy v Al € sbyy. vW()) = Dy
We prove by contradiction. Assume
Al € sbyy. vW{).

We obtain configuration ¢’, where all suspended instruction of thread i are executed, the same
way as we do in lemma[2.65] Since there is a volatile write / in the suspended part of the store
buffer we can conclude

C’.Z)[,’].

But this contradicts to the safety of the volatile read in configuration ¢’. i
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Lemma 2.71 (invariants maintained by R)

m
Csbh ~ € A inv(cgpn) A safe-reachy(c,08) A Cspp =i c’sbh A
hd(is;;) = Read vol a t r ext bw p — inv(c’,,)

Proor We first obtain configuration ¢’, where all suspended instruction of thread i are executed,
the same way as we do in lemma[2.65] Let |susp(sby;))| = n then we can get

sim(c’, cgpny I, 1) A safe-reachy(c’,08)

From the intermediate coupling relation we can conclude that the identical translated address pa
can be used in both machines. From Lemma [2.70]and the coupling relation we can conclude:

VR(hd(isgi)) = n=0Ac" =c A hd(isy)) = hd(c.isp).

For volatile read we let og(p, ﬁfl.]) = (A,L,R,W,A,,R),). First we need to prove the abstract
machine ¢ must use identical ownership annotations when stepping thread i in case of a volatile
read. In order to prove that we only need to prove the identity of temporaries after reading in
both machines. From the coupling relation we have

C.ﬁ[i] = 19[,']
cm = A (copn).m

= Asb(Aizgi] (Csph), 1).m

By Lemma[2.60] we know
Vj# i. Yk < lexec(sbyj)|. ~(nvW(sbjj[k]) A sbyjlk].pa = pa)
which implies
c.m(pa) = Agp(Cspn, ©).m(pa)

We let
v = fwd(sbyi, m, pa, bw)

then from the semantics
v+ L

What we need to prove becomes
ext(v,bw) = ext(c.m(pa), bw) (2.72)
We let [ = maxhit(sby;), pa) and I’ = sbp;)[/] then from the definition of fwd we can get:
I=1LVI#tLAbW T .bw

We do a case split on [:
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e [ = 1. From the defintion of maxhit we know there are no store buffer hit for address pa.
That means:

c.m(pa) = Agy(Csph, D)-m(pa) = m(pa) = v
which implies (2.72)

e [ # 1L A bw < I'.bw. From the definition of fwd in this case v = I’.v. From the semantics
of step buffer step, we can get

. c.m(pa) = Ag(cgpn, D).m(pa) = I'.cb(v,V', I’ .bw)
From the property of combination function ch we can conclude
I'.cbw, V', I'.bw) =p pw v
From the property of bw we can get
I'.cb(v, V', I’ .bw) =p, v
Finally from the property of ext we can conclude
Lext(v,bw) = Lext(I’ .cb(v,V',I' .bw), bw)

which also implies (2.72).

As a consequence, we must use identical ownership annotations to step volatile read in both
machines. We now consider invariants which might get broken by the step:

) oin If vR(hd(isy;)) the invariant is trivially maintained. Otherwise we need to show for
the newly added non-volatile read:

pa € Ag(Cspns i).O[,'] U Agp(cspn, D).ro.
From the safety of configuration ¢’ we have
pa € c’.Op U ro.
From the intermediate coupling relation we have:

C/.O[i] = Asb(csbh’ Z)O[l]
c’.ro = Ag (A5G (copn), D). ro.

To get the desired property it is left to show that:
pa € c'.ro — pa € Ag(Cpp,i).ro (2.73)
From Lemma[2.50] we get

Agp (A (cspn), i).ro = N (Agy(Csph, i)).10.
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From the definition of Aizec and Ay, we can conclude:
A (Agp(Cspn, 1).ro ©

Agp(Csbhy 1).FO U (rels(exec(sbyj))) U rels,(exec(sbyj))))
Vi

From the construction of ¢’ and the coupling relation we have:

rels(exec(sbyj)) C c".rlsgjy U crlsyj

rels,y(exec(sbyjy)) C ¢ .rlspy -
From the safety condition of ¢’ we have:

pa ¢ U(c'.rlsx[j] U c’rlsyjp U ¢ orlsp ).
Vi

which implies (2.73).
oim2] The proof is identical to the proof of oim[2|for Lemma[2.63]

oimf3] For the case of volatile read there is nothing to show because of Lemma For
a non-volatile read we need to show for all j # i

pa € Ag (¢, 0).r0 = pa ¢ (Ofﬂ U acq(sbfj]) U ptfﬂ U acqpt(sbfj])).
From the construction of ¢’ and the coupling relation we have
'Oy = NG (cson, ))-Opj

c’.ptij = AL (csons )P
c’.ro = Ag (A5 (cspn), D).ro.

From the safety condition of ¢’ we have:
paec.OpuUc.ro

pa ¢ U(c'.rlss[j] U crlsyj U tspjyrlsp).
Vjti

Applying lemmas [2.53|and [2.52 we get
paé C’.O[j] U C’.pl[j].
From the semantics of SB steps and the coupling relation we can conclude:
Op;) Y acq(exec(sby ;) € Oy U ¢’ rlsyy U ' rlsy )
Pty Y acqp(exec(sb{;)) C ¢’ .ptjy U " .rlspy.
Hence, all it is left to show
pa ¢ acq(susp(sbfj])) U acqpt(susp(sbfj])).

We have already done this kind of proof for invariant oim2]in Lemma[2.65] For a volatile
read the proof is analogous to the proof of oim[3|for Lemma[2.63]



oimf] For volatile read the proof is completely analogous to the proof of oimf] from
Lemma[2.63] For non-volatile read there is nothing to prove.

simfl For volatile read the proof is completely analogous to the proof of sim{] from
Lemma[2.65] For non-volatile read there is nothing to prove.

timf2] and timf3] Invariant him|3(cy,) guarantees that all read temporaries in SBs are
present in dom(d;)). The invariants are now trivially maintained with tim\[T{cs), tim2(cspn)
and tincsbh).

din The property is obviously maintained since for all k£ < |isEl.]| it holds

dom(;)) U load,(isgy[0 : k]) = dom(ﬂfi]) U load,(is{i] [0:k-1])

hin{I} For the case of volatile read there is nothing to show because of Lemma [2.70] We
only need to consider the newly added non-volatile read. For the newly added non-volatile
read instruction /, we have to prove:

|Sb[,'

WPkt e Dom(Lpa), Lbw) — (2.74)

I.ext(fwd(sb’i], m’, I.pa,1.bw), [.bw) = I.ext(5

Since the proof of (2.72)) can also be adapted to the non-volatile case, we can derive
by (2.72).

him2] Invariant is easily maintained with Lemma[2.70]

him[3] For the newly added read the property is trivially maintained. For old reads in the
SB the property follows from tiny3|(c ).

him@] Invariant is trivially maintained with tim\3[(cpn).
hinj6] The proof is identical to the proof of him[6|in Lemma[2.65]

hin Let sby = sbyjlk : |sby| — 1] and sby = sti] [k : |st[.]| — 1] then in this case we need
to prove the following equation holds:

del-t(ﬁ[i], sby) = del-l(ﬁfi], sby)
which is trivially proved with the semantics and the definition of del-t.
pinI] and pim{2] For volatile read the proof of these invariants is identical to the proof

of pim[I] and pimj2] for Lemma [2.63] For non-volatile read these invariants are trivially
maintained.
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2.4.5 MMU and PF Steps

Lemma 2.75 (invariants maintained by MMU)

. mu .
csoh ~ € Ninv(cgp) A safe-reachq(c, 08) A cgpn =i €y, — inV(CT,,)

Proor The only invariants which might get broken by MMU steps are hinyI|and mim[I]

86

o hinfI|{cgpp). This invariants can only get broken by the MMU write step. Let pa be the

address written by the MMU. From hinﬂcsbh) we have

Vk < [sbyj)|. k > |exec(sby ;)| A nvR(I) —
Ly = Lext(8%,(cspn, j).m(I.pa), Lbw),

where I = sbyjj[k]. To maintain the invariant we have to show
Yk <|sbij)l. k > lexec(sbyj))| AnvR(I) — I.pa # pa.

For case j # i the proof is analogous to the proof of hiny{I]in Lemma if we consider
the safety condition of mmu step instead of the safety condition of RMW. For case j = i
we prove this lemma by contradiction. We assume:

dk < Isbyjl. k > lexec(sby)| A 1 = sbjlk] AnvR(I) A I.pa = pa.
Let x be the number of instructions up to instruction k in the suspended part of store buffer
I
x =k — |exec(sby)|

We execute x program/memory steps of thread i in the abstract machine starting from
configuration c. The choice of the steps to be executed depends on the type of the store
buffer instructions under consideration. We refer to the resulting configuration as ¢’:

eev

Since we do not do any MMU steps in this execution, it holds
¢ .mmupy = c.mmup;y = mmug;.

Hence, we can execute the MMU write to address pa in configuration ¢’ and this write has
to be safe, because configuration ¢’ is safe. This implies

pa & c’.rouc .Op.

At the same time, instruction /, which is at the head of the instruction list of thread i in
configuration ¢’, also has to be safe, which implies:

pa€c .Oyuc.ro

and gives a contradiction.



e mimf[I] We conclude the proof with the monotonicity property for MMU reads and walk
creations.

Lemma 2.76 (invariants maintained by page fault)

. pf .
csbh ~ ¢ ANinv(cgn) A safe-reachy(c,08) A cgpn = ¢y — inV(Cly,)

Proor The only invariant which might get broken is

e himff] Because the store buffer and the instruction sequence are both flushed after the
page fault step, the invariant is trivially maintained.

2.5 Proving Simulation

In this section we prove simulation between the SB and the virtual machines.

2.5.1 SB Steps
Lemma 2.77 (coupling maintained when R, nvW exits SB)
Csbh ~ C N\ inv(csbh) A hd(sbm) =IA —WW([) A
c;hh = Osp(Csbh, 1) — c;bh ~C
Proor Since the suspended part of SB i is unchanged, the coupling for the instruction sequence,
program state and temporaries is trivially maintained. The coupling for the dirty flag, translation

mode and MMU state also can not be broken.
For the other parts of the coupling relation we first observe that

A (Cspns 1) = AG(C 0 D)
Hence, for X’ € {O, pt, rls;, rlsg, rls,} we trivially get

c.Xfl-] = A (Cobhs i).XEi] = Ao i).XEl.].

With Lemma|2.38 we get inv(c),,). For X € {shared, ro,m} we conclude

c.X = A5G (cson)- X (coupling)
= Al (A5 (cspn, 1))-X (lemma [2.50)
= A (A% (o D)-X
= AL () X (lemma [2.50)

87



When a volatile write exits SB, the virtual machine executes not only this volatile write, but
also all local instructions recorded in the SB after the volatile write. To show that the coupling
relation is maintained after all these steps, we define another intermediate coupling relation

sim’ (¢, Cspp, 1, k),

which has to hold after k local instructions of thread i are executed in the virtual machine. In
case k = 0, relation sim’(c, cepp, i, 0) couples the states after the volatile write is committed
to the memory in the SB machine and after the volatile write instruction is executed in the
virtual machine. After we execute all local steps before the next volatile write and have k =
lexec(cspp.sbyip)| then

sim’ (¢, Csphy i, k) = Cgpp ~ C.

Definition 2.78 (Intermediate Coupling Relation 2)

sim’ (¢, Cspp, 1, k) =
k < |lexec(sbyi| A VX € {shared, ro,m}. c.X = 5/;17(A§Zfii](csbh)’ 0D.X A
¥ j. c.modeyj; = modepj A c.mmugj) = mmug ) A
(c.Dpjy v Al € sbrj). vW(I) < Dpj)) AVX €O, pt,rilsy, rlsg, rlsy).
(J#1i—cXpj) = A5 (copn, D-Xij) A
c.isgj) o p-ins(susp(sbyj))) = ins(susp(sby;))) o isgj) A
c.9yj) = del-t(Jy ), susp(sbyj)) A c.ppj) = hd-p(pyj, susp(sbi;))) A
(Jj =i = c.Xpj = Sy (Csons J)-Xij1 A
c.isgj) o p-ins(sbyjjlk : |sbyj| — 11) = ins(sbyjj[k : |sbj| — 1]) o is;j A
c.yj) = del-t(dy ), sbyjilk - Isbyjj| — 1) A
c.piji = hd-p(pij, sbyjlk = 1sbyjpl = 11)

The following lemmas are similar to the corresponding lemmas for intermediate coupling
relation sim.

Lemma 2.79 (unowned nvW is in local release set for sim’)

Yj k,pa. k <lexec(sb )| Ni# jA sim’(c, Csppy 1, 1) A inv(Cgpn) A nvW(sbgj[k]) A
pa = sbpjjlkl.pa A (pa ¢ c.Oj) V pa € c.shared) — pa € c.rlsy;

Proor The proof is similar to proof of Lemma[2.56] The only difference is from the intermediate
coupling relation 2 we get
exec

pa & A (copn, J)-Opj) V pa € 5rslb(Asb[¢i](C5bh)’ i).shared

The reset of the proof is identical to that of Lemma[2.56] O
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Lemma 2.80 (sim’ implies disjoint sets)
Yi. sim’(c, Cspns I, 1) A inv(cgpn) — dis joint-osets(c)
Proor From the intermediate coupling relation 2 we can get:

VX € {share,ro}. c.X = 6’;b(A§gf;i](csbh), 0).X

VY e {O[,‘],pl‘m}. c.Y = 6Zb(CSbh’ l)Y
The rest of the proof is identical to that of Lemma[2.59] |

Lemma 2.81 (no nvW to a read address sim”)

Vi, pa. (R(hd(c.isgi)) V RMW (hd(c.isy)))) A sim’(c, Cspny i, 1) A safe-reachq(c, 0g) A
pa € (atran(c.mmuy;), hd(c.ispi)).va, c.modey;), hd(c.isp).r)) A inv(cspy) —
Vj#i. Yk < lexec(sbyj)l. ~(mvW(sbij)[k] A sbyj[k].pa = pa)

Proor The proof is similar to that of Lemma[2.60] In the proof instead of applying Lemma|[2.56]
and Lemma[2.59| we apply Lemma[2.79|and Lemma[2.80] he rest of the proof is identical to that
of Lemma |

Lemma 2.82 (sim’ vW exits sb inductive)

sim’ (¢, Cspny 1, k) A inv(cgn) A safe-reachy(c,0g) A
k < |exec(sbyp)| AVK" < lexec(sbppl. I = sbrj[k’] A =vR(I) A
R(I) > 1v = I.ext(élsc;?(csbh, i).m(l.pa), l.bw)) —

Ac.c =; A sim' (', copn, i,k + 1)
eev

Proor We let I = sbp;j[k] then execute either a memory or a program step of thread i on the
abstract machine depending on /.

e —P(I). In this case the proof is similar to the induction step of Lemma [2.61] Instead of
apply him[I[(csn) to get the consistency of the read value we use the precondition. From
the definition of sim’ we do not need to consider the case when vW([).

e P(I). In this case we let sby = sby;[k : |sbp;)| — 1] then the rest of the proof is identical to
the corresponding proof of Lemma [2.61] m|

Lemma 2.83 (simulating vW exits sb)

Csoh ~ ¢ ANnv(cgpn) A safe-reachy(c,08) A1 = hd(sbp) AvW(I)A

Sb ’ ’ * ’ ’ ’
Csph =i Cyy, > . =i " ANcg, ~¢
h eev °
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Proor From Lemma[2.55] we conclude
c.isy # [
Hence, from the coupling relation we have
hd(c.isy) = ins().
From the coupling relation and from minﬂcsbh) we conclude
I.pa € atran(c.mmuy;), I.va, c.modey;, 1.r).

Hence, we can always execute the volatile write from the head of the instruction list and choose
the same translated address as we have previously chosen for the corresponding step of the SB
machine. From the coupling relation we have

C.ﬂ[i] = a’el—t(ﬂ[i], susp(sb[,-]))

From hin7[csp) We have

’

l.annot = og(l.p, del—t(ﬁ[i], susp(sbri))))
= og(I.p,c.9iy)

Thus, we can transfer the ownership on the abstract machine according to the same ownership
annotation we previously recorded in /. Let ¢” be configuration of the abstract machine after the
step:

m
c=;c".

From the coupling relation and the semantics of abstract and SB machines we get for X €
{shared, ro, m}:

X = 5sb(AiZfii](Csbh), l)X

= AGie (o)X (Lemmd2.50)

For X € {O, pt, rls,;} we get:
c” Xiiy = Osp(Cspny 1).X = - Xi
For X € {rls;, rls;} we have to prove:
I.RN AiZfii](csbh).shared = I.RN cgpp.shared (2.84)
From the simf{c,) we can conclude:

Aigf;”(csbh).shared C cgpp.shared U(rels(exec(sb[j])) U rels,(exec(sbyj))))
Vi

Ai;fii](csbh).shared 2 cypp.shared \ (U(acq(exec(sb[ D) U acqp(exec(sbyj)))))
Vi
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With simf{(cpn), oin#{(cspi) and the definition of acq and acqy, we can conclude:

I.RN U(rels(exec(sb[j])) U rels,(exec(sbyj)))) = 0
Vi

IRN U (acq(exec(sbj))) U acqp(exec(sb;)))) = 0
Vi

which implies (2.84).
For the instruction sequence we conclude with the help of the coupling relation:

c”.isp o p—ins(sbfi]) = tl(c.ispy) o p-ins(susp(sby;))
= tl(ins(susp(sby;)))) o isp

. 7 ./
= ms(sb[i]) o ISy
For the temporaries and the program state it obviously holds

C,’~19[i] = C.ﬁ'[i]
= del-t(9, sbp)
= del-1(8;, sb{))

c”.pri = ¢.ppiy = hd-p(ppi, sbyi)
= hd—p(p{i], SbEi])'

From the coupling relation we get Dy;;, which implies Z)fﬂ. From the semantics of the memory
step we also get ¢’.Dy;;. This implies

(C’.D[,‘] vdle Sb[,']. vW()) & Dfi]'
Hence, we have sim’(c”, c;bh, i,0). Let n be the length of the executed part of SB i in configura-

: o
tion Csbh'

n= |exec(sbfi])|.

With hinfI{cg,) we can conclude the consistency of the read value the SB machine. From

him{2c4»,) we know that no volatile read instruction exists in sb;. Then we apply Lemma[2.82]

n — 1 times and execute steps of thread i accordingly. Finally we get configuration ¢’, such that
’7

*
cC = C
eev

’ . ’ 4 ’ o
and  sim'(c’, ¢y, 1, 1n).

/

: / ’ L4 /
To get the coupling ¢}, ~ ¢’ from sim’(c’, ¢},

i, n) we only have to show
exec exec ’ N exec ’
AG (A Capp)s D) = AGT (C )

which we easily get with Lemma[2.38]and Lemma[2.50] O
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2.5.2 Program Step

For a program step we make a case distinction on whether there is an outstanding volatile write
in the SB. When there is a volatile write in the SB, the abstract machine does not perform any
steps. Otherwise, both machines make the same step.

Lemma 2.85 (simulating program step with vW)

. p
Yi. coon ~ ¢ A (Tk. vW(sbpi[k]) A Csbi e;cvn Chopn = Copp ~ €

Proor From the coupling relation and the semantics of the program step we have

c.piy = hd-p(pyiy, susp(sbyiy))
= hd-p(pyi), susp(sbyi)) © PROG g pyiy piy isi is”)
= hd—p(p[i], SMSP(SbEi]))-
In susp(sbfi]) there is now at least one program instruction. Hence, we have
hd-p(pa), susp(sby;)) = hd-p(py;, susp(sbi;)),

and the coupling relation for the program state is maintained. For the coupling relation of the
instruction sequence we let I = hd(isj;)) and is’ be the newly generated instructions by the
program step.

c.isgiy o p-ins(susp(sby;))

= c.isp o p-ins(susp(sbpy)) o is’ (def. 6%3,-)
= ins(susp(sby;))) o ispy o is’ (coupling)
= ins(susp(sbiy)) o isp;)- (def. 6%3,-)
All the other parts of the coupling relation are trivially maintained. m|

Lemma 2.86 (simulating program step without vW)
. p ’ p ’ ’ ’
Vi. copn ~ ¢ A (Vk. =vW (sbp[k])) A cgpn zvn Cpp N C ?i =y, ~c

Proor Observing that
susp(sby;)) = susp(sby;) =[]
we get from the coupling relation
c.piip = hd-p(pra, susp(sbpiy)) = pyi
C.ﬂ[i] = del—t(ﬂ[i], susp(sb[i])) = 19[[]
c.isg = c.isp o p-ins(susp(sbp))) = isy
c.moder = modeyj)

C.mmu;| = mmu;.
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Hence, the resulting program state and the generated instruction sequence in both machines are
the same:

0 p(c.priy, . 9yi), c.modey;), c.mmuy;), c.isy;), eev)

= 6,(pi» iy, modey;y, mmuy;y, ispiy, eev) = (p’, is”).
For the coupling of the program state we trivially get
P’ =i = ppy = hd-p(pry, susp(sbyy))-
Coupling for the instruction sequence we have

C,_iS[l'] @) p—ins(susp(SbEi]))

= c.isgy o is’ o p-ins(susp(sbyi)) (def. é,’)
eev
= c.isg o p-ins(susp(sbp)) o is’ (no vW)
= ins(susp(sby;))) o ispy o is’ (coupling)
= ins(susp(sb{i])) o isfi]. (def. éi)
eev
All the other parts of the coupling invariant are trivially maintained. |

2.5.3 MMU and PF Steps

In case of any MMU step the same action is performed in both machines.

Lemma 2.87 (no nvW to page tables)

Yi,a. copp ~ ¢ Ainv(cgpn) A safe-mmu-accy(c,a,i) —
(Vj, k. k < lexec(sb ;)| AN nvW(sbyj[k]) — sbijlk].pa + a)

Proor We prove this lemma by contradiction. Let I = sb(;[k] and

3j. Ik < lexec(sbyj)|. W) A l.pa = a

Lemma [2.56| gives us
(a ¢ c.OpjVac€ c.shared) — a € c.rlsy
It implies
ace C.O[j] U c.rlsl[j]
which contradicts to safe-mmu-accy(c, a, i). ]

As an important consequence of Lemma[2.87| we get the equality of the shared and local page
table memory contents in SB and abstract machines in case the coupling relation holds.
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Lemma 2.88 (simulating MMU and PF steps)

. . mu pf
Vi, cspn ~ ¢ ANinv(cgp) A safe-reachy(c,08) N (Cspp =i c'sbh V Csph =i c’sbh) -

mu pf
A (c=ic' Ve= )Ny, ~

Proor We consider cases depending on the type of the step:
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o Walk creation for address va. In this case we have

mmufi] = Ocrrw(mmug;y, va) (semantics of SB machine)
= Ocrw(Cc.mmuy;), va) (coupling relation)
= ¢’ .mmuy;) (semantics of abs machine)

e MMU read from address a. In this case we have
mmufi] = O (Mmuy), a, m(a)) A can-access(mmuy;), a).

Let ¢’ be the configuration after ¢ performs a MMU read step. From the semantics of the
MMU step we have

¢’ .mmug) = Spmur(c.mmugy, a, c.m(a)).
From the coupling relation we have

mmup; = C.Mmmu;

moder;) = c.modey;)

Hence, we know that
can-access(c.mmug;), a)

holds and from the safety of the abstract machine we get
safe-mmu-accy(c, a,i).
With Lemma [2.87) we conclude m(a) = c.m(a). Hence,
mmuy;, = ¢’ .mmug).
e MMU write to address a. We have
c'sbh.m(a) = X A X € Spynuw(mmug), a, m(a)) A can-access(mmuy;), modey;), a).
As in the previous case, we conclude

safe-mmu-accy(c,a,i).



From the coupling relation we have

mmup; = C.MMmu;

moder;) = c.modey;)
With Lemma [2.87|we conclude m(a) = c.m(a). After that we know
X € Opmuw(c.mmuy;, a, c.m(a))

Hence, we perform the same step in the abstract machine and get

c".m(a) = x = cl,;,.m(a).
With Lemma [2.87) we conclude the proof for the memory coupling.
Page fault at address pa. As in previous case, we can get

can-access(c.mmuy;), pa) A safe-mmu-accy(c, pa,i)

With Lemma we can conclude m(pa) = c.m(pa). We have sb;;; = []. With the
coupling relation, we can conclude:

C.IS[i] = 18[;) A C-ppi = Pli)
Let I = hd(isj;)) = hd(c.isj;)), we have:
can-page- fault(c.mmuy;, I.va, I.r, pa, c.m(pa))

For mmu state of thread i, we have:

mmuy; = 0 prush(mmuyiy, {1.va}) (semantics)
= 0 fuusn(c.mmuy;, {1.va}) (coupling)
= cmmu, (semantics)

For program state of thread i, we have:

pEi] = (Spf(p[,'], A, ispi, eev) (semantics)
= Opfc.prip, Oy, c.ispi), eev) (coupling)
=c.pp (semantics)

With Sb[[] =[], we can conclude:
Cl-p[i] = hd'p(pfi]v susp(sbfi]))
From the semantics, we also have:
isy = cisp =1 A rlspy=crlsip =0 A =Dy A =Dy

Coupling relation is trivially maintained.
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2.5.4 Memory Steps

Lemma 2.89 (coupling for instructions maintained with vW)

m
Csbh ~ € A Cply =i Coppy A susp(sbfi]) [ -

c.isp) o p—ins(susp(sbfi])) = ins(susp(sbfi])) o isfl.]

Proor Let I = hd(isf;)) then we conclude:

c.isp © p—ins(susp(sb{i])) = c.isp;) o p-ins(susp(sby;y)) (def. mﬁ,-)
= ins(susp(sbp;))) o isy; (coupling)
= ins(susp(sb)) o isfy. (def. =)

Lemma 2.90 (coupling for instructions maintained without vW)

m m
Csbh ~ € A Cgppy =i Coppy A =i’ A susp(sbfi]) =[] -

sy o p—ins(susp(sbfi])) = ins(susp(sbfi])) o isfi]
Proor Let I = hd(isf;;). We conclude

sy o p—ins(susp(sbfi]))

= tl(c.isp) o p—ins(susp(sbfi])) (def. éi)
= tl(c.isp) o p-ins(susp(sbp))

= tl(c.isp o p-ins(susp(sbyi))) (def. tl)

= tl(ins(susp(sbpy)) o isp) (coupling)
= tl(isp)) (no VW)

= ins(susp(sb{i])) o isEl-]. (def. %i)

FENCE, INVLPG, SWITCH and WritePTO
Lemma 2.91 (simulating FENCE, INVLPG, SWITCH, WPTQO)

I = hd(isjp) N(FENCE(I) vV INVLPG() v SWITCH(I) v WPTO(I)) A

’

m ’ m ’ ’
Csbh ~ C N\ Cshph =i Cyy NC={C —>Cy, ~C
Proor In order for a step to be scheduled, the SB has to be empty:

Sbfi] = Sb[i] = []
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Since the instruction lists are equal in both machines, we know that hd(c.isj;)) = I. The coupling
for the instruction list is maintained with Lemma[2.90] For the dirty flag and for the release sets
rlsx, where X € {[, s, pt} we have

"Dy = Dy, = False

¢’ .rlsxi = risyy = 0.

Since the store buffer of thread i in configuration ¢/, is empty, the coupling for the dirty flag
and for the release sets obviously holds.
In case I = INVLPG F we get for the MMU coupling:

c'.mmum = 6f1ush(c.mmu[,-], F) = 6ﬂush(mmu[i], F) = mmu{i].
In case I = WritePTO v we also get
¢ .mmuy;) = mmug;,

with the same argument as in the INVLPG case.
In case I = Switch mode for the mode bit coupling we get

modey;, = c¢’.modey;; = mode
All the other parts of the coupling relation can not be possibly broken by a step. |
RMW
Lemma 2.92 (ownership transfer safe after SB step)
inv(cspn) A safe-otran(cgpn, i, 1) A i # j — safe-otran(dsp(Cspns J), i, 1)
Proor Let c;bh = dsp(Csph, j)- From the semantics of the SB step we have

pl‘Ej] U acqp,(sbfj]) c€ pryY acqp,(sb[j])
ij] U acq(sbfj]) C Opj) Y acq(sbyjy),

and conclude the proof. |
Lemma 2.93 (ownership transfer, A;; commute)

inv(cspn) A safe-otran(cspn, i, 1) A sbp = [1 =
A% (otran-sbh(cpn, i, 1)) = otran-sbh(A%(cspn), i, 1)

Proor We apply Lemma [2.44] as many times as necessary to reorder all executed SB steps of
all threads behind the ownership transfer. After every SB step we use lemmas [2.38|and [2.92] to
make sure that invariants are maintained after the step and the ownership transfer of instruction
[ in thread i is still safe. i
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Both machines perform the same step when RMW (hd(isj;)).
Lemma 2.94 (simulating RM'W)

m m
csoh ~ € Ninv(cgp) A safe-reachq(c, 08) A cgpp =i Clyyy A =i C'A
hd(is;i)) = RMW va t (D,f) condrp — ¢, ~ ¢’

Proor The coupling for the instruction list, for the dirty flag and for the release sets is maintained
with the same arguments as in case of the fence memory step. Since we know that sby;) is empty,
we also get

C.iS[l'] = iS[i]
C.’ﬂm = ﬂ[i].

Let I = hd(isy;) and I’ = hd(c.isf;)) then we have
I=r
Invariant #im3|(cg,) guarantees that temporary 7 is fresh. Hence,
.9t = d(r) = L.

From the coupling relation we also have

C.MmMUf; = Mmu;

c.modep;) = modey;
Therefore we can choose identical physical addresses for address translation. Let

pa € (atran(mmuy;), va, modey;, 1))
Applying Lemma[2.60| we know that there are no writes to pa in the executed parts of SBs:
¥ j. Yk < lexec(sbyj)l. ~(nvW(sbjj[k]) A sbyjlk].pa = pa). (2.95)

This implies

c.m(pa) = m(pa).

Hence, we read the same value and have the same physical address into temporary ¢ on both
machines and the coupling for temporaries is maintained.

' ar
By =0

Thus, we have
og(1.p,¥;)) = og(I'.p, ¢’ Ipp)

which means we can perform the identical ownership transfers in both machines. Moreover, we
can conclude:

cond(c.9;)(t = (c.m(pa), pa))) = cond(J;;(t = (m(pa), pa))).
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From the coupling relation, the safety of the RMW instruction and invariants simd(cpn) oimf(cpn),
pim[I[(cspp) and pim2(cpn) We can conclude

ILCIAANIRC O[i] ANILRy C pi A
Vj#i.(I.AUILA,)N (O[j] U acq(sbg;))) = 0) A
(Vj#i.(I.AU LAy N (ptj) Uacqp(sbij)) = 0).

Hence, we get
safe-otran(cgpp, i, hd(isp)).

Lemma [2.93| now guarantees that the coupling for the local components of all threads. For the
shared and read only sets we need to prove

VX € {shared, ro}. ¢’ X = A(c)y)- X
Since the SB steps do not change the temporaries, we have:

NG X = A5 (otran-sbh(cgn, i, 1)).X

= otran-sbh(AS (copn), i, 1).X (Lemmal[2.93)
= otran-sbh(c,i,1).X (coupling relation)
=X (def. of otran-sbh)

Thus, the coupling is also maintained for shared and read only sets. In case the RMW test fails
and no write is performed the memory coupling can not be possibly broken. Otherwise, we have
to show that the coupling for memory is maintained. The coupling for memory cells other than
pa is obviously maintained. For pa we get

¢.m(pa) = f(c.9(t = (c.m(pa), pa)))
f (@t = (m(pa), pa)))

=y, -m(pa)

The store buffer of thread i is still empty after the step. (2.95) guarantees that no other SBs have
a write to pa. Hence, the memory coupling for pa is maintained. O
Read and Write
Lemma 2.96 (simulating R,W with vW)
cson ~ ¢ N = hd(ispip) A (R(D) vV W) A susp(sbfl.]) [ A
m

’ /7
Csbh =i Cgpp, = Cypp ~ C-

Proor The coupling for the instruction list is maintained with Lemmal[2.89] If we execute vW(I),
then the dirty flag is set and we get

dk. vW(sb'l.] [k]) & (D’i] = True)

otherwise the dirty flag is unchanged. The coupling for the dirty flag is maintained. For the other
parts of the coupling invariant we consider cases:
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o susp(sby) # [1. If R() then we from tinv@csbh) we know that /.t is fresh:
l?[i](l) = 1.
Hence, we conclude from the coupling relation and from the semantics of a memory step:

c. ) = del-1(dy;, susp(sby;))
= del-1(9};, susp(sby;)) o I)
= del-1(9];), susp(sb{;)).

All the other parts of the coupling relation are trivially maintained because

exec(sbp)) = exec(sbfi]).

e susp(sbrp) = [I. This implies vW(I). Since the volatile write is always added to the
suspended part of the SB (even if it was empty before) we have

exec(sbp)) = exec(sbfi]).
and all parts of the coupling relation are trivially maintained.

O

A memory step is deterministic for a given translated address pa. We introduce a function 6,,
to compute the next state of the SB machine after a memory step of thread i. Let I = hd(is;)
then

Om(Cspn» I, pa) = c;bh
In order to guarantee the parameter pa is the physical address used for execution we have fol-

lowing constraints:

Csbh é,‘ c;bh A pa € (atran(mmuy;), I.va, moder;, 1.r))A
(RMW(I) — ﬁ{i](l.t) =m(pa)) A(WI) V R() — last(sbfi]).pa = pa)

where:
last() = I[|] - 1]

With this hypothesis we can prove the following lemma. In the following lemma we let [ =
hal(isii). ¢y = A% (Copin 1), €y, = S (copn) and €77, = A (o).

Lemma 2.97 (vR result consistent)

Csph ~ € A safe-reachq(c,08) N inv(cspy) A susp(sbriy) = [1 A vR(I) A
pa = e(atran(mmuy;), 1.va, modeyy, 1.r)) Av = fwd(sbry, m, pa, Lbw) Av # L —
Sm(Csbhs By pa). 01y = Sn(Clypr iy ). O = S(Clyys s @) Oy = Su( s 1y pa). Dy
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Proor From the semantics, we can conclude that the SB steps does not affect the mmu state,
address translation mode and the temporaries. Thus, we can use the same pa as the physical
address to perform the memory step. We can get

’ 24 244
By = Iy = 0 = Iy

Let
Vo= fwd(sbfl.], m’, pa, 1.bw)
V= fwd(sb[f], m”, pa,1.bw)
V7= fwd(sbff]',m'",pa, 1.bw)
then we need to prove:

Lext(v,1.bw) = Lext(v',1.bw) = Lext(v"’,1.bw) = Lext(vV'"’, 1.bw)

which can be concluded from:

HR € {:a :bw}’ v-x]’ -x2 € {V, V,’ V”, V”’}. -x] R -x2 (2'98)
Applying Lemma[2.60] we can conclude:
Vj# i. Yk < lexec(sbyj)|. ~(nvW(sbjj[k]) A sbyjlk].pa = pa) (2.99)

24 77

As a consequence, in configuration ¢}y, , ¢}, the modifications on address pa is issued only from
sbp;). Let | = maxhit(sby;), pa) and I’ = sbp;[] then we do a case split on :

e [ = L. From the definition of fwd we know that pa will not be updated by SB steps of
thread i. That implies

m(pa) =v=v =v' ="’

e [+ 1 ALbw <TI'.bw. We have

" =y=Try (def. of fwd)

Vv =m"(pa) (susp(sbp;)) = [1 and def. of fwd)
= m'(pa) 299
= Agp(Csph, 1).m(pa) (susp(sbp;)) = [] and def. of A)
=I".cb(I' v, 8, (cspn).m(pa), I .bw)  (def. of A)
=ppw v

With the property of =5, we can conclude (2.98).
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Lemma 2.100 (Aiz“, 0., Step commute)

Csoh ~ € A safe-reachq(c,08) N inv(cepn) A1 = hd(ispy) A (VR V nvW(I)) A
pa = e(atran(mmuy;), I.va, modey;), 1.r)) A susp(sbp)) = [1 A inv(cgpn) —

A Om(Csphs 1, pa), i) = Ssp(Om(AG (Csphs 1), 1, pa), i) A

A Om(Csphs 1, pa)) = 0sp(Om(AG (Csbn), iy pa), i)

Proor From the definition of A% and A%*C. we can get
K sb[#i]

X e {mmu, mode, 19}. X[i] = AiZfii](CSbh)‘X[i] = Aizec(csbh, i).X[,‘] = Aizec(csbh).X[i]

Thus, we can use the same pa for memory step of cgpn, A% (cspn, I) and AS*“(cgpn) in thread
i. If vR(I) then by applying Lemma [2.97] we can get the identity of temporaries and the same
ownership annotation is recorded as history information for

6111(csbh’ I Pa),

6m(A§ZeC(csbha l)’ i7 Pa)’

Om(AG “(cspn), 1, pa),

6m(Af;7CF;l] (CSbh)s i’ pa)

Adding a volatile read instruction or a non-volatile write to the sbp;; does not affect other
instructions in sbp;; and does not change the local state of the thread except the temporaries
and the length of sb;. Hence, we can first execute old instructions in the sby;, then execute a
memory step adding the instruction to the empty SB, and finally perform an SB step executing
newly added instruction. This concludes the first statement of the lemma.

Since the invariants are maintained by memory steps, for the second statement we can apply
Lemma[2.50| and conclude

Ai};cec(&n(csbh, i, pa)) = Aigec(AiZf;,] (Om(csph, 1, pa)), i).

Putting an instruction to the store buffer i only affects the component sp;. Hence, we can reorder
it with the store buffer steps of other threads:

A?Zec(Aiifi,-J (6m(csbha I Pa)), l) = Aii“@m(Aigfi”(Csbh), I Pa), l)

We already proved that the SB steps maintain the invariants and the coupling relation. Then
applying the first statement of the lemma we get

A (G (A 1 (Cop). B, ), 1) = B (Bm(AC(AEE  (Copn)s D)., pa), ).
By applying once again Lemma[2.50] we conclude the second statement of the lemma. |
Lemma 2.101 (simulating R,W without vW)
Csph ~ ¢ ANinv(cgpn) A safe-reachq(c,08) A1 = hd(ispi)) A (W) V R(D)A

’

m m
susp(sbfi]) = [0 A can=icy, = Ac’.c =" Ay, ~c¢
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Proor Let I = hd(isp;;). Since the suspended part of sby;; is empty we have
hd(c.isyy) = 1.
If 1 is a read or a write instruction, then from the coupling relation we have
atran(c.mmuy;), I.va, c.modey;), 1.r) = atran(mmuy;), I.va, modey;), I.r).

Hence, we can always execute the instruction from the head of the instruction list of the abstract
machine and choose the same translated address as we do in the step of the SB machine . Let ¢’
be configuration of the abstract machine after this step:

m
c=;c.
The coupling for the instruction list is maintained with Lemma[2.90] We now do a case split on
the type of the step and consider other parts of the coupling relation which might get broken by
this step:

e R(I). Let pa be the translated address chosen in both the SB and the abstract machine.
Lemma|2.60| guarantees that there are no writes to pa in the executed parts of store buffers
other than i. With the proof of equation in Lemma [2.71] and the coupling for tem-
poraries we can conclude

" Iy = et - (Lext(c.m(pa), [.bw), I.pa))

= 9t = (Lext(fwd(sbyy, m, pa, 1.bw), 1.bw), I.pa))

= ;-
Thus, we can conclude for vR(I) the ownership transfer is performed in abstract machine
according to the ownership annotation recorded in the newly added instruction in sti].
We let og(1.p, ﬁfl.]) = (A,L,R,W,A,, Rp,). For vR(I) the coupling relation for ghost com-
ponents might get broken. Coupling for the ownership sets of threads j # i is trivially
maintained. Let X € {O, pt, rls,}. From the coupling invariant and the semantics of the
memory step of the abstract and the SB machine we get

¢’.shared = c.shared U (RURp) \ (LU A,)
= N (cspn).shared U (RU Rp) \ (LU Apy) (coupling relation)

= 0 (Om(AS“(cspn), i, pa), i).shared (semantics)
cro=croUR\W)\(AUA,)
= A (capn).ro U(R\ W)\ (AUA) (coupling relation)
= 0 (Om(AS“(cspn), i, pa), i).ro (semantics)
¢’ Xy = 6 (Om(AL (Copny 1), 1, pa), 1).Xiy (semantics)

With Lemma we get inv(c),,). Applying Lemma 2.100| we get

85t (Om(AG (Csph)s 1, pa), i) = A (Clyy)
6Sb(6m(A§Zec(chha l)’ i7 pa)s l) = Aigec(cgbha l)
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which concludes the coupling for shared, read-only and thread local ownership sets.
For release local and release shared set, we have to prove

R N c.shared = R N cgp.shared (2.102)
From the coupling invariants, we have:
c.shared = AS;°“(cpn).shared
With the semantics, we can conclude:

A5 (cgpn).shared C

cspi-Shared U(rels(exec(sb[ i) U rels,(exec(sbyjp))),
vj
A (cspn)-shared 2

Cspi-Shared \ (U(acq(exec(sb[ D) U acqpi(exec(sbj))))).
7

With simd{(cgpn), oin(cgpn) and the semantics we can conclude:

I.R N c.shared C R N cgpp.shared,
I.R N c.shared 2 R N cgpp.shared.

which concludes (2.102).

o nvW(I). Let I = Write False a (D, f) r g bw p and pa be the translated address chosen in
both the SB and the abstract machine. From the coupling invariant and the semantics of
the memory step of the abstract and the SB machine we get

c’.m = 8 (6m(A (Cspn), i, pa), i).m.

With Lemma we get inv(c), ). Applying Lemma 2.100| we conclude

Osb(Om(AG(Csph)s B, pa), i) = A (ciyy)-

2.6 Proving Safety of the Delayed Release
So far we have used safety of the delayed release of the virtual machine to prove SB reduction

theorem. Now we have to show that if all possible executions of the virtual machine satisfy the
regular safety, then they also satisfy safety of the delayed release.
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thread i thread j
VR pa (A’ L’ {pa}7 W, Apta Rpt) -
MMUw pa’

vW pa ({pa},L’,R’, W’, A;t, Rét)

(a) Violation of delayed release safety.
thread i thread j
MMUw pa’ —

- VW pa ({pa}’ L/’ R/’ w” A;)p Rl/)t)

(b) Violation of regular safety.

Figure 2.8: Ruling out safety of the delayed release violation: Example

2.6.1 Intuition

If a trace satisfies regular safety, but does not satisfy safety of the delayed release, then the safety
violation is due to a clash with release sets of some thread i. This clash happen between (i) an
instruction in the head of the instruction list of thread j # i, which can access or acquire an
address from release sets of thread i, or (ii) an MMU of thread j # i which can access an address
from release sets of thread i, or (iii) an MMU of thread i which can access an address from its
own local release set. We do a proof by contradiction: we show that if some execution does not
satisfy safety of the delayed release, then there exists another execution, which does not satisfy
regular safety. We can obtain such an execution by “undoing” steps of thread i until we reach
a point when the conflicting address was released. The steps of thread i which are removed
can only be program steps or memory steps executing reads and non-volatile writes (since all
the other instructions are clearing the release sets). After removing these steps of thread i we
continue our execution until we get the safety violation. Since in the new execution thread i has
not put the conflicting address to the release thread yet, it will be either in the owns or in the
PT set of thread i. Thus, we will get violation of the regular safety. We also might end up in
a situation when we encounter violation of the regular safety earlier in the new execution. This
is also fine, since we assume all traces to satisfy regular safety. Note, that we are not removing
the MMU steps of thread i, because MMUs are allowed to write the shared memory and can
possibly affect the execution flow of other threads. Below we consider a few examples.

Example 1 Let address pa be in the ownership set of thread i:
pa € C.O[i].

Let thread i execute a volatile read which releases the address pa and an MMU write. After that
thread j performs a volatile write acquiring address pa (Fig. [2.8a)).

This behaviour satisfies regular safety, because at the time when thread j acquires pa it is not
present in the ownership set of thread i. Yet, it is present in the release set of thread i, which
means that safety of the delayed release is violated. To rule out this situation we consider another
trace, where we “undo” the read operation of thread i (Fig. [2.8b).

The read operation of thread i do not affect execution of thread j (i.e. thread j can execute
before the read operation of thread i). Moreover, since we allow only volatile writes to page
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thread i thread i
VW pa, (A7 L’ {pa}’ W’ Apts Rpt) MMUR pa
MMUg pa _
(a) Violation of delayed release safety. (b) Violation of regular safety.

Figure 2.9: Ruling out safety of the delayed release violation: Example

tables, the read operation also cannot affect the MMU steps of thread i. Hence, we can simply
postpone execution of the read, execute the MMU write immediately and then perform the step
of thread j. In this case address pa is present in the ownership set of thread i, attempt to acquire
it by thread j violates the regular safety of the virtual machine.

Example 2 Let address pa again be in the ownership set of thread i:
pa € C.O[,’].

Let thread i execute a volatile write and release of address pa. After that MMU of thread i
attempts to perform a read from pa. (Fig. [2.9a).

This behaviour again satisfies regular safety, because at the time when MMU performs a read
the address pa is shared and is not owned by any thread. Yet, it is present in the release set of
thread i, which means that safety of the delayed release is not satisfied. To rule out this situation
we “undo” the last memory step of thread i (Fig. [2.9b) and get a trace which violates regular
safety.

2.6.2 “Undoing” a Step

We define a simulation relation, which is supposed to hold between the states of the original
execution and the states of the execution where a step of thread i has not been performed:

simd(c,d,i) =V j #i. c.tsyj) = d.tsgj) A
c.mmuy;) = d.mmug) A c.modey;) = d.modepi A
c.rlsyy) € d.rlsyy U (d.Opi \ d.shared) N
c.rlsgy C d.rlsgp Ud.Opy A c.rlsppy C dorlspgp Ud.ptyp A
Va.a ¢ d.Oy) V a € d.shared. c.m(a) = d.m(a).

Lemma [2.103] ensures that we can “undo” a step of thread i. This means that relation simd
holds between the states before and after a step of thread i, if this step is a program step or a
memory step executing a read or a non-volatile write.

Lemma 2.103 (undoing a step)
(c éi Ve %i ¢ AN = hd(c.ispy) A (nvW(I) vV R(I))) A
eev

safe-state(c,o0g) — simd(c’,c,i)

106



Proor Since the step of thread i can not affect the local configuration of threads j # i we
obviously get

C’.ZS[]‘] = C.lS[j].

For vR(I) we let og(1.p,c" . ¥y;)) = (A,L,R, W,A,,Rp;). If a step of thread i is a memory step
performing ownership transfer we have

¢ .rlsyiy = crlsy U (R \ c.shared)
c’.rlsgy = c.rlsgp U (R N c.shared)

¢ .rlspiy = c.rlspi) U Rpy.
From safe-state(c,0g) we have
RCcOpy and Ry Cc.pty.
Hence, we get

¢ .rlsypy € crlsyy U (c.0p) \ c.shared)A
c".rlsgiy C crlsg U c.OppA

¢ rlspi) € c.rlspi U c.ptp).

If a step of thread i is a memory step executing a non-volatile write instruction /, then from the
safety of configuration ¢ we have for all physical addresses pa:

pa € atran(c.mmuy;), 1.va, c.modey;), I.r) — pa € c.Op) \ c.shared.

This implies
Ya.a ¢ c.Op V a € c.shared. ¢’ .m(a) = c.m(a)

and concludes simd(c’, c, i). O

The following lemma guarantees that if simd(c, d, i) holds and we perform a step from config-
uration ¢ which is neither a program , memory step nor a page fault step of thread i, then we can
also perform a step from configuration d, such that the simulation relation is maintained after
the step.

Lemma 2.104 (simd maintained)

simd(c, d, i) A dis joint-osets(d) N safe-state(d,og)N

mu ’ ’ . . ’ ’ . ’ ) .
(c=ic’Ve =; ANj#Fi)—>3d . d = d A simd(c’,d’ i)
eev

Proor We split cases on the kind of a step from c to ¢’.
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e A step from c to ¢’ is a memory step of thread j # i. From simd(c, d, i) we get
c.Ispj = d.tS[j].

Hence, we can execute the (same) first instruction / of thread j with the same address
translation and the same ownership transfer in both machines. Let d’ be the configuration
after we execute this instruction from configuration d:

m
d:>jd,.

If this instruction is doing a read (either R(/) or RMW(I)) from address pa then from
safe-state(d, og) and dis joint-osets(d) we conclude:

pa ¢ d.Op) V pa € d.shared.

Hence, simd(c, d, i) guarantees that we are reading the same value in both machines. This
implies
C’.Z‘S[j] = d’.l‘S[j].

If instruction [/ is performing ownership transfer or write to memory (W(/) or vR(I) or
RMW(I)) then we let (A, L, R, W, A1, R);) be the ownership annotations. From sa fe-state(d, 0g)
we get

R Cd.Ojy ARy Cd.ptj.

With dis joint-osets(d) we have
RN d.Om = Rp, N d.()[i] = 0.
Configuration of thread i is not changed during a step. Hence,

d’ O\ d'.shared = d.Op) \ d' .shared
=d.Op \ (d.shared U(RUR,) \ (LUAp))
2d.Op \ (d.shared U (RU R;))
=d.Op \ d.shared

which together with simd(c, d, i) implies
c'.rlsl[,-] - d'.rlsl[,-] U (d’.O[i] \ d’.shared).

If instruction 7 is writing the memory, then we are writing the same value for both config-
urations. Moreover, we observe that

VYa.a ¢ d.Oy vV a € d.shared < a ¢ d' OV a € d .shared

which concludes simd(c’, d’, 7). For other cases the lemma is trivially maintained.
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e A step from c to ¢’ is a program step of thread j # i. From simd(c, d, i) we get
p prog p J g
C.Z‘S[j] = d.l‘S[j],

which means that we can perform the same program step for both configurations and get
simd(c’,d’, ).

e A step from c to ¢’ is an MMU step of thread i accessing address pa. Thus, we have
can-access(c.mmuyj), pa).
From simd(c,d, i) we know that
c.mmup) = d.mmuy;; and  c.modey;) = d.modey;).

Hence, we have
can-access(d.mmuy;), pa).

Safety of configuration d ensures
pa i d.O[i].

Hence, from simd(c, d, i) we get
c.m(pa) = d.m(pa).

This implies that we can perform the same kind of MMU step from both configurations
resulting with the same MMU configuration:

¢’ .mmug; = d .mmuy).

If MMU step is writing the memory, then we write the same value for both configurations
and get
' .m(pa) = d’'.m(pa),

which concludes simd(c’,d’, i).

e A step from c to ¢’ is an MMU step of thread j # i to address pa. From simd(c,d, i) we
get
c.Is[j = d.[S[j].

We easily conclude simd(c’, d’, i) the same way as in case of the MMU step of thread i.

e A step from c to ¢’ is an page fault step of thread j # i. Thus, we have
can-access(c.mmuy |, pa) A can-page- fault(c.mmuy ), I.va, I.r, pa, c.m(pa))
As in the case of the MMU step of thread i we get

c.m(pa) = d.m(pa) and can-access(d.mmuyj), pa)
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Therefore we can also have
can-page- fault(d.mmuy ), I.va, I.r, pa,d.m(pa))

This implies that we can perform the identical page fault step from both configurations
resulting with the same program state and MMU configuration:

C’.pm = d/.p[jj A c'.mmum = d'.mmu[jj
which concludes the proof.

O

The following lemma guarantees that we can continue execution of the machine after we
“undo” a step of thread i.

Lemma 2.105 (simd computation)

p,m pf
n>0Ac° @n M AVk <n( = M v k= M A
eev

safe-reach(do, 0g) A disjoint—osets(do) A simd(co,do, i) —
Ad". d° =" d" A simd(c",d", i)

Proor We will prove an inductive statement, which trivially implies the postcondition of the
lemma:

Vi< n 3d. simd(c,d,i) A (>0 — d° Q’ dh.

Proof by induction on /. For induction base / = 0 we obviously take n = 0 and have from the
preconditions:

simd(c°, d°, ).
For the induction step / — [ + 1 we have from the induction hypothesis
3d'. simd(c,d',iy A (1> 0 > d” =" d.

Step [ in the original computation is either an MMU step of thread i or is an arbitrary step of
thread j # i. With Lemma[2.52] we get

dis joint—osets(dl).
Hence, we can apply Lemma [2.104|to find configuration d'*!, where

d = d*' and simd(c"',d"",i).
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2.6.3 Reconstructing Safety Violation

The following predicate denotes that in configuration c there exists a safety violation due to a
clash with release sets of thread j. Let
& = c.9(I.t = c.m(pa)) R(I)V RMW(I)
- .9 otherwise
I= hd(C.iS[i])
Og(ﬁb]’ Ip) = (A9 L’ Rs W/a A[)l" Rpl)
then

unsafe-release(c, j,08) =

(3i # j. Apa € atran(c.mmuy;), I.va, c.modey;).
(VR(I) V (RMW(I) A =1.cond(¥")) A pa € c.rlsijUerlsy) Vv
(nvR(I) v W(I) V. (RMW(I) A I.cond(¥)) A pa € c.rlsijp) vV
(VW) VVRUI)V RMW(I) AN (AU A,) Nerlsp # 0)V

(Apa,i. can-access(c.mmuy;}, pa) A
(pa € crlsjjy Ni# jV pa € crlsy)).

Lemma [2.106] ensures that we can reconstruct a safety violation after we “undo” a step of

thread i and execute all the remaining steps in such a way, that relation simd holds between the
faulty state of the original computation and the end state of the new computation.

Lemma 2.106 (reconstructing safety violation)
simd(c,d, i) A unsafe-release(c,i,0g) A disjoint-osets(d) — —safe-state;(d)
Proor From simd(c, d, i) we know that

Vm # i. c.tSpm) = d.tSm) (2.107)
c.mmuy;) = d.mmuy;
c.modey;) = d.modey;)
c.rlsyy € d.rlsyip U (d.Opy \ d.shared)
c.rlssi € d.rlsgp U d.Op
c.rlspqiy C d.rlspgi U d.ptyj).

We split cases:

o MMU safety violation for address pa in thread m # i:

can-access(c.mmuy), pa) A pa € c.rlsp;

From (2.107) we get

can-access(d.mmupy), pa) A pa € d.rls;; U d.Opy U d.ptyg).
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If pa € d.rls;) U d.Op), then configuration d does not satisfy safety of the delayed release
and we are done. If pa € d.pt(;, then disjoint-osets(d) ensures

pa & d.pty,; U d.shared,
which also gives safety violation and concludes the proof.
e MMU safety violation for address pa in thread i:
can-access(c.mmuy;), pa) A pa € c.rlsy.
As in the previous case we use (2.107) to get
can-access(d.mmuy;), pa) A pa € d.rlsy;) U d.Oy,
which violates safety and concludes the proof.

o Instruction safety violation in thread m # i. Let I = hd(c.isp,)) be the faulty instruction.
We prove this by contradiction. Assuming safe-stateys(d) safety violation can be caused
either by a physical address of the instruction being present in the release sets of thread i
or by a clash between the acquire sets of instruction / and the release sets of thread i. For
the first class of violations let

pa € atran(c.mmuyy), I.va, c.modepy, 1.r)
be the faulty address. From (2.107)) we immediately get
pa € atran(d.mmuyy), 1.va, d.modey,,), I.r).

If instruction / is aread or an RMW instruction, then from sa fe-state;(d) and dis joint-osets(d)
we conclude:
pa ¢ d.Oy) V pa € d.shared.

Hence, simd(c,d, i) guarantees that the result of a read in configurations ¢ and d is the
same:
c.m(pa) = d.m(pa).

We consider sub-cases, where ¢ = c.¥,)(I.t = c.m(pa)) and identical ownership anno-
tations must be used in ¢ and d.

- (VR(I) V (RMW(I) A =I.cond(9')) A pa € c.rlsyy U c.rlsp;). From we get
pa € d.rlsy) U (d.Opy \ d.shared) U d.rls, i U d.pty).
If pa is present in one of the release sets:
pa € d.rlsyiy U d.rlsp,
then configuration d is unsafe and we are done. If

pa € (d.Oyi \ d.shared) U d.pty;
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then with dis joint-osets(d) we get
pa & d.Opy U d.shared U d.ptpy,

and conclude the proof.

— (nvR(I) Vv nwW(I)) A pa € c.rlsp). From we get
pa € d.ris;) Ud.Opy U d.ptyy.
With disjoint-osets(d) we get
pa € d.ris; V pa & d.Opy U d.ro U d.ptyy,
and conclude the proof.
- W)V (RMW(I) A I.cond(9')) A pa € c.rls;)). From we get
pa € d.rls;j U d.Opy U d.pty,
which already gives us safety violation.
- vW({I) VVR(I)V RMW(I) A (AU A,) Nerlsy # 0. From we get
(AUA,) N(d.rlsjy Ud.Op Ud.pty) # 0.

which also gives us safety violation and concludes the proof.

2.6.4 Simulation Theorem

In the intuitive explanations which we gave in the beginning of this section we are constructing a
new trace by undoing all steps of the conflicting thread until we reach a point when the conflict-
ing address is being released. Nevertheless, we do here a simpler proof. We state an induction
hypothesis that all traces up to length n satisfy safety of the delayed release. On the induction
step we prove by contradiction and assume there exists a trace of length n + 1 which does not
satisfy safety of the delayed release. We undo only a single step of the conflicting thread i.e., the
last memory or program step. We then continue the execution and show that the shorter trace
will also violate safety of the delayed release (we assume the regular safety to be always satisfied
by all possible traces). Since existence of such a trace contradicts to our induction hypothesis,
we conclude that all traces of length n + 1 satisfy safety of the delayed release.

Lemma 2.108 (safety ind)

initial(c) A safe-reach(c,0g) — Yk < n. safe-reachy(c,k,0g)

113



Proor By induction on n. For case n = 0 the statement trivially holds since all release sets are
empty. For the induction step n — n + 1 we do a proof by contradiction. Assume

safe-reach(c,08) AN ~-(Nk < n+ 1. safe-reachy(c, k, 0g)).
Our induction hypothesis guarantees that all configurations up to step n are safe:
Vk < n. safe-reachy(c, k,0g).

Hence, there must exist a trace with n + 1 steps starting from configuration ¢, where the first
n steps are safe and the last step is not safe. We denote the states in this computation by

A where D = ¢, ¢ = ¢*1! and
A%

n+1

—safe-stateg(c"” " ,08) ANVk < n. safe—stated(ck, 0g).

From the precondition of the function we know that state ¢! satisfies regular safety of the
virtual machine:
n+1

safe-state(c"" ", 0g).

Hence, the safety violation is due to a clash with release sets of some thread i:
unsafe—release(c’”rl ,1,08).

In this case we aim at “undoing” the last program or memory step of thread i and arguing
that a (shorter) trace without this steps would still be unsafe, which contradicts to our induction
hypothesis. Note, that after the last program or memory step of thread i there can be no page
fault steps of thread i, since this step would empty the release sets.

Let k be the state before the last program or memory step of thread i in the computation:

p.m p.m pf
&= MM AYmelk+1:n—-1]. (" =; ™" =, M.
eev eev

If this step is a memory step, then it can execute a read or a non-volatile write, since all other
instructions empty the release sets. Hence, we can apply Lemma[2.103]to get

simd(c*, ¢, i).

From initial(c®) we have
dis joint—osets(co).

With Lemma[2.52] we get
dis joint—osets(ck).

From sa fe-reach(c®) we have safe-reach(c’). We now split cases:

o if k = n then we are removing the last step in our execution sequence and we have

simd(c™, ).

Hence, we apply Lemma [2.106|to reconstruct the safety violation in configuration ¢" and
get
—safe-statey(c"),

which contradict to our induction hypothesis.

114



e if k < n then we apply Lemma [2.105[(we instantiate d’ =k, 0 =& n=(n-k))and
get

_ -Kn— . k.
Fd*. d° => d"* A simd(", dR D)

Since k + (n — k) < n + 1, the constructed sequence is shorter than the original one. With
Lemma we get dis joint-osets(d"~%). Hence, we apply Lemma [2.106| to reconstruct
the safety violation in configuration 4" and get

—safe-stateg(d" ¥, 0g),

which contradicts to our induction hypothesis.

The proof of Theorem 2.34 now simply follows from Lemma [2.108]
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Instantiation of Store Buffer
Machine Model

In order to apply our SB reduction theorem with MMU at the ISA level, we will instantiate
our abstract machine model in this chapter and prove the simulation between the instantiated
machine and an ISA machine named MIPS-86 [Sch13|] in next chapter. MIPS-86 is a MIPS
processor core extended with x86-64 like architecture features (in particular memory system).

In the first section of this chapter, we will introduce the MIPS-86 ISA. In the second section,
we will instantiate the machine models in Chapter[2] During the instantiation, we will discharge
all assumptions and constraints.

In our model in Chapter [2] the page table entry pte and the memory value v have identical
type V. From the specification of MIPS-86 [Sch13|] we have pte € B32. Thus, we instantiate
the type V with B32. In order to adapt to the memory in Chapter 2, which is a map A — V, we
change the byte-addressable memory in [Sch13]] to a word addressable memory with byte write
signals.

3.1 MIPS ISA

A MIPS-86 machine configuration consists of multiple processors and a shared sequential con-
sistent memory. Each processor has three components: an SB, a TLB, and a processor core. In
the processor core there are a general purpose register file (gpr), a special purpose register file
(spr) and a program counter (pc). In the remaining portion of this section, we will introduce
the formal specifications of all these components. We copy this section from [Sch13] with the
following modifications: (i) We use a word addressable memory with byte write signals instead
of a byte-addressable memory. (ii) We introduce extra SB flushes, when

* an interrupt happens;

* executing an instruction which is an read modify write instruction, TLB flush instruction,
return from exception instruction or an instruction which moves data from the gpr to mode
or pto in the spr.

We introduce the extra SB flushes to make our SB reduction theorem from Chapter 2] applicable

to the MIPS-86 ISA. (iii) In order to keep the instantiated model small, we do not consider
caches, devices, and inter-processor interrupts.
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Table 3.1: MIPS-86 Special Purpose Registers.

’ i ‘ synonym ‘
0| sr status register (contains masks to enable/disable maskable interrupts)
1 | esr exception sr
2 | eca exception cause register
3 | epc exception pc (address to return to after interrupt handling)
4 | edata exception data (contains effective address on pfls)
5 | pto page table origin
6 | mode mode register € {0°11,0°%)
7 | emode exception mode register (saves mode in case of interrupt)

3.1.1 Processor Core

Definition 3.1 (Processor Core Configuration of MIPS-86) A MIPS-86 processor core con-
figuration ¢ = (c.pc, c.gpr, c.spr) € K.ore consists of

e a program counter: c.pc € B,
e a general purpose register file: c.gpr : B> — B*, and

e a special purpose register file: c.spr : B> — B32. The available special purpose registers
of MIPS-86 are listed in table 3.1l

In MIPS-86 ISA, there are three types of instructions: /-type instructions, J-type instructions
and R-type instructions. /-type instructions are instructions that operate with two registers and
a so-called immediate constant, J-type instructions are absolute jumps and R-type instructions
rely on three register operands.

The instruction-layout of MIPS-86 depends on the type of instruction. In the subsequent
definition of the MIPS-86 instruction layout, rs, rt and rd specify registers of the MIPS-86
machine.

I-type instruction layout

Bits 31...26 | 25...21 | 20...16 15...0
Field Name | opcode rs rt immediate constant imm

R-type instruction layout

Bits 31...26 |1 25...21 | 20...16 | 15...11 10...6 5...0
Field Name | opcode rs rt rd shift amount sa | function code fun

J-type instruction layout
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Bits 31...26 25...0
Field Name | opcode | instruction index iindex

Instruction Layout Overview

A quick overview of available instructions is given in tables [3.2] (for I-type), [3.3](for J-type) and
[3.4] (for R-type). Note that these tables — while giving a general idea what is available and what
it approximately does — are not comprehensive. In particular, note that for all instructions whose
mnemonic ends with ”u”, register values are interpreted as binary numbers whereas in all other
cases they are interpreted as two’s-complement numbers.

Auxiliary Definitions for Instruction Execution

In what follows, we make auxiliary definitions in order to define the processor core transitions
that deal with instruction execution. In order to execute an instruction, the processor core needs
to read values from the memory. Of relevance to instruction execution is the instruction word
I € B* and, if the instruction I is a read or rmw instruction, we need the value R € B>? read
from memory.

Instruction Decoding Formalizing the tables given in subsection [3.1.1} we define the fol-
lowing shorthands for the fields of the MIPS-86 instruction layout:

e instruction opcode
opc(l) = I[31 : 26]

e instruction type
rtype(l) = opc(l) = 0% v opc(l) = 010*

jtype(I) = opc(I) = 0*10 v ope(I) = 0*11

itype(l) = —(rtype(I) vV jtype(l))

register addresses
rs(l) = 1125 : 21]

rt(I) = 1[20 : 16]
rd(l) = I[15 : 11]

shift amount

sa(l) = 110 : 6]

function code (used only for R-type instructions)

Sun(l) = 1[5 : 0]
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Table 3.2: I-Type Instructions of MIPS-86.

opcode H Mnemonic ‘ Assembler-Syntax ‘ d ‘ Effect

’ Data Transf(I)er ‘

100 000 b Ib rt rs imm 1 | rt = sxt(m)

100 001 lh lh rt rs imm 2 | rt = sxt(m)

100 011 Iw Iw rt rs imm 4 | rt=m

100 100 Ibu lburtrsimm | 1| rt=0"*m

100 101 lhu lhu rt rs imm 2 | 1t=0"%m

101 000 sb sb rt rs imm 1 | m=rt[7:0]

101 001 sh sh rt rs imm 2 | m=rt[15:0]

101 011 SW SW rt rs imm 4 | m=rt

Arithmetic, Logical Operation, Test-and-Set ‘

001 000 addi addi rt rs imm rt = rs + sxt(imm)

001 001 addiu addiu rt rs imm rt = rs + sxt(imm)

001 010 slti slti rt rs imm rt = (rs < sxt(imm) ? 1 : 0)

001 011 sltui sltui rt rs imm rt = (rs < zxt(imm) ? 1 : 0)

001 100 andi andi 7t rs imm rt =rs A zxt(imm)

001 101 ori ori rt rs imm rt =rs V zxt(imm)

001 110 xori XOori rt rs imm rt = rs @ zxt(imm)

001 111 lui lui rt imm rt = imm0'®

’ opcode ‘ rt ‘ Mnemonic | Assembler-Syntax | Effect
’ Branch

000 001 | 00000 bltz bltz rs imm pc =pc + (rs <0 ? immO00 : 4)
000 001 | 00001 bgez bgez rs imm pc=pc + (rs = 0 ? immOO0 : 4)
000 100 beq beq rs rt imm pc =pc + (rs = rt ? immO00 : 4)
000 101 bne bne rs rt imm pc =pc + (rs # rt 7 immOO0 : 4)
000 110 | 00000 blez blez rs imm pc=pc + (rs <0 ? immOO0 : 4)
000 111 | 00000 bgtz bgtz rs imm pc =pc + (rs > 0 ? immO0 : 4)

Here, m = my(ea(c, I)).

Table 3.3: J-Type Instructions of MIPS-86

’ opcode H Mnemonic | Assembler-Syntax | Effect

’ Jumps
000 010 j j iindex pc = binazy(pc+4)[31:28]iindex00
000011 jal jal iindex R31=pc+4 pc = binzy(pc+4)[31:28]iindex00
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Table 3.4: R-Type Instruction of MIPS-86.

’ opcode fun H Mnemonic | Assembler-Syntax ‘ Effect ‘
| Shift Operation ‘
000000 | 000 000 sll sll rd rt sa rd = sll(rt,sa)
000000 | 000010 srl sl rd rt sa rd = srl(rt,sa)
000000 | 000011 sra sra rd rt sa rd = sra(rt,sa)
000000 | 000 100 sllv sllvrd rt rs rd = sll(rt,rs)
000000 | 000 110 srlv stlv rd rt rs rd = srl(rt,rs)
000000 | 000 111 srav srav rd rt rs rd = sra(rt,rs)
Arithmetic, Logical Operation
000000 | 100 000 add add rd rs rt rd=rs + 1t
000000 | 100 001 addu addu rd rs rt rd =r1s + 1t
000000 | 100010 sub sub rd rs rt rd=rs —rt
000000 | 100011 subu subu rd rs rt rd=r1s — 1t
000000 | 100 100 and and rd rs rt rd=rs A1t
000000 | 100 101 or orrdrsrt rd=rsVrt
000000 | 100 110 xor xor rd rs rt rd=rs®r1t
000000 | 100 111 nor nor rd rs rt rd=rsVrt
’ Test Set Operation ‘
000000 | 101 010 slt slt rd rs rt rd=@s<rt?1:0)
000000 | 101 011 sltu sltu rd rs rt rd=(as<rt?1:0)
’ Jumps, System Call ‘
000000 | 001 000 Jjr jrrs pc =r1s
000000 | 001 001 jalr jalrrd rs rd=pc+4 pc=rs
000000 | 001 100 Sysc Sysc System Call
Synchronizing Memory Operations ‘
000000 | 111111 rmw rmw rd rs rt rd’ =m
m’ =(d=m?rt: m)
000000 | 111110 mfence mfence
TLB Instructions ‘
000000 | 111 101 flush flush flushes TLB
000000 | 111 100 invlpg invlpg rd flushes TLB translations
for addr. rd
Coprocessor Instructions
opcode 1S fun Mnemonic | Assembler-Syntax | Effect
010000 | 10000 | 011 000 eret Exception Return
010000 | 00100 movg2s movg2s rd rt sprlrd] := gprirt]
010000 | 00000 movs2g movs2g rd rt gprlrt] := sprrd]
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e immediate constants (for /-type and J-type instructions, respectively)
imm(I) = I[15 : 0]
iindex(I) = I[25 : 0]

For every MIPS-Instruction, we define a predicate on the MIPS-configuration which is true
iff the corresponding instruction is to be executed next. The name of such an instruction-decode
predicate is always the instruction’s mnemonic (see MIPS ISA-tables at the beginning). For-
mally, the predicates check for the corresponding opcode and function code. E.g.

Iw(l) = opc(I) = 100011

add(l) = rtype(I) A fun(I) = 100000

The instruction-decode predicates are so trivial to formalize that we do not explicitly list all
of them here. Let
i) = ~(w() v ...V add(l))

be the predicate that formalizes that the opcode of instruction [ is illegal by negating the dis-
junction of all instruction-decode predicates. Note that, encountering an illegal opcode during
instruction execution, an illegal instruction interrupt will be triggered.

Arithmetic and Logic Operations The arithmetic logic unit (ALU) of MIPS-86 behaves
according to the following table:

’ alucon[3:0] ‘ 1 H alures ‘ ovf ‘
0 000 *Na+3b 0
0001 *1l a+3b [a]l +[b] & T3>
0010 *la—3b 0
0011 *lla-3b [a] - [b] ¢ T3,
0 100 * 1 annb 0
0101 *llavypb 0
0110 *|la®pb 0
0111 0 || =32(a V3 b) 0
0111 1| o[15:0]0'® 0
1010 * 103 ([a] < [p]?1:0) | O
1011 103 {a) < (b)21:0) | 0

Based on inputs a, b € B3?, alucon € B* and i € B, this table defines alures(a, b, alucon, i) € B¥
and ovf(a,b,alucon,i) € B. To describe whether a given instruction / € B3 performs an
arithmetic or logic operation, we define the following predicates:

e [-type ALU instruction: compi(l) = itype(I) A I[31 : 29] = 001

e R-type ALU instruction: compr(l) = rtype(I) A 1[5 : 4] = 10
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e any ALU instruction: alu(l) = compi(l) V compr(l)

Following the instruction set architecture tables, we formalize the right and left operand of an
ALU instruction / € B3? based on a given processor core configuration ¢ € Kegre as follows:

o left ALU operand: lop(c,I) = c.gpr(rs(1))

c.gpr(ri(l))  rtype(])
o right ALU operand: rop(c, ) = < sxtsp(imm(I)) [rtype(I) A [1[28]

zxtyp(imm(l))  otherwise
We define the ALU control bits of an instruction I € B3Z as

112 : 0] rtype(l)

alucon(l)[2 : 0] = i
1128 : 26] otherwise

alucon(I)[3] = rtype(I) N I[3] V [1[28] A 1[27]

The ALU result of an instruction / executed in processor core configuration ¢ € Keore 1S then
given by
compres(c,I) = alures(lop(c, I), rop(c, I), alucon(l), itype(I))

Jump and Branch Instructions Jump and branch instructions affect the program counter of
the machine. The difference between branch instructions and jump instructions is that branch
instructions perform conditional jumps based on some condition expressed over general purpose
register values. The following table defines the branch condition result beres(a, b, bcon) € B, i.e.
whether for the given parameters the branch will be performed or not, based on inputs a, b € B
and bcon € B*:

’ bcon[3:0] ‘ bceres(a, b, bcon) ‘

0010 [a] <O
001 1 [a] >0
100 * a=b
101 * a#b
110 * [a] <0
111 * [a] >0

We define the following branch instruction predicates that denote whether a given instruction
IeB¥?isa jump or successful branch instruction given configuration ¢ € K¢ore:

e branch instruction: b(I) = opc(D[5 : 3] = 0° A itype(I)
e jump instruction: jump(l) = j(I) Vv jal(I) Vv jr() V jalr(I)

e jump or branch taken:

jbtaken(c,I) = jump(I) V b(I) A beres(c.gpr(rs(l)), c.gpr(rt(I)),opcl2 : 0]rt(1)[0])
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We define the target address of a jump or successful branch instruction / € B3? in a given
configuration ¢ € K¢ore as

c.pc +32 sxtzo(imm(1))00 b(I)
btarget(c,I) = { c.gpr(rs(I)) jr(D) Vv jalr(l)
(c.pc +33 43p)[31 : 28]iindex(1)00  j(I) V jal(I)

Shift Operations Shift instructions perform shift operations on general purpose registers. For
aln—1:0]eB"andi€{0,...,n— 1} we define the following shift results (¢ B"):
o shift left logical: sll(a,i) =a[n—i—-1: i10’
o shift right logical: srl(a,i) = Olaln—1:1]
o shift right arithmetic: sra(a, i) = ail aln—-1:1]
Note that, for MIPS-86, we will use the aforementioned definitions only for n = 32. We define
the result of a shift operation based on inputs a € B",i € {0,...,n — 1}, and sf € B? as follows:
sll(a,i) sf =00
slures(a, i, sf) = {srl(a,i) sf =10
sra(a,i) sf=11

We define a predicate that, given an instruction I € B3, expresses whether the instruction is a
shift instruction by a simple disjunction of shift instruction predicates:

su(l) = sll() v srlD) Vv sra(l) Vv silv(l) Vv srlv(I) V srav(l)

Given a shift instruction / € B3? and a processor core configuration ¢ € Keore, We define the
following shift operands:

(sa(l)) mod 32 Sun(D[3] =0

e shift distance: sdist(c,I) =
(c.gpr(rs(I))[4 : 0])mod 32 fun(D)[3] =1
o shift left operand: slop(c, 1) = c.gpr(rt(l))

The shift function of a shift instruction I € B3? is given by
sf) =111:0]

Memory Accesses We define auxiliary functions that we need in order to define how val-
ues are read/written from/to the memory in the overall system’s transition function. Given an
instruction / € B3 and a processor core configuration ¢ € K¢ore, We define the effective address,
access width and byte write signal of a memory access:

c.gpr(rs(l)) +33 sxtzp(imm(l)) itype(l)

e extended effective address: ea(c,I) =
c.gpr(rs(l)) rtype(I)
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1 b))V Ibu(l) Vv sb(I)
e access width: d(/) =42 (D) V lhu(l) Vv sh(I)
4 sw) Vv Iw({)V rmw)

0001 Ib(I) vV Ibu(l) v sb(I) A ea(c, D[] : 0]
0010 Ib(D) V Ibu(I) v sb(I) A ea(c,D[1 : 0] =01
0100 Ib(I) v Ibu(l) vV sb(I) A ea(c,D[1 : 0]

e byte write signal: bw(c,I) = {1000 Ib(I) Vv Ibu(I) v sb(I) A ea(c,D[1 : 0]
0011 (D) V lhu(l) v sh(I) A ea(c,)[1] =0
1100 [h(D) V lhu(I) vV sh(I) A ea(c, D[1] = 1
1111 w() Vv sw() vV rmw(I)

In ea(c,I) the ea(c, I)[31 : 2] is the effective address and ea(c, )[1 : 0] is used to compute
the byte write signal. The access width is the number of bytes that are read, or, respectively,
written. The byte write signal is a flag denoting the location of the target value. We define the
misalignment on fetch predicate as follows:

malf(c) = c.pc[1 : 0] # 00

For an instruction I € B32 and a processor core configuration ¢ € K¢ore, We define the misalign-
ment on load/store predicate as follows:

malls(c,I) = (Iw({)V sw()V rmw(l)) A ea(c,)[1 : 0] # 00
V(lhu(I) v Ih(I) Vv sh(I)) A ea(c,I)[0] # 0

that describes whether the memory access is misaligned. Note that misaligned memory access
triggers the corresponding interrupt. In order to denote whether a given instruction I € B3? is a
load or store instruction, we define the following predicates:

e load instruction: load(I) = Iw(I) Vv lhu(I) Vv [h(I) Vv Ibu(I) Vv Ib(I)

e store instruction: store(l) = sw(l) V sh(I) V sb(I)

Given a value v € B3? and an instruction € B2, we define the shift for load function

srl(v,8 i) (Ib(I) V Ibu(l)) A bw(c, DIi]
sal(v, 1) = srl(v,16)  (Ih(I) V Thu(D)) A bw(c, D[3]

% otherwise

The value read from memory R € B3? is given as an input to the transition function of the
processor core. In order to write this value to a general purpose register, depending on the
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memory instruction used, we either need to sign-extend or zero-extend this value:

xtp(v) = 022 Moy

sxtzp(v) = v[0]P Moy

2xtz(s4(R, DIT : 01 Ibu(l)
zxt3(s41(R, D[15 : 0])  lhu(l)
(R, I) =< sxtzo(s4l(R,D[7 : 0])  Ib(I)
sxtzp(s4I(R, D[15 : 0]) [h(])

R otherwise

Given an instruction I € B3? and a value v € B2, we define the shift for store function

sli(v,8 1) sb(I) A bw(c, D[i]
sds(v,I) = $sll(v,16)  sh(I) A bw(c, )[3]

v otherwise

Given an instruction / € B2 and a processor core configuration ¢ € Kcore, the store value is
given by the last d(/) bytes taken from the general purpose register specified by r#({):

sv(c, I) = s4s(c.gpr(ri(l)),I)

General Purpose Register Updates The predicate
gprw(l) = alu(l) v su(l) vV Iw(l) vV rmw(I) Vv jal(I) V jalr(I) V movs2g(I)

describes whether a given instruction / € B>? results in a write to some general purpose register.
We define the result destination of an ALU/shift/coprocessor/memory instruction / € B32 as the
following general purpose register address:

rd(I) rtype(I) A /movs2g(l)

rt(I)  otherwise

rdes(I) = {

For an instruction / € B3?, the address of the general purpose register which is actually written
to is defined as
1° jal(I) vV jalr(I)

d(l) =
cad(l) {ra’es(l) alu() V load(I) vV rmw(I)

We define the value written to the general purpose register specified above based on the instruc-
tion I € B32 and a given processor core configuration ¢ € Kegre as

c.pc +32 43 jal(l) v jalr(I)
(R, 1) load(I) vV rmw(I)
gprdin(c, I, R) = { c.spr(rd(I)) movs2g(I)

alures(lop(c, ), rop(c, I), alucon(l)) alu(l)
sures(slop(c, I), sdist(c,I), sf(I)) su(l)

126



Definition of Instruction Execution

Based on the auxiliary functions defined in the last subsection, we give the definition of instruc-
tion execution in closed form:

Definition 3.2 (Non-Interrupted Instruction Execution) We define the transition function for
non-interrupted instruction execution

5instr . Kcore X Z:instr - Kcore

where
Zinstr = B32 X (B32 U {J—})
as
L (loadI) vV rmw(I)) AR = L
Oinstr(c, [, R) = { , .
¢’ otherwise
where

btarget(c,I1) jbtaken(c,I)
o ¢'.pc ={c.spriepc) eret(l)
c.pc +32 430 otherwise

gprdin(c,I,R) x = cad(l) A gprw(I)
o ¢/.gpr(x) =
c.gpr(x) otherwise
c.gpr(ri())  rd(I) = x A movg2s(I)
c.spr(emode) x = mode A eret(l)
o (' .spr(x) =
c.spr(esr) x = sr A eret(l)

c.spr(x) otherwise

Auxiliary Definitions for Triggering of Interrupts

MIPS-86 provides the following interrupt types that are ordered by their priority (interrupt level):
Note that the all continue interrupts are either triggered by the execution of ALU operations with
overflow or execution of the system call instruction.

Here external event signals are provided as input eev € B2 | in which the eev[0] is the reset
signal and eev[1 : 255] is the device interrupt triggered by signals from the environment of
the processor, to the processor core transition function. The page-fault signals pff, pfls € B are
provided by the MMU of the processor to the processor core transition function. In hardware,
one interrupt can only happen either in the fetch phase (f) or in the execute phase (x). In the last
column of Table [3.5] we show at which phase the corresponding interrupt can take place in the
hardware. The priority of interrupts is based on the following rules:

o External interrupts have the highest priority. The reason is that unlike internal interrupts
which can be reproduced by repeating computation steps, the external interrupts are in-
puts from the environment and can not be reproduced. Also, external interrupts have the
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Table 3.5: MIPS-86 Interrupt Types and Priority.

’ level ‘ shorthand ‘ int/ext ‘ type maskable | description ‘ phase ‘
0 reset eev abort 0 reset f
1 dev eev repeat 1 devices f
2 malf iev abort 0 misaligned fetch f
3 pff iev repeat 0 page fault fetch f
4 ill iev abort 0 illegal instruction X
5 sysc iev continue | 0 system call X
6 ovf iev continue | 1 overflow X
7 malls iev abort 0 misaligned load/store | x
8 pfls iev repeat 0 page fault load/store | x

abort type which means the computation is ended or repeat type which can reproduce the
internal interrupts after the external one is handled. Since for one step of MIPS, there is
only one eev, we can assume them are handled in the fetch phase

o Interrupts which can only happen in the fetch phase must have the higher priority than the
interrupts which an only happen in the execute phase.

e Misalignment interrupts have higher priority than corresponding page fault interrupts. Be-
cause if a misalignment happen, there can not be any memory accesses to the misalign-
ment address.

e Illegal instruction interrupt has the highest priority among all the interrupts which can
only happen in the execute phase.

To simplify the proof in Chapter ] we assume the page fault interrupts have the lowest priority
in corresponding phases.

Definition 3.3 (Cause and Masked Cause of an Interrupt on Fetch Phase) We define the cause
on fetch cay € B3? of an interrupt and masked cause on fetch mca 7€ B3? of an inerrupt based
on the current core configuration ¢ € K., to be executed, the external event vector eev € B256
and the page-fault on fetch signals pff € B as follows:

e cause of an interrupt on fetch:

eev[0] j=0

\/lzzsf eev|i] j=1
cag(c,eev,pfHljl =c.pc[l1 : 0] 00 j=2

pif j=3

0 otherwise
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e masked cause of an interrupt on fetch:

cag(c,eev, pfHljl A cspr(sn)[jl j=1

mcay(c, eev, [/] =
"t P {caf(c, eev, pHLJjl otherwise

Only interrupt level 1 is maskable on the fetch phase; the corresponding mask can be
found in special purpose register sr (status register) and is applied to the cause of interrupt
to obtain the masked cause.

Definition 3.4 (Cause and Masked Cause of an Interrupt on Execution Phase) We define the
cause ca, € B>? of an interrupt on execution and masked cause mca, € B>? of an interrupt on
execution based on the current processor core configuration ¢ € K., the instruction I € B3?
to be executed, the external event vector eev € B>° and the page-fault on load/store signals
pfls € B as follows:

e cause of interrupt:

cax(c, I, pfls)[j] =

ill(I) V c.spr(mode)[0] A (movs2g(I) V movg2s(I) V eret(l)) j=4
sysc(l) j=95
ovf(lop(c,I),rop(c,I), alucon(l), itype(I)) j=6
ea(c,D[1 : 0] ¢ {00, L} j=17
pfis j=38
0 otherwise

e masked cause:

cay(c, I, pfis)[j1 A c.spr(sn)[jl j=6

x(c, 1, 1=
mcay(c, I, pfls)[ /] {cax(C, LpAs)[j] otherwise

Note that only interrupt levels 1 and 6 are maskable.

To denote that in a given configuration ¢ € Keore, external event signals eev € B2

signals pff € B an interrupt is triggered during fetch, we define the predicate

and page-fault

Jisrs(c,eev,pff) = \/ mcay(c, eev, pfhIj]
j

Given a configuration ¢ € Kcore, an instruction I € B32, external event signals eev € B> and
page-fault signals pfls € B an interrupt is triggered during execution, we define the predicate

jisri(e, 1, pfls) = \/ mea(c, I, pfis)l ]
J

The overall interrupt predicate is defined as

Jisr(c, 1, eev, pff, pfls) = jisry(c,eev,pf) V jisrx(c, I, pfls)
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Note that in a MIPS machine, at most one of the predicates among jisr, and jisry can be true.
To determine the interrupt level of the triggered interrupt on fetch phase, we define the function

ilf(c, eev, pff) = min{j | mcay(c, eev, pfHljl = 1}
To determine the interrupt level of the triggered interrupt on execute phase, we define the func-
tion
ily(c, 1, pfls) = min{j | mcax(c, I, pfis)[j] = 1}

The predicate
continue(c, I, pfls) = il (c, I, pfls) € {5, 6}

denotes whether the triggered interrupt is of continue type.

Definition of Interrupt Execution

Definition 3.5 (Interrupt Execution Transition Function) We define ¢ (¢, eev, plH) = ¢’ and

jisr.(c, 1, eev,pfls) = ¢” where I € B32 is the instruction to be executed, eev € B0 are the exter-

nal event signals and pff, pfls € B are the page-fault signals provided by the processor’s MMU.
Let k = min{j | eev[j] = 1}.

o ¢'.pc=c".pc =0

0*? X =sr
032 x = mode
c.spr(mode) Xx = emode
, c.spr(sr) X = esr

o prn) = mcag(c,eev,pff) x=eca
c.pc X =epc
binzy (k) x = edata N ilg(c,eev, pff) = 1
c.spr(x) otherwise
032 X =sr
032 x = mode
c.spr(mode) X = emode
c.spr(sr) X = esr

o " .spr(x) = {mca,(c,I,pfls) x=eca

c.pc x = epc A —continue(c, I, pfls)
Oinstr(c, I, L).pc  x = epc A continue(c, I, pfls)
ea(c, ) x = edata Nl (c, 1, pfls) = 8
c.spr(x) otherwise

e (' .gpr=c.gpr
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. c.gpr —continue(c, 1, pfls)
® C.gpr= .
Oinstr(c, I, L).gpr otherwise

Processor Core Transition Function
Definition 3.6 (Processor Core Transition Function)

6c0re Kcore X Zcure - Kcore
In which:

Teore = B X (B U{L) XxBP°xB xB

8jisr(c,eev,pff)  jisrs(c,eev, pf)
Score(c, I, R, eev, pif, pfls) = 8isr,(c, L pfls)  jisra(c, I, pfls)
Oinstr(c, I, R) otherwise

3.1.2 Memory
In MIPS-86 ISA we have a word addressable shared memory with byte write signals:
meB® - B2 =K,

The function cb(vy, vo, bw) € B3? is used to combine two values vy, v, € B3? according to the
byte write signal bw € B*:

cb(vi, vy, bw) = data

where:

byte(i,vy) bwl[i]
byte(i,vy) otherwise

byte(i,data) = {
Definition 3.7 (Memory Transition Function) The memory transition function is defined as:
om € Kyyx2y = Ky,
where:
T = B x B2 x B* UB¥ x B x B
Here,

e (a,v,bw) € B3 x B32 x B* — describes a write access to address a with value v and the
byte write signal bw, and
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e (c,a,v) € B3 x B3 x B3 — describes a read-modify-write access to address a with
compare-value ¢ and value v to be written in case of success.

We have:
cb(m(a),v,bw) in=(a,v,bw)Ax=a
Om(m,in)(x) =<v in=(,a,v)yAma)=cAx=a
m(x) otherwise

3.1.3 Store Buffer

A store buffer is a FIFO queue between the processor core and the shared memory. It accumu-
lates outgoing processor stores and, if available, forwards requested data on processor loads.

Definition 3.8 (Store Buffer Configuration) The store buffer entry configuration is defined as:

Kgpe = {(a,v,bw) | a € B Av e B A bw € BY)

The store buffer configuration is defined as follows:

KSb = K*be

N

We define some auxiliary function for store buffer forwarding. The transitions of store buffer
are formalized in the processor transition relation - we do not provide an individual transition
relation for the store buffer. Given a store buffer entry (a,v,bw) € Ky, and a word address
x € B3, we define the predicate:

sbehit((a,v,bw),x) = x = a

The function maxsbhit(sb, x) € N computes the index of the newest entry of the store buffer
sb € Ky, for which there is a hit at address x € B30,

maxsbhit(sb, x) = max{j | sbehit(sb[j], x)}

The following predicate sbhit(sb, x) denotes whether there is a store buffer hit in sb € Ky, at
address x € B0,

sbhit(sb, x) = Aj. sbehit(sb|]], x)

3.1.4 Translation Lookaside Buffer

In MIPS-86, we proved the virtual memory to implement the memory isolation for each thread.
By performing address translation from virtual memory addresses to physical memory addresses
(i.e. regular memory addresses of the machine’s memory system), the notion of a virtual memory
is established-if this translation is injective, virtual memory has regular memory semantics (i.e.
writing to an address affects only this single address and values being written can be read again
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later). Processors tend to provide a mechanism to activate and deactivate address translation-
usually by writing some special control register. In the case of MIPS-86, a special purpose
register mode is provided which decides whether the processor is running in system mode, i.e.
without address translation, or in user mode, i.e. with address translation.

The MIPS-86 applies a 2 level page table hierarchy. One advantage of this is that multi-
level page tables tend to require less memory space: only the necessary part of the page table
is provided. The disadvantage for the multi-level page table is that more memory lookups are
introduced for each memory reference. In order to increase the speed of address translation, we
introduce a shared cache called translation lookaside buffer (TLB) between the processor core
and the MMU. The purpose of a TLB is to cache address translations done by the MMU and to
reuse them later without performing additional memory accesses to page tables. A modern TLB
caches not only address translations themselves, which could by considered as complete page
table traversals, but also intermediate states of such traversals, which we call walks.

Definition 3.9 (TLB Configuration) The set of TLB configuration is defined as follow:
Kup = 25
where the set of walk configuration is given by:
Kyaix = B x {0,1,2) x B x B* x B
A walk w € K,k consists the following components:

e w.va € B¥. The virtual page address to be translated.

o w.level € {0,1,2}. The current level of the walk. If it is 0, we call w a complete walk.
Otherwise w.level is the number of remaining walk extensions to obtain a complete walk.

e w.ba € B?. The pointer to the target physical page if w.level = 0 otherwise to the next
level of page table.

e w.r € B3. The accumulated request rights. w.r = (wr € B, us € B, ex € B) stands for write
permission, user mode access permission and execute permission respectively.

o w.fault € B. The page fault flag.

Since MIPS-86 is a 32-bit architecture with a word addressable memory, each page consists
of 2'0 consecutive words and a page address consists of 20 Bits. The first level page table
translates the first 10 Bits of a page address and the second level translates the remaining 10
Bits.

Definition 3.10 (Page Index and Base Address) Given an address a € B? we have:
a = a.pxy o a.pxi o a.px

In which
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e a.px> € B'2. The second-level page index.
e a.px; € B'%. The first-level page index.
e a.pxo € B'O. The offset within a page.
The base address for a is defined as:
a.ba = a.px; o a.px;
Definition 3.11 (Page Table Entry) A page table entry pte € B3> consists of

e pte.ba = pte[31 : 12]. The base address of the next page table or, if the page table is a
terminal one, the resulting physical page address for a translation,

e pte.p = pte[11]. The present bit,

o pte.r = pte[10 : 8]. The access rights for pages accessed via a translation that involves
the page table entry,

e pte.a = pte[7]. The accessed flag that denotes whether the MMU has already used the
page table entry for a translation, and

e pte.d = pte[6]. The dirty flag that denotes whether the MMU has already used the page
table entry for a translation that had write rights. This particular field is only used for
terminal page tables.

For a base address ba € B?° and an index i € B'?, we define the corresponding page table entry
address as
ptea(ba,i) = ba o 00 +37 0%0;

The page table entry address needed to extend a given walk w € K, is then defined as
ptea(w) = ptea(w.ba,(w.va o 010)-wa.level)

Given a memory m € K,,, and a walk w € K,,,x, we define the page table entry needed to extend
a walk as
pte(m, w) = m(ptea(w))

Definition 3.12 (Walk Creation) We define the function
winit : B x B - K,

which, given a virtual base address va € B, the base address pto € B?° of the page table origin
and returns the initial walk for the translation of va.

winit(va, pto) = w

is given by
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wyva =va w.level=2 w.ba = pto
wor =111 w.fault =0

Note that in our specification of the MMU, the initial walk always has full rights (w.r = 111).
However, in every translation step, the rights associated with the walk can be restricted as needed
by the translation request made by the processor core.

Definition 3.13 (Sufficient Access Rights) For a pair of access rights r, 7’ € B3, we use
r<r =Vje[0:2]:r[j] <[]

to describe that the access rights r are weaker than r’, i.e. rights " are sufficient to perform an
access with rights r.

Definition 3.14 (Walk Extension) We define the function
wext : Kyqr X B32 — Kyalk
which extends a given walk w € K, using a page table entry pte € B2 in such a way that

wext(w, pte) = w'

is given by
w.va = w.va w'.fault = ~pte.p V —w.r < pte.r
, w.level — 1 pte.p , pte.ba pte.p
w'.level = ) w'.ba = .
w.level otherwise w.ba  otherwise

, w.r A pte.r pte.p
w.r=
w.r otherwise
Definition 3.15 (Complete Walk) A walk w € K, with w.level = 0 is called a complete
walk:
complete(w) = w.level =0

Definition 3.16 (Setting Accessed/Dirty Flags of a Page Table Entry) Before extending a walk
w the MMU sets access and dirty bits in the page table entry used to extend w. Given a page
table entry pte € B32 and a walk w € K, we define the function

ptela :=1,d :=1] w.r[0] A w.level = 1 A pte.r[0]
set-ad(w, pte) = )
ptela = 1] otherwise

which returns an updated page table entry in which the accessed and dirty bits are updated when
walk w is extended using pre. Extending a walk with write access right using a terminal page
table results in the dirty flag being set for the page table entry. Otherwise, only the accessed flag
is set.
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Definition 3.17 (Translation Request) A translation request
trq = (trq.va, trq.r) € B> x B
is a pair of
e virtual address trq.va € B, and
e access rights trq.r € B>,

Definition 3.18 (Walk Match) When a walk w only matches a translation request trg in the
virtual address, we call this a walk match:

match(trq, w) = w.va = trq.va[29 : 10]

Definition 3.19 (Walk Hit) When a walk w matches a translation request ¢rq in terms of virtual
address and access rights, we call this a walk hit:

hit(trq,w) = wva = trq.va[29 : 10] A trq.r < w.r
Note that a hit or a match may occur with an incomplete walk.

Definition 3.20 (Faulty Walk) A page fault for a given walk would result if: (i) during a walk
extension the page table entry needed to extend is not present or the walk would require more
access rights than the page table entry provides, (ii) the matched translation request requires
more rights than the walk provides. To denote this, we define the predicate

fault(pte, trq, w) = [complete(w) A wext(w, pte).fault V match(trq, w) A —hit(trq, w)

Note that a page fault may occur at any translation level. However, the TLB will only store
non-faulty walks (this is an invariant of the TLB) — page faults are triggered by a faulty walk
extension or a violation of access rights.

In the top-level transition function of MIPS-86, the transition request hit is introduced as a
precondition. The page faults are triggered as follows: the processor core always chooses walks
from the TLB non-deterministically to either obtain a translation, or, to get a page-fault when
the chosen walk has a faulty walk extension or the access rights are violated. Note that, when a
page-fault for a given virtual address occurs, MIPS-86 flushes all faulty walks from the TLB.

Definition 3.21 (Transition Function of the TLB) We define the transition function of the TLB
that states the transitions of the TLB

Oup - Kup X Zyp — K

where
Y = {flush} x B U {add-walk} X K.

as a case distinction on the given input:

o flushing a virtual address for a given address space identifier:

Oup(tlb, (flush, va)) = {w € tlb | w.va # va}

e adding a walk:
Oup(tlb, (add-walk, w)) = tlb U {w}
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3.1.5 Sequential MIPS

In order to apply the SB reduction theorem to the MIPS-86 ISA, in addition to the MIPS-86
machine, we also need to define the machine without SB. We call it the SB reduced MIPS-
86 machine. In this section, we will give the definition of sequential MIPS-86 machine and
sequential SB reduced MIPS-86 machine.

Configuration

Definition 3.22 (Processor Configuration) The set of processor configurations is defined as
follows:

Kpro = Keore X K X Ky

A processor p = (p.core, p.sb, p.tlb) € K, contains a processor core, a store buffer and a
translation lookaside buffer.

Definition 3.23 (SB Reduced Processor Configuration) The set of SB reduction processor con-
figuration is defines as follows:

Ksbr—pro = Keore X Kyppy

An SB reduced processor pg, = (pgpr.core, pspr.tlb) € Kgprpro contains a processor core and a
translation lookaside buffer.

Definition 3.24 (Sequential MIPS-86 Machine Configuration)
Kseq = Kpro X K

A sequential MIPS-86 machine configuration ¢ = (c.p, c.m) € Ky, consists of a processor and a
memory.

Definition 3.25 (SB Reduced Sequential MIPS-86 Machine Configuration)
Ksbr—seq = Ksbr—pro X Ky
An SB reduced sequential MIPS-86 machine configuration cg,r = (Cspr-Psbrs Cspr-m) € Kgprseq
consists of an SB reduced processor and a memory.
Transition Function

Definition 3.26 (Memory System) The results of read accesses performed by the processor
core are described in terms of a memory system that takes into account the store buffer and
the memory. We define a function ms that, given these components, returns the merged memory
view seen by the processor core:

m(x) —sbhit(sb, x)
ms(sb,m)(x,bw) = {sb[jl.v maxsbhit(sb,x) = j A bw < sb[jl.bw

L otherwise
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Definition 3.27 (Input of Processor Transition Function)

Zgeq = {core} X Kyaik X Kyaik X B*°
{tIb-create} x B>
{tIb-extend} X Kyak

{

{

U
U
U {tlb-accessed-dirty} X Kyak
U

sb}

e in = (core,w;, wg,eev) € Xy . The processor performs a core step using walks w; and
wg. wg is ignored if not necessary.

e in = (tlb-create, ba) € Xy, The MMU, which is implicitly modeled in the processor,
performs a TLB step to create a walk for base address ba.

e in = (tlb-extend, w) € X;,,. The MMU performs a TLB step to extend the walk w.

e in = (tlb-accessed-dirty, w) € X.,. The MMU sets the access and dirty bit of a page
table entry needed to extend w.

e in = (sb) € X,,,. The processor performs an SB step to update the memory.

Definition 3.28 (Input of SB Reduced Processor Transition Function)

256
Zsbr- seq — {COI‘C} X Kwalk X Kwalk x B

U {tlb-create} x B2
U {tlb-extend} X Kyalk
U {tIb-accessed-dirty} X Kwaix

Since the SB reduced processor does not make an SB step, the input of the SB reduced processor
transition function do not have sb as a parameter.

Definition 3.29 (Sequential MIPS-86 Transition Function)
6seq . Kseq X 2seq - Kseq
Oseq(c,in) = ¢’
We make a case split on in.

e in = (core, wy, wg, eev). In this case we define some shorthands:
- VX e {gpr,spr, pc}. p.X = c.p.core.X.
— VY e {sb,tlb}. p.Y = c.p.Y.
— mode = p.gpr(mode)[0].
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~

— trql = (p.pc[31 : 2],011). The translation request for instruction fetch.

— pff = mode A fault(pte(c.m,wy), trql, wy). Signals whether there is a page-fault-on-
fetch for the given walk w; and the translation request trgl.

wr.bao p.pc[11 : 2] mode . .
- pmal = . The physical memory address for in-
p.pcl31: 2] otherwise
struction fetch of processor core i (which is only meaningful if no page-fault on
instruction fetch occurs),

— I = c.m(pmal). The instruction fetched from memory. Because the self-modifying
code is forbidden, we can directly read from memory (in case of a page-fault-on-
fetch the value of I has no further relevance).

— switch(I) = movg2s(I) A (rd(I)) = 6.
— wpto(I) = movg2s(I) A (rd(I)) = 5.
— sbf(I) = rmw(l) v mfence(l) V invipg(I) Vv flush(l) Vv eret(I) Vv wpto(I) V switch(I).

— trqEA = (ea(p.core, |31 : 2], (store(I) V rmw(I)) o 10). The translation request for
the effective address.

— pfls = mode A fault(pte(c.m, wgr), trqEA, wg) A =pff A (store(I) V load(I) V rmw(I)).
The page-fault-on-load-store signal.

wg.ba o ea(p.core,N[11 : 2] mode

— pmaEA = . the physical memory address
ea(p.core,I)[31 : 2] otherwise
for the effective address.
1 \%
- R = PV Pfts . The value read from the

ms(p.sb, c.m)(pmaEA, bw(p.core,l)) otherwise
memory system.

is defined iff:

— mode — hit(wy, trql). The walk w; must match the translation request for instruction
fetch.

— mode — (store(I) V load(I) vV rmw(l)) A —pff — hit(wg, trqEA). If there is a read or
write instruction and no page-fault on fetch has occurred, the walk wg must match
the translation request for the effective address.

— —pff = complete(wy). If there is no page-fault on fetch, walk w; is complete, and
thus, provides a translation from virtual to physical address.

— —pfls = complete(wg). If there is no page-fault on load/store, walk wg is complete,
and thus, provides a translation from virtual to physical address.

— sbf(l) v jisr(p.core, I, eev, pff,pfls) — p.sb = []. The store buffer is flushed by an
interrupt and an instruction can only be executed when the store buffer is empty if it
is

+ aread modify write instruction, or
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% a fence instruction, or
% a TLB flush instruction (partially or totally), or
% an instruction which updates the special purpose register mode or pto.

Then the ¢’ is defined as:

Ocore(p.core, I, R, eev, pff, pfls)  (load(I) vV rmw(I))
c’.p.core = {Score(p.core, 1, L, eev, pff.pfls) (—load(I) A ~rmw(I))

p.core otherwise

' b p.sb o (pmaEA, sv(p.core, ), bw(p.core,l)) store(l)
c.p.sb =
P p.sb otherwise

0 flush(I)
Oup(p.tib, (flush, p.gpr(rd(l)).ba)) invipg(l)
c’.p.tlb = { 5,,(p.tlb, (Alush, p.pc.ba)) pif
O0up(p.tib, (flush, ea(p.core, I).ba)) —pff A pfls
p-tlb otherwise

, Om(c.m, (p.gpr(rd(I)), pmaEA, sv(p.core,I))) rmw(l)
c.m=
c.m otherwise

e in = (tlb-create, va). A new walk for virtual address va is created in TLB. ¢’ is defined iff

— mode. The TLB only create walk when the processor is running in user mode.
c’.p.tlb = p.tlb U winit(va, p.spr(pto).ba)

Creating a new walk in the TLB is a step that affects only the TLB.

o in = (tlb-set-accessed-dirty, w). Accessed and dirty bits of the page table entry needed
to extend walk w in TLB are set appropriately

¢’ is defined iff:
— mode. Page table flags can only be set in translated mode.
— w € p.tlb A ~complete(w). We only set dirty and accessed bits for incomplete walks.

— pte(c.m,w).p = 1. The MMU can only set accessed/dirty flags for page table entries
which are actually present.
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Then,

c'.m = 6, (c.m, (ptea(w), set-ad(w, pte(c.m,w)), 14))

Setting the page table entry flags only affects the corresponding page table entry in mem-
ory. In this model, the MMU non-deterministically sets accessed and dirty flags — enabling
walk extension using the given page table entry.

in = (tlb-extend, w). An existing walk in TLB is extended

We let pte = pte(c.m,w) then ¢’ is defined iff:

mode. The MMU can only extend a walk in translated mode.

w € p.tlb. The walk to be extended is contained in the TLB.

—complete(w). The walk is not yet complete.

pte.a A pte.p A (w.level = 1 A w.r[0] A pte.r[0] — pte.d). The present and ac-
cessed/dirty flags are set appropriately.

—wext(w, pte). fault. The walk extension does not result in a faulty walk.

Then,

c’.p.tlb = 6,(p.1lb, (add-walk, wext(w, pte))}

Walk extension only affects the TLB, note, however, that in order to perform walk exten-
sion, the corresponding page-table entry is read from memory.

in = (sb). A memory write exits the store buffer.

¢’ is defined iff p.sb # []. The store buffer can only make a step when it is not empty.
Then,

c’.p.sb = tl(p.sb)
c’.m = 6,,(c.m, p.sb[0])

Store buffer steps never change processor core configurations and TLB configurations.
The oldest write in the store buffer is submitted to the memory. Note that here the self-
modifying code is forbidden.

Definition 3.30 (SB Reduced Sequential MIPS-86 Transition Function) The definition of SB
reduced sequential MIPS-86 transition function is very similar to Definition[3.29] There are two
differences: (i) instead of buffering store operations in the SB, all memory updates directly ap-
ply to the memory and (ii) instead of SB forwarding, the load operation directly read from the
memory.

6sbr-seq : KSbr-seq X z:sbr-seq - Ksbr-seq
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. ’
6sbr—seq(csbra Ngpr) = Csbr
We make a case split on ingy,.
e ing, = (core,wy, wg,eev). In this case we define all the shorthands analogously as in

Definition[3.29]by substitute the sequential MIPS machine configuration ¢ with ¢, except
the read value R. The read value is defined as:

R {L piv pfis

cspr-m(pmaEA)  otherwise

Under the same guard conditions as the first 4 in the first case of Definition [3.29] we can
define ¢}, as:

Ocore(Psbr-core, I, R, eev, Pﬁipﬂs) (load(I) vV rmw(1))
c;br.psbr.core = 3 0core(Pspr-core, I, L, eev, pff, pfls) (=load(I) A =rmw(I))

Psbr-COTE otherwise
0 Sflush(l)
Oub(Pspr-1lb, (flush, pgr.gpr(rd(1)).ba))  invipg(I)
Copp-Psbrtlb = 3 Syp(psor-tb, (flush, p . pe.ba)) pff
Oup(pspr-tib, (flush, ea(pgpr.core, I).ba)) —pff A pfis
Dsbr-tb otherwise

Om(Cspr.m, (Psbr-gp”(”d(l)), PmaEA, SV(Psbr-COVe, 1)) rmw(l)
Coppytt = S S u(Cpr.m, (pmaEA, sv(pgy.core, I), bw(pgr.core, 1)) store(I)

Csbr-M otherwise
e In the remaining cases, the definition is completely analogous to Definition [3.29]

3.1.6 Multicore MIPS-86

Definition 3.31 (Multicore MIPS-86 Machine Configuration) The multicore MIPS-86 machine
consists of np identical processors and a shared memory

Kyips = ([0:np—1] — Kpro) X K

h = (cyui, m) € Kypps in which ¢, 1s @ map from the processor index to the processor config-
uration.

Definition 3.32 (Multicore MIPS-86 Transition Function)

On : Kyips X Zyips — Kuips
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In which Zpy7ps = Zgeq X [0 : np - 1].
Sn(h, (in,i)) = I’
where:

6seq(h-cmul(i), in.p i=j
h.cou(j) otherwise

h/-cmul(j) = {
h'.m = §geq(h.Copu(i), in).m

Definition 3.33 (Multicore SB Reduced MIPS-86 Machine Configuration) The multicore SB
reduced MIPS-86 machine consists of np identical SB reduced processors and a shared memory

Kpr-mips = ([0 -np — 1] — Ksbr—pro) X Ky,

hspr = (Csbr-muts M) in which ¢gpppm, 1s @ map from the processor index to the SB reduced proces-
sor configuration.

Definition 3.34 (Multicore SB Reduced MIPS-86 Transition Function)
Ongy  Ksbr-mips X Zgpr-mrps — Kmips
In which Xy pm1ps = Zgprseq X [0 : np —1].
Ohyyy (stors iNspyrs 1)) = 5y,
where:

6sbr—seq(hsbr-Csbr—mul(i)’ Ngpr).p =]

B y-Csr-mut(J) =
spre b hsbr-csbr—mul(j) otherwise

h;br-m = 6sbr—seq(hsbr-csbr—mul(i)a Ngpy).M

3.2 Instantiation

In this section, we will instantiate our model from Chapter 2] First, we assume the program
code resides in the read-only memory, and we will give the formal definition of the assumption
at the end of this chapter. To distinguish between the fetch and execution phase, we add a ferch
flag to the program state. According to the assumptions in Chapter [2] we should maintain the
freshness of the temporaries. Thus, we also add a counter n to the program state as the time
stamp. Moreover, for the initial configuration c°, we constraint that

Vi co.p[,-].fetch A co.pm.n =0A co.is[,-] =[JAVteT. co.ﬁ[i](t) =1

Note that, in our model in Chapter 2] we make the mode as a separate component in the thread-
local machine configuration and the page table origin as an implicit part in the MMU state. As a
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Figure 3.1: The state transitions in an instantated machine

consequence, we need a partial special-purpose-register file that does not contain mode and pto.
We call it spr,.

Also, note that for a non-page-fault interrupt must be signaled in a program step. However,
a page fault interrupt must be signaled in a page fault step. The semantics of jisr in a program
step and a page fault step are also different. In a page fault step, the pc, spr, and mode are
updated automatically when an interrupt happens. Nevertheless, in an interrupted program step,
only the pc and spr), are updated, and a mode switch memory instruction is generated to update
the mode.

We need to instantiate the program step like that to maintain our proof in Chapter 2] In
the proof, the abstract machine and the SB machine always perform the identical MMU steps
simultaneously. To accomplish this, the value of mode should always be consistent in both
machines. Since the program step does not flush the SB, we can not guarantee the simultaneous
execution of a program step in both machines. As a consequence, our semantics in Chapter 2]
forbid to change mode by program steps. Therefore, in an interrupted program step, a mode
switch instruction needs to be generated, which is executed simultaneously on both machines,
to update the mode.

As depicted in Figure [3.1] the execution of one instruction in the MIPS-86 machine can be
divided into the following phases: Initially, we have

c.ppifetch

1. Program Step. In this step, the machine clears the fetch flag and

o If no interrupts happen, the machine generates a non-vol read (because the code
resides in the read-only portion of memory) to fetch from memory and makes the
transition (1). The next step of thread i will be a phase 2 memory step.

e Ifaninterrupt happens, the machine updates pc and spr,,, and generate a mode switch
memory instruction (transition (2)). The next step of thread i will be a phase 4
memory step. Note that, since the machine has not fetched from memory yet, the
only possible interrupts can happen here are non-page-fault interrupts on fetch.

After the program step we get a new machine configuration ¢’.

=c’.ppiyfetch
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2. Memory Step or Page Fault Step. We make a further case split:

e Page Fault Step. If a page fault happens here, the machine performs a page fault
step. Note that, for the same reason as the previous phase, it should be a page fault
on fetch. The machine updates pc, spr, and mode, and sets the fetch flag to start the
next round of execution (transition (3)). The next step of thread i will be a phase 1
program step. After the phase 2 we have

c”.ppyfetch

e Memory Step. If no page fault happen, we let I’ = hd(c’.isj;)) then nvR(I”) should be
generated by an uninterrupted phase 1 program step. With the non-vol read memory
instruction, the machine fetches an ISA instruction by making the transition (4). In
the next step of thread i, it will perform a phase 3 program step. After the phase 2
we have

=c”.pyfetch

177

3. Program Step. In this step, to get the new configuration ¢
flag. We make a further case split here:

, the machine sets the fetch

o No interrupt happens. This case consists of two sub-cases depending on the fetched
ISA instruction from a previous non-page-fault phase 2 execution:

— No need to generate a memory instruction (e.g. if an add instruction was fetched
in the last phase 2, the program step generates no instruction). The machine
executes the fetched ISA instruction and makes the transition (6) as well as
updates the corresponding pc, spr,, and gpr. The next step of thread i will be a
phase 5 program step.

— Otherwise. The machine generates a memory instruction to access the memory
or update other components. The machine also updates the pc with the next pc
value and also updates the spr. Note that, in this case, the machine does not
update the gpr. The reason is that gpr should be updated with the read value
from memory in this case, but the corresponding memory read operation has not
been executed yet. The gpr will be updated in subsequent steps. The machine
makes the transition (5). The next step of thread i will be a phase 4 memory
step.

e A non-page-fault interrupt happens. Based on the previous argument, interrupts
on fetch were signaled in the previous phase 1 program step or phase 2 page fault
step. The only possible interrupt here is a non-page-fault interrupt on execute. In
this case, the machine updates the pc, spr,, and gpr (for a continue interrupt). The
machine generates a mode switch memory instruction to update mode and makes the
transition (5). The next step of thread i will be a phase 4 memory step.

After phase 3 we have
" .ppyfetch

4. Memory Step or Page Fault Step.
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o If no page fault happens, the machine performs a memory step. Here, we make a
further case split:

— If the instruction in the instruction sequence is a mode switch instruction gener-
ated by an interrupted program step, then the machine makes the transition (8).
The next step of thread i will be a phase 1 program step.

— Otherwise, the machine makes the transition (7). The next step of thread i will
be a phase 5 program step.

o If a page fault happens, with analogous reasons as in phase 3, the page fault is a
page fault on load/store. It updates the pc, spr,, and mode, and sets the ferch flag
(transition (8)). The machine will perform a phase 1 program step in next step of
thread i.

¢t ppyfetch

5. Program Step. This step increases the counter in program state and updates the corre-
sponding gpr if the last phase 4 memory step is a read or rmw. The next step of thread i
will be a phase 1 program step. Note that this phase is only entered for non-interrupted
instruction execution.

¢ .ppyfetch

Note that since in one round of abstract machine execution, every phase corresponds to one
identical ISA instruction. For each MIPS step, there is only one eev. Therefore, in one round
of execution, every program step have identical eev. Also, note that in the phase 5 program
step, the interrupts are ignored. For external interrupts which have the highest priority should be
handled in the previous program step. For internal interrupts can be handled in the subsequent
the program step.

3.2.1 Instantiation of Basic Signatures

e A, V. The memory is a word-addressable memory with 239 addresses.

A=BY V=B¥

e P. The program state is defined as a tuple which contains a counter (or time stamp)
n € N to maintain the uniqueness of temporaries, a program counter pc € B3, a previous
program counter ppc € B3? which will be useful in later proofs, a general purpose register
file gpr € B> > B2 a partial special purpose register file spr, € B>\ {bins(5), bins(7)} —
B32 which is a special purpose register file without mode and pto, and a flag fetch € B.
Moreover, it contains an auxiliary component jisr € B which is useful in the simulation
proof in Section[4.3.2] The jisr flag is set when an interrupt happens.
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The set of program states is defined as:

P =N x B3 x B*? x (B> = B*?) x (B> \ {bins(5), bins(7)} - B?) xB x B

For all p € P. p = (p.n, p.pc, p.ppc, p.gpr, p.spryp, p.fetch, p. jisr). We define partial spe-
cial purpose register file as: spr, = Spr 'es\pins(5)pins(7)}- NOte that, the initial value of
ppc is equal to pc.

T. The temporary is instantiated as a tuple which contains a name €{/, R} and a counter
(or time stamp) n € N to make the temporary unique. In the instantiated semantics (sec-
tion [3.2.3)) of the program step, the value of the counter is always increased. Thus each
temporary is unique. In the rest of this thesis we write the temporary (I, n) and (R, n) as I,
and R, for short. The set of temporaries is defined as:

T={R} XN

R. The set of access rights for address translation is defined as a 3-bit string. For all
r € R the r[0] stands for write permission, r[1] for user mode access and r[2] for execute
permission.

R = B®

BW. The set of byte write signals is defined as a subset of B*.

BW = {0000, 0001, 0010,0100, 1000,0011, 1100, 1111}

U. The MMU state consists of a TLB #/b € 2K+ and a value of page table origin pto €
B32.
U = 2K 5 B2

EEV. The external input is defined as a 256 bit string. For all eev € EEV the component
eev[0] is the reset signal, and eev[1 : 255] is the device interrupt triggered by signals from
the external environment of the processor.

EEV = B»®

3.2.2 Instantiation of Auxiliary Functions, Predicates, and Relations

Casting Functions In order to reuse the auxiliary functions defined in section [3.1.1| we need
the following type cast functions: The function cast(p, mode, pto) € K., takes a program state
p € P, mode, pto € B* and returns a MIPS-86 processor core configuration.

cast(p, mode, pto) = c[gpr := p.gpr, pc := p.pc, spr := spr’]

where:

spr’ = p.gprp(bins(5) = pto)(bins(7) — mode)
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Some auxiliary functions do not depend on the value of mode or pto. Thus, we overload the
typecast function:

cast(p, mode) = cast(p, mode, 032)
cast(p) = cast(p, 032, 032)

In the remaining part of this chapter, we let I = (I, ,) and R = 9#(R),,) then the auxiliary
functions and predicates are defined as follows.

e f. The write value calculation function f € (T — V) — V is defined as:

£ = s4s(p.gpr(ri(I)), 1) store(I)
p-gpr(rd(l)) rmw(I)

e D is instantiated as:

D= {Ipn}

e cond. The condition predicate cond € (T — V) — B for read modify write is instantiated
as:

cond(®) = p.gpr(rd(l)) = R

e cb. The combination function cb € V XV X BW — V for a write operation is used to
compute the value to be stored in memory according to the byte write signal. This function
is defined identically as the combination function in section (3.1.2

e <. The relation < € BW x BW — B is defined similarly as the overloaded < relation in

section[3.1.4]

bwi < bwy = Vi. bwq[i] < bwyli]

e =;,. The byte writes equality relation =, € VXV — B is used to check if 2 data is equal
according to a given byte write signal bw.

V1 =pw V2 = bwli] — byte(i,vi) = byte(i, v2)
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3.2.3 Instantiation of Transition Functions
MMU Model

e can-access(mmu, pa) € B. The predicate denotes weather the MMU in state mmu € U
can access a page table entry located at pa € A.

can-access(mmu, pa) = Aw € mmu.tlb. ptea(w) = pa A ~complete(w)

e can-page-fault(mmu,va, r, pa, pte) € B. The predicate denotes weather the MMU in
state mmu € U can signal a page fault during the virtual address va € A translation. The
page fault can be signaled if we can choose a walk w from the mmu.tlb and obtain a faulty
walk by extending w with pte € V in address pa € A or the access rights r € R is violated
by r. Let trqg = (va, r) then

can-page- fault(mmu, va, r, pa, pte) = Aw € mmu.tlb. fault(pte, trq, w)

® Opmur(mmu, pa, pte) € 2Y. The MMU read function fetches a page table entry pte € V
from the physical address pa € A and returns a set of possible MMU states according to
the MMU state mmu € U. We first define the safety condition for walk extensions.

safe-wext(w, pte) =—~complete(w) A pte.a A pte.p A
(w.level = 1 Aw.r[0] A pte.r[0] — pte.d)

Let 6,ymu-(mmu, pa, pte) = A then A is defined as:

A = {(mmu.pto, mmu.tlb U {wext(w, pte)}) |
w € mmu.tlb A ptea(w) = pa A safe-wext(w, pte)}

® Opmuw(mmu, pa, pte) € 2¥. The MMU write function takes a page table entry pte € V
located at physical address pa € A and returns a set of values. The result of the MMU
write function is a set of values because whether we should update the dirty bit of pte
depends on the walk non-deterministically chosen from the mmu.tlb.

Ommuw(mmu, pa, pte) = {set-ad(w, pte) | w € mmu.tlb A

pte.p A ptea(w) = pa N\ ~complete(w)}

® Ofusn(mmu, F) € U. The TLB flush function takes the MMU state mmu € U and a set
of addresses F € 2% and removes certain walks from the TLB. The Walk w € mmu.tlb is
removed from TLB if there exists a € F and a.ba = w.va.

6fluxh(mmu, F) = mmu’
where:

mmu’ = (mmu.pto,mmu.tlb \ {w| da € F. a.ba = w.va))
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® Oypro(mmu,v) € U. The page table origin update function takes the MMU state mmu € U

and a value v € B3? returns an updated MMU state.

Owpro(mmu, v) = mmu[pto := v, tlb := mmu.tlb U {winit(va,v) | va € BZO}]

Ocrnw(mmu, va) € U. The walk creation function creates a new walk for address va and add
it to the TLB.

Sermw(mmu, va) = mmu[tlb := tIb’]

in which
tb" = mmu.tlb U {winit(va.ba, mmu.pto[31 : 2].ba)}

Opf(p, mode,va) € P. The page fault function jumps to the interrupt service routine when
a page fault happens. It takes a program state p € P, a mode flag mode and a virtual
effective address va, and returns an updated program state.

8, (p, mode,va) = p’
where we let

mcayf = 0’1078 mcdpps = 0%10%

then )
p.pc=02 pppc=ppc pn=pn+l
pfetch=1 p'.gpr=p.gpr p'.jisr=1

032 X =sr
03! o mode x = emode

p-spr,(sr)  x=esr

meay,g X = eca A —p.fetch
p’.sprp(x) = { mcapyg X =eca A p.fetch
p.ppc X =epc A p.fetch
p.pc X =epc A —p.fetch
va o 00 x = edata N\ p.fetch

p-spr,(x)  otherwise

Note that, according to the argument at the beginning of this section, the page fault can
only happen in a phase 2 or phase 4 page fault step. In order to enter the phase 2 page
fault step, our semantics guarantee that no other interrupts on fetch in previous phase 1
program step happened (Otherwise, the machine will enter phase 4 to execute the mode
switch instruction). Thus, the masked cause for page fault on fetch can be set to 0°10%8,
Analogously, the masked cause for page fault on load/store can be set to 0310%3,



Also note that, if a page fault happens in phase 2, from the semantics we know that the
fetch flag was cleared by the previous phase 1 operation. However, since the machine has
not performed the corresponding fetch yet, the page fault is a page fault on fetch inter-
rupt. Similarly, a true fetch flag indicates that the page fault is a page fault on load/store
interrupt.

Moreover, in page fault step, the current pc value should be store in the special purpose
register epc. For a phase 4 page fault step, because the next pc value was computed in the
previous phase 3 program step, the p.pc value is actually next pc value. Thus, we store
the ppc into epc in the phase 4 page fault step.

e atran(mmu,va, mode,r) € 2*. The address translation function takes an MMU state
mmu € U, a virtual address to be translated va € A, a mode € B denotes whether we
are in system mode or user mode, and a r € R for the access rights of the translation
request. It returns a set of possible translated physical addresses.

{ba 0 0'0 +5, 0% o va.pxg | ba € PBA} mode =1

atran(mmu, va, mode, r) =
{va} mode =0

where:

PBA = {w.ba | w € mmu.tlb A complete(w) A hit((va, ), w)}

Transition Function ¢, in Program Step

The transition function ¢, is used to generate instructions and update the program state. In order
to generate the correct instructions, the shared memory access instructions should be distin-
guished. We can collect the virtual address of these instructions in a set A;, which only depends
on the compiler. At the ISA level, we treat it as an external parameter from the environment.

Auxiliary Functions

cag(p, eev) = cag(cast(p), eev,0)
ca(p, mode, I) = ca,(cast(p, zxtzp(mode)), I, 0)

Note that the page fault flags are set to 0, because the page faults should be handled later in page
fault steps. It is fine since page faults have the lowest priority. We overload the mcay, mcay, ily,
ily, jisry and jisry as:

mcaf(p, eev) {Caf(pa eev)[j1 A p,sprp(sr)[j] j=1

car(p,eev)|jl otherwise

mcax(p, mode, D[ j] {“‘x(l”mode,l)[j]/\ p.spry(sljl j=6

cax(p,mode, I)[j] otherwise
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il (p, eev) = min{j | meay(p, eev)|j] = 1)
il,(p,mode, I) = min{j | mca(p, mode, [ j] = 1}

continue(p, mode, I) = il (p, mode, I) € {5, 6}

Jisre(p,eev) = \/ mcagr(p,eev)[jl A p.fetch
J

Jjisry(p,mode, I) = \/ mca,(p, mode, [ j] A —=p.fetch
Jj

We define the jisr predicate as follows:
Jisr(p,mode, ¥, eev) = jisry(p,eev) V jisry(p,mode,I)
We overload the transition function ¢ ;s ; as follows:
8 jisrs(p, mode, ¥, eev) = p’

in which we let ¢’ = 9 iy, ((cast(p, zxtzp(mode)), eev, 0) then:
p'.pc=c.pc p'ppc=ppc p.spr,=c.spr, p'n=pn+l
p’jisr =1 p’.gpr=c'.gpr p’fetch=1

We overload the transition function 0 j;s,, as follows:
6jisrx(pa mode, ) = pl

in which we let

’

¢’ = 6jisr (cast(p, zxtza(mode)), I, 0))

then:
p’.pc =c’ .pc p’.ppc = p.pc p'.spr,=c.spr, p'n=pn+l
pl.gpr=c'.gpr p'fetch=1  p'jisr=1

We define the following predicate to check whether the machine is in the phase 1 program
step.

fetch(p, ¥, eev) = p.fetch A —jisrg(p,eev) N1 = L
We define the following predicate to check whether the machine is in the phase 3 program step.
execute(p,?, mode) = —p.fetch A = jisr(p,mode, I)
We define the following predicate to check whether the machine is in the phase 5 program step.
post(p,9) = pfetch N1 # L

Note that, according to our previous description, the phase 5 program step behaves as an epilogue
of an instruction execution, which increases the counter and updates the gpr if needed. Thus,
this step ignores all the interrupts.
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Instruction Generation Function

Definition 3.35 (Instruction Generation) The instruction generation function
ins-gen(p, ¥, mode) € I*
generates a sequence of instructions according to the value of temporary:

ins-gen(p, ¥, mode) =1

[Read vol ea(cast(p), )[31 : 2] Rp,,, 010 ext bw p] load(I)

[Write vol ea(cast(p), D[31 : 2] (D, ) 110 ¢cb bw p]  store(])

[RMW ea(cast(p), D31 : 2] Ry, (D, f) cond 110 p]  rmw(I)

[INVLPG F] invipg(I) vV flush(I)
[ =< [SWITCH p.sprp(emode)[O]] eret(l)

[SWITCH p.gpr(rt())[0]] switch(I)

[WPTO p.gpr(rt(]))] wpto(l)

[FENCE] mfence(l)

[1 otherwise

where:

. d(D)[31 : 2] invipg(l
vol & p.pc[31 :2] € A, F= {p gpr(rd(D)] 1 invipg(l)

B30 flush(I)
bw = bw(cast(p),I) ext(data, bw) = lv(data, I)

With the definitions of ext, cb, < and =p,, the constraints in Section [2.2.2)on bw, ext and cb can
be trivially discharged.

Definition of o,

Definition 3.36 (Transition Function in Program Step) The transition function
6p(p, 9, mode, mmu, is, eev) = (p’, is")

takes a program state p € P, temporaries ¢ € T — V X A, a mode € B, an instruction sequence
is € I" and an external input eev and returns an updated program state p’ € P as well as a
sequence of newly generated instructions is” € I*. (p’,is’) is defined iff is = []. We let ¢’ =
Oinsr(cast(p, zxtsp(mode), mmu.pto), I, 032). Note that we use the dummy value 0°2 to execute
the instruction / and get a MIPS core configuration ¢’. We only use the ¢’ to update the pc, spr),
and gpr for an uninterrupted phase 3 program step if it is no need to access the memory, the new
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value computation of these components do not depend on the read results. The updating of gpr
with the memory read result is postponed to the phase 5 program step.

plfetch := 0, jisr := 0] fetch(p,?, eev)

Dexec execute(p, ¥, mode)
P" = 1{ Ppost post(p,9)

6ﬁsrf(p, mode, ¥, eev)  jisrr(p,eev) NI = L

0 jisr,(p, mode, 1) Jisry(p,mode, I, eev)

[Read False p.pc[31 : 2] 1,, 011 ext 1111 p]  fetch(p,?, eev)
S, ins-gen(p, ¥, mode) execute(p,?, mode)
o post(p, )

[SWITCH 0] otherwise

where:
Pexec-PC = ¢’.pc Pexec-SPTrp = C/'Sprp Pexec:PPC = P-PC Pexec:fetch =1 pexec.n = p.n
Pexecjisr =0

pgpr is" # ]
c’.gpr otherwise

Pexec-8P" = {
and
updategpr(l, x) = (load(I) A rt(I) = x) V (rmw(I) A rd(I) = x)

updategpr(l, x)

R
ppost-gpr(x) = { Ppost-h = p.n + 1

p.gpr(x) otherwise

VX € {pc,ppc, spry.fetch, jisr}. ppost.X = p.X
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Applying Store Buffer
Reduction to MIPS-86

In Chapter [3] we instantiate the SB reduction theorem with MMU at the ISA level. In this
chapter, we will apply the SB reduction theorem with MMU to MIPS-86 ISA. Thus, we need
the model stack in Figure .1 The bottom of the stack is the MIPS-86 ISA, which can be trivially
simulated by the instantiated SB machine. We omit the trivial simulation theorem in this thesis.
The SB machine can be simulated by the abstract machine with the SB reduction theorem in
Chapter 2] After that, we need a theorem to simulate the abstract machine with the SB reduced
MIPS-86 ISA.

First, we need to define the semantics of SB reduced MIPS-86 ISA with ownership. We in-
troduce a model named Concurrent system with shared memory and ownership (Cosmos model)
from [Baul4] as the top layer of the model stack in Figure 4.1} To define the safety condition
for the MMU access, we extend the ownership in [Baul4] with local page table sets for each
threads and the corresponding acquire and release sets of local page tables. Then we instantiate
the Cosmos model with SB reduced MIPS-86 ISA. Moreover, we will prove a simulation theo-
rem between the instantiated abstract machine and the SB reduced MIPS-86 Cosmos machine.
At last, we will prove that the ownership and safety is correctly transfered from SB reduced
MIPS-86 Cosmos machine to the abstract machine.

4.1 Cosmos Model

The Cosmos model is a generic model for machines that are concurrently accessing a shared
memory. The memory accesses of Cosmos model is governed by an ownership policy which is
a simplified version of the ownership in Chapter [2] The only difference is that, instead of a dy-
namic read-only set in Chapter[2] a static set for read-only portion of memory is considered. The
read-only memory contains the region where the machine code of the system program resides.
Therefore, the intuition behind the static read-only set is that we only consider an unswappable
code region in our system. In this section, we (i) extend the ownership model with the local page
tables (ii) add the acquire and release sets for local page table (iii) extend the safety condition
for the new ownership model (iv) reprove Lemma.13]and Lemma.18] The remaining portion
of this section is copied form [Baul4].
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MIPS Cosmos Machine

simulation between Cosmos machine
and the abstract machine

Abstract Machine

I [}
| SB reduction theorem |
I I

SB Machine

program descipline

| simulation between MIPS-86 and SB machine

MIPS-86 Machine

Figure 4.1: Concurrent model stack

4.1.1 Signatures and Instantiation Parameters

We define the Cosmos model by introducing a Cosmos machine which is a concurrent system
of abstract automata operating on a shared memory. We call the different automata computation
units, or short units. They can be instantiated by, e.g., processors, devices, or the semantics of a
higher level program. In this work, however, we assume for simplicity that all units are instan-
tiated with the same kind of automaton. Units are only communicating via a shared memory.
However we have external input signals to allow for the treatment of external communication
and non-determinism.

Definition 4.1 (Cosmos model Machine Signature) A Cosmos machine S is given by a tuple
S =AYV, R nu, U,E, reads, 6,710, IP) € S
with the following components:

o A,V - set of memory addresses and set of memory values, any function m : A — V is
called a memory, any partial function m : A — V is a partial memory.

e R C A - set of read-only addresses (part of the ownership state)
e nu - the number of computation units in the machine

e U - set of computation unit states

e & - set of external inputs for the units

o reads : U x (A — V) x E — 27 - the set of memory addresses read by the next step
from the given unit configuration, global memory, and external input. This set is called
the reads-set.
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¢ UXA—-V)XE > UX(A— V) - the transition function for the units; takes unit
state, a partial memory, and external input; results in a new unit state as well as another
partial memory. As the input partial memory, we will provide the shared memory being
restricted to the reads-set of the step. The output partial memory represents the updated
part of memory for the step.

e 71O : U X (R - V)xE — B - denotes whether the next step of the unit is an 7O
step. 7O steps represent synchronized interactions with the environment (i.e., all other
computation units). Consequently, they include (but are not limited to) all atomic accesses
to concurrently accessed data structures in memory, e.g., locks and other synchronization
mechanisms. Whether the next step of a unit is an 7O step, may depend on memory but
only on the read-only portion.

o JP: UX(R — V)X E — B - specifies the desired interleaving-points for the units,
i.e., states of the computation before which we allow steps of other units to be interleaved.
Whether a unit is in an interleaving-point, may depend on memory but only on the read-
only portion.

In order to give an intuition for the intended meaning of the components, we consider an
instantiation with a 32-bit multiprocessor system running in untranslated mode. For a word-
addressable memory, we set A = B3? and V = B32. The read-only set R contains the region
where the machine code of the system program resides. The unit state U contains all processor
core registers, and we use & to model external device interrupt signals. The reads-set always
contains the address pointed to by the program counter (or instruction pointer, respectively).
Moreover in case of a load instruction, the targeted addresses also contribute to the reads-set.
The ¢-function then encodes the semantics of the underlying instruction set architecture (ISA).
The JO steps are defined as the shared memory accesses.

Note that in the Cohen-Schirmer theory and Chapter 2| 7O memory instructions are denoted
as volatile accesses. However to avoid confusion with the notion of volatile accesses on the C
level we rename the concept here.

4.1.2 Configurations
Definition 4.2 (Machine State) The machine state M of a Cosmos machine S is a pair
M = (u,m) € Mg

where u : [0 : nu — 1] — U maps unit indices to their unit states and m : A — V is the state of
the memory.

Definition 4.3 (Ownership State) The ownership state G (ghost state) of a Cosmos machine S
is a tuple

G =(0,P,S) € Gs

where O : [0 : nu — 1] — 27 maps unit indices to the corresponding units’ sets of owned
addresses (owns-set), Pt : [0 : nu — 1] — 27 maps unit indices to the corresponding units’ sets
of local page table addresses and S C A is the set of shared writable addresses.
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Now we can define the configuration of the overall Cosmos machine.

Definition 4.4 (Cosmos Machine Configuration) A configuration C of Cosmos model S is
given as a pair
C=(M,G) eKs

consists of machine state M € My and ownership state G € Gg.

For p € [0 : nu — 1] and unit € {core, mu} we use the following shorthands:

Cu, = CMu(p) Cm = CMm
co, = CGO(p) CS = CgS
C#Pt, = CGPHp)
reads,(C,in) = reads,(C.M,in) = reads(C.M.u(p),C.M.m,in)
I10,(C,in) = I0,(CM,in) = ITO(C.M.u(p),C.Mmig,in)
IP,(C,in) = IP,(CM,in) = IP(C.Mu(p),C.Mmlg,in)

Moreover, for defining the semantics, we need to know which addresses are written in a step of
the Cosmos machine.

Definition 4.5 (Writes-set of a machine step) For a given Cosmos model S with configuration
C € My and an input in € & we can determine the set of written addresses in the corresponding
step of machine p from the result of the delta function. This so-called writes-set of machine p
is obtained with the following function.

writes,(C, in) = dom(m") where W' ,m") = 8(C.utp, C.1leads ,(C.iny» i)

Note that the writes-set only depends on the part of memory that is read in the step. If reads,(C, in) =
0 then writes,(C,in) = 0.

4.1.3 Restrictions on Instantiated Parameters

Not all parameters of a Cosmos model can be instantiated arbitrarily. In order to obtain a mean-
ingful model, there is one constraint on the reads-set of Cosmos model computation units.

Definition 4.6 (Instantiation Restriction for reads) By the predicate insta, we require that the
reads-set contains all addresses upon whose memory contents it depends. For any Cosmos
machine S let u € U be a computation unit state, m,m’ € (A — V) shared memories, and
in € & be a suitable input for a step of the unit. If the memory contents agree on reads-set
Read = S.reads(u, m, in), then also the reads-set wrt. m’ agrees with R,

insta,(S) = (mM'|read = MlRead — S .reads(u,m’,in) = Read)

This property is needed for instantiations that incorporate a series of read accesses in one unit
step. There the first reads can influence which addresses are read in later parts of the step,
as in the processor instantiation example above. The reads-set must thus include all relevant
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addresses to determine which addresses are read. That means conversely that it only depends on
the portion of memory that was read.

In order to be able to deduce that a machine performs the same step after reordering (by
exploiting that the content of the memory region given by the reads-set is unchanged and thus
also the same addresses are read), the property on the reads-set is crucial because same steps
perform same update to the memory region given by the writes-set.

Thus, from now on, when we mention a Cosmos model S, we always assume that restriction
insta,(S) holds.

4.1.4 Semantics

Units of the Cosmos machine execute according to their transition functions. A scheduling
input decides which machine performs the next step. We assume ownership inputs that specify
changes to the ownership state. These ownership inputs are given by the verification engineer
annotating the program.

Definition 4.7 (Cosmos Model Transition Function) For a Cosmos machine S, we define tran-
sition function
A:Kgx[0:nu—1]xEx 2™ - My

which takes a configuration C, a scheduling input p, an external input in € &, the set A of
acquired addresses, the set L of acquired local addresses (which should be a subset of A), the
set R of released addresses, the set A, of acquired address for local page table and the set R,
of released address from local page table to perform a step of unit p on its state, the common
memory, and the ownership state. First, however, we consider the transition on the machine and
ownership states separately.

With (', m’) = o(M.u(p), M-mlreads(M.u(p),in)a in) and Mynchanged = M~m|.?(\dom(m’) we define
transition function

A(M, p,in) = (M.u[p — u']l,m")

on the machine state. In which we have

. {m’(x) x € dom(m”)
m’(x) =

Munchanged ~ Otherwise
Moreover with

0 =G.O,UA\R
Pt = Q.Ptp UApt \Rpt
S =GSURUR, \(LUAy)

we define the ownership transfer function:
Ao(G, p,(A,L,R,Ap;,R,)) = (GOlp = O1,GO0lp — PI1,S)
Now the overall transition function for Cosmos machine configurations is defined by:

A(Ca pa in7 (A7 L’ Ra Aplv R[)t)) = (AI(CMv pv ln)? A()(C'g7 P’ (A7 L’ R! Apl7 Rpt))
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The scheduling parameter p determines which unit is going to perform a computation step ac-
cording to transition function ¢ consuming external input in, updating the written part of memory
accordingly. The ownership transfer inputs (A, L, R, A, R);) are used to update the owned ad-
dresses and local page table of p and the set of shared-writable addresses.

4.1.5 Computations and Step Sequence Notation

In this section, we describe a computation not by the sequence of states it produces but by
the executed sequence o of steps from a certain alphabet. In our case, the alphabet contains
transition information and ownership annotation defined as follows.

Definition 4.8 (Step Information) We define the set g of step information of a Cosmos ma-
chine S where
a = (s,in,io,ip,A,L,R,Ap, Rp;) € X

describes a Cosmos machine step, containing the following transition information
e «@.s € [0 : nu — 1] - the scheduling parameter
e «.in € & - the external input for the step
e a.io € B - marks the step as an 7O operation
e a.ip € B - marks the step as interleaving point of the reordered computation
for which we introduce the type:
O¢=[0:nu—-1]xEXBXB
Additionally, we have the following ownership transfer information for the step:
e a.A C A - the set of acquired addresses
o a.L C A - the set of acquired local addresses
e a.R C A - the set of released addresses
e a.A, C A - the set of acquired page table addresses
e «a.L, C A - the set of released page table addresses
Ownership transfer information is of type:
Qs = 27

Below we define projections, mapping step information « to transition information and owner-
ship transfer information.

a.t = (a.s, a.in, a.io, a.ip) a.0 = (A ,a.L,a.R,aAy,a.Ry)
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Note that the step information @ contains not only the necessary inputs for the Cosmos machine
step but also the flags a.ip and a.io which will be used as history information for bookkeeping
in the order reduction proof. For t € O@s, M € My and X € {70, IP} we define shorthands
X(M,t) = X(M.u(t.s), M.m|g, t.in).

Definition 4.9 (Step Notation) The notation M M denotes that transition ¢ € Gy is executed
from machine state M, resulting in M’. Additionally z.io corresponds to the values of the 7O
predicate and z.ip corresponds with the value of the 7 predicate.

M S M = M = AM, t.s, t.in) A TOM, 1) = t.io A TP(M, 1) = t.ip

For steps @ € X5 which include ownership transfer information we define a similar notation for
the Cosmos machine transition from configuration C into C’.

CSC = CMEC.MAC.G=A(CG,a.s,a.io)

The definitions naturally extend to step sequences p € X¢ U ©¢ by induction:
XL X =@ ra.p=tarX —=X"S5X)V(p=eAX=X)

We use o € X, 0 € Og, and 0 € Qg to tell step sequences from transition sequences and
ownership transfer sequences. A computation of Cosmos machine S can be performed with
or without the ownership information since this is ghost, or specification state, respectively. A
pair (X, p) € (Kg X X5) U (Mg X @) is then considered a Cosmos machine computation iff the
following predicate holds:

comp(X,p) = X’ € Kg UMg. X — X’

We extend our step projection functions to step sequences, by mapping sequences of step infor-
mation o to transition and ownership transfer sequences.

or=09.t - Olg-1.1 0.0 =00.0" " 0|g|-1.0

For converting a pair of transition sequence 6 and ownership transfer sequence o into a step
sequence o we use the construct (6, o) which gives us a sequence o such that |o| = |6] = |o| and
0.t = 6 A 0.0 = 0. In particular then o = (0.t, 0.0) holds.

4.1.6 Ownership Policy

In this subsection, we present a simplified version, compared to the one in Chapter 2] of own-
ership model and safety condition. All the access policy are identical to the corresponding one
defined in the safety condition in section [2.2.3]except that we do not consider the page table set
pt or the ownership transfer related to the read-only set.

Definition 4.10 (Ownership Memory Access Policy) Given a bit io € B, a reads-set Read, a
writes-set Write, a set of owned addresses O, a set of local page table address P1, the set of
shared addresses S, the set of read-only addresses R, and the set of addresses owned by other
machines O, we enforce the following ownership memory access policy given by the predicate

policy,..(io, Read, Write, O, Pt, S, R, 5):
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1. local steps (i) read only owned or read-only addresses and (ii) write only owned unshared
addresses
Jio > (i) Read COUQR
(ii) Write O\ S

2. IO-steps may (i) read owned, shared and read-only addresses while they (ii) may write
owned addresses and shared addresses which are not owned by another machine.

io— (i) ReangUSUSDtUR_
(ii) Write COUPtU(S\O)

Definition 4.11 (Ownership Transfer Policy) Given a bit io € B, a set of owned addresses O,
the set of shared addresses S, the set of addresses owned by other machines O, as well as the
updated sets for the owned and shared addresses O" and &', we restrict ownership transfer by the
predicate policy,,,,;(io, O, Pt, S, 0, (A,L,R,Api, Rp)).

1. The ownership-state may not be changed by local steps.

/io>A=0ANL=0AR=0NA,;=0AR, =0

2. For IO-steps, the ownership-state is allowed to change as long as the step (i) acquires
addresses which are shared unowned or already owned by the executing unit or released
addresses from its local page table set and (ii) releases only owned addresses. And (iii)
the acquired local addresses must be a subset of the acquired addresses and (iv) one may
not acquire and release the same address at a time. Moreover (v) the page table acquired
addresses are shared and unowned or already in the executing unit’s local page table set or
released from its owned set and (vi) it is disjoint with the acquired set. (vii) The released
page table set is a subset of local page table set of the executing unit and (viii) disjoint
with the acquired page table set.

io— (i) ACS\OUOURy

(i) RCO
(iii) LCA
(ivv ANR=0

(v) Ay CS\OUPIUR
(Vi) AyNA=0

(vii) Ry C Pt
(viii) Ry NApy =0

Definition 4.12 (Ownership Invariant) We state an ownership invariant inv on ownership state
G € Gg of a Cosmos model, requiring (i) the owns-sets and the local page table sets of different
units to be mutually disjoint and the owns-set and the local page table set of the same unit also
to be disjoint and (ii) that read-only addresses may not be owned or in a local page table set or
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shared-writable and the local page table sets are not shared. Moreover (iii) the complete address
space is partitioned into the ownership sets as well as shared writable and read-only addresses.
Moreover we set inv(C) = inv(C.G) for all C € Kg.

inv(C) = (i) Yp,q.p*tq—>GO,NG0,=0 A
GPt,NGPt; =0 A
GPt,NGO,=0 A
GPt,NGO, =0
(ii) Vp.GO,NR=0ANGPt,NR=0 A
GSNR=0AGSNGPt, =0

(i) A= | 6.0,nGPLUGSUR
pel0:nu—1]

Lemma 4.13 (Ownership Transfer Properies) Given a configuration C € Cg of a Cosmos
machine S where the ownership invariant holds. Let C" = A(C, p, in, (A, L,R, A, R))) for given
step information (p, in, io,ip, A, L,R, A, R,;) € Zg. If the step obeys policy,,,,; and inv(C), we
can show (i) that addresses are only transferred between the owned addresses of p and the shared
addresses, (ii) the new set of addresses owned by p is disjoint from the set of addresses owned by
all other units, (iii) the new set of addresses owned by of p is disjoint from the local page table
sets of all other units, (iv) the new local page table set of p is disjoint from the set of addresses
owned by all other units, (v) the new local page table set of p is disjoint from the local page
table sets of all other units, and (vi) the new local page set of p is disjoint from the new set of
addresses owned by p. We let 0= Ugzp C.O,4 and Pr = Ugzp C-P1, then

(i) C'Pt,uC'.0,UC".S=CPt,UCO,UCS
(ii) onc’.0,=0
(iii) PtNC.0,=0
(iv) oncC' Pt,=0
v) PINC Pt, =0
(vi) C'Pt,NnC'.0,=0

Proor: By definition of A we have:

VX €{0,Pt},q # p.C' X, = C.X,
C'.0,=CO,UA\R
C'Pt, = CPt, UA, \ Ry
C’'S=CSURURy\(LUAp)
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e Claim (i). First, we consider C'.0, U C".S.

C'0,uC’'.8S=CO,UA\RUCSURUR,\(LUA,)
=CO,UA\RURUCSUR,\(LUAp)
=CO,UAUCSUR, \(LUA,)

Then, we have:

C'Pt,uC'.0,UC".S=CPt, UA, \R,y UCO,UAUCSUR, \ (LUA)
=CPt,UA,\R)yUR,;;UCO,UAUCS\(LUA,)
=CPt,UA, UCO,UAUCS\(LUAy)
=CPty, UA UC.O,UAUCS\L\ A,

With policy,,,,.;, we have:
LCANANA, =0 (4.14)

Thus, we can conclude:

C'Pt,uC' .0,UC'.S=CPt,UA,,UCO,UAUCS\L\A,
=CPt,UCO,UAUCS\LUA},\Apy
=CPt,UCO,UAUCS\L

With @.14)), we can get:

CPt,UCO,UAUCS\LCCPt,UCO,UAUCS
CPt,UCO,UAUCS\L2CPt,UCO,UAUCS\A
=CPt,UCO,UCS

Also, with policy,,,,,, we have:

ACCS\OUCO,UR,

CCS8\0UCO,UCPt,
CCSUCO,UCPr,

We can conclude:

CPt,UCO,UAUCS\LCCPt,UCO,UAUC.S
CCP,UCO,UCS

As a consequence, we have:

C'Pt,uC'.0,UC'.S=CPt,UCO,UC.S



e Claim (ii). For the claim (ii), we need to use the invariant about the disjointness of own-
ership sets in C, in particular we have O N C.O,, = 0. Then it follows:

0NnC'.0,=0Nn(CO,UA\R)
=0N(CO,\R) UA)
= (0N (CO,\R)U(ONA)

From policy,,,,,, we can get:

ACCS\OUCO,URy,
cCS\0UCO,UCPt,

With inv(C), we can conclude:

Thus, we have:
oncC’.0,=0n(CO,\R)
concCo,
=0
e Claim (iii).
PtNC.0,=PtN(CO,UA\R)
=PtN((C.O,\R)UA)
= (PtN(C.O, \R) U (PN A)

From policy,,,,,, we can get:

ACCS\OUCO,UR,
cCS\0UCO,UCPt,

With inv(C), we can conclude:
ANPr=10
Thus, we have:

PN C’.0,=PtN(CO,\R)
CPtNCO,
=0
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e Claim (iv).

ONC Pt =0N(CPLUAp\Ry)
= 5 N (CPt\ Rpt) U Apt)
= (O©N(CPI\Ry)UONA)

From policy,,,,,, we can get:
Ay CCS\(CO,UO0)UCPL, UR
Also with inv(C), we can get:
ONAy,=0
Thus, we have:
oONnC Pt, =0n(CPt, \ Ry)
concC#t,
=0
e Claim (v). This claim can be proved with analogous steps of previous cases.
e Claim (vi).

C'P1,NC".0,=(CPt,UApy\Ry) N (CO, UA\R)
C (CP1, UA,) N (CO,UA)

With policy,,,,, and inv(C), we can get:
CPt,NCO,=0ANA,;;NA=0

We need to prove:
ApyNCO,=ANCPt, =0 (4.15)

From policy,,,,,, we can get:
Ay CCS\(CO,U0)UCPL, UR
ACCS\OUCO,UR,

With inv(C) we can conclude (4.15)).

We subsume both the ownership access policy as well as the ownership transfer policy in a
single predicate.
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Definition 4.16 (Ownership-Safety of a Step) We consider a step of a Cosmos machine S from
configuration C € Mg with step information @ € X to be safe with respect to the ownership
model (ownership-safe) when for

Read = core-reads(C.u(a.s), C.m, a.in)

Write = core-writes(C.u(a.s), C.m, a.in)
and O = Ugza.s C.Oy the following predicate is fulfilled.

safesep(C,a) = policy,..(a.io,Read, Write, C.Oy.5, C.Pl4.5,C.S, R, 5) A
policy,. ns(@.io,C.Oy 5, C.S, 5 .0)

Note that we will instantiate the core-reads and core-writes in the next section. The inductive
extension of the notation for step sequences o € X is straight forward.

Definition 4.17 (Ownership-Safety of a Computation) For a configuration C of a Cosmos model
S,and 7 € X, @ € X5 we define

safe(C, &) =inv(C)
safe(C,ta) =safe(C,7) AAC',C".C - C' ¥ C” A safeyey(C’,a)

Lemma 4.18 (Ownership-Safe Steps Preserve the Ownership Invariant) For configurations
C,C’ € Cs of a Cosmos model and step sequence o € X, we have:

safe(C,o) A C — C' — inv(C")

Proor: By induction on n = |o|. For n = 0 we have o = € and C = C’. By definition safe(C, &)
collapses to inv(C) hence inv(C”) follows directly.

In the induction step we extend o from length n — 1 to n. We introduce the intermediate
configuration C” as follows.

T[0:n—1) Op—1

C_)cll_)c//

Induction hypothesis yields inv(C’). The ownership invariants can only be broken by an unsafe
modification of the ownership state in step o,—1. In particular we need to consider the set of
shared addresses C’.S, the sets of owned addresses C’.O,, and the local page table sets C'.P1,
for all machine p. Note that by construction a machine can only modify its own ownership set,
thus we have:

Vg # 0p-1.5.C".0; =C".0, NC' Pt =C" Py

Moreover the modification of the ownership configuration is regulated by the policy,,,,, predi-
cate which is part of the definition of safee,(C’, 0n-1). The sets C’.S and C".O,,_, s may not
be changed by local steps, then invariants hold by induction hypothesis. For 7O steps of o,_1.s
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by Lemma[d.13| we obtain the following two necessary requirements for safe ownership transfer.

(i) C'Pt,uC'.0,UC".S=C"Pt,uC".0,UC".S
(ii) onc’.0,=10
(iii) PINC".0,=0
(iv) oncC"Pt,=0
(v) PrNC" Pt, =0
(vi) C"Pt,nC".0,=0

Here O = Ugze,.s €Oy and Pr = Ugzo,_1.s C' Pty denotes the set of addresses owned by all
other machines and the local page tables of all other machines in configuration C’. As explained
above O and P71 is not affected by 0,,—1. We now prove the parts of ownership invariant inv(C"’)
one by one.

1. We need to prove:
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Vp,q.p#q—C".0,NnC".0,=0
" Pt,nC" Pt,; =0
C" P1,NC".0y =0
C"P1,NC".0, =0

If neither p nor g equals o,—1.s the claim follows immediately from VX € {O,P1},Y €
{p,q}. C’.Xy = C”.Xy, and inv(C”"). Otherwise we assume wlog. that p = o,_1.s, thus by
C’'.X, = C”.X, and the definition of X we get c"X, < X . From requirement (i) to (vi)
we can conclude this claim.

. Vp.C".X,NR=0-1If p # 0_1.5s we have C”.X,, = C’.X,, and by invariant C’.X,NR = 0,

hence C”.X,NR = 0 holds. Otherwise, for p = 0,_1.s, from necessary requirement (i) we
getC” Xy, s €C'.Of, , sUC'.SUC" Pty | 5, however by ownership invariant C’. Xy, | ¢
and C’.§ are disjoint from R. Therefore also C”.X,, ,  is disjoint from R.

C"”.SNR = 0 - This follows with the same argumentation as in the second part of the case
above for C”.S instead of C”" . Xy, | 5.

C”.8SNC".Pt, = 0 -From the semantics, we have:

Vg # op-1.5.C" Pty = C' P,
C”'Pt()'nfl.S = C"PI(T,F[.S U Apl \ Rpl‘
CN.S = C,S U R U R[)Z‘ \ (L UAPI)

with inv(C’) and policy,,,,,, we can imply C”".S N C".Pt, = 0.

- A = Upen,, C" Pt UC".0p UC”".S UR - The invariant says that all addresses of A

are read-only, shared-writable, owned by some machine or in some machine’s local page



table. Using X = Ugzo 1.5 C'-Xg = Ugze,,.s €. X, this notion can be reformulated as
follows: _ .
RUC"SUC". Oy, ,sUVOUC" Pty  (UPt=A

We already have RU C’.SUC'.0,, , s UOUC Pt s UPt = Aby inv(C’). By (i) on
the ownership transfer we have

C'SuC' Oy sUC Pty ,s=C"SUC" Oy, ,sUC" Pty s
and the invariant on C” stated above follows immediately. O

We show not only the ownership-safety but also the arbitrary verified safety properties on the
concurrent system. In general, safety properties constrain finite behavior of a Cosmos machine
and must hold in every traversed state of a Cosmos machine computation. Thus we can represent
them as an invariant P : Cg — B on the Cosmos machine configuration. We extend our safety
predicate accordingly:

safep(C,) = safe(C,o) AVC'.C -5 C' — P(C)

Then we have the following predicates denoting the verification of properties for a particular
Cosmos model.

Definition 4.19 (Verified Cosmos machine ) We define the predicate safety(C, P) which states
that for all Cosmos machine computations starting in C we can find an ownership annotation
such that the computation is safe and preserves the given property P.

safety(C,P) = Y0.comp(C.M,0) — Jo € Q. safep(C,{(0,0))

4.2 SB Reduced MIPS-86 Instantiation

In this section we will instantiate the Cosmos model model with the SB reduced MIPS-86 ISA.
The instantiation needs to refine the components of a Cosmos machine S € S, which we list
again below as a reminder.

S =AYV, R, nu,U,E,reads, 5,10, IP)

Moreover for the instantiation we have do discharge instantiation restriction insta,(S) on the
reads-function which determines the reads-set for a step of a computation unit.

S ”MIPS_%.?( =B¥ and § MipsseV = B3? — The memory is word-addressable and con-
tains 2°° memory cells.

o S ”MIPS_86.R = Aphy-code — We assume that all code to be executed lies in an area Appy-cogde S
A and we set the read-only addresses to be identical with this area. Thus, the self-
modifying code can be excluded by the ownership access policy.

® S\ups.ge-# = np — We have the as many computation units as the number of threads in

the abstract machine and the SB machine in Chapter 2]
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o S

o S

MIPS_%.(L( = Kspr-pro XN XB X (T — V) — Every computation unit consists a sequential
MIPS processor p, a counter n, a dirty bit 9 and a temporary ¢ which is a partial function
from {I,R} X N to a 30-bit address a. For all X € {I,R} in (X, n) we write X,, for short.
Initially, all X, map to L. For all Y € {pc, gpr, spr} we simply write u.p.Y instead of
u.p.core.Y.

S ’D‘/IIPS_%.S = Xgpr-seqg — The input of processor transition function. Recall that the input is

defined as:

Yseq = {core} X Kyak X Kyank X B>
U {tlb-create} x B>
U {tlb-extend} X Kyalx
U {tlb-accessed-dirty} X Kwaix

Note that, depending on the input, the computation unit of a Cosmos machine can make a:

— core step to execute an instruction or interrupt.
— TLB create step to create a new walk.
— TLB extend step to extend an existing walk.

— TLB set access-dirty step to set the access and dirty bits of a PTE.

Mips.ge-Teads — Before defining the reads set, we have to define some auxiliary predi-
cates and shorthands when in = (core, w;, wg, eev).

— mode = u.spr(mode)|0]
— trgl = (u.pc[31 : 2],011). Translation request for instruction fetch.

— pff = fault(pte(m,wy), trql, wy). Signals whether there is a page-fault-on-fetch for
the given walk w; and the translation request trgl.
wr.baou.pc[11 : 2] mode

- pmal = . The physical memory address for in-
u.pc[31 : 2] otherwise

struction fetch of processor core i (which is only meaningful if no page-fault on
instruction fetch occurs),

— I = m(pmal). The instruction fetched from memory. Because the self-modifying
code is forbidden, we can directly read from memory (in case of a page-fault-on-
fetch the value of I has no further relevance).

— trqEA = (ea(u.p.core,[31 : 2], (store(I) V rmw(I)) o 10). The translation request
for the effective address.



— pfls = mode A fault(pte(m, wg), trqgEA, wg) A —pff A (store(I) V load(I) V rmw(])).
The page-fault-on-load-store signal.

wg.ba o ea(u.p.core,)[11 : 2] mode .
- pmaEA = . The physical memory ad-
ea(u.p.core, [31 : 2] otherwise

dress for the effective address.

The jump to interrupt service routine predicate is defined as:

Jisrg(u, eev, pff) =jisrg(u.p.core, eev, pff)
Jjisry(u, I, eev, pfls) =jisr(u.p.core, I, eev, pfls)
Jisr(u, 1, eev, pff, pfls) =jisr(u, eev, pff) Vv jisri(u, 1, eev, pfls)

Depending on the executed instructions and the interrupt level different sets of addresses
are loaded from memory.

core-reads(u,m, in)

{pmal, pmaEA} in = (core, wy, wg, eev)A
—jisr(u, I, eev, pff, pfls) A (load(I) vV rmw(I))
{pmal} in = (core, wy, wg, eev) A —jisr(u, I, eev, pff, pfls)A
= =(load(I) V rmw(l))
{pmal} in = (core, wy, wg, eev) A jisry(u, I, eev, pfls) A
—jisry(u, eev, pff)
0 otherwise

S Mips.se-reads(u, m, in)

core-reads(u,m,in) in = (core, wy, wg, eev)
= {{ptea(w)} in = (tlb-extend, w)

{ptea(w)} in = (tlb-accessed-dirty, w)

We need to prove the predicate insta,(S \;pg_g¢) 1S fOr our instantiation. Let

Read = S\ 1ps.g6-reads(u, m, in)
then

M|Read = M'|Read = S yyps.ge-Teads(u, m’, in) = Read

Proor Let Read’ = S{pq ¢-7eads(u,m’, in). From the definition of Sy pq ¢6-7eads we
can conclude that Read and Read’ only depend on the computation unit # and external

input in. As a consequence, Read trivially equals to Read’. O

171



172

S Mips-ge-0 — As in Chapter E], Aj, is the set of shared memory access instruction virtual

addresses. In the Cosmos machine the §-function of the computation units gets only a
partial memory as an input, that is determined by the reads-set. However the ¢, is defined
for a memory that is a total function. Nevertheless we can transform any partial memory
function m : B3® — B3? into a total one by filling in dummy values.

02 : m@=1

[m] = da € B®. .
m(a) : otherwise

In the definition we let
oo {L pIFV pfis

m(pmaEA) otherwise

then define «’ and m’ as:

u'.p = Ssprseq((u.p, [ml), in).p
w.an=un+1l
True in = (core, wy, wg,eev) A store(I) Au.pc[31 : 2] € A;,
u'.D =1{False in= (core,w;,wg,eev) Asbf(I)V jisr(u,I,eev,pff,pfls)
uD otherwise
¥ in = (core, wy, wg, eev) A

—jisr(u, I, eev, pff, pfls) A (load(I) v rmw(l))
w0 =3udy, = 1) in = (core,ws, wg,eev) A = jisrr(u, eev, pff) A
(—jisry(u, I, eev, pfls) — —load(I) A —rmw(l))

u.d otherwise
m' = Ospr-seq((u.p, [m1), in).m
where:
9 = wdlun = DRy = (R, D)
sbf (I) = rmw(l) V mfence(l) V eret(I) V invipg(I) vV flush(I) v switch(I) V wpto(I)

We define the set of written addresses W(u, m,in). A write operation is performed if
predicate wr(u, m, eev) holds.

wr(u, m, eev) = (store(I) V. rmw(l) A m(pmaEA) = u.p.gpr(rd(1))) A
—jisr(u, I, eev, pff, pfls)

{pmaEA} in = (core,w;, wg, eev) A wr(u, m, eev)

core-writes(u,m, in) = )
0 otherwise

core-writes(u,m,in) in = (core, wy, wg, eev)
W(u, m,in) = { {ptea(w)} in = (set-accessed-dirty, w)

0 otherwise



We can define the transition function for MIPS computation units which returns the same
new core configuration and the updated part of memory. We define:

nMIPS-86'6(u’ m,in) = (u', ml|W(u,|'m'|,in))

® SYups.se-L O — Unlike the C level, in which the 7O steps are the accesses to volatile

variables or calls to synchronization primitives (for example rmw), the choice 7O steps
on ISA level are made by the verification engineer. We collect the virtual addresses of
the 7O instructions in a set A;,. Then the definition of the 7O steps on the ISA level is
straight forward.

S ips-ge-L O, m, in) =
in = (core, wy, wg, eev) A —jisr(u, I, eev, pff, pfls) A u.pc[31 : 2] € A,,

® S\ups.ge-L P — Similarly, what are the 7 steps depends on the compiler and can not be

determined in the ISA level. We also collect the virtual address of the 7% instructions in
a set Ao, which is given by the verification engineer.

S \ips.se-L Plu,m, in) =
in = (core, wy, wg, eev) A = jisr(u, I, eev, pff, pfls) A u.pc[31 : 2] € A,y

Note that we assume an invariant on computations of Cosmos machine S{ ¢ ¢, stating that

Aphy-code has the intended meaning, namely, that we only fetch instructions from this set of
addresses.

Definition 4.20 (Initial Configuration of SB reduced MIPS-86 Cosmos machine) For the ini-
tial configuration C°, we have

Ve,i€[0:np—1].Coluin=0ACOlu () = L

Definition 4.21 (Code Region Invariant) We define the invariant codeinv(C, Appy-code) Which

states that in all system states reachable from Cosmos machine configuration C € Kg»

instructions are only fetched from code region A,4y-code < B30,

T .
V1,C’.C — C’ — Ya. a.in = (core, wi, wg, eev) A

—jisr(C’ .uq.s, eev, pff) A pmal’ C Appy-code
in which

% wr.bao C'.ugg.p.pc[ll :2] C’.uqys.p.spr(mode)[0]
mal’ =
P C’.ug5.pc(31: 2] otherwise
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4.3 Application of SB Reduction with MMU to MIPS-86

In this section, we will prove the simulation between the instantiated abstract machine and the
SB reduced MIPS-86 Cosmos machine. First, we reduce the interleaving of the abstract machine.
Second, we instantiate the safety property P in the safety condition of the Cosmos machine in
Definition 4.19] Then, we introduce the coupling relation. Moreover, we prove the simulation
theorem.At last, we prove that the safety condition is transferred from the SB reduced MIPS-86
Cosmos machine to the abstract machine for the following reason: (i) in the model stack (Fig.
[.1), the ownership safety of low level should follow that of the high level. (ii) the transfer of
safety condition enables the application of SB reduction on the abstract level.

Note that, in this section, we only consider the simulation of finite computations because in
reality, every computation is finite.

4.3.1 Interleaving Reduction of Abstract Machine Computation

For the same reason as in Section[4.1] we restrict that the read-only set of the abstract machine
can not be changed. The restriction can simplify the following reordering proof in this section.
Also, we restrict that the read-only memory can not be written.

Definition 4.22 (Read-Only Invariant)

(CO Ef c— o= c.ro) A

(I = hd(c.isi) A (W(I)V RMW(I) A Leond(9')) A

pa € atran(c.mmuy;), I.va, c.modey;), 1.r) — pa & c.ro) A
muw
(c=ic - a¢cro

in which ¥ is defined in Definition and a is the target address of the MMU write step of
thread i (=3, ).

We define the following shorthands for the rest of this section: n* = ¢*.pp;1.n, IY, = c*. 0 (Ly),

Lsa

R = c".9)(Ry) and I = hd(c".is;;)). Recall that according to our instantiation in Section
[3.2.3] the execution of one instruction in the abstract machine without interruption can be divided

into the following phases: Initially, we have
lisa = LA C.iS[,'] =[]A c.p[i].fetch
After the phase 1 program step, we get a new machine configuration ¢’.
Il

isa

= L A =c.ppfetch A isggl = 1 A nvR(I")
After the phase 2 memory step we have a new machine configuration ¢’’ which satisfies:

ID, # LA ispy = [1 A =c” . ppi fetch

Lsa

After the phase 3 program step, the new machine configuration ¢’ satisfies:

=L #1A C,N.p[,’] fetch A

rsa rsa

(—gen-ins(I]; ) — " .isjp = [1) A (gen-ins(I’),) — |¢""ispyl = 1)

isa isa
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where

gen-ins(lisq) =load(lisq) V store(lizg) V rmw(lisy) V flush(lis,) VvV mfence(lis,) V
eret(lis) V switch(lisg) V wpto(lisq) V invipg(lis)

Depending on weather ¢”’.isp;) = [], the next step of thread i either performs a phase 4 memory
step or a phase 5 program step.

e ¢"”.isy; # []. After the phase 4 memory step we have a new machine configuration c*:

=1 =1L A C4.iS[i] =[]A c4.p[i].fetch

Lsa Lsa

Then, after the following phase 5 program step, we get ¢> which satisfies:

P =1A cs.is[,-] =[1A c5.p[,~].fetch

1sa

o ¢’".is) = []. After the phase 5 program step we reach a machine configuration '

P =1A c5l.is[i] =[1A CS,.p[,-].fetch

isa
We define following auxiliary predicates to check the phase of a configuration.

phasel(c,i) = c.ppiy.fetch A c.ispy = [1 A Ligg = L
phase2(c,i) = —c.ppfetch A cispy # [1 A Ligg = L
phase3(c,i) = —c.ppyfetch A cisyy = [1 A Ligg # L
phased(c, i) = c.pp.fetch A c.ispy # (]
phase5(c,i) = c.ppy.fetch A c.isyp = [1 A Ligg # L

Note that these predicates also hold when interrupts happen. From the semantics, we have that
after an interrupted program step, a mode switch instruction is generated and the fetch flag is
set. The next step of the same thread will be a phase 4 memory step. With the definition of
the predicates, we also have phase4. After a page fault step, the machine sets the ferch flag and
increases the counter. It means that the value of the temporary with respect to the current counter
is undefined. The page fault step also clears the instruction sequence. With the definition of the
predicates, we have phasel. According to the semantics, the next step of the same thread will
be a phase 1 program step.

We also define a function to check the thread i of an abstract machine configuration c is in
which phase:

phasel(c,i)
phase2(c, i)
phase(c,i) = phase3(c, i)

phased(c, i)

N A W N =

phase5(c, i)
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According to the definition of phasel,...,phase5, for a given ¢ and i only one of the predicates
can be true and must be true. Thus, the function phase is well-defined.

Also, we define the code region invariant for the abstract machine. To reduce the overhead,
we do not want the instruction fetch operations to flush the SB. Thus, the instruction fetches are
performed by non-volatile reads. We assume that the physical address of pc is in the read-only
memory to maintain the ownership policy. From the semantics of the abstract machine, we know

Definition 4.23 (Code Region Invariant) We let / = hd(c.isj;)) then
Vc. phase(c,i) = 2 — atran(c.mmuy, I.va, c.modey;), 1.r) € c.ro

In this section, we will reduce the set of possible interleaving of the abstract machine compu-
tation. That means, we want to reorder the steps of abstract machine computation such that the
steps belong to the same round (from one phase 1 step until but not including the next phase 1
step. For detail see Section[3.2]) execute consecutively and maintain the thread-local order. We
call the consecutive execution of steps belong to the same round an interleaving block.

Every interleaving block can be a complete block or incomplete block. We give the formal
definition of complete and incomplete interleaving blocks.

Definition 4.24 (Complete Interleaving Block) ¢ =" ¢”’ is a complete interleaving block of
eev

thread i iff it satisfies one of the following:
e g,- ¢”’. The block contains only one MMU step.

mu .
e —dc, . (' =cAnct=c")Ae =i ! =2 =] ¢”. The block contains no MMU
eev eev
steps at all. In this case, we also require:

1. Vj. phase(c, j) = 1. The block starts with a configuration in phase 1 of every thread.
2. Vj. phase(c”, j) = 1. The block ends with a configuration in phase 1 of every thread.

3. =3¢’ ¢ {c”,c). phase(c’,i) = 1 Ac =/ ¢’ =" c¢”. Between c and ¢” there exists
eev eev

no configuration in phase 1 of thread i.

Definition 4.25 (Incomplete Interleaving Block) ¢ =/ ¢” is a incomplete interleaving block
eev

of thread i iff it satisfies all of the following conditions:
e Y j. phase(c, j) = 1. The block starts with a configuration in phase 1 of every thread.

e phase(c”,i) # i AVj # i. phase(c”, j) = 1. The block ends with a configuration other
than phase 1 of thread i. Since the steps of thread i does not change the phases of other
threads , the phase of thread j # i is unchanged (Lemma[4.37).

mu .
e —dc, 2. (' =cAnct=c")Ae =i ! =2 =] ¢”. The block contains no MMU
eev eev

steps at all.
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* .
' =" ¢”. Between c and ¢” there exists no

o —dc’ ¢ {¢”,c}). phase(c’,i) = 1 Ac = ¢
eev eev

configuration in phase 1 of thread i.

To get the interleaving blocks, we reorder the computation in the following way: we do not
touch the MMU steps, the page fault steps, the phase 3 program steps which do not generate
instructions, and the phase 4 memory steps. We collect the steps which belong to the same
round together by moving them towards the untouched step. The semantics guarantee that there
exists only one untouched step in each round. After reordering, the order of interleaving blocks
is identical to the order of the untouched steps in the original computation.

To reorder the computation, we keep traversing the computation from the initial configuration
till the end configuration, for each configuration c if it makes a step of thread i, we do a case
split:

1. phase(c,i) = 1. In this case, we postpone the step as long as possible until we reach
another non-MMU step of thread i. According to the semantics, this step is a phase 2
memory step or a phase 4 memory step. The phase 1 program step can be postponed
because it only depends on the thread-local components, which can not be changed by
the steps of others or the MMU step of thread i. Also, the program step does not change
the global components and thread-local components of other threads as well as the MMU
state of thread i. After the postponing, we start to handle the next configuration reachable
via the postponed step.

2. phase(c,i) = 2. In this case, from the semantics we know that the machine can perform a
memory step or a page fault step. Then we do a further case split:

o [f the machine makes a memory step. From the semantics, we can get the machine
fetches an instruction in this step. As in the previous case, we also postpone this
step as long as possible until we reach another non-MMU step of thread i, which is
a phase 3 program step according to the semantics. Because of the TLB, which is
also a thread-local component and can not be modified by other threads, we can get
the same address translation. By Definition #.23| and Definition {.22] the translated
address is in the static read-only memory. Thus, it also can not be modified by other
threads. After the postponing, the machine can also fetch the same instruction.

o [f the machine makes a page fault step. According to semantics, this step is the last
step in the current interleaving block. We do not reorder this step.

After that, we start to handle the next configuration reachable via the possibly postponed
phase 2 step.

3. phase(c,i) = 3. In this case, we make a case split on whether the program step generates
instructions or not.

o If no instruction is generated. We do not reorder this step. In this case, we directly
start to handle the next configuration.

e Otherwise. Analogous to the rule 1, the phase 3 program step is postponed until the
next non-MMU step of thread i. After that, we start to handle the next configuration
reachable via the postponed phase 3 step.
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4. phase(c,i) = 4. In this case, we do not reorder this step and directly start to handle the
next configuration.

5. phase(c,i) = 5. In this case, we move the phase 5 program step forward until the previous
non-MMU step of thread i. The moving is possible for the same reason as in rule 1. After
that, we start to handle the next configuration reachable via the advanced phase 5 step.

6. We do not reorder other steps (i.e. the MMU steps).

We iteratively traverse and reorder the whole finite computation until there is no step to reorder.
To inductively prove the reordering gives us an equivalence computation. We need to prove
the following:

e The execution of one instruction in thread i is serialized. For example, the thread i of the
abstract machine first performs a phase 1 program step, then a phase 2 memory step for
fetching and so on.

o The phase can not be affected by other threads or MMU steps.

e A program step can be move one step forward or backward and does not affect the com-
putation if the corresponding neighboring step is not a non-MMU step of thread i.

e A phase 2 memory step can be postponed one step and do not affect the computation if
the next step is not a non-MMU step of thread i.

In the following lemmas, we prove that the execution of each thread is serialized by phases.
According to the definition in Section[3.2] for the initial abstract machine configuration we have:

Yi. phase(co, =1

The following series of lemmas can be trivially proved by the semantics and the definition of
phase.

Lemma 4.26 (Uninterrupted Phase 1 Program Step Leads to Phase 2)
c %i ¢’ A phase(c,i) = 1 A —jisrg(c.pp, eev) — phase(c’, i) = 2 A =c’.pyi). jisr
Lemma 4.27 (Interrupted Phase 1 Program Step Leads to Phase 4)
c %,’ ¢’ A phase(c,i) = 1 A jisr(c.ppi), eev) — phase(c’,i) = 4 A ¢’.ppy. jisr
Lemma 4.28 (Phase 2 Memory Step Leads to Phase 3)

NN phase(c,i) = 2 — phase(c’,i) = 3 A =c’.pyi.jisr

Lemma 4.29 (Phase 2 Page Fault Step Leads to Phase 1)

pf
¢ =;c’ A phase(c,i) =2 — phase(c’,i) =1
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Lemma 4.30 (Uninterrupted Phase 3 Program Step Gen Instr Leads to Phase 4)
c %i ¢’ A phase(c,i) = 3 A =jisry(c.ppiy, c.modepy, Lisa) A gen-ins(lisq) —
phase(c’,i) =4 A =c".ppy. jisr
Lemma 4.31 (Uninterrupted Phase 3 Program Step No Instr Gen Leads to Phase 5)
c %i ¢’ A phase(c,i) = 3 A = jisry(c.ppy, c.modeyiy, Iisa) A —gen-ins(lisq) —
phase(c’,i) = 5 A =’ .ppiy. jisr
Lemma 4.32 (Interrupted Phase 3 Program Step Leads to Phase 4)

p ) .. . .
¢ =i ¢’ A phase(c,i) =3 A jisry(c.pp, c.modeyiy, lisa = phase(c’,i) = 4 A " .pi. jisr
eev

Lemma 4.33 (Non Jisr Phase 4 Memory Step Leads to Phase 5)
c éi ¢’ A phase(c,i) = 4 A =c.pp.jisr — phase(c’,i) =5
Lemma 4.34 (Jisr Phase 4 Memory Step Leads to Phase 1)
NN phase(c,i) = 4 A c.p.jisr — phase(c’,i) = 1
Lemma 4.35 (Phase 4 Page Fault Step Leads to Phase 1)
c ii ¢’ A phase(c,i) = 4 — phase(c’,i) = 1
Lemma 4.36 (Phase 5 Program Step Leads to Phase 1)

p . .
¢ =; ¢ A phase(c,i) =5 — phase(c’,i) =1
eev

In the following two lemmas, we prove the phase of the thread i can not be changed by other
threads and the MMU steps of thread i.

Lemma 4.37 (Phase Maintained by Other’s Step)

¢ =j ¢’ = Vi# j phase(c,i) = phase(c’,i)
eev

Proor The phase of thread i in machine configuration ¢ only depends on the program state,
instruction sequence and the temporary that are all thread-local components and can not be
affected by the execution of other threads. |

Lemma 4.38 (Phase Maintained by MMU Step)

mu . , .
¢ =;c’ — phase(c,i) = phase(c’,i)

179



Proor From the semantics of the MMU step, we know that MMU steps only change the MMU
state and the memory (for MMU writes). The phase of each thread only depends on the program
state, instruction sequence and the temporary. Thus, the phase can not be changed by the MMU
steps of thread i. |

With Lemma [4.26]to Lemma [4.36] we can get the execution of the abstract machine is serial-
ized. With Lemma and Lemma §.38] we know that reordering does not affect the phases.
Thus, after reordering, we can still perform the steps of the same phase.

In the following, we prove the one step reordering lemmas.

Lemma 4.39 (Program Steps Switchable with Others) In the first case, in configuration c,
the thread i performs a program step and the thread j performs a step, which can be all kinds of
possible steps, and get a configuration ¢”’. In the second case, in configuration c, the thread j
performs an identical step as in the previous case, then the thread i performs a program step, and
get a configuration ¢2. We need to prove that ¢’ = ¢?

. . p y X 77 X 1 P 2 ’” 2
Vli],xe{m,p,muc,muw,mur}.c —=; C ﬁj c Nc :>J'C —=; " —>Cc =cC
eev eev’ cev’ eev

Proor From the semantics of program step we have:

c’.pii) = 6p(c.priy, €9y, c.modey;y, c.mmuy;y, c.isgi), eev).p

c’.isgi) = c.isyy o 6,(c.ppiy, .9y, c.modey;y, c.mmuyy, c.ispy, eev).is

For other thread-local components of thread i and the global components, we have

VY € {d, mmu, D, 0, pt,mode, rls;, rlss, rls, ). c.Yy = .Y
Y1+ i.VX € {m, shared,ro,ts[l]}. cX =’ X

Thus, we can have the thread-local configuration of thread j ¢s[ j] satisfies:

c’.ts[j] = c.ts[ ]

We can conclude that if the thread j performs a memory step from ¢’ to ¢’ then thread j also
execute the same instruction and can have the same address translation from c to c¢!. If the
instruction is RMW, we can also get that the condition is equal. Also from the definition of
og function, we can get that ¢’ and ¢ can use the same ownership annotations to transfer the
ownership in this case. If the thread j performs a program step from ¢’ to ¢’ then thread j
also perform the same program step from c to ¢! and get the same program state and the new

instruction sequence. Analogously, for a page fault step and an MMU step, we can get the same
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results. After that, we can have

¢” tsj] = ¢l s ]
" m=cl.m
" ro=clro

¢” .shared = c'.shared

Since the step of thread j or i does not affect the thread-local components of other threads, we

also have

Yk ¢ {j,i}. c.tslk] = ¢” ts[k] = ¢ .ts[k]

and

c.ts[i] = " .ts[i]
c.ts[i] = ' .ts[i]

clrs[j] = Eas[j] = ¢ tsl )]

In the following we have to prove:

¢ ts[i] = 2.ts[i]
' m=c

77 2
c’.ro=c"ro

¢” .shared = ¢*.shared

From the semantics of the program step of thread i, we have
2 1 1 1 1 1
c”.pii1 = 0p(c .prip, ¢ Dy, ¢ .modey;), ¢ .mmug;y, ¢ is;), eev).p

= 0,(c.ppiy, Vi), c.modey;), c.mmuy;), c.isy;), eev).p

’
=cC .p[,‘]
’”
=cC .p[,‘]

iy = 6p(cl.p[i], c! Oy, ¢l modeyyy, ¢ mmugy, ¢ ispy, eev).is

= 0,(c.ppiy, €. Bi), c.modey;), c.mmuy;), C.isy;), eev).is

= C,.iS[l']
= C”.l'S[i]
2 _ 1 o
C .Y[,'] =C .Y[i] =C .Y[l']
Am=c'm=c"m

Ero=cloro=c"ro

c?.shared = ¢'.shared = ¢” .shared
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This concludes the proof. O

Lemma 4.40 (MMU Step Switchable with Program Step) In configuration c, the thread i first
makes a program step then makes an MMU step, which equals the thread i first makes an iden-
tical MMU step with identical address then makes an identical program step as before.

p R ’” X 1 P 2 vo_ 2
Vx € {muc,mur,muw}.c =; ¢’ =;c’’ N\c =;jcc =; ¢ > =c
eev eev

Proor From the semantics of the program step, we have:

c’.pi) = 6p(c.ppiy, .9y, c.modey;y, c.mmuy;y, c.isg;), eev).p

c’.isg = c.ispy 0 6,(c.ppy, .9, c.modey;y, c.mmugy, c.isp), eev).is

VY € (&, mmu, D, 0, pt,mode, rls;, rlss, rls,}. c.Y) = c'.Y[i]
Yj#i. VX € {m, shared,ro,ts[jl}. c.X = ' X

Then we make a case split on the type of MMU step:

e Walk creation. From the semantics, we have

¢ .mmugiy = ey (¢’ .mmui, va)
= Ocrrw(c.mmuy;), va)

= C1 Mmuj]
From the semantics, we also have:

c.mmup).pto = ¢’ .mmug;.pto
= "' .mmuy;).pto

= cl.mmu[,-] .pto
For other components of thread i, we have

VZ € {9, D, 0, pt,mode, rls;, rlss, rls,).
¢ Zy = ¢ Zy = c.Zyy = .7y

Cc.pi = Cl-P[i]

c.isp) = cl.is[,-]

c.modey; = c'.modey;

¢’ .piip = ¢”.piiy

cispy = c"lisp

¢’ .modey = ¢ .modey;
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For the global components we have:
"X=¢X=cX=c'X
From the semantics of the program step, we have:

1 1.
cpi = 6p(c1.p[i],cl.19[i],cl.mode[i],c mmuy), ¢ .iS[;), eev).p

cz.is[,-] = cl.is[i] ° 5p(c1.p[l~], c! Oy, ¢l modeyy, ' mmuyy, ! ispy, eev).is

With the definition of ¢, in Section [3.2.3] we know that the execution of program step
does not depend on the TLB. Thus, we can conclude:

cz.p[,-] = 6p(c.ppy, . 9yi), c.modey;y, c.mmuy;), c.isy;), eev).p
=c.pi =" .ppi
cisy) = c.isp o 0p(c.pri), ¢.9i, c.modey;), c.mmuy;y, C.isyj), eev).is
= cispy = sy
7 =\ Zy = ¢z
The lemma is concluded in this case.

MMU read. From the semantics, we have:

" .mmugy € Smpur(c’ .mmuyy, pa, ¢’ .m(pa))

cl.mmum € Opmur(c.mmuy;, pa, c.m(pa))

We also have:
Smmur(c’ .mmugy, pa, ¢’ .m(pa)) = 8pmur(c.mmuyy, pa, c.m(pa))
Thus, we can choose the proper MMU state such that:
¢ mmugy = ' mmuy;
By analogous steps of the previous case, we can conclude the lemma in this case.
MMU write. From the semantics, we have

V' € Spmw (¢’ .mmuyiy, pa, ¢’ .m(pa))

V! € Sy (c.mmugy, pa, c.m(pa))

We also have

Smmw (¢’ .mmuy;y, pa, ¢’ .m(pa)) = Spmw(c.mmuy, pa, c.m(pa))
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Thus, we can choose the proper value v such that:

vi=w
Also, we have
c'.m=cm
Then we can get
" .m=c.m(pa—V)

= ¢ .m(pa — v")

= c.m(pa — vl)

=clm

=ctm (semantics of program step)

By the semantics of the program step and the MMU write step, for the MMU state of
thread i, we have:

c.mmupy = ¢ .mmugy = ¢ mmugy = ¢t mmugy = ¢ mmug,

With analogous steps of the previous cases, we can prove the equivalence of other com-
ponents and concludes the lemma.

O

Lemma 4.41 (Phase 2 Memory Step Switchable with Others) In configuration c, the thread i
first performs a phase 2 memory step then the thread j performs a step that equals to the thread j
first performs an identical step as before and then the thread i performs a phase 2 memory step.

Vi # j, x € {m, p, muc, mur, muw}. phase(c,i) = 2 A
m X X m
c=ic =j " Ne =; =t =c
eev’ eev’

2

Proor In the proof, the only interesting case is when the thread j performs a memory step to
update the memory, or an MMU write step. We make a case split here:

o = j¢”. With semantics of the abstract machine, we know that the phase 2 memory step
of thread i does not change the thread-local component of thread j and the memory. As
a consequence, from ¢ to ¢!, the thread j can make the same step with the same physical
address and the same condition for RMW. In this case, we let
U = hd(c .is;j) = hd(c.isq;))
Ii = hd(C.iS[i]) = hd(Cl.iS[i])
pa’ € atran(c’ .mmug;, I va, ¢’ .modey, I .r)

= atran(c.mmuy |, Ij.va, c.mode |, Ij.r)
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From the previous argument, we have
W) vV RMW(I) A P .cond(c’ 9y (It = ¢ .m(pa’)))
and ‘ _ _
I .cond(c. 9 (I .t = c.m(pa’))

From Definition d.22] we have
pa’ ¢ c'.ro

With Definition [4.23] we know
atran(c.mmugy, I' va, c.modey;, I'.r)
= atran(c' .mmug;, I'.va, c'.modey;, I'.r)
eclro
With Definition [4.22] we have

1 ’
C .ro =2c¢ .ro

Thus, we can conclude that the phase 2 memory step of thread i and the thread j step
are data race free. We can switch them and get the same read result. The proof of the
equivalence of other components is trivially proved by the semantics.

muw o o)
o ¢’ =;c”. We let the target address of MMU write be a. From the Definition , we
have:

aé¢c.ro
With analogous prove steps as the previous case, we can conclude this lemma.

Lemma 4.42 (Phase 2 Memory Step Postpone After MMU Step) Each phase 2 memory step
can be postponed after MMU steps of the same thread.

m y X ’” . X 1 m ’”
Vx € {muc, muw, mur}. c =; ¢’ =;c"”" A phase(c,i) =2 - ¢ =;c =;c

Proor Since the phase 2 memory step does not affect the mode and MMU state mmu. The same
MMU step can be advanced. We make a case split on the type of MMU steps.

muc mur L.

e ¢ =;c” vV =;c”. Because of the monotonicity, the postponed phase 2 memory step
can choose the same translated address as the physical address. The equivalence of other
components is trivially maintained by the semantics.

muw
e ¢/ =;¢”. Analogous to last case in the proof of Lemma we can get that the phase
2 memory step and the MMU write step are data race free. We can postpone the phase 2
memory step after the MMU write step and get the same configuration.
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According to the argument of reordering, we iteratively apply Lemma [4.39] Lemma [4.40]
Lemma.41)and Lemma4.42]to reorder the executions of the abstract machine into interleaving
blocks. According to the semantics of the abstract machine (For detail see Section [3.2]), we
have the following types of complete interleaving block of thread i. Note that, each block either
contains only one MMU step or starts with a phase 1 program step.

1. ¢ gi ¢’. Each MMU step is an individual block.

p m . . .
2. ¢ =; ¢ =;”. The thread i of the abstract machine first performs a phase 1 interrupted
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eev
program step; then it performs a phase 4 memory step to switch the mode to 0. We have

phase(c,i) = 1 A jisrg(c.ppij, eev) A phase(c’,i) = 4 A phase(c”,i) = 1

p pf . . .
¢ =; ¢ =;c”. The thread i of the abstract machine first performs an uninterrupted
eev

phase 1 program step then a page fault on fetch happens and performs a page fault step.
Also, we have

phase(c,i) = 1 A =jisrg(c.ppij, eev) A phase(c’,i) = 2 A phase(c”,i) = 1

P m P m . .
c =i ¢! =;c? =; =, *. The thread i of the abstract machine first performs an
eev eev

uninterrupted phase 1 program step, then perform a phase 2 memory step for fetching.
After that, the machine performs an interrupted phase 3 program step of thread i. At last,
the machine performs a memory step to switch the mode to 0. According to the semantics,
we have:

phase(c,i) = 1 A = jisre(c.pp, eev) A phase(cl, N=2A
phase(cZ, HD=3A jisrx(cz.p[i], cz.mode[i],liia) A
phase(c3, DN=4A phase(c4, =1

P m P pf . .
c = ¢! =;c* =; & =;c*. The thread i of the abstract machine first performs an
eev eev

uninterrupted phase 1 program step, then perform a phase 2 memory step for fetching.
After that, the machine performs an uninterrupted phase 3 program step of thread i. At
last, the machine performs a phase 4 page fault step. According to the semantics, we have:

phase(c,i) = 1 A = jisrg(c.pji), eev) A phase(c1 ,D=2A
phase(cz, N=3A ﬂjisrx(cz.p[,-],cz.mode[i],lz )A

sa

phase(c3, DH=4A phase(c4, =1

p m p p _ .
c =; ¢! =, =; & =, ¢* The thread i of the abstract machine first performs an
eev eev eev

uninterrupted phase 1 program step and phase 2 memory step as in the previous case, then



performs an uninterrupted phase 3 program step and do not generate memory instructions.
At last, the machine performs a phase 5 program step. We have:

phase(c,i) = 1 A = jisre(c.pp, eev) A phase(cl, D=2A

phase(cz, H=3A ﬂjisrx(cz.p[i],cz.mode[i],l-z )A

sa

phase(c3, N=5A phase(c4, =1

7. ¢c = ¢ =ic” =; ¢ =;c¢" =; ¢’. As in the previous case, the machine first

eev eev eev
performs an uninterrupted phase 1 program step, phase 2 memory step, and uninterrupted

phase 3 program step. A memory instruction is generated in the phase 3 program step. In
the next step, a phase 4 memory step is performed to execute the instruction. At last, the
machine performs a phase 5 program step. We have:

phase(c,i) = 1 A = jisrs(c.pp, eev) A phase(c1 D=2 A
phase(cz, N=3A ﬂjisrx(cz.p[,-],cz.mode[i],l.z )A

Lsa

phase(c3, N=4A phase(c4, D=5A phase(cs, D=1

8. Other complete interleaving blocks are forbidden by the semantics.

For simplicity, we assume that in the interleaving-reduced abstract machine computation, only
exists complete interleaving blocks. We will discuss the simulation of incomplete blocks at the
end of this section.

In the remaining of this thesis, we call these blocks type 1 block,...,type 7 block. In the next
section, we will prove that each block can be simulated by one step of SB reduced MIPS-86
Cosmos machine.

4.3.2 Simulation Theorem Between Abstract Machine and Cosmos Machine

In this subsection, we will prove the simulation between a reordered abstract machine compu-
tation and an SB reduced MIPS-86 Cosmos machine. First, we instantiate the safety property P
in the safety condition of the Cosmos machine in Definition 4.19] Then, we will introduce the
coupling relation and prove the simulation theorem. At last, we prove that the safety condition
is transferred from the SB reduced MIPS-86 Cosmos machine to the abstract machine.

Safety Property Instantiation

In order to make the simulation go through, we should prove that the safety properties are trans-
fered from the Cosmos machine to the abstract machine. Compare with the safety condition of
the Cosmos machine, the safety properties of the abstract machine contains two extra proper-
ties: (i) the flushing policy: the dirty bit should be cleared before a volatile read. (ii) the safety
property for MMU steps: the MMU steps should only access the corresponding local page table
and shared-writable memory. In this subsection, we will complement the safety condition of the
Cosmos machine by instantiate the predicate P in safety(C, P) in Definition |4.19
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Moreover, to prove the safety transferred from the Cosmos machine computation to the ab-
stract machine computation, we should obtain the ownership annotations for the abstract ma-
chine from the ownership annotations for the Cosmos machine. Since the ownership annotations
in the abstract machine computation are generated by ownership annotation generation function
og, we need to give the definition of og. For a certain annotated program, the ownership an-
notations are fixed. Thus, the ownership annotation only depends on the program counter and
read result in ISA level. The ownership generation functions can be regarded as abstractions
of the fixed ownership annotations. The pc in the processor core gives us the location of the
program, and the temporary gives us the read result. The idea of ownership generation comes
from [CS10b]], in which the ownership annotation is generated out of program states and tempo-
raries. Hence, it is hard to find out a formula which describes og. Instead, we define the function
og constructively, i.e. we define the value of og for every reachable abstract machine configura-
tion. In the instantiation of the predicate P, we introduce a function 0g!!PS which takes a SB
reduced MIPS-86 core configuration and a temporary, and returns a tuple of ownership annota-
tion for the SB reduced MIPS-86 Cosmos machine. We use the value of 0g"!"S to define the
value of og of the abstract machine. The details of the og definition is stated in Lemma4.64]and
the transfer of safety property is proved in Theorem 4.66]

Leti = a.s and a.annot o5 = (@.A,a.L,a.R,a.Apy, a.R,) then

Pogups(©) =
(a.io A a.in = (core, wy, wg, eev) —
() (load(lis,) = —C.u;. D) A
(i) a@.annot.,s = 0gFS(C.uj.core,¥’,,)) A
(3w € C.u;.tlb. —~complete(w) —
(iii) ptea(w) € CPt; U C.G.S AV j. ptea(w) ¢ C.O))

where Ij5, is the instruction execute in step a.

W05 = S vips.se-0(C.uti, C.m, av.in).u;. 9

(i), (ii) together with Cosmos machine machine ownership policy corresponds to safe-instr in
Definition [2.14] (iii) is a counter part to safe-mmu-acc in Definition 2.15] Note that, we only
cache non-faulty walks in the TLB, therefore, only non-faulty walks are considered in (iii).

Coupling Relation

In this section, we define the coupling relation between the abstract machine configuration and
the Cosmos machine configuration. In the coupling relation, each component of the abstract
machine equals to the corresponding component of the Cosmos machine.

Definition 4.43 (Coupling Relation Between Abstract Machine and Cosmos machine) We de-
fine the coupling relation ¢ ~ C for an abstract machine configuration ¢ and a Cosmos machine
configuration C.
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e For global components, we have:

cm=Cm
c.shared \ cro = C.S
cro=R

e For thread-local components, Vi € [0 : np — 1] we have:

VX € {n, pc, gpr, sprp}. c.pjip. X = Cu;. X
c.9 = Cu.d
c.mmuy;).pto = C.u;.spr(pto)
c.mmuy;).tlb = C.u;.tlb
c.modey = C.u;.spr(mode)[0]

C.D[l‘] = C.Lt,'.@
C.O[i] = C.Oi
c.pti] = C.P;

Simulation Theorem

To prove the simulation between an interleaving-reduced abstract machine computation and a
Cosmos machine computation inductively, we have to prove the simulation theorem for each
block. Then, we prove that the safety condition is transferred from the Cosmos machine compu-
tation to the abstract machine computation.

According to the argument in Section[d.3.1] we have 6 kinds of complete blocks. The follow-
ing series of lemmas give us the simulation between one block of abstract machine execution
and one step of Cosmos machine execution.

Coupling Maintained by Type 1 Block

Lemma 4.44 (Type 1 Block Simulate By Cosmos machine) Each type 1 block, which only con-
tains one MMU step, can be simulated by a step of Cosmos machine.

mu -, AR ’ ’
c=icNhce~C—>da.C—C A ~C

Proor Since the abstract machine makes an MMU step, from the semantics, we can conclude
that:

c.modeyj)
From the coupling relation, we can also conclude:
C.u;.spr(mode)[0]

We do a case split on the type of the MMU step.
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e A walk creation step for address va € B3C. In this step, the MMU creates a walk for

address va. We also have
C.u;.spr(mode)[0]

Thus, the Cosmos machine can perform a tlb-create step to creating the same walk. From
the coupling relation, we also have
c.mmuy;).pto = C.u;.spr(pto)
We let
a = (i, (tlb-create, va.ba), io, ip, 0,0, 0, 0, 0)
in which
io = T0;(C, a.in) A ip = TP;(C, a.in)

In the remaining of this chapter, the io and ip flags are always defined as above with
respect to the specific @ and C. From the semantics of the abstract machine, we have the
new walk

w = winit(va.ba, c.mmuy;).pto[31 : 12])
= winit(va.ba, C.u;.spr(pto)[31 : 12])

which is also the new walk of the Cosmos machine. Thus, coupling for TLB is maintained
and for other components are trivially maintained.

An MMU read step. In this step, the MMU non-deterministically choose a walk w to
extend. Let pte = pte(c.m, w) then from the definition of can-access and 8., we have

dw € c.mmuy;).tlb. ~complete(w) A pte.p A
pte.a A (w.level =1 A w.r[0] A pte.r[0] — pte.d)

With the coupling relation we have pte = pte(C.m,w) and

w € C.u;.tlb. ~complete(w) A pte.p A
pte.a A (w.level = 1 A w.r[0] A pte.r[0] — pte.d)

Thus, in the Cosmos machine, we can choose the same walk to perform the same walk
extension. We let
a = (i, (tIb-extend, w), io, ip, 0, 0, 0, 0, 0)

From the semantics of the abstract machine and the Cosmos machine, the coupling for
TLB is maintained. For other components, the coupling relation is trivially maintained.

An MMU write step. In this step, the MMU non-deterministically choose an incomplete
walk w and set the access and dirty bit for c.m(ptea(w)). From the definition of can-access
and 6,00, WE have

dw € c.mmuy;).tlb. ~complete(w) A pte(c.m,w).p



With the coupling relation we have:
w € C.u;.tlb. ~complete(w) A pte(C.m,w).p

Thus, we can choose the same walk w from TLB in the Cosmos machine to set the access
and dirty bit at the address for PTE c.m(ptea(w)). With the coupling relation we have

c.m(ptea(w)) = C.m(ptea(w))

We let
a = (i, (tlb-set-accessed-dirty, w), io, ip, 0,0, 0,0, 0)

From the semantics of the abstract machine and the Cosmos machine, the coupling for
memory is maintained. For other components, the coupling relation is trivially maintained.

O

Coupling Maintained by Type 2 Block In a type 2 block, the thread i of the abstract machine
first performs an interrupted phase 1 program step then makes a phase 4 memory step. This kind
of block can be simulated by one step of the Cosmos machine. To prove the simulation, we have
to prove that the same level of interrupt also can happen in the Cosmos machine.

Lemma 4.45 (Ca on Fetch Identical)

¢~ C — cag(c.ppiy, eev) = cag(C.u;.p.core, eev,0)
Proor With the coupling relation we have

C.ui.pc = c.pjj).pc

From the definition of cay, we can conclude this lemma. m]
Lemma 4.46 (Mca on Fetch Identical)

¢ ~ C — mcay(c.pp), eev) = meas(C.u;.core, eev,0)
Proor The coupling relation gives us:

c.piil-sprp(sr) = C.u;.sprp(sr)

This lemma can be concluded by the definition of mcay and Lemma@} O

Lemma 4.47 (Interrupt on Fetch Occur in Both Machines)
c éi ¢’ A phasel(c,i) A c ~ C A jisry(c.ppiy, eev) — jisrp(C.u;, eev,0)
eev

Proor This lemma can be proved by the definition of jisr; and Lemmad.46| |
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Lemma 4.48 (Interrupt Level on Fetch Identical)

p
¢ =; ¢’ A phasel(c,i) Ac~ C A jisr¢(c.pji, eev) —

eev

ilg(c.ppi), eev) = il ¢(C.u;.core, eev, pff)
Proor From Lemma[4.46] we know that
mcag(c.pyi, eev) = meay(C.u;.core, eev,0)
With the definition of jisry, we can conclude:
mcag(c.pyi), eev) = mcayg(C.uj.core, eev,0) # 0*?

Since the page fault on fetch has the lowest priority among the interrupts in fetch phase, accord-
ing to the definition of ilr, for any flag pff, the abstract machine and the Cosmos machine handles
the same level of interrupt. |

Lemma 4.49 (Type 2 Block Simulate by Cosmos machine)

c %i c mﬁi ¢ A phase(c,i) = 1 A jisrg(c.ppy, eev) A
phase(c’,i) = 4 A phase(c”’,i)=1ANc~C —
0. CS C A"~ C
Proor With Lemma[4.27)and Lemma[4.34] we have
phase(c’,i) = 4 A phase(c”’,i) = 1
We can get the above computation of abstract machine is a type 2 interleaving block. We let
a = (i, (core, L, L, eev),io,ip,0,0,0,0,0)

With Lemma.47] we know that the Cosmos machine is also interrupted by make a step . With
the definition of the page fault on fetch flag pff in Definition [3.29] we know that pff = 0. With
Lemma[4.48] we have:

il¢(c.ppiy, eev) = ily(C.u;.core, eev,0)
From the semantics of the abstract machine, we let

p =6 jisry(cast(c.pyiy, 2xt32(c.modey;))), eev, 0)

then
¢ .pii.pe = p’.pc = 07
= C’'.uj.pc
C'.p[,-].n =c.pr-n+ 1
=Cun+1 (coupling relation)
=C'.uj.n (semantics of Cosmos machine)

c’.piiy-sprp = p'.sprp
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in which let k = min{j | eev[j] = 1} then

032 X = sr
zxtzp(c.modey;))  x = emode
c.pli1-sprp(sr) X = esr

P’ .spry(x) = Smeag(c.ppi, eev) x = eca

c.pli]-pc X =epc
binsp (k) x = edata N ily(c.ppy, eev) = 1
C.pli)-Sprp(x) otherwise

0*? X =Sr

C.u;.spr(mode) X = emode

C.uj.spr(sr) X = esr

= {mcay(C.u;.core,eev,0) x = eca

C.u;.pc X =epc
binso (k) x = edata A ily(C.u;.core, eev,0) = 1
C.u;.spry(x) otherwise

= C’.uj.sprp(x)

The above equation can be trivially obtained via the semantics of the Cosmos machine, the
coupling relation, Lemma [4.46| and Lemma [4.48] With the semantics of the abstract machine,
we have

C,.iS[l'] = [SWITCH 0]

and

c".mode[[-] =0A Cl/.iS[i] =]
Other components of ¢” equals to the corresponding components of ¢’. By the semantics of
Cosmos machine, we have

C’.u;.spr(mode)[0] = 0 = ¢” .modey;)

The coupling of other components is trivially maintained by the semantics. m|

Coupling Maintained by Type 3 Block In a type 3 block, the thread i of the abstract machine
first performs an uninterrupted phase 1 program step then makes a phase 2 page fault step. This
kind of block can be simulated by one step of the Cosmos machine. To prove the simulation,
first, we have to prove that when the abstract machine makes a phase 2 page fault step, then the
Cosmos machine can also have a page fault on fetch.

Lemma 4.50 (Page Fault On Fetch Sync) We let trql = (C.u;.pc[31 : 2],011) in

P pf . ..
c =i ¢ =" A phase(c,i) = 1 A —jisrg(c.pii,eev) Ac ~C —
eev

dw; € C.u;.tlb. C.u;.spr(mode)[0] A fault(pte(C.m,wy), trql, wy)
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Proor With the semantics of the page fault step of the abstract machine, we have
¢’ .modey;
Since the program step does not change the mode component, we have

¢’ .modeyy = c.modey;

= C.u;.spr(mode)[0] (coupling relation)
From semantics of the abstract machine, we let I = I’ then
nvR(I) A Iva = c.ppjy.pc[31 : 2] A Lr = 011
With the definition of can-page- fault we have
Iw € " .mmuy;.tib. fault(pte(c’.m,w),(I.va,011),w)

According to the semantics of the abstract machine, the program step does not change the MMU
state and the memory. Thus, we have

¢’ .mmup;y = c.mmug;

c.m=cm
From the coupling relation we have

C.u;.pc = c.ppj).pc
C.u;.tlb = c.mmuy;).tlb

Cm=cm
Thus, we can conclude

w € C.u;.tlb. C.u;.spr(mode)[0] A fault(pte(C.m,w),trql,w)

Lemma 4.51 (Type 3 Block Simulate by Cosmos machine)

p pf . ..
c =; ¢ =" A phase(c,i) = 1 A —jisrg(c.pij,eev) Ac ~C —
eev

0. CHC A ~C
Proor With Lemma[4.26]and Lemma[4.29] we have:
phase(c’,i) = 2 A phase(c”’,i) = 1

Thus, we can get the above abstract machine computation is a type 3 interleaving block. By the
definition of jisr; and phase(c,i) = 1, we can conclude:

\/ mcag(c.ppy, eev)[jl =0
J
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With Lemma[4.46] we can conclude:
— 032
mcay(C.uj.core, eev,0) = 0
Which means all the interrupts with higher priority than page fault on fetch can not occur in the
Cosmos machine. With Lemma[4.50] we can choose the same walk wy to signal a page fault on
fetch in the abstract machine and the Cosmos machine. We let
a = (i, (core, wy, L, eev),io,ip,0,0,0,0,0)

From the semantics of the abstract machine, we have

¢’ .mode;)
Also, the phase 1 program step does not change the mode. Then, we have

¢’ .modep;) = 1
= c.modey;)

= C.u;.spr(mode)[0] (coupling relation)

Thus, the page fault on fetch flag pff in the Cosmos machine is 1. By the definition of mcay, we
have

mcay(C.uj.core,eev, 1) = 0°10%8

We also have
Jisrg(C.uj.core,eev, 1) = 1 ANily(C.uj.core,eev,1) =3

Therefore, both machine can have the same level of interrupt. From the semantics of the abstract
machine, we have

¢ pa-pe = 0
= C’'.uj.pc (semantics of Cosmos machine)

" .ppn = c.pppn+ 1

=Cujn+1 (coupling relation)

=C'.u.n (semantics of Cosmos machine)
c¢”.pri-gpr = c.ppi-gpr

= C.u;.gpr (coupling relation)

= C'.up.gpr (semantics of Cosmos machine)
¢’ .modep;; =0

= C'.u;.spr(mode)[0] (semantics of Cosmos machine)

c”.pliy-sprp = spr,
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in which

032 X =sr

03! o ¢’.modey;; x = emode

c’.ppi)-sprp(sr)  x =esr

/ f—
sprp(x) = 0°10%8 X =eca
c’.piy-pe X =epc
c’.p.sprp(x) otherwise

Since the uninterrupted phase 1 program step does not change the spr,, pc and mode, we can
get

032 X =sr

03! o c.modey;;  x = emode

C.D1.Spryp\Sr X = éesr
spr;,(x) _ Pli1-Sp p( )

031078 X =eca
c.priy-pe X =epc
c.p.spry(x) otherwise

With the coupling relation, we can have

032 X =sr
0o C.u;.spr(mode)[0] x = emode
, C.u;.spr(sr) X = esr
SPrp() = 0°10%8 X =eca
C.u;.pc X =epc
C.uj.sprp(x) otherwise

= C’.uj.sprp(x)
The fault walks are erased from the TLB.

" .mmugy tlb = 6 prysn(c’.mmugy, {¢” . priy.pe}) (semantics of abs)

= ¢’ .mmup).tlb \ {w | wva = ¢’ .pi.pc[31 : 121} (def. of 6 ¢1usn)

= c.mmup).tlb \ {w | wva = c.ppi.pc[31 : 12]} (semantics of abs)

= Cuitlb\ {w|wva = Cu;.pc[31 : 12]} (coupling relation)

= 6p(C.u;.tlb, (flush, C.u;.pc[31 : 12])) (def. of &)

= C'.u;.tlb (semantics of cosmos)
The coupling of other components is trivially maintained. O
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Coupling Maintained by Type 4 Block In a type 4 block, the abstract machine first performs
an uninterrupted phase 1 program step, then perform a phase 2 memory step for fetching. After
that, the machine performs an interrupted phase 3 program step of thread i. At last, the machine
performs a memory step to switch the mode to 0.

To prove the simulation, we first have to prove that the abstract machine and the Cosmos
machine fetch the same instruction.

Lemma 4.52 (Instruction Identical in Translated Mode) We let
paj}"s = wy.ba o C.uj.pc[11 : 2]
then
c e%v>i c! éi A phase(c,i) = 1 A = jisrs(c.ppi), eev) Ac ~ C A c.modep;; —

Aw; € C.u;.tlb. complete(wy) A hit((C.u;.pc[31 : 2],011), w;) A I?

isa

= C.m(pa;”x)
Proor With Lemma[4.26] we have

phase(cl, =2
From the semantics of phase 1 program step of the abstract machine, we have

an(Il) Al'va = c.priy-pel31 : 2] A 't = I, A
I'.r = 011 A ctmodeyy A c.mmugy = ¢! .mmug;
From the semantics of the phase 2 memory step of the abstract machine, we have
Hpmall.zm e atran(c' .mmug), I' va, ¢! .modeyy, I'.r). Il-zm = cl.m(pmalizm)
From the definition of atran and the coupling relation, we have:
atran(c' mmu;, I'va,c! .modeyj, 1'r)
= {w.ba o Il.va[9 :0]|we cl.mmum.tlb A complete(w) A hit((]l.va,ll.r), w)}
= {w.ba o c.pjy.pc[11 : 2] | w € c.mmuy;).tlb A complete(w) A hit((c.pp;1.pc[31 : 2],011), w)}
= {w.ba o C.u;.pc[11 : 2] | w € C.u;.tlb A complete(w) A hit((C.u;.pc[31 : 2],011), w)}

Thus, we can choose a complete walk w; from C.u;.tlb, which satisfies
hit((C.u;.pc[31 : 2],011), wy),

2 _ ., cos
such that pmal;, = pa}"‘
have

. Since the phase 1 program step does not modify the memory, we
c.m=cm
With the coupling relation, we have

2 = C.m(pa;”)

rsa
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Lemma 4.53 (Instruction Identical in Untranslated Mode)

p m )
c =; c! =; A phase(c,i) =1 Ac ~ C A =c.modej) A
eev

—jisre(c.ppi), eev) — Iizsa = C.m(C.u;.pc|31 : 2])
Proor With Lemma[4.26] we have
phase(cl, =2
From the semantics of phase 1 program step of the abstract machine, we have
an(Il) Al va = c.pry-pel31 : 2] A 't = I, A I'r=011A ﬂcl.mode[i]
From the semantics of the phase 2 memory step of the abstract machine, we have

Elpmall.zm € atran(c' .mmug), I' va, ¢! .modeyy, I'.r). Il-zm = cl.m(pmali,a)

From the definition of atran we have:
—c!.modep;) — pma]l-zm = c'.ppy-pel3l : 2]

By the semantics of the abstract machine, the uninterrupted program step does not change the
pc and the memory. Therefore, we have:

pmal-2 = c.ppj-pel31 : 2]

Lsa

cl.m =cm

With the coupling relation and the semantics of the abstract machine, we have:

12

a = cl.m(pmal.2 )

rsa

= c.m(c.pp.pel31 : 2])
= C.m(C.u;.pc[31 : 2])

Then, we need to prove the same level of interrupt happens in both machines.

Lemma 4.54 (Ca on Execute Identical)

’ 32 P 1m - N . _
VI, €B7.c =; ¢ =;c” A phase(c,i) = 1 A —jisrg(c.pp, eev) A
eev

¢ ~ C — cay(c*.pyy, c2.modeyy, I,,) = ca(C.uj.core, I, 0)
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Proor With Lemma[4.26] we have:
phase(cl, =2
By the definition of ca,, we have

ca(c*.pp, ¢*.modeyy, I, [ j] =

i) v cz.mode[i] A (movs2g(I} ) vV movg2s(I} ) V eret(I] ) j=4
sysc(I] ) j=5
ovf(lop(cast(cz.p[i]), I, rop(cast(cz.p[i]), I ), alucon(I! ), itype(I’ ) j=16
ea(cast(c*.pyp), I}, )1 : 0] ¢ {00, L} j=7
0 otherwise

Since the result of lop, rop and ea only depend on the gpr value and the instruction. The phase
1 program step and the phase 2 memory step do not change the gpr value as well as the mode
value. Thus, we have

cax(cz.p[i],cz.mode[i],Ii/m)[j] =

i1 ,) v c.modeyy A (movs2g(I’ ) vV movg2s(I’ )V eret(I] ) j=4
syse(l,) j=s
ovf(lop(cast(c.pp), I},,), rop(cast(c.p), I} ), alucon(l] ), itype(I] ) j=6
ea(cast(c.pp), I7,)[1 : 0] ¢ {00, L} j=17
0 otherwise

With the coupling relation, we have:

ca(c.puy, ¢*.modeyy, I, )[j]1 =

I )V Cuj.spr(mode)[0] A (movs2g(Il. )V movg2s(I!_ )V eret(Il )) j=4

isa isa isa isa
sysc(l] ) j=5
ovf(lop(C.u;.core, I ), rop(C.uj.core, I} ), alucon(I] ), itype(I ) j=6
ea(C.uj.core, I’ )1 : 0] ¢ {00, L} j=17
0 otherwise

= cay(C.u;.core, I, 0)

Lemma 4.55 (Mca on Execute Identical)

, 32 P 1m - N . _
VI, €B .c =; ¢ =;c” A phase(c,i) = 1 A —jisrg(c.pp, eev) A
eev
’

{w) = mcay(C.uj.core, I, 0)

c~C—> mcax(cz.p[i], cz.mode[i],l s Lisas
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Proor With Lemma[4.54] we have:

cax(cz.p[i],cz.mode[,-],lf ) = ca,(C.u;.core, I_,0)

isa >Tisa’
From the semantics of the abstract machine we have

cz.p[i].sprp(sr) = c.pji]-sprp(sr)
= C.u;.spr(sr) (coupling relation)

By the definition of the mca,, we can conclude this lemma. ]

Lemma 4.56 (Interrupt on Execute Occur in Both Machines)

’ 32 LN BT N y '
VI, € B".c =; ¢ =;c” A phase(c,i) = 1 A —jisrg(c.pp, eev) A

isa
eev

c~C— jisrx(cz.p[i],cz.mode[i],llfm) = jisro(C.u;, I, 0)
Proor This lemma can also be proved by the definition of jisr, and Lemma[4.55] |

Lemma 4.57 (Interrupt Level on Execute Identical)

’ 32 Poam 0 N iy ,
VI, € B*.c =; ¢ =;c” A phase(c,i) = 1 A —jisre(c.pp, eev) A
eev

c~C— ilx(cz.p[i],cz.mode[,'],li/m) = il (C.u;.core, I’ ,0)

> Tisa’®

Proor This lemma can be proved by the definition of i/, and Lemma[.53] |

In the following, we prove a type 4 interleaving block can be simulated by a Cosmos machine
step.

Lemma 4.58 (Type 4 Block Simulate by Cosmos machine)

p ;] m 2 P 3 m 4 . ..
¢ =; ¢ =" =; ¢ =;c" A phase(c,i) =1 A jisrg(c.pji, eev) A
eev eev

Jisro(c2.ppiys &.modeg), I ) A c ~C — Fa. C > C' Act ~ C

isa

Proor With Lemma[4.26] Lemma .28 Lemma[4.32and Lemma[4.34] we have
phase(cl, N=2A phase(cz, )=3A phase(cS, )=4A phase(c4, =1

Thus, we can conclude that the above abstract machine computation is a type 4 interleaving
block. We let
a = (i, (core, wy, L, eev), io,ip,0,0,0,0,0)

in which the wy is chosen in the following manner: If c.modey; then wy is chosen analogously to
Lemma[4.52] Since w; is complete and no rights violation, we do not have page fault on fetch in
the Cosmos machine. Otherwise, we let w; be L.
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Also, because we give the L value to the walk used for memory access, the page fault on
load/store can not happen in Cosmos machine according to the semantics. Thus, the pfls flag is
0.

By Lemma {.52]if c.modej;) or Lemma .53 otherwise, we can conclude that the Cosmos
machine fetches the same instruction as Il.zm.

With Lemma [4.56] we have

jisro(Cui, IZ,,, 0)
With Lemma[4.57] we have

ilx(cz.p[l-],c2.m0de[,-],1.2m) =il (C.uj.core I 0)

l > tisa’

From the semantics of the abstract machine, we have

t.pn = € prg.n
= cz.pm.n +1
= c].p[i].n +1
=c.ppn+1
=Cu.n+1 (coupling relation)
=C .uj.n (semantics of Cosmos machine)
c4.p[,-] .pc = 02
= C'.u;.pc (semantics of Cosmos machine)

Also, from the semantics of the abstract machine, we know an interrupted phase 3 program step
generates a mode switch memory instruction to set the mode to 0. Thus, we can conclude:

c4.m0de[l~] =0

= C’.u;.spr(mode)[0] (semantics of Cosmos machine)

For the temporary, according to the semantics of the abstract machine, we have:

0 = A9y
= c2.19[,-]
=l e - 12
= ey, - I,
= Cutp. 9 cun = Iyy) (coupling relation)
=C .u.9 (semantics of Cosmos machine)
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For the spr),, according to the semantics of the abstract machine, we have:

4 3
C .p[,-].sprp =C .p[,-].sprp

= spr),
in which

0% X = sr
0% x = mode
cz.mode[,-] Xx = emode
cz.p[i].sprp(sr) X =esr

spri(x) = mea,(c?.pp, ¢ .modey;, Il ) x=eca
Cz-P[z‘]-PC X =-epc A ﬂcontinue(cz.p[,’], cz.mode[i], Il.zsa)
cz.p[i].pc +32 43 X =-epc A continue(cz.p[i], cz.mode[i], Iizm)
ea(cast(c®.p), I1,,) x = edata A ily(c® iy, ¢2.modep, I2,) = 8
2. ppi)-sprp(x) otherwise

From the semantics of the abstract machine, we have that an uninterrupted phase 1 program step
and a phase 2 memory step does not change the gpr, spr,, pc and mode. Thus, we have

032 X =sr
0% X = mode
c.moder;) X = emode
spr;,(x) _ c.jt)[,-].s;;rj,,(sr)2 , X = esr
mcay(c.ppy, ¢.modep;), I ) x = eca
¢.pil-pc X =epcA ﬂcontinue(cz.p[i], cz.mode[i], Il.zsa)
c.pri-pe +32 432 X =-epc A continue(cz.pm, cz.modem, Iizsa)
c.pli1-sprp(x) otherwise

Since we already proved that both machines have same level of interrupt, then

continue(cz.p[i], cZ.mode[i], Iizsa) < continue(C.u;.core, Iizsa, 0)

With the coupling relation, we have
032

X =sr
032 x = mode
C.u;.spr(mode)[0] Xx = emode
, C.uj.sprp(sr) X = esr
sprp(x) - mcay(C.u;.core, Il.zm, 0) x=-eca
C.u;.pc x = epc A —continue(C.u;.core, Il.zw, 0)
C.uj.pc +33 43 x = epc A continue(C.u;.core, Il.zsa, 0)
C.uj.sprp(x) otherwise

= C'.uj.spry(x)
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Let
gpr’ = 5instr(cast(cz.p[i], th32(cz.mode[[]), cz.mmu[,-] .pto), Iizm, 1).gpr

then according to the semantics of the abstract machine, we have:

gpr’ = Ginsur(cast(c.ppiy, zxt3a(c.modey)), c.mmug;). pto), Iizm, 1).gpr
= Ojustr(C.uj.core I 1).gpr

> risa’

For the gpr, according to the coupling relation, semantics of the abstract machine and the Cos-
mos machine, we have

c4.p[,-].gpr = c3.p[,-].gpr

isa

B c2.ppy.gpr  —continue(c?.pyy, c*.modeyy, I2,)
gpr’ otherwise

rsa

_Je-pry-gpr ﬂcontinue(cz.p[,-],cz.mode[,-],l.z)
gpr’ otherwise

_ | Cui.gpr ﬂcontinue(C.u,’.core,Iizsa,O)
gpr’ otherwise

= C .uj.gpr

The coupling for other components is trivially maintained. O

Coupling Maintained by Type 5 Block In a type 5 block, the abstract machine first performs
an uninterrupted phase 1 program step, then perform a phase 2 memory step for fetching. After
that, the machine performs an uninterrupted phase 3 program step of thread i. At last, the
machine performs a page fault step.

To prove the simulation, we first prove that the page fault can also happen in the Cosmos
machine.

Lemma 4.59 (Page Fault On Execute Sync) We let

trqEA = (ea(C.uj.core, 1> )[31 : 21, store(I%,) V rmw(I>,) o 10)

>Tisa isa isa
in
1mooo P o3Pt

p 4 .
c = ¢ =;c¢” =; ¢ =" A phase(c,i)=1A
eev eev

—jisry(c.ppi, eev) A —ujisrx(cz.p[,-], cz.mode[i], I YAc~C —

Lsa

Awg € C.u;.tlb. C.u;.spr(mode)[0] A fault(pte(C.m, wg), trqEA, wg)
Proor With the semantics of the page fault step in the abstract machine, we have

R(IP) vV W(I?) v RMW(I?)
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Thus, we can conclude the program step from ¢ to ¢> generates an instruction. With Lemma

[4.26] Lemmal4.28]and Lemma[4.30} we have
phase(cl,i) =2A phase(cz, N=3A phase(c3, )=4
From the semantics of the page fault step in the abstract machine, we also have
C3.m0de[,-] Adwe c3.mmu[,~].tlb. fault(pte(c3.m, w), (13.va, 13.r), w)
By the semantics of the abstract machine and the coupling relation, we have

Pya= ea(cast(cZ.p[i]),Iizsa)[31 : 2]
= ea(cast(c.p), I2,)[31 : 2]
= ea(C.u;.core, Iizm)[31 1 2]

Pr= store([izm) \% rmw([2 )o 10

isa
3

c.m=cm
=Cm
c3.mode[i] =1
= c.modey;)

C.u;.spr(mode)[0]
¢ mmuy).tlb = c.mmug;).tlb
= C.u;.tlb

Thus, we have:
w € C.u;.tlb. C.u;.spr(mode)[0] A fault(pte(C.m,w),trqgEA, w)
Moreover, concludes the lemma. O

Then, we prove the simulation of type 5 block.

Lemma 4.60 (Type 5 Block Simulate by Cosmos machine)

p ;] m 2 P 3 pf 4 . ..
¢ = ¢ =" = ¢ =;c" A phase(c,i) =1 A =jisrs(c.pi, eev) A
eev eev

—jisry(c?.piy, ¢2.modep, IL,) A ¢ ~ C — Ja. C S C At~ C
Proor Analogous to the proof of Lemma[.59] we can get
phase(cl, ND=2A phase(cz, HD=3A phase(c3, =4
With Lemma[4.35] we can get

phase(c4, =1
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Thus, the above computation is a type 5 block. By the semantics of the page fault step in the
abstract machine, we have

1

c.moderj

¢ .modey;,

We let
a = (i, (core, wy, wg, eev), io, ip,0,0,0,0, D)

In @, the wy is chosen in the same manner as in Lemma[4.52] Also, with wy, the Cosmos machine

fetches the same instruction as Ii .+ Since according to Lemma the w; can not cause the

page fault on fetch. Thus, the flag pff is 0. The wg is chosen according to the Lemma [4.59]

which guarantees that the Cosmos machine has a page fault on load/store. That is pfls = 1.
With Lemma and Lemma[4.56] we can get

ﬁjisrf(c'uiv eev’ 0) A _'jisrx(c'ui7 Il‘S(/h 0)

As a consequence, we can conclude that in the Cosmos machine only the page fault on load/store
interrupt happens. With the definition of mcay, we have

mcay(C.u;.core I? 1) = 0%10%

> Tisa’

From the semantics of the abstract machine, we have

c4.m0de[,-] =0

= C’.u;.spr(mode)[0] (semantics of Cosmos machine)
*.piiy.pe = 07

= C’.u;.pc (semantics of Cosmos machine)

*.pi-gpr = c.ppiy-gpr
= C.u;.gpr (coupling relation)
= C'.uj.gpr (semantics of Cosmos machine)
o =ctppn+ 1
= cl.p[i].n + 1
=c.ppn+1
=Cun+1 (coupling relation)

C'.uj.n (semantics of Cosmos machine)
Cz.ﬁ[i]

1 2
¢ DLy = Lig,)

ey, - 12,)

isa

C4.19[,']

= CupI(cyn » I? ) (coupling relation)

isa

=C .9 (semantics of Cosmos machine)
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For spr,, according to the semantics, we have
4 ’
c".pii-sprr = spr),
in which we let I = I then

0*? X =sr

0*! o ¢3.modey;)  x = emode

c3.sprp(sr) X = esr
spr;,(x) ={0810% X =eca

&.puiy-ppe X =epc

P.vao00 X = edata

c3.p[i].sprp(x) otherwise
From the semantics, we can get
Pya= ea(cast(cz.p[,-]),lizm)[3l 1 2]
= ea(cast(c.p[l-]),lizm)[31 1 2]
= ea(C.uj.core, Il.zsa)[31 1 2] (coupling relation)

Since we do not have misalignments on execute, the last 2 bits of effective address is 00.

ea(cast(c.ppi), Il-zm) = ea(C.u;.core I? )1:0]=00

> Tisa

Also, from the semantics of the abstract machine, we can conclude:

032 X =sr

03! o c.modey;) X = emode

c.sprp(sr) X = esr
spr;,(x) =40810% X = eca

C.priy-pe X =epc

ea(cast(c.p[,-]),lia) X = edata

c.pli]-sprp(x) otherwise

With the coupling relation and the semantics of the Cosmos machine, we can get:

032 X=sr

03l o C.u;.spr(mode)[0] x = emode

C.u;.spr(sr) X = esr
spr;,(x) =40810% X = eca

C.uj.pc X =epc

ea(C.uj.core, Iizsa) X = edata

C.uj.sprp(x) otherwise

= C’.uj.sprp(x)
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For the TLB, the fault walks are erased.

c4.mmu[,-].tlb = (5ﬂu5h(c3.mmu[,-], {13.va}).tlb (semantics of abs)
= c3.mmu[i].tlb \{w | l.va.ba = w.va} (def. of 6 fiusn)
= c.mmug).tlb \ {w | I.va.ba = w.va} (semantics of abs)

= C.u;.tlb \ {w | ea(C.u;.core I )[31:12] = w.va} (coupling relation)

>Tisa

= O0yp(C.u;.tlb, (flush, ea(C.u;.core I’ )[31 :12])) (def. of 6,)

>Tisa

= C’.u;.tlb (semantics of cosmos)

The coupling relation for other components is trivially maintained. |

Coupling Maintained by Type 6 Block The thread i of the abstract machine first performs
an uninterrupted phase 1 program step and phase 2 memory step as in the previous case, then
performs an uninterrupted phase 3 program step and do not generate memory instructions. At
last, the machine performs a phase 5 program step.

Lemma 4.61 (Type 6 Block Simulate by Cosmos machine)

P o1 2P 3 P 4 . .
¢ =i c =" =; ¢ =; ¢ Aphase(c,i) =1 A ~jisre(c.pji, eev) A
eev eev eev X

ﬂjisrx(cz.p[i], cz.mode[,-], I?Sd) A ﬁgen—ins(liia) Ac~C >

0.CHC At~ C
Proor With Lemma[.26] Lemma[4.28] Lemma[4.31]and Lemma[4.36] we have
phase(cl,i) =2A phase(cz, H=3A phase(c3, H=5A phase(c4, =1

Thus, the above abstract computation is a type 6 interleaving block. We choose a walk w; in the
same manner as we did in the proof of Lemma @ Thus, the Cosmos machine can fetch the
same instruction as Il.zm. Then, we let

a = (i, (core, wy, L, eev),io,ip,0,0,0,0,0)

Note that, since we have ﬂgen—ins(ll.zm), according to the definition of gen-ins and the semantics
of the Cosmos machine, the Iizs , does not require memory accesses in the Cosmos machine. As
a consequence, we give a L value to the wg which is used for the address translation for the
load/store.

From the semantics, we have:

VX € {gpr, sprp, pc}. c4.p[,'] X = Oinsir(cast(c.ppiy, zxtzp(c.modey;y), c.mmuyj). pto), Iizm, 032).X

The execution of I?m does not need the read result from memory to update the gpr. Thus, we
use a dummy value 032 as the read result, which does not affect the execution of Il.zs .+ With the
coupling relation, we can conclude:

cast(c.pyi), 2xtsz(c.modey;)), c.mmuy;).pto) = C.u;.core
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Thus, we have

c*.pii-X = Sinsir(Cuij.core, I, 07)

> tisa’

=C ,.l/tl'.X
For the counter and temporary, we have
Aoppn=cEpan+ 1 (semantics of the abstract machine)
=clpyn+1 (semantics of the abstract machine)
=cppn+1 (semantics of the abstract machine)
=Cun+1 (coupling relation)
=C'.u.n (semantics of the Cosmos machine)
A = Uy - Il.zm) (semantics of the abstract machine)
= ci, & Il.zs 2) (semantics of the abstract machine)
= CupIcyn - IiQS 2) (coupling relation)
=C .u;. 9 (semantics of the Cosmos machine)
The coupling of other components is trivially maintained. O

Coupling Maintained by Type 7 Block As in the previous case, the machine first performs
an uninterrupted phase 1 program step, phase 2 memory step, and uninterrupted phase 3 program
step. A memory instruction is generated in the phase 3 program step. In the next step, a phase
4 memory step is performed to execute the instruction. At last, the machine performs a phase 5
program step.

First, we need to prove that the Cosmos machine can use the same target physical address as
in the abstract machine.

Lemma 4.62 (Physical Memory Address Identical in Translated Mode) In this lemma, we
prove that the Cosmos machine can have the same address translation as the abstract machine
for memory access instruction.

The abstract machine makes an uninterrupted phase 1, phase 2 memory step to fetch. If the
fetched instruction is a load, store or rmw instruction, then another memory access is required.
In the next step of the abstract machine, it makes an uninterrupted phase 3 program step to
generated a memory instruction. Then, the abstract machine makes a phase 4 memory step that
executes the memory instruction.

We let

ea = ea(C.u;.core, Il.zm)

rights = store(lizm) \Y rmw(lizm) o 10
trqEA = (ea[31 : 2], rights)

then prove that for every possible translated address pa., in the phase 4 memory step of the
abstract machine, we can find a complete walk wg in the Cosmos machine’s TLB such that

208



e There is a hit for the effective address ea and the walk wg.

® pa,, is the physical address of ea with respect to wg.

Poam o Po3m gy :
c =; ¢ =" =; ¢ =;c" A phase(c,i)=1A
eev eev

—jisre(c.ppip, eev) A ﬂjisrx(cz.p[,-], cz.mode, Il.zm) Ac~CA
c.modeyi) A (load(lizm) \% store(]l.zm) \% rmw(Iizsa)) A
Pdey € atran(c3.mmu[i],l3.va, c3.m0de[,-],13.r) —

Awr € C.u;.tlb. complete(wg) A hit((ea[31 : 2], rights), wg) A

Paex = wr.ba o ea[11 : 2]

Proor With load(lizm) \ store(lizm) \ rmw([l.zm), we can conclude:

gen—ins([izs o)
With Lemma[4.26] Lemma [4.28] Lemma[4.30] we have
phase(cl, DH=2A phase(cz, H=3A phase(c3, )=4
From the semantics of the abstract machine, we have:

P.r = rights
Poya= ea(cast(cz.p[,-]),Il.zm)[3l 1 2]
= ea(cast(c.p[,-]),lizm)[31 0 2]
= eal31 : 2]
c.modey = ¢ .modey;)

atran(c’ MU, P.a, c3.m0de[l~], P.r)= atran(c.mmuy;, Pu.a, c.modey;, P.r)
With the definition of atran, we have:

DPaeyx € atran(c.mmu;, P.a, c.modeyj, 13.r)

= paey € {w.ba o 13.va[9 : 0] | w € c.ommuy;).tlb A complete(w) A hit((13.va, 13.r), w)}
= pa,y € {w.ba o 13.va[9 :0] | w € C.u;.tlb A complete(w) A hit((l3.va,l3.r),w)}

= payx € {w.baoea[ll : 2] | w € C.u;.tlb A complete(w) A hit((ea[31 : 2], rights), w)}

The lemma is concluded. O

Lemma 4.63 (Physical Memory Address Identical in Untranslated Mode) We prove an anal-
ogous lemma for the untranslated case. In this lemma, we reuse all the shorthands in the last
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lemma.

p m p m .
c =; c! =; 2 =, o =; c* A phase(c,i) =1 A
eev eev
—jisry(c.ppi), eev) A ﬂjisrx(cz.p[i],CZ.mode I? YJAc~CA

> Tisa

—c.modep;; A (load(]-2 )V store(l-2 )V rmw([-2 ) A

Lsa Lsa Lsa

Plex € atran(c3.mmu[i],l3.va, c3.m0de[,-],l3.r) — pdey = eal31 : 2]

Proor This lemma can be proved by analogous steps as Lemma4.62] The only difference is the
definition of atran. With the definition of atran in the untranslated case, we have:

Paey € atran(c.mmuyy, I .va, c.modeyy, IP.r)
= Py € {13.va}
= pa.y € {eal31 : 2]}

The lemma is concluded. |

Then, we prove that the type 7 interleaving block can be simulated by one Cosmos machine
step.
Lemma 4.64 (Type 7 Block Simulate by Cosmos machine)
1 mo2

p p 3 m
C = C =;C" = ¢ =;cC
eev eev

p . .
4 =; A A phase(c,i) = 1 A ~jisr(c.pp, eev) A
eev

.. 2 2 2 . 2
—jisry(c”.ppy, ¢ .modey;, I7,) A gen-ins(I;,,

) A ¢ ~ C A safety(C, Pug%(fs) -
0. CHC At~ C
Proor With Lemma[4.26] Lemma[4.28] Lemma[4.30|and Lemma [4.33] we have
phase(cl, H=2A phase(c2, )=3A phase(c3, =4A phase(c4, H=5A phase(cs, =1
Thus, the above abstract machine computation is a type 7 block. We let

a = (i, (core, wy, wg, eev), io, ip, annot%éps)

in which

e wy. If c.modef;) we apply Lemma[4.52) and choose the walk w; to perform address trans-
lation for fetching. Otherwise, we apply Lemma.53]and w; = L. The Lemma[4.52] and
Lemma also guarantee that the Cosmos machine fetches identical instruction as I2

isa’

o wg. If c.modey;y A (load(Iise) V store(Iisq) V rmw(Iis,)) we apply Lemma[#.62]and choose
the walk wg such that the Cosmos machine accesses the same physical memory address as
the abstract machine in the phase 4 memory step. If =c.mode; A (load(l;sq) V store(lisq) V
rmw(lis,)) we apply Lemma [4.63] and let wg = L. In this case, the Cosmos machine
also accesses the same physical memory address as the abstract machine in the phase 4
memory step. Otherwise, no memory accesses are required by Il.zsa. Thus, we let wg = L.
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MIPS

e annot.,. > . The ownership annotations are defined as:
wips | 0gMIPS (Cuj.core,9,s)  a.io
annot,,; ° = .
0,0,0,0,0) otherwise
where:
o5 = S vips.g6-0(C-tti, C.om, v.in).u;. 9

From the semantics of the abstract machine we know I° is the memory instruction generated
according to Il.zm. In the following proof, we make a case split on />

isa’

o —(load(I*> ) Vv store(I> )V rmw(I%. )). With gen-ins(I>. ), we can conclude

Lsa Lsa Lsa Lsa

mfence(1-2 )V switch([2 )V eret(I-2

isa Lsa Lsa

)V wpto(I%,) V invipg(I%,) V flush(I%)
According to the semantics of the abstract machine, I° clears the dirty bit. Thus, we have:
Cs.@[i] = C4.D[i]
=0
=C' .u.D (semantics of Cosmos machine)
For the temporary, from the semantics and the coupling relation, we have:
65.19[,'] = C4.l9[i]
= Cs.ﬂ[i]
= 62.19[1']
_ Al 2
=cC -ﬂ[i](lnl — [ )

Lsa

= C.ﬁ[,’]([n = Il-zm)

= C.ui.ﬂ(lc.u,-.n = Iizsa)
= C'.ui.ﬂ

Thus, if m fence(]l.zm) then the coupling is maintained. We do a further case split on /7

isa’

- switch(lizm). From the semantics of the abstract machine, we have:
P = SWITCH ¢?.py.gpr(rt(I% ))[0]
With the semantics of the abstract machine, we have:
cs.mode[,-] = c4.m0de[,~]
= . pii-gpr(ri(,)I0]
= c.pii1-gpr(ri(;,)I0]

= C.ui.gpr(rt(ll.zsa))[O] (coupling relation)
= C’.u;.spr(mode)[0] (sematics of Cosmos machine)

The coupling is maintained in this case.
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- eret(ll.zs ,)- From the semantics of the abstract machine, we have:
I’ = SWITCH cz.p[i].sprp(emode)[O]
Thus, according to the semantics of the abstract machine, we have:

¢ .modey; = ¢* .modey;)
= cz.pm .sprp(emode)[0]
= c.pi)-sprp(emode)[0]
= C.u;.spry(emode)[0] (coupling relation)

= C’.u;.spr(mode)[0] (sematics of Cosmos machine)

The coupling is maintained in this case.

- wpto(]l.zs ). From the semantics of the abstract machine, we have:
P = WPTO ¢?.py;).gpr(rt(I2,))
With the semantics of the abstract machine, we have:

e .mmu;).pto = c4.mmum. pto
= . piiy-gpr(rl,))
= c.ppiy.gpr(ri(I,))
= C.u,-.gpr(rt(lizm)) (coupling relation)

= C’.u;.spr(pto) (sematics of Cosmos machine)

The coupling is maintained in this case.

- invlpg(l.2 YV f lush(lfm). From the semantics of the abstract machine, we have:

I’ = INVLPG F

in which

B30 flush(I? )

rsa

{cz.pm gprrd(2 )31 :2]  invipg(I%,)
With the semantics of the abstract machine, the semantics of the Cosmos machine
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and the coupling relation, we have:

cs.mmu[i].tlb

= * mmuy;).tlb

= 6ﬂush(c3 mmuy;), I)

= cz.mmu[i].tlb \{w|3JaeF.a[29 :10] = w.va}

3 {cz.mmu[i].tlb \{w]| cz.p[,-] .gpr(rd(l.2 N[31:12] = w.va} invlpg(l.2 )

Lsa Lsa

0 flush(I%)
3 c.mmup;).tb \ {w | c.p[i].gpr(rd(lizm))[Sl 1 12] = w.va} invlpg(ll.zm)
o flush(12,)
_ [Couitlb \ {w | C.uj.gpr(rd(2 )[31 : 12] = w.va} invipg(I% )
o flush(?,)
_ [6up(C.uj.tlb, (fush, C.u;.gpr(rd(I7, )[31 : 12])  invipg(I.)
o flush(I,)
= C’.M,‘.llb

The coupling is maintained in this case.
. (load(lizsa) \Y store(ll.zm) \% rmw(Il.Zm)). With the semantics of the abstract machine, we have
R(P) Vv W) v RMW(I?)

and

Pva = ea(cast(c®.py), I%,)

= ea(cast(c.pyi)), Iizm) (semantics of abstract machine)
= ea(C.u;.core, I?S 2) (coupling relation)

P.bw = bw(cast(cz.p[,-]), Ifm)
= bw(cast(c.pp), Il-zm) (semantics of abstract machine)

= bw(C.u;.core, Iizm) (coupling relation)

If c.modey;; we apply Lemma [#.62] otherwise we apply Lemma4.63] After that, we can
get that the abstract machine and the Cosmos machine access the same physical address
in the memory with the same byte write signals. We let the physical address be pa. Then,
for the load and rmw instructions, we have to prove the read value is identical. We let the
read value be v.
V= lv(c3 m(pa), Iizm)
= W(c.m(pa), I%)
= (C.m(pa), Il.zm)
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From the semantics of the abstract machine and Cosmos machine, and the coupling rela-
tion, we also have:

updategpr(lizsa, X)

5
c.priy-gpr(x) =
Pli-8p {c .Dli1-8pr(x) otherwise

updategpr(I? S )

c.ppi-8pr(x) otherwise
updategpr( S )

C.uj.gpr(x) otherwise

= C".uj.gpr(x)
For the temporary, from the semantics and the coupling relation, we have:
Cs.ﬂ[i] = C4.l9[i]

~ {c3.19[i](R63.p[i].n V) load(I* )V rmw(I%)

Lsa 1sa
e I otherwise

AR pyn V) load(IZ, ) v rmw(I,)

29 otherwise

O pyn P )Rty o V) load(I7 )V rmw(I7 )
c! O U piyn Il.zm) otherwise

e pyn = 12 ) Repyn = V) load(I2,) vV rmw(IZ )
c.IiUe.pyn Il.zm) otherwise

Cut;. ¥ cun = 12 ) Reun = v)  load(I2) vV rmw(I2,)
Cui Icyn = I?) otherwise

isa

= C'.ui.ﬁ
For the rmw instruction, we have:
13.cond(c4.19[i]) = c3.p[i].gpr(rd(1i2m)) = c3.m(pa)

< c.ppi).gpr(rd( lm)) = c.m(pa) (semantics of abstract machine)

o C.u,~.gpr(ml(12 ) = C.m(pa) (coupling relation)

isa

Thus, the condition value for rmw is also consistent in both machines. For store and
rmw instructions, we also have to prove the store value is equal in both machines. In the
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abstract machine, we store value is defined as:

s4s(c3.p[i].gpr(rt(l.2 N, 12 ) store(I>)

I3f(C3l9[l]) = isa isa isa
. priy-gpr(ri ), I ) rmw(I2,)

_ s4s(c.p[,-].gpr(rt(1i2m)),Il.zm) store(ll.zsa)
c.pri-gprre(I; ), I7,) rmw(I> )

isa isa isa

_ s4s(c.p[i].gpr(rt(1i2m)),Il.zm) store(ll.zm)
c.pri-gprre(Iy ), I7) rmw(I> )

isa isa isa

_ s4s(C.ui.gpr(rt(Ifsa)),Il.zm) store(ll.zm)
C.uj.gpr(rt(I2 ), 1%) rmw(I? )

Lsa Lsa Lsa

According to the semantics, the store value of the abstract machine is equal to the store
value of the Cosmos machine. Thus, for the store and rmw instructions, we apply the same
update to the memory of the abstract machine and Cosmos machine. We can get

C'm=c*m

=cm (semantics of abstract machine)

If =I° .vol then the coupling is maintained. Otherwise, from the semantics we have:

¢®.ppy-pel31 : 2] € A,
= c.ppp-pel31 : 2] € Ajp
= Cu;.pc[31:2] € A,

Thus, we can conclude that the io flag in step information « is set in this case. For the
dirty bit, we have

Dy = Dy (semantics of abstract machine)
1 YW(IP)
=30 RMW(I?)

c.Dy;)  otherwise
From the semantics of the abstract machine, we have:

vW(I3) “ store(I.2

Lsa

RMW(P) < rmw(I%,)

)A c2.pm.pc[3] 121 €A

Thus, with the coupling relation and the semantics of the Cosmos machine, we can con-
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clude:

1 store(ll.zm) A c.ppiy.pel31 : 2] € Ay
¢ D =40 rmw(ll.zm)
c.Dyy  otherwise
1 store(ll.zm) A a.io
=40 rmw(ll.zm)
C.u;.D otherwise
=C' .u.D

From the definition of safety(C, P, uirs), we have
(A, L,R,Ap, Ry) = 0gMP5 (C.uy.core, C' .u;.9)
We define the value of og(I*.p, ¢*.9y;) with
(A,L,R,R,A,,Rp;)

To maintain the coupling relation, we do not change the read-only set ro in the abstract
machine. Thus, all the addresses belong to the released set are writable. Note that the
pair (I.p, ¢*.9;;) can be computed from the abstract machine configuration ¢ and the pair
(C.uj.core,C’.u;.19) also can be computed from the Cosmos machine configuration C and
a. From the coupling relation, we know that for all ¢ there exists a unique C such that
¢ ~ C. Thus, the function og in the abstract machine is well defined. From the semantics
of both machines and the coupling relation, the abstract machine performs identical own-
ership transfer on identical ghost information as the Cosmos machine, coupling relation
for the ghost information is maintained.

O

Theorem 4.65 (Simulation Theorem Between Abstract Machine and Cosmos machine) With
the above one block simulation, we can inductively prove the simulation theorem between an
interleaving-reduced abstract machine computation, which consists only complete interleaving
blocks, and an Cosmos machine computation.

.
c e:ev>* ¢’ Ne~ C Asafety(C,Pgues) > Ir.C — C' A" ~ C'

Incomplete Block Simulation Note that, since the execution of the abstract machine is se-
rialized within each block by the semantics, every incomplete block can be completed. Each
step within a block is deterministically execute(ﬂ except the page fault step. The reason is that
if there exists a faulty walk in the TLB, the machine can use the walk to signal a page fault or

"Here for deterministically we mean that the type of next steps is fixed by the current configuration and thread id.
Since for the address translation in memory steps, the non-determinism still exists.
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continue execution by choosing another non-faulty walk if possible. We proved the simulation
of both cases.

Another interesting case is when we complete a block with a phase 4 memory step, in which
the ownership transfer is required. In this case, we need to choose the proper ownership anno-
tations. Since the incomplete block can only be the last block of each thread, without loss of
generality, we assume in the computation ¢ ee:,v'* ¢’, only the last interleaving block is incomplete.

c ;}f ¢ AV j# i phase(c’, ) = 1A phase(c’,i) =4 AN (RI") vV vWI") vV RMW(I"))

We assume that ¢! is the start machine configuration of the last interleaving block. Then ¢! is
also the end configuration of the previous interleaving block. Thus, we have:

Vj. phase(c', j) = 1
Applying Theorem[4.65] we can get
I.C -5 Clact ~ !

We can define the step information o' analogously as in Lemma Thus, we can also choose
the ownership annotations as we did in the proof of Lemma .64

Safety Transfer
At last we need to prove the safety property is correctly transferred.

Theorem 4.66 (Safety Maintenance)
¢ ~ C A safety(C, P, pes) — safe-reach(c,og)
Proor We prove this theorem by contradiction. We assume
ad. ¢ gf ¢’ A —safe-state(c,0g)

With the definition of safe-state(c, 0g), let

It - ¢ .m(pa)) RMW (')
¥ = Iyt I .ext(c".m(pa), I'.bw)) R(I")
"I otherwise

annot = og(I’ .p,9")
then we have
3i. —safe-instr(c’,i,I’, annor)
or
i, pa. can-access(c’.mmuy;, pa) A —safe-mmu-access(c’, pa, i)

Thus, we make a case split.
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e i. =safe-instr(c’,i, I’,annot). With the definition of safe-instr, we know that only the
memory steps can violate the safety condition in this case. Thus, we have

phase(c’,i) € {2,4)

First, we perform interleaving order reduction in the computation ¢ = ¢’. Since each
A%

incomplete blocks can be completed, without loss of generality, we assume the last inter-
leaving block is the only incomplete block in the interleaving-reduced computation from
c to ¢’. We also assume that ¢! is the start machine configuration of the last interleaving
block. Then ¢! is also the end configuration of the previous interleaving block. Thus, we
have:

V. phase(c', j) = 1
Applying Theorem .65 we can get
I.C-SC A~ (!
With the definition of safety(C, P, ws), we can also have:
safety(C', P, s )

We let the physical address of memory access be pa then make a further case split here:

— phase(c’,i) = 2. Then, from the semantics of the abstract machine, we can have:

p
=
eev

Also from the semantics, we have
pa € atran(c’ .mmuy;, I.va, ¢’ .modey;, I.r)
The code region invariant (Definition 4.23) guarantees that
pa € c’.ro

which can not violate the safety condition.

— phase(c’,i) = 4. Then, from the semantics of the abstract machine, we can have:

p m p
A2,3. ¢ = P = =
eev eev

We let the step information for next Cosmos machine step from C! be a!
ol = (i, (core, wy, wg, eev), io, ip, annot )

in which the w; and wg are chosen analogously as in Lemma[§.64] The manner of
choosing w; and wg guarantee that the Cosmos machine fetches the same instruction
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I, and accesses the same memory address as the abstract machine. We can also

conclude
VR(I')) V yW(I') vV RMW(I") — TO:C", ' .in)

With the definition of og in Lemma [{.64] we also know that the same ownership
transfer is performed in the Cosmos machine as in the abstract machine. With the
coupling relation we can conclude:

—safe-instr(c’, i, 1, annot) — ﬂsafety(Cl, PogMIPS)
cos
which gives us a contradiction.

e i, pa. can-access(c’.mmuy;), pa) A —~safe-mmu-access(c’, pa,i). Since each incomplete
interleaving block can be completed, we assume the computation ¢ §V>* ¢’ can be re-

ordered into a computation consists of complete interleaving blocks. With Theorem [4.65|
we can have

I.C-5HCAE~C
From the definition of can-access we have
can-access(c’ .mmuyy, pa) = Iw € ¢’ .mmuy;).tlb. ptea(w) = pa A —=complete(w)
From the coupling relation, we can get
w € C'.u;.p.tlb. ~complete(w)
With P, uies (C”) we have
ptea(w) € C".Pt; UC'.G.S AV j. ptea(w) ¢ C".O;

which implies
safe-mmu-access(c’, pa, i)

Moreover, contradicts the assumption.

219






Applying Store Buffer
Reduction to C-IL

One goal of this thesis is to provide a programming discipline such that a verifier for sequentially
consistent C can verify the user program that is written in C code and running on a TSO machine.
Since the MMU is invisible for a user program, in this chapter we only need an SB reduction
theorem without MMU. Note that, in the remaining part of this chapter, we call the simplified SB
machine and simplified abstract machine the SB machine and the abstract machine respectively.
For the simplified SB reduction theorem, we also call it the SB reduction theorem.

In Figure we present the model stack. At the bottom layer of the stack is the MIPS
machine, which is a simplified MIPS-86 machine without the TLB and MMU. It can be triv-
ially simulated by the SB machine, which resides at the second layer. With the SB reduction
theorem, we can use an abstract machine, which is the third layer of model stack, to simulate
the SB machine. After that, for every MIPS machine computation, we have a corresponding
arbitrary-interleaved (i.e. processors take steps one after another in an arbitrary order) sequen-
tially consistent computation, which obeys our programming discipline. However, our goal is
mapping the programming discipline to the C level by applying the multicore compiler cor-
rectness theorem, which consists of two theorems: (i) an order reduction theorem to reorder the
arbitrarily-interleaved ISA computation into a block-scheduling computation (i.e. processors ex-
ecute blocks of steps); (ii) a sequential compiler correctness theorem to simulate each ISA block
with a C block. As a consequence, we introduce the order reduction theorem in [[Baul4f]. After
the reordering, we can apply the sequential simulation on each execution block. The MIPS Cos-
mos machine is regarded as the fourth layer of the model stack. At last, we apply the multicore
compiler correctness theorem from [Baul4] to simulate a MIPS Cosmos machine computation
with a C Intermediate Language EI Cosmos machine computation. The C-IL Cosmos machine is
the top layer of our model stack.

In the first section of this chapter, we will introduce the Simplified MIPS ISA, which is a
subset of MIPS-86 without the TLB and MMU. Then, we will present the SB reduction theorem
without MMU and the instantiation. The first four sections are simplifications of the previous
portion of this thesis. Moreover, we will present the order reduction theorem from [Baul4] and
the Cosmos machine with MIPS instantiation and C-IL instantiation. In the last section, we will
present the simulation theorem from [Baul4]. In the last three sections, we make the following
technical contributions:

e introducing the dirty bit and temporaries in the MIPS Cosmos machine and C-IL Cosmos

IC-IL, which was developed by S. Schmaltz [SS12] to justify the C verification approach of the verifier VCC [Mic]
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A C-IL Cosmos Machine

1 Cosmos machine simulation theorem i

. and the order reduction theorm .
[}
=] . o
=2 MIPS Cosmos Machine g
< 1 simulation between Cosmos machine i g
g } and the TLB reduced machine } g
IS . =
2 Abstract Machine 3

I [}

| SB reduction theorem |

I I

SB Machine v

I [}
I P . . I
| trivial simulation |
I I

MIPS Machine

Figure 5.1: Pervasive concurrent model stack

machine.
o extending the simulation relation by adding the simulation relation for the dirty bit.

e overloading the ownership annotation generation function 0g™!FS for MIPS Cosmos ma-
chine and introducing 0g%, /X C-IL Cosmos machine.

MIPS

C-IL
cos :

e defining og with og,;

In this chapter, we assume the user programs run in virtual memory. Further more, we restrict
that the page tables are properly set up such that the address translation is always a bijective

mapping.

5.1 Simplified ISA

To verify the user program, in which the address translation is invisible, we introduce a simplified
MIPS-86 ISA called SB MIPS. The configuration of an SB MIPS processor consists a core €
K.ore and an sb € K. In the semantics, there are three main differences in the transition
function of processor core: (i) The sysc,invlpg and flush instructions only update the pc in
the core configuration. (ii) Since the SB MIPS is an ISA for the user program, no interrupt
occurs in the SB MIPS machine. (iii) The semantics of movg2s, movs2g and eret are undefined.
We redefine the transition function of processor core d..r defined in Definition [3.6]as a partial
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function:

{J_ movg2s(I) V movs2g(I) V eret(I)
Ocore(c, I,R) = .
Oinstr(c, I, R)  otherwise

The rest of the semantics are completely analogous to the semantics of MIPS-86 when mode = 0.
Note that since the address translation is a bijective mapping, we can use the ¢,,, which updates
at most one memory cell at each step, as the transition function for memory.

As an ISA for the user program after applying the SB reduction, we obtain an ISA named
MIPS, which does not have the SB and TLB. The MIPS processor configuration pyips-pro €
Konips-pro only consists of a core € K. In the semantics, the sequential transition function
Omips-seq 18 defined analogously to §p,-seq in Definition @ using the overloaded 6., and the

semantics when mode = 0. The rest of the semantics are completely analogous to the semantics
of SB reduced MIPS-86 when mode = 0.

5.2 SB Reduction Theorem

In this section, we introduce a simplified version of the SB reduction theorem, which do not
consider the MMU and is very similar to the Cohen-Schirmer theorem in [CS10b]. We make an
assumption that the user program runs in virtual memory and can not change the special purpose
register mode and pto, and the TLB is invisible, compare with the theorem in Chapter [2] there
are the following main differences: In the simplified SB reduction theorem, we do not have

e MMU steps and page fault steps,
e address translation, and

e INVLPG, SWITCH, WPTO instructions.

The machine configurations, safety condition and the invariants are also changed to adapt to the
simplification. In the remainder of this chapter, by SB reduction theorem we mean the simplified
version.

5.2.1 Instructions, Machine Configurations and Semantics

We define the set of instructions as a subset of Definition 2.2

Definition 5.1 (User Memory Instruction) The set of user memory instructions I, is defined
with the following constructors:

11usr =1 \ A
in which
A = {INVLPG F | F € 2%}

U {SWITCH mode | mode € B}
U{WPTO v |v eV}
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The constructors have the same meaning as in Definition [2.2]

Since the page tables are invisible to user programs, in each thread-local abstract machine
configuration (Definition [2.3]) and thread-local SB machine configuration ( Definition [2.19), the
local page table set pt is set to .

In the semantics, we define the address translation function atran as:

atran(mmu, va, mode, r) = {va}

because the address translation is transparent to the user, the address translation function returns
the original address va. To make the local page table sets invisible, we also impose the following
constraint to the ownership annotation generation function og such that the acquired page table
addresses A, and released page table addresses R, are empty sets:

0g(p,¥) = (A,L,R,W,0,0) = (A,L,R, W)

In the semantics, we also get rid of the MMU steps and the page fault steps. We also restrict
that in each program step of both the SB machine and the abstract machine, the newly generated
instruction sequence is’ € I,,;-. As a consequence, in each configuration of the abstract machine
and the SB machine, the mode and the MMU state mmu can be ignored. The rest of semantics
of the abstract machine and the semantics of the SB machine are analogous to what we defined
in Chapter 2]

In the coupling relation, we also ignore the coupling of pt, mode and mmu.

5.2.2 Safety Conditions

In the simplified model, we do not have MMU steps, we simplify the safety condition for ma-
chine state ¢ as following:

safe-state(c,o0g) = Vi. safe-instr(c,i, I, annot)
in which

I = hd(c.is)
v = Lext(c.m(I.va),l.bw)
c.Ol.t = c.m(va)) RMW(I)
¥ = eIt v) vR(I)
¢y otherwise
annot = og(I.p, )

The remaining safety conditions are analogous to the corresponding definitions in Section[2.2.3]
The rest of the SB reduction theorem and the proof are analogous to what we had in Chapter 2]
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5.3 Instantiation

In this section, we will instantiate the model in Section[5.2] This section is a simplified version
of Chapter [3]

Because we only consider the user program which do not have interrupts, there are only 2
kinds of execution rounds in the instantiated machine. For the execution of each instruction, the
machine first performs an uninterrupted phase 1 program step, then a phase 2 memory step for
fetch. After that, the machine performs an uninterrupted phase 3 program step. Depending on
whether an instruction is generated, the machine either performs a phase 5 program step when
no instruction is generated or performs a phase 4 memory step and a phase 5 program step. In
this section, we reuse most of the definitions in Chapterto define the new 6,,.

Note that, since interrupts are invisible to the user program, the eev is always instantiated to
0256

5.3.1 Transition Function 5, in Program Step

We overload the instruction generation function as follows:

Definition 5.2 (Instruction Generation Function) As in Chapter [3| we define I = 9(1, p.n)
as the value of temporary I/ with respect to the counter p.n. switch(l) is true if I is a movg2s
instruction and updates the SPR mode. wpto(l) is satisfied if I is a movg2s instruction and update
the SPR pto. All the auxiliary definitions can be found in Chapter 3]

) [ eret() V invipg(I) vV flush(I) v switch(I) V wpto(I)
ins-gen(p, ) =< )
ins-gen(p,9,1) otherwise
We also overload the auxiliary predicates fefch and execute. The parameter eev in predicate
fetch and the parameter mode in predicate execute are only used to check if there are inter-
rupts. Since we do not consider interrupts, we give dummy value 0°° and 1 to eev and mode
respectively. The full definition of ferch and execute also can be found in Chapter 3]

fetch(p,®) = fetch(p,?,0%°)
execute(p, ) = execute(p, 9, 1)

Definition 5.3 (Transition Function in Program Step) The transition function

Sp(p, 9, 15,07 = (p',is)
takes a program state p € P, temporaries ¢ € T — V X A, an instruction sequence is € I},
and an external input 0°°, and returns an updated program state p’ € P as well as a se-
quence of newly generated instructions is’ € I’,.. (p’,is’) is defined iff is = []. We define
¢’ = bcore(cast(p), I, 032) in which 8.,y is defined in Section Note that we use the dummy
value 02 to execute the instruction / and get a MIPS core configuration ¢’. We only use the ¢’ to

update the pc, spr, and gpr for an uninterrupted phase 3 program step if it is no need to access
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the memory, the new value computation of these components do not depend on the read results.
The updating of gpr with the memory read result is postponed to the phase 5 program step.

plfetch := 0,jisr := 0] fetch(p,?)
P" =1 Pexec execute(p, )
Ppost post(p,F)
[Read False p.pc[31 : 2] 1,, rext 1111 p]  fetch(p,)
is’ = ins-gen(p,?) execute(p, )
[l post(p,13)

where we let I;5, = 3(I,,) in
Pexec-PC = ¢'.pc Pexec-SPTp = P.SPY,  Pexec-PPC = P-PC Pexecfetch =1 peec.n = p.n
Pexecjist =0

p.gpr i’ #[]

Pexec-gpr:{ , .
c’.gpr otherwise

and ppos are defined in Section [3.2.3] Note that the r field in the Read memory instruction is
the rights for address translation. It is useless since we do not consider the address translation.
We keep it for maintaining the consistency of the memory instruction format.

The rest of instantiation as well as the initial configuration constraint are analogous to what
we defined in Chapter 3]

5.4 Apply SB Reudction Theorem on MIPS

This section is a simplified version of Chapter[d] In this section, we first state the simplification
of the Cosmos model and instantiate the simplified Cosmos model with MIPS ISA. Then, we
apply the interleaving reduction and the simulation theorem to prove the simulation between the
MIPS Cosmos machine and the instantiated abstract machine.

5.4.1 Simplified Cosmos Model

Since the page tables are invisible to user program, in the machine configuration of the simplified
Cosmos model, we do not have local page table sets. We also simplify the ownership policy in
Section[4.1.6] the definition of the step information and the ownership transfer function.

Configurations

Definition 5.4 (Ownership State) The ownership state G (ghost state) of a Cosmos machine S
is a pair

G=(0,8) Gy
where O : [0 : nu — 1] — 27" maps unit indices to the corresponding units’ sets of owned
addresses (owns-set) and S C A is the set of shared writable addresses.
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Now we can define the configuration of the overall Cosmos machine.

Definition 5.5 (Cosmos Machine Configuration) A configuration C of Cosmos model S is
given as a pair
C=(MG) €Ky

consists of machine state M € My in Definition [4.2]and ownership state G € Gg. We also reuse
all the shorthands defined in Section 4.1l
Semantics and Step Information

Definition 5.6 (Cosmos Model Transition Function) For a Cosmos machine S, we define tran-
sition function
A:Kg x[0:nu—1]1x8Ex ™M - Mg

which takes a configuration C, a scheduling input p, an external input in € &, the set A of
acquired addresses, the set L of acquired local addresses (which should be a subset of A) and the
set R of released addresses to perform a step of unit p on its state, the common memory, and the
ownership state. First, however, we consider the transition on the machine and ownership states
separately. The transition A, on the machine sates is defined in Definition The transition on
the ownership sates is defined as following: let

O =G0,UA\R
S =GSUR\L

we define the ownership transfer function:
Ay(G.p,(A,L,R)) =(GOlp— O], S)
Now the overall transition function for Cosmos machine configurations is defined by:
A(C, p,in,(A,L,R)) = (A(C.M, p,in), A,(C.G, p, (A, L,R))
The follow definition is a counterpart of Definition .8 with simplified ownership annotations.

Definition 5.7 (Step Information) We overload the set g of step information of a Cosmos
machine S where
a = (s,in,io,ip,A,L,R) € g

Each component has the same meaning as in Definition [4.8] Ownership annotation is of type:
Qg =27

Below we define projections, mapping step information « to transition information and owner-
ship transfer information.

a.t = (a.s, a.in, a.io, a.ip) € Og a.0 =(a.A,a.L,a.R) € Qg
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5.4.2 MIPS Instantiation

In a later section, we will present a simulation of the MIPS Cosmos machine. Therefore, in this
section, we present the full instantiation of the Cosmos model S with the MIPS ISA.

S =AYV, R, nu,U,E,reads, 5,10, IP)

o VX e {A V,nu}. S3 0. X = SY .X— The memory and the number of computational

MIPS MIPS-86
. S
units are defined as in S{pq -
e S ”MIPS.R = A.ode — We assume that all code to be executed lies in an area A.,q. € A and

we set the read-only addresses to be identical with this area.

Syps U = Kips-pro X N X B X (T — V) — Every computation unit consists a sequential
MIPS processor p, a counter n, a dirty bit 9 and a temporary ¢ which is a partial function
from {I,R} X N to a 32-bit value v. For all X € {I,R} in (X, n) we write X,, for short.
Initially, for all X,, maps to L. For all Y € {pc, gpr, spr} we simply write u.p.Y instead of
u.p.core.Y.

® Syps-© = € —The input of processor transition function.

) S”MIPS.reaa’s — The reads set. We let I;;, = m(u.p.pc[31 : 2]) then

core-reads(u, m, in)
_ {{u.p.pc[?:l : 2], ea(u.p.core, lis,)}  load(lis,) V rmw(lig,)

{u.p.pc[31 : 2]} otherwise

S \ps-reads(u, m, in) = core-reads(u, m, in)
The constraint on reads set is discharged analogously as in Section 4.2

® Sinps-0 — As in Chapter E], A;, is the set of shared memory access instruction virtual

addresses. In the definition we let
Risq = m(ea(u.p.core, I;5,))
then we define u’ and m’ as:
u,-P = 6mips-seq((u-pa [m]),in).p
Wn=un+1
True  store(lisq) Au.pc[31:2] € Ay,
u'.D=SFalse mfence(lisz)V rmw(ls)
uD otherwise

) {ﬁ’ load(Iisg) V' rmw(Iis,)
u' .9

udl,, — i) otherwise

m = 6mips-§eq((u-pv [m])).m
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where:

¥ = udyn = Lisa)(Ryn = W(Risas lisa))

We define the set of written addresses W(u,m,in). A write operation is performed if
predicate wr(u, m) holds.

wr(u, m) = (store(lizq) V rmw(lizq) N
m(ea(u.p.core, lis,)) = u.gpr(rd(lis,)))

i i {ea(u.p.core, l;s,)}  wr(u, m)
core-writes(u,m, in) = 0

otherwise

W(u, m, in) = core-writes(u, m, in)

We can define the transition function for MIPS computation units which returns the same
new core configuration and the updated part of memory. We define:

SK/Hps-d(”’ m, i”) = (u/, m/|W(u,[m'|,in))

e Syups-L O — The definition of IO steps of the Cosmos machine are defined as:

Swps-L O, m,in) = u.pc[31 : 2] € A;,

o S

wips -2 £ — Similarly, the definition of 7% steps of the Cosmos machine are defined as:

Stips- TP, myin) = u.pc[31:2] € A,

Analogous to Section[d.2] we define the initial configuration and the code region invariant.

Definition 5.8 (Initial Configuration of SB reduced MIPS-86 Cosmos machine) For the ini-
tial configuration C° we have

Ve,ie[0:np—11.Coluin=0ACOu () = L

Definition 5.9 (Code Region Invariant 2) We define the invariant codeinv2(C, Acoqe), Which is
a counter part of Definition[d.21] It states that in all system states reachable from initial Cosmos
machine configuration C € ngA b instructions are only fetched from code region A pg. C B0,

V1,C".C =5 C' > Ya. C ittg.5.p-pcl31 : 21 € Avose

5.4.3 Application on MIPS

In this section, we prove the simulation theorem between the abstract machine and the MIPS
Cosmos machine. As in Section [4.3] we first perform the interleaving reduction on the abstract
machine computation. Then, we prove the simulation theorem.
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Interleaving Reduction

As a counter part to Definition [4.22] we define the following invariant on the abstract machine.
The abstract machine does not make MMU steps, we simplify the read-only invariant as:

Definition 5.10 (Read-Only Invariant 2) Let I = hd(c.isy;) then

(® ?J* ¢ = ro=cro) N(WI)V RMW(I) A Lcond(®)) — L.va & c.ro)
in which ¢ is defined in Definition

In order to prove the interleaving reduction, we use the same strategy and the analogous
lemmas as in Section 4.3 with respect to the simplified abstract machine model in Section [5.2]
Compare with Section [4.3.1] the reordered abstract machine only can consist type 6 and type
7 complete interleaving blocks because we do not consider interrupts. As in Section [4.3.1]
we also assume that in the interleaving-reduced abstract machine computation, only complete
interleaving blocks exists. The incomplete blocks are handled in the same manner as in Section

4.3.1

Simulation Between Abstract Machine and MIPS Cosmos Machine

In this subsection, we will prove the simulation between a reordered abstract machine compu-
tation and an MIPS Cosmos machine. First, we instantiate the safety property P in the safety
condition of the Cosmos machine in Definition[#.19] Then, we will introduce the coupling rela-
tion and prove the simulation theorem. At last, we prove that the safety condition is transferred
from the SB reduced MIPS Cosmos machine to the abstract machine.

Safety Property Instantiation Analogous to Section|4.3.2] we instantiate the safety property
P in safety(C, P) with the overloaded predicate P, s, which takes a MIPS Cosmos machine
configuration as parameter. Because the MIPS Cosmos machine does not make MMU steps and
it does not need external inputs other than the scheduling information, we simplify the definition
in Section as follows: Let

i=a.s
Iisq = C.m(C.u;.pc[31 : 2])
F.o5 = S yps-0(C.uj, C.m, av.in).u;. 9
a.annotqys = (@A, a.L, @.R)
then
Pog%;sps(C) = a.io — (load(liz;) = —C.u;.D) A @.annot.ys = og%IPS(C.u,-.core, P0s)

N

By the predicate P, s, we guarantee that (i) the dirty bit is cleared before an 7O read; (ii) the
ownership annotations only depend on local components.
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Coupling Relation Since compared with Definition 4.43] we do not consider the interrupts
and address translation, the following definition of the coupling relation does not have the cou-
pling of local page table set, mode, pto and TLB.

Definition 5.11 (Coupling Relation Between Abstract Machine and Cosmos machine 2) We
define the coupling relation ¢ ~ C for an abstract machine configuration ¢ and a Cosmos machine
configuration C.

e For global components, we have:

cm=Cm
c.shared \ cro = C.S
cro=%R

o For thread-local components, Vi € [0 : np — 1] we have:

VX € {n, pc,gpr, sprp}. c.pji). X = Cu;.X

C.l?[,'] = C.Mi.ﬁ
C.D[i] = C.ui.Z)
C.O[l’] = C.O,'

Simulation Theorem To prove the simulation between an interleaving-reduced abstract ma-
chine computation and a Cosmos machine computation inductively, we have to prove the simu-
lation theorem for each block. Then, we prove that the safety condition is transferred from the
Cosmos machine computation to the abstract machine computation.

According to the argument in Section .3.T] we have 2 kinds of complete blocks. The follow-
ing series of lemmas gives us the simulation between one block of abstract machine execution
and one step of Cosmos machine execution.

We define
Iy = 02 )

sa
io = Syups-LO(C.uj, C.m, a.in)
ip = Syyps-L P(C.u;, C.m, a.in)

and gen-ins is redefined as:
gen-ins(lisq) = load(lisq) V store(lisy) V rmw(lisq) V mfence(lis,)

In order to prove the simulation, we only need the following three lemmas because we only
have type 6 and type 7 block in the interleaving reduced computation. Lemma[5.12]is a counter-
part to Lemma[4.53] Since we do not consider mode and interrupts, the corresponding precon-
ditions are dropped in the following lemma. The proof is identical to the proof of Lemma[4.53]
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Lemma 5.12 (Instruction Identical 2)

¢ = ¢! =5, ¢2 A phase(c,i) = 1 Ac~C — 2. = C(Cuti.pe[31 : 2])

Lsa
eev

The following lemma is a counterpart to Lemma[4.61] the only difference in the proof is the
scheduling information @ and the application of Lemma|5.12]instead of Lemma[4.53]

Lemma 5.13 (Type 6 Block Simulate by Cosmos machine 2)

P m P P )
c =; c! =>i02 =; A =, At A phase(c,i) =1 A
eev eev eev

ﬂgen—ins(ll-zm) Ac~C—3a.CS5C A~ C
Proor Let
a = (i,€,i0,ip,0,0,0)

Apply Lemma we can conclude the Cosmos machine fetches Il.zm. The remaining proof is
analogous to the proof of Lemma4.61] ]

The following lemma is a counterpart to Lemma [4.64] in which we need to argue the well-
definedness of the function og. Note that compared with the og function in Chapter 2] we
imposed a constraint on the og function such that A,; = R; = 0.

Lemma 5.14 (Type 7 Block Simulate by Cosmos machine 2)

Pooam o P 3m 4
C =; ¢ =; =; ¢ =;C
eev eev

éi ¢ A phase(c,i) = 1 A
eev
gen—ins(lizsu) A ¢ ~ C A safety(C, P,guies ) — Ja. C S C At~ C
Proor We let
a = (i, €, 10, ip, annot )

in which

MIPS

0gMPS(C.u;.core, ST .6(C.tt;, C.m, av.in).ui. )  io
annot.,s =
(©,0,0) otherwise

Then, we make a case split on IZ.ZW. From the definition of safety(C, Pog%ﬁps ), we have

(A, L,R) = 0gMIPS (C.u;.core, C'.u;.9)
We define the value of 0g(I°.p, c4.ﬁ[,-]) with
(A,L,R,R)

By the same reason as in the proof of Lemma[4.64] the function og is well-defined. The remain-
der of the proof is analogous to the proof of Lemma[4.64] ]

The simulation and the safety transfer can be proved analogously as in Section[4.3.2]
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5.5 Order Reduction

In order to reduce the interleaving of units and justify the block scheduling, we will present the
order reduction theorem in this section. We will first formally define the notion of interleaving-
point (ZP) schedules. We will also state the order reduction theorem which is: arbitrary sched-
ules can be reduced to 7% schedules. Memory safety and other properties are preserved, mean-
ing that if we prove them for all interleaving-point schedules and a given start configuration,
they hold for all possible computations originating from this state. The only prerequisite is
that for any computation, between two ZO-points of the same unit, this unit passes at least one
interleaving-point and that in the initial state all units are in interleaving-points. This section is
copied from [Baul4] and we omit all the proofs and some intermediate lemmas.

Compared with the interleaving reduction in Section [5.4.3] the order reduction theorem is
more general. It can reorder an arbitrarily-interleaved Cosmos machine steps into a block sched-
ule. The reason why we do not apply the order reduction theorem to reorder our abstract machine
computation is that the order reduction theorem can not transfer the Cosmos machine safety
safety(C, P) to the abstract machine safety safe-reach(c, og).

5.5.1 Interleaving Point Schedules

We want to consider schedules consisting of interleaved blocks of execution steps, where each
block contains only steps of some unit of the Cosmos model. At the start of each such block, the
executing unit is in an interleaving-point with respect to its 7% predicate. Such blocks we call
interleaving-point blocks or 7% blocks. Having a schedule interleaving only such 7% blocks
is convenient for Multiprocessor ISA units when we want to apply simulation theorems, e.g.,
use compiler consistency and go up to the C level, later on. In this case, we would choose the
interleaving-points to be exactly the compiler consistency points for the unit under consideration.

Definition 5.15 (Interleaving-Point Schedule ) For p € £ U Qg A @, € g U Og we define
the predicate

IPsched(p) = (p = p'aff — IPsched(p’a) A (a.s = B.5) V B.ip))
that expresses whether the sequence exhibits an interleaving-point schedule.

This means an 7% schedule p’@ can be extended by adding a step 8 of
1. the same currently running unit @.s or
2. another unit which is currently at an interleaving-point.

Thus, in the steps of the schedule are interleaved in blocks of steps by the same unit and every
block starts in an interleaving-point of its executing unit. The only exception is the first block
which need not start in an interleaving-point.

We need to introduce the notions of step sub-sequences and equivalent schedule reordering in
our step sequence notation.
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Definition 5.16 (Step Subsequence Notation) For any step or transition information sequence
p,T € X UBg, a € Lg U Os and unit index p we define the subsequence of steps of unit p as
follows:

atl, : p=arAas=p
pp=9tl,  p=arAas#p
£ :  otherwise

In the same way, we introduce the 7O step subsequence of p.

atlp, @ p=atAa.io
Plio = {7lio © o p=atAlaio
£ :  otherwise

Based on the subsequence notation, we state what it means that two step sequences are equiv-
alently reordered.

Definition 5.17 (Equivalent Reordering Relation) Given two steps or transition information
sequences p,p" € X U O, we consider them equivalently reordered when the 7O-step subse-
quence and the step subsequences of all units are the same:

p=p =plio=plio AVp €[0:nu—1].pl, =p'l,
We also say that p’ is an equivalent reordering of p and, for any starting configuration C, that

(C,p’) is an equivalently reordered computation of (C, p). Note that = is an equivalence relation,
i.e., it is reflexive, symmetric, and transitive.

In a given instantiation of a Cosmos model, interleaving-points can be defined independently
of the definition of 7O operations. However in the reordering theorem we have the requirements
that following condition holds.

Definition 5.18 (ZOZ# Condition) For any sequence p € X U O, predicate 7OIP(p) de-
notes that every unit p starts in an interleaving-point, and there is least one interleaving-point
between any two ZO-points of p.

IOIP(p) = Vmp.rn=pl,#e —
m1.ip A VT, @, 0,8, w. T = Tapfw A a.io A B.io — Ti. ¢;.ip)

Interleaving-points must be chosen by the verification engineer instantiating the model so that
they fulfill this condition. To understand the necessity of its second part, it is helpful to consider
the dual of the statement which says that between two interleaving-points, there is at most one
JO step. This reflects the well-known principle that the steps of a non-atomic operation in a
concurrent program can be merged into an atomic step, as long as the operation contains at most
one shared variable access [[OG76].

In the following sections, we will introduce the order reduction theorem. It contains two
portion:

1. for every transition sequence which fulfills the ZOJ® condition, we can find an equivalent
TP schedule;

2. the equivalent reordering maintains the safety condition.
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5.5.2 Reordering into Interleaving-Point Schedules

In this section, we will state the existence of equivalent 7% schedule by proving the following
lemma.

Lemma 5.19 (Interleaving-Point Schedule Existence) For every step or transition sequence 6
that fulfills the 7O-interleaving-point condition, we can find an interleaving-point schedule ¢’
which is an equivalent reordering of 6:

V6 € ®;. TOIP) — 0. 0 2 A IPsched(®)

Since the = only depend on the scheduling information (i.e. s and io) of each step, we can
extend lemma(5.19]to the case when 6 € X U ©5.

5.5.3 Equivalent Reordering Preserves Safety

In this section, we will state and prove our central reordering theorem which will allow us to re-
order arbitrary schedules to interleaving-point schedules preserving the effect of the correspond-
ing computation. For safe computations, we have that all equivalently reordered computations
are also safe and lead into the same configuration.

Lemma 5.20 (Safety of Reordered Computations) Let C,C’ € Kg be Cosmos model config-
urations and let o, o’ € X be step sequences with C 2, C’ and o 2 o then

safe(C,o) — safe(C,0’) AC - C’

We have shown that ownership-safety and the effects of safe Cosmos machine computations are
preserved by equivalent reordering. Before, we already presented that any step sequence can be
equivalently reordered into an interleaving-point schedule. Thus, every safe Cosmos machine
computation is represented by an equivalent interleaving-point schedule computation and the
reasoning about systems in verification can be reduced accordingly.

5.5.4 Order Reduction Theorem

In the reduction theorem, the safety of all traces originating from a given starting configuration
C € Kg must be deduced from the safety of all interleaving-point schedules starting in the same
configuration. As a counterpart to Definition i.19|for the Cosmos machine in Section[5.4.1] we
have the following predicates:

Definition 5.21 (Verified Cosmos machine ) We define the predicate safety ro(C, P) which ex-
presses the same notion of verification for all 7% schedule computations:

safetyrp(C, P) = V0. IPsched(0) A comp(C.M,0) — Jo € Q. safep(C, (6, 0))
Additionally all 7% schedules starting in C need to fulfill the ZOZ# condition.

TOIPrp(C) = V6. IPsched(0) A comp(C.M,0) — TOIP(0)
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Using the definitions from above the interleaving-point schedule reduction theorem can then
be stated as follows.

Theorem 5.22 (7P Schedule Order Reduction) For a configuration C of a Cosmos machine
S where all IP schedule computations originating in C fulfill the TOIP condition, we can
deduce safety property P and ownership-safety on all possible computations from the verification
of these properties on all IP schedules.

safety rp(C, P) AN TOIPrp(C) — safety(C, P)

Note that we only require safety on the order-reduced Cosmos model. The proof of the theorem
can be found in [Baul4]. Note that to prove Theorem[5.22] we need the lemma named coverage
(Lemma 24) in [Baul4]]. In the proof of Lemma 24, Jonas Oberhauser found a gap in page 58
and fixed it in his on going work [POJ.

5.6 C-IL Language and Cosmos Model Instantiation

In order to instantiate our Cosmos model with a higher-level language, in this section we intro-
duce semantics for a simplified version of C. We present the C Intermediate Language (C-IL)
that was developed by S. Schmaltz [SS12] in order to justify the C verification approach applied
in the Verisoft XT hypervisor verification project [Sch13]]. Here, for brevity, we do not give a
full definition of the C-IL semantics and omit technical details like type and expression evalu-
ation, that can be looked up in the original research documents. Instead we concentrate on the
parts which are relevant for stating a compiler consistency relation and a simulation theorem
between a C-IL computation and a MIPS implementation. Such a compiler consistency relation
and simulation theorem was already stated by A. Shadrin for the VAMP ISA [Shal2] and we
adapt it to the MIPS architecture defined above. Moreover we fix the architecture-dependent
environment parameters of C-IL according to our MIPS model.

In what follows we first define the syntax and semantics of C-IL, then we instantiate a Cosmos
machine with the C-IL semantics obtaining a concurrent C-IL model. The compiler consistency
relation and the simulation theorem will be introduced in the subsequent chapter. Applying the
Cosmos model order reduction theorem then allows to establish a model of structured parallel
C-IL, where C program threads are interleaved only at volatile variable accesses. This section
is also an almost literally representation of [Baul4|] with the following main differences: (i)In
order to simplify the compiler consistency relation, instead of a byte-addressable memory as
in [Sch13]] and [Baul4]], the C-IL memory is defined as a word-addressable memory. (ii) To
get rid of the non-determinism transition for normal function call (not external function call or
compiler intrinsics), we give the default values to the local variables. (iii) We add m fence as a
compiler intrinsic.

5.6.1 C-IL Syntax and Semantics

As C-IL is an intermediate representation of C, C-IL programs are not written by a program-
mer but rather obtained from a C program by parsing and translation. This allows us to focus
only on essential features of a high-level programming language and disregard a large portion
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of the “syntactic sugar” found in C. In essence, a C-IL program consists of type declarations,
variable declarations, and a function table. The body of each function contains C-IL statements
which comprise variable assignments (that may make use of pointer arithmetic), label-based
control-flow commands, and primitives for function calls and returns. Before we can give a
mathematical definition of C-IL programs, we need to introduce C-IL types, values, and expres-
sions. Moreover, there are some environment parameters for C-IL program execution.

Environment Parameters

C-IL is not defined for a certain underlying architecture, nor a given class of programs, nor a
particular compiler. Thus, there are many features of the environment, e.g., the memory type,
operator semantics, the composite type layout, or global variable placement, that must be seen
as a parameter to program execution. In [[Sch13]] this information is collected in the environment
parameter 6 € paramscy.. Here we do not list the components of 8 in their entirety. On the
one hand, we fix some of the environment parameters for our MIPS-based version of C-IL. This
means, in particular, that:

e the endianness of the underlying architecture is little endian (6.endianness = little),
e pointers consist of 1 word, i.e., they are bit strings of length Sﬂ (O.sizepy = 1),

e we only consider one compiler intrinsic functimﬂ for executing the MIPS rmw and m fence
instructions (6.intrinsics to be defined later), and

e we only use the 32-bit primitive types and the empty typelﬂ@.’]l‘p = {i32,u32, void}).

On the other hand, as we do not present the technical details of expression evaluation, a lot of
the environment information is irrelevant to us. Still the dependency of certain functions on the
environment parameters will be visible by taking 6 as an argument. In such cases, we will give
explanations on what kind of environment parameters the functions are depending. Nevertheless,
we will not disclose all the technical details which can be found in [Sch13].

For defining the C-IL values and transition function, however, we will need to refer to 3
environment parameters in 6 specifically:

e a mapping 6.4 from the set of function names to memory addresses. This compiler-
dependent function is used to convert function pointers to bit strings and store them in
memory, which can be useful for, e.g., setting up interrupt descriptor tables in MIPS-86
systems.

e a mapping 6.Rextern Which returns a C-IL state transition relation for external procedures
which are declared but not implemented within the C-IL program. A call to such a function
then results in a non-deterministic transition according to the transition relation.

2The last 2 bits are ignored in the pointer value.

3 According to [Sch13]l, compiler intrinsics are pre-defined functions whose bodies are inlined into the program
code instead of creating a new stack frame, when compiling function calls. Intrinsics are external functions that
are implemented in assembly language.

“The empty type void is used as a return type for functions that do not return any value.
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a mapping 6.allocg, which takes a global variable name and returns its address in the
global memory. This is a partial function that needs to be defined for every global variable
the program accesses. An important restriction is that the global variable base addresses
specified here result in non-overlapping memory ranges for the declared global variables.

A more detailed description of these components shall be given when they are used.

Types

In general C-IL is based on the following sets of names.

V. — names of variables
T¢ — names of composite (struct) types
F — names fields in composite (struct) type variables

F,ame — names of functions

Then we allow the following types in C-IL.

Definition 5.23 (C-IL Types) The set Tc_p, of all possible C-IL types constructed inductively
according to the case split below. For any ¢ € Ty one of the following conditions holds.

t € {void, i32, u32} — r is a primitive type
At € Teaw. t = ptr(r’) — ¢ is a pointer to a value of type ¢/
At € TcaL,n € N. t = array(t’, n) — ¢ is an array of values with type ¢/

At € T, T € (Tea \ {void})*. ¢t = funptr(¢’, T) — ¢ is a function pointer to a function
which takes a list of input parameters with non-empty types according to list 7 and returns
a value with type ¢’

dtc € Tc. t = struct tc — t is a composite type with name #¢

For composite types, we do not store the detailed structure but just the name of the struct. As
we will see later, the field definitions for all structs is part of the C-IL program and can thus
be looked up there during type evaluation. Moreover the environment information 6 contains
a parameter to determine the offsets of struct components in memory. However, we did not
formally introduce this parameter as we will not use it explicitly in the frame of this thesis.

Besides the types listed above we also have type qualifiers which give hints to the compiler
how accesses to variables with a certain qualified type shall be compiled and what kind of opti-
mizations can be applied.

Definition 5.24 (C-IL Type Qualifiers) The set of C-IL type qualifiers is defined as follows:
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The type qualifier volatile is used in the type declaration of a variable to denote that this vari-
able can change its value independent of the program, therefore we also use the name volatile
variables. In particular other processes in the system like concurrent threads, interrupt handlers
or devices can also access such variables. Consequently the compiler has to take care when
compiling accesses to volatile variables in order to make sure that updates are actually visible to
the other processes, and that read accesses do not return stale data. In other words, the value of
a volatile variable should always be consistent with its implementation in shared memory. This
implies that all accesses to volatile variables must be implemented by atomic operations. Thus
there are limitations on the kind of optimizations the compiler can possibly apply on volatile
variable accesses.

On the other hand, variables that are declared with a const type qualifier (constant variables)
are supposed to keep their value and never be modified. Thus the compiler can perform more
aggressive optimizations on accesses to these variables.

We need to extend our type definition to qualified types because in non-primitive types we
might have different qualifiers on the different levels of nesting.

Definition 5.25 (Qualified C-IL Types) The set T of all qualified types in C-IL is constructed
inductively as follows. For (g, 1) € Tp we have the following cases.

e The empty type is not qualified: (g, ) = (0, void)

o Qualified primitive type: g S Q At € {i32,u32}

e Qualified pointer type: g C QA 3Jt" € Ty. t = ptr(t')

e Qualified array type: ¢ C QA 3Jt' € Tp,n € N.t = array(t', n)
o Qualified function pointer type:

gC QAT €Ty, T € (T \{(0,void)})*. t = (¢, funptr(’, T))

o Qualified struct type: g C Q A Jt¢c € Te. t = (g, struct t¢)

Thus qualified types are pairs of a set of qualifiers (which may be empty) and a type which
may be constructed using other qualified types. For qualified struct types, again, the qualified
component declaration will be given elsewhere. Before we can define the C-IL values we need
some shorthands to determine the class of a type ¢ € Tcyr.

isint(t) = te€{i32,u32}

isptr(t) = 3dr'.t=ptr()
isarray(ty = 3tf,n.t= array(t,n)
isfunptr(ty = 3¢,T.t=funptr(’,T)
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Values

In this section we define sets of values for variables of the different C-IL types defined above.
Note that the possible values of a variable do not depend on type qualifiers. A qualified type can
be converted into an unqualified type by recursively removing the set of qualifiers leaving only
the type information. Let this be done by the following function:

tht : TQ - Tean

Definition 5.26 (Primitive Values) We define the set valpyim Which contains all values for vari-
ables of primitive type.
valpim = | ] (val(b,i32), val(b, u32))
beB32

Primitive values consist of the constructor val and a 32 bit string as well as the type informa-
tion whether that bit string should be interpreted as a signed (two’s complement) or unsigned
binary number. Note that this definition is a simplified version of the corresponding definition
in [Sch13] since we only need to consider 32 bit values in our MIPS-based C-IL semantics. Ob-
serve also, that we do not define a set of values for the primitive type void because this type is
used to denote that no value is returned by a function. Consequently in C-IL we cannot evaluate
values of type void.

Definition 5.27 (Pointer and Array Values) The set valp of values for pointers and arrays is
defined as follows.

valyy = | {val(a,1) | a € B}
teTcaL A(isptr(t)Visarray(t))

Here we merge the values for pointers and arrays because we treat array variables as pointers
to the first element of an array. Accesses to fields of an array are then resolved via pointer
arithmetic in expression evaluation. References to components of local variables of a function
are represented by the following values.

Definition 5.28 (Local Variable Reference Values) Let V_y, be the set of all variable names,
then the set of values for local variable references is defined as follows.

valiees = U (Iref(v,0).i.7) | v € Ve A o.i € No)

teTcaLA(isptr(t)Visarray(t))

Local variables are modeled as small separate memories, i.e., lists of words, to allow for pointer
arithmetic on them. Therefore in order to refer to a component of a local variable the variable
name v and the component’s word offset o are saved in the Iref value. Moreover one needs to
know the type ¢ of the referenced component and the index of the function frame i in which the
local variable is contained.

Concerning function pointers we distinguish between two kind of values. The first kind valgp,
is used for pointers to those functions of which we know the corresponding memory address
according to 6.F 4 : Frame — B32. These function pointers can be stored in memory. For
function pointers to other functions f € Fpme Where Foq-(f) = L we use symbolic values from
the set valgyn. Such pointers cannot be stored in memory but only be dereferenced, resulting in
a call of the referenced function.
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Definition 5.29 (Function Pointer Values) The two sets of values valgyy and valgy, for C-IL
function pointers are defined as follows.

Valfptr = U {val(a,r) |a € BSz}

teT L Aisfunptr(t)

{fun(f,0) | f € Fuame A isfunptr(t)}

According to the MIPS specification in Section [5.1] the memory is word-addressable with
239 addresses. As a consequence, in an implementation of the C-IL to MIPS compiler can left
the least significant 2 bits of the pointer value (including non-symbolic function pointers value
and array values) unused. The two extra bits can be used to contain additional data, such as an
indirection bit or reference count. The pointer associated with extra data is called tagged pointer.
We provide the following function to transform the value of a pointer to an address:

valtun

a[31:2] p=val(a,ptr(?)) vV p = val(a, array(¢, n)) v
ptrv2addr(p) = p = val(a, funptr(?))

1 otherwise

Finally the set val of all C-IL values is the union of primitive, pointer, local variable reference,
and function pointer types.

val = valprim U valpye U valyes U valgpe U valgan

Note that we do not have values for structs, since we can only evaluate the components of struct
variables but not the complete struct.

Expressions

Expressions in C-IL are used on the left and right side of variable assignments, as conditions in
control-flow statements, as function identifiers and input parameters, to determine the variable
where to store the returned value of a function, as well as the return value itself. A successful
evaluation of an expression returns a values from val. Thus expressions encode primitive val-
ues, pointers, local variable references and function pointers. In C-IL expressions we can use
the following unary mathematical operators from the set O for arithmetic, binary, and logical
negation.
Or={-~1Y
The set O, comprises all available binary mathematical operators.
Oy ={+,—,%,/,%,<<,>>,<, >, <=,>=,==, =, &,|, 7, &&, ||}

From left to right these symbols represent addition, subtractiorf], multiplication, integer division,
modulo, binary left shift, right shift, less, greater, less or equal, greater or equal, equal, unequal,
binary AND, OR, and XOR, as well as logical AND, and OR. Other C operators, e.g., for taking
the address of a variable or pointer-dereferencing, are not considered mathematical operators.
They are treated in the following definition of the structure of C-IL expressions.

SNote that the same symbol is used for unary and binary minus, however in the definition of expressions they are
used unambiguously.
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Definition 5.30 (C-IL Expression) The set E contains all possible C-IL expressions and is de-
fined inductively. Every e € E obeys one of the following rules.

e € val — e is a constant C-IL value.

e € Ve — e identifies a C-IL variable by its name. In expression evaluation, local
variables take precedence over global variables with the same name.

e € F,ume — e identifies a C-IL function by its name. Such expressions are used both for
calling a function as well as creating function pointers.

de’ € E,6 € 0. ¢ = 6¢’ — e is obtained by applying a unary operator on another
expression.

Je',e” € E,® € 0. e = (¢/ ® ¢”") — e is obtained by combining two other expressions
with a binary operator.

dc,e’,e” € B.e = (¢ 7€ : ¢”) — e consists of three sub-expressions that are combined
using the ternary conditional operator. If ¢ evaluates to a value other than zero, then e
evaluates to the value of ¢’, otherwise the value of ¢’ is returned.

de’ € E,t € TcaL. e = (f)e’ — e represents a type cast of expression ¢’ to type ¢.

de’ € E. e = x(¢’) — e is the value obtained from dereferencing the pointer that is encoded
by expression e’

Je’ € E. e = &(¢’) — e is the address of the sub-variable denoted by expression ¢’.
Sub-variables are either variables or components of variables.

de’ € E, f € F. e = (¢/).f — e represents the component with field name f of a struct-type
variable described by expression ¢’

dt € Tp. e = sizeof(t) — e evaluates to the size in bytes of a variable with type 7.

de’ € E. e = sizeof(¢’) — e evaluates to the size in bytes of the type of expression e’.

Note that not all expressions that can be constructed using this scheme are meaningful. For
instance, an expression e € V¢ i, might reference a variable that does not exist, or an expression
¢’ in ¢ = &(¢’) might encode a constant instead of a sub-variable. The well-formedness of
expressions is checked during expression evaluation.

Note moreover that E does not provide a dedicated operation for accessing fields of array
variables. This is because the common notation a[i] for accessing field i of an array variable a
is just syntactic sugar for the expression *((a + f)). Similarly if a is a pointer to a struct-type
variable then the common shorthand a — f for accessing field f of the referenced struct can be
represented by the expression (x(a)).f.

242



Programs

Before we can define the structure of C-IL programs, we need to introduce the statements of the
C Intermediate Language.

Definition 5.31 (C-IL Statements) The set Ic contains all C-IL statements and is defined
inductively. For s € I, we have the following cases.

Je,e¢’ € E. s = (e = ¢’) — s is an assignment of the value encoded by expression ¢’ to the
sub-variable or memory location represented by expression e.

dl € N. s = goto [ — s is a goto statement which redirects control-flow to label [ in the
current function.

de € E,l € N. s = ifnez e goto [ — s is a conditional goto statement which redirects
control-flow to label / in the current function if ¢ evaluates to a non-zero value.

de,e’ € BE,E € B*. s = (¢/ = call e(E)) — s represents a function call to the function
identified by expression e (which must evaluate to a function pointer value), passing the
input parameters according to expression list £. The value returned by the function is
assigned to the sub-variable of memory location identified by expression ¢’.

de € E,E € E*. s = call e(E) — s is a function call without return value.

de € E. s = return e — s is a return statement. Executing s returns from the current
function with the return value denoted by expression e.

s = return — s is a return statement without return value. This variant is used for
functions with return type void.

Note that above we renamed the set of statements S from [Schl13]] to Ic.y in order to avoid
collision with our set S of Cosmos machine signatures. The statements listed above make up the
body of every C-IL function. All relevant information about the particular functions of a C-IL
program is stored in a function table.

Definition 5.32 (C-IL Function Table Entry) The function table entry fte of a C-IL function
has the following structure of type FunT.

fte = (rettype,npar, V, P) € FunT

Here the components of ffe have the following meaning:

rettype € T — the type of the function’s return value (return type)
npar € N — the number of input parameters for the function

V € (Ve X Tg)* — a list of parameter and local variable declarations containing pairs
of variable name and type, where the first npar entries represent the input parameters
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e P eI U {extern} — either the function body containing a list of C-IL statements that
will be executed upon function call, or the keyword extern which marks the function
as an external function. The effect of external functions is specified by the environment

parameter 6.Rextern-

Now a C-IL program is defined as follows.
Definition 5.33 (C-IL Program) A C-IL program 7 has type progc.i.
=V Tr,F) € progc.
with components:
o Vg € (Ve X Tg)* — declaration of global variables

o Tr : Tc — (FxTp)* — a type table for struct types, containing the type for every field
of a given struct type name

o ¥ : Fuume — FunT — the function table, containing the function table entries for all
functions of the program

Because we have the type table 7.7 for struct types t we can represent a struct with name #¢
simply by the construction ¢ = struct 7¢ without need to save the concrete structure of the struct
in the type. This is useful to break the cyclical definitions in many common data structures
which may contain pointers to variables of their type. For instance in linked lists, a list item
usually contains a pointer to the next list item. Instead of having a cyclical definition like

Liisr = struct((v, i32) o (next, ptr(t;s;)))
one can then separately define the name and structure of the list item type:
tiise = struct item n.Tr(item) = (v,i32) o (next, ptr(t))

With the type table of program, we can also define the default value of each type. The default
value is used to initialize the variables of type t that are created without an immediate assignment
of their value. The default value for a composite type is the concatenation of the default value
of each component. We let type; = qt2t(snd(n.Tr(t);)) and n = |n.TF(¢)| then

dfr) = val(0°2, 1) isint(t) V isptr(t) V isfunptr(t) V isarray(t)
- dft(typeg) o ... o dft(type,—1) otherwise
Naturally there are a lot of well-formedness conditions on C-IL programs, for instance, that
only declared sub-variables may be used, or that goto statements may only target labels within
the bounds of the current function. In [Sch13|], most of the possible faults in a C-IL program are
captured as run-time errors during type evaluation, expression evaluation, and application of the
C-IL transition function. However, there are a few conditions missing concerning control-flow
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statements. We introduce the following predicate to denote that s € I is a C-IL control-flow
statement which is targeting a label / € N.

ctrl(s,]) = s=goto [V de € E. s = ifnez ¢ goto [

Now we can define the well-formedness conditions on C-IL programs that are not covered by
the run-time error definitions of [Sch13|], which will be given later.

Definition 5.34 (C-IL Program Well-formedness) We consider a C-IL program r to be well-
formed if it obeys the conditions that (i) every control-flow instruction targets only labels within
the corresponding function and that (ii) only functions with return type void omit returning a

value.
wiproge.(m) = Vf € Fuame, s € leaL. .5 (f) # LA s € n.F (f).P —

(i) ctri(s,]) - 1€ [0:|n.F(f).Pl - 1]
(ii) s =return — 1.5 (f).rettype = void

Note that according to [Sch13] it is allowed to use a statement return e for some expression
e € E to return from a function with return type void. The returned value is simply ignored then.

Configurations

Finally, we can define the configurations of the C-IL model. A C-IL configuration consists
of a global memory and the current state of the stack. The stack models contain all the local
information that is needed for the execution of C-IL functions. For every new function call, a
stack frame with the following structure is put on the stack.

Definition 5.35 (C-IL Stack Frame) A C-IL stack frame s is a record
s = (Mg, rds, f,loc) € framecyy.
containing the components:
o f € F,4n. — the name of the function, to which the stack frame belongs.

e Mg : Ve — (B¥?)* — the memory for local variables and parameters. The content of
a local variable or parameter is represented as a list of words, thus allowing for pointer
arithmetic within the variables.

o rds € valpyUvalyresU{ L} — the return destination for function calls from f, which contains
a reference to the sub-variable where to store the return value of a called function. If the
called function has return type void we set rds to L.

e Joc € N — the location counter, indexing the next statement in the function body of f to
be executed.

Then the definition of a C-IL configuration is straight-forward.
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m.F(c.s[i].f)

rettype npar P
V= (Unfl,tnfl) 0...0 (Uo, to)
¢ c.s
c.s[top] S| esli]. Mg c.sli].f
M o3l UO..'.—>|:| |_|O_|_|_| c.sli].loc
132 o 0% } vy ][]
-]~ c.s[0] " A
N e niinn

val(a, t) Iref((v;,0),1,1)

Figure 5.2: Illustration of the C-IL configurations and where pointers and local references are
pointing to. This figure is copied from [Sch13|] and adapted to our setting and notation. In
particular, here fop = |c.s| — 1.

Definition 5.36 (C-IL Configuration) A C-IL configuration c is a record
c=M,s) e confc
containing the components:
e M : B3 — B3 — the global word-adressable memory,

e s € frameg ; — the C-IL stack, containing C-IL stack frames, where the top frame is at
the end® of the list.

See Fig.[5.2)for an illustration. In most cases, the execution of a step of a C-IL program depends
only on the top-most frame of the stack and the memory. The location pointer of the stack frame
points to the statement in the corresponding function’s body that shall be executed next. Global
variables are located in the global memory. Moreover, there are the local variables and parame-
ters contained in the local memory of each stack frame. Local variables and parameters obscure
global variables with the same name. By using variable identifiers one can only access global
memory and the local memory of the top-most frame, however using local references one can
also update local memories of the lower frames in the stack. The flat word-addressable global
memory can also be accessed by dereferencing plain memory addresses (pointer-arithmetic).
Note, however, that, while, in fact, the stack is implemented in a part of the global memory, C-IL
does not allow to access local variables or other components of the stack via pointer-arithmetic.
Location and layout of stack frames are undisclosed and in the simulation theorem we will have
software conditions prohibiting explicit memory accesses to the stack region.

®Here we differ from [Sch13|] where the top frame is the head of c.s.
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An important part in the execution of C-IL steps is the evaluation of types and expressions,
where the first is useful to define the second. However, the detailed definitions of the evaluation
functions are quite technical. They can be found in Section 5.8 of [Sch13|]. Here we only declare
and use them.

Definition 5.37 (C-IL Type and Expression Evaluation) We introduce the C-IL type evalua-
tion function TQZ’H which returns the type for a given C-IL expression wrt. C-IL configuration c,
program =, and environment parameters 6.

70 () : conf g X progeq X paramsc X E — To

Similarly, we introduce the C-IL expression evaluation function [-17¢ which returns the for a
given C-IL expression.

[-1 : confeq X progc. X paramsc, X E — val

Both functions are defined by structural induction on the given expression. They are partial
functions because not all expressions are well-formed and can be evaluated properly for a given
program and C-IL configuration. In such cases the type and value of an expression e are unde-
fined and we have TQ’CT’G(e) =1, and [[e]]Z"’ = 1 respectively.

A typical case of an erroneous expression is a reference to a variable name that is not declared.
The type evaluation of a pointer dereferencing (e) fails if e is not of the type pointer or array.
Similarly, the type of an address &(e) of an expression e is only defined if e describes a sub-
variable or a dereferenced pointer.

In expression evaluation we have the same restrictions as above, i.e., referencing undeclared
variables or function names results in an undefined value. For dereferencing a pointer there is a
case distinction on the type of the pointer, thus if the type of some expression *(e) is undefined
so is its value. In the evaluation, it is distinguished whether the pointer points to a primitive value
or an array. In the first case, one simply reads the referenced memory address, in the latter case
the array itself is returned. We cannot reference or dereference complete struct-type variables,
but only their primitive or array fields.

The evaluation functions depend on the environment parameters for several reasons. First the
type returned by the sizeof operator is defined in 6. In expression evaluation, one has to know
the offset of the fields in the memory representation of composite variables, which is also a
compiler-dependent environment parameter. For evaluating function pointers, we need to check
6.F a4r in order to determine which of the two function pointer values should be used. Moreover,
the effects of mathematical operators and type casts are also compiler-dependent.

Before we can define the C-IL transition function, we need to make a few more definitions.
Up to now we have not defined the size of types in memory. It is computed by a function

sizeg : Teaq & N

which returns the number of words occupied in memory by a value of a given type. Its defini-
tion is based on € because the layout of struct types in memory is depending on the compiler.
However for primitive and pointer types ¢ we have sizeg(f) = 1, as expected. Moreover if ¢ is
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an array of n elements with type ¢’ then sizeg(t) = n - sizeg(t’). The complete definition can be
found in [Sch13]]. Using the type evaluation and type size functions, we can define the following
well-formedness conditions for C-IL configurations.

Definition 5.38 (Well-formedness of C-IL Configurations) To be well-formed we require for
any configuration ¢ € conf g, program € progc.., and environment parameter 6 € paramsc .
that in every stack frame (i) the function belongs to this frame is defined, (ii) the sizes of local
memories correspond to the variable declarations of the corresponding functions, (iii) below the
top frame the type of the return destination agrees with the return type of the called function in
the frame above (with higher index), and (iv) the current location never leaves the function body.
Moreover (v) the program is well-formed. Given a stack s € frame*C_IL we first define:

wfsc(s,m,0) = VYie[0:]s|—1].
(i) nFGlilf)+L
(ii) Y, t) e n.F (sli].f).V —
s[il. Mg(v) # L A|sli]. Mg(v)| = sizeg(qt2t(1))
(iii) i<|s|—-1— TQZ’G(s[i].rds) = 1.5 (sli + 1].f).rettype
(iv) slil.loc € [0 : |[7.F (s[i]. )| — 1]

and set wf (¢, m, 0) = wfproge.n (m) A wfscq.(c.s, m, 8) according to (v).

Thus, the well-formedness of C-IL configurations depends only on the stack but not on the global
memory. As we have introduced C-IL configurations, we can also complete the definition of the
environment parameter 6.Rextern-

Definition 5.39 (External Procedure Transition Relations) We use the environment parame-
ter 0.Rextern to define the effect of external procedures whose implementation is not given by the
C-IL programs. It has the following type

0.Rextern : Frame — 2val*><confC_IL><confC_IL
where for an external procedure x, such that 7.7 (x).P = extern, the set 6.Rextern(x) contains
tuples ((ip, . . . , in-1), ¢, ¢") with the components:

® iy,...,I,—] — the input parameters to the external procedure

e ¢, ¢’ — the pre- and post state of the transition

In case an external procedure x is called with a list of input parameters from a C-IL configuration
¢, the next configuration ¢’ is determined by non-deterministically choosing a fitting transition
from 6.Rextern(X).

Closely related to external procedures are the compiler intrinsic functions that are defined
by @.intrinsics : Fpame — FunT. Intrinsics are predefined functions that are provided by the
compiler to the programmer, usually to access certain system resources that are not visible in
pure C. As anounced before the only intrinsic function considered in our scenario is rmw and
mfence, which are wrapper functions for the rmw and m fence assembly instruction. We define
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O.intrinsics(rmw) = fte,,,,,, 0.intrinsics(mfence) = fte,,s,,.. in the subsequent paragraphs. For all
other function names f ¢ {rmw, mfence} we have 0.intrinsics(f) = L.
The function table entry of m fence is defined as:
Jt€pence-rettype = (0, void)
ftemfence.npar 0
ftemfence.V =€
St fence-P = €xtern

The intrinsic function mfence is implemented by the assembly instruction m fence and thus an
external function. It does not take any parameters and only increase the loc in the C-IL config-
uration because after the SB reduction, the SB is not visible in ISA level. We need the mfence
intrinsic to clear the dirty bit in our Cosmos C-IL machine configuration. Before defining the
transition relation of mfence, we provide a function inc,. : confcy, — confcy. to increment
the location counter of the top stack frame. It is undefined if the stack is empty, otherwise:

incic(c) = cls := c.s[top — (c.s[top])[loc := c.s[top].loc + 1]]]
The transition relation 8.Rextern(m fence) is defined as:

Pmfence = {(O, ¢, C/) |’ = incioc(c)}
The function table entry of rmw is defined as:

fte, . -rettype = (0, void)
fte . -npar =4
Jte -V = (a, (0, ptr({volatile}, i32))) o (u, (0,132))
o (v, (0,i32)) o (r, (0, ptr(0, i32)))
fte,,-P = extern

The intrinsic functions rmw is also implemented in assembly and an external function. It takes
4 input arguments a,u,v, and r, where a is a pointer to the volatile memory location that shall
be swapped, u is the value with which the memory location referenced by a is compared, and
v is the value to be swapped in. The content of the memory location pointed to by a is written
to the subvariable referenced by the fourth parametelﬂ] r. Since the intrinsics are provided by
the compiler, they are not part of the program-based function table. We define the combined
function table 7/ as follows.
FI = n.F W G.intrinsics

Knowing the semantics of the rmw instruction of MIPS, we would also like to define the ex-
ternal procedure transition relation Rextern(7mw). However, we first need some more nota-
tion for updating a C-IL configuration. When writing C-IL values to the global or some lo-
cal memory, they have to be broken down into sequences of bytes. First we need a function

"Note that the rmw instruction of the MIPS ISA has only three parameters. Thus in the implementation of rmw an
additional write instruction is needed to update the memory location referenced by r. The parameter r is used as
the destination of the rmw return result.
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bits2words : B3 — (B32)" convert a bit string whose length is a multiple of 32 into a word
string.

bits2words(x[m : 32]) o (x[31:0]) : m> 31

bits2words(x[m : 0]) = { )
(x[m : 0] . otherwise

Then the conversion from C-IL values to words is done by the following partial function.

val2wordsg(v) =

bits2words(b) : v =val(b,t)
otherwise

Note that this definition excludes local variable references and symbolic function pointers. For
these values, the semantics does not provide a binary representation because for local subvari-
ables and functions f where 0.7 ,4,(f) = L, the location in memory is unknown. Also, note that
val2wordsg depends on the environment parameter 6 because the conversion to word strings de-
pends on the endianness of the underlying memory system. As our MIPS ISA uses little endian
memory representations we simplified the definition of val2wordsy which contains a case dis-
tinction on 6.endianness in [Sch13]]. We still keep the 6 though, to keep the notation consistent.

Now we can introduce helper functions to write the global and local memories of a C-IL
configuration. We copy the following three definitions from Section 5.7.1 of [Sch13[], with
the modifications that we fix the pointer size to 1 word, the global memory becomes word-
addressable, and the values are 32-bits.

Definition 5.40 (Writing Word-Strings to Global Memory) We define the function
writep : (B — B¥?) x B x (B¥?)* - (B - B??)
that writes a word-string B to a global memory M starting at address a such that

M(x) (x) —{a) ¢ {0,...,|B| - 1}
B[{x) —(a)] otherwise

Vx € B, write p(M,a,B)(x) = {
Definition 5.41 (Writing Word-Strings to Local Memory) We define the function
writeg : (Vear, — (B*)") x Ve, x No x (B?) = (Ve = (B%)")

that writes a word-string B to variable v of a local memory Mg starting at offset o such that

Yw € VC—IL’i S [0 : |M8(W)| - 1]
MsW[i] w#vVviéio,...,o+|Bl—1}

ites(Mg,v,0,B ] =
writes(Meg,v,0,B)(W)[i] {B[i—o] otherwise

If, however, |B| + 0 > |[Mg(v)| or v ¢ dom(Mg), the function is undefined for the given parame-
ters.
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Definition 5.42 (Writing a Value to a C-IL Configuration) We define the function
write : paramsc_, X conf o X val X val = conf 1.

that writes a given C-IL value y to a C-IL configuration ¢ at the memory pointed to by pointer x
according to environment parameters 6 as

write(0,c,x,y) =

c[M := writep(c. M, d’, val2wordsg(y))] : x = val(a, ptr(r))

Ay =valb,1)
c : x = Iref((v, 0), i, ptr(?))

Ay =val(b,1)
write(6, c, val(a, ptr(?)), y) : x = val(a, array(z, n))
write(0, c, Iref ((v, 0), i, ptr(t)), y) : x = Iref((v, 0), i, array(z, n))
L : otherwise

where @' = ptrv2addr(x), ¢’ .s[i]l. Mg = writeg(c.s[i]. Mg, v, 0, val2wordsg(y))] and all other
parts of ¢’ are identical to c.

In the first case x contains a pointer to some value in global memory of type ¢, and we are
overwriting it with the primitive or pointer value y. When x is a local variable reference, we
update the referenced variable with y in the specified local memory, starting at the given offset.
Since arrays in C are treated as pointers to the first element of the array, any write operation to
an array is transformed accordingly. Observe that write checks for type safety, i.e., that value
y and the write target specified by x have the same type. Moreover, we cannot update ¢ using
symbolic function pointers for x because these pointers are not associated with any resource in
c.

Now we can define the transition relation 8.Rextern(rmw) for the rmw compiler intrinsic func-
tion. It consists of two subrelations depending on whether the comparison in the rmw instruction
was successful or not. In the first case we let a’ = ptrv2addr(a) then:

O = (@, u,v, 1), ¢,y | b e B2 u=val(h,i32) A c.M(@') = b A
Ac’, " € confq. ¢’ = write(,c,a’,v) A

"= incloe(C”) }

¢’ =write(9,c’,r,u) A c

The memory location pointed to by a equals the test value u. Consequently it is updated with v
and its old value is stored in r. In addition, the current location in the top frame is incremented.
For the failed case, when u does not equal the referenced value of a, the memory location is not
updated. The rest of the transition is identical to the case above. We also let a’ = ptrv2addr(a)
then:

o = (@ u, v, r),e,c”) | b e BR. u=val(h,i32) A c.M(d') # b A
A, " € confeq. ¢ = incipe(c’) A
¢’ = write(d, c, r,val(c. M(a’), i32))}
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Of course, the overall transition relation is the disjunction of both cases.

swa ail

0.Rextern(rmw) = prmwf) U Ormw

Before we can define the C-IL transition function, there are two more helper functions left to
introduce. The first function 7 : Vi, — T derives the type of values.

t : x=valQy,r
7(x) =<t : x=fun(f,1)
t : x=Iref((v,0),i,1)

Last we define function zero(6, x) : paramscy, X Ve — B which checks whether a given
primitive or pointer value equals zero.

zero(6, x) =

(Ll — O32-SiZ€9(1)) : X = val(a, t)
otherwise

We finish the introduction of the C-IL semantics with the definition of the C-IL transition func-
tion in the next sub-section. It is in great portions a literal copy of Section 5.8.3 in [Sch13].

Transition Function

For given C-IL program m and environment parameters 6, we define a partial transition function
.0 . N
Oc : confeq X EcaL — confey

where Zc g is an input alphabet used to resolve non-deterministic choice occurring in C-IL
semantics. Unlike in [Sch13|] and [Baul4], there is only one kind of non-deterministic choice:
due to the possible non-deterministic nature of external function calls — here, one of the possible
transitions specified by relation 6.Rextern 1S chosen. To resolve these non-deterministic choices,
our transition function gets as an input in = n € Xcq. containing a mapping 1 of transition
functions for computing the result of external function calls.

XciL € Fuame = (val* X conf oy, — confcr)

The inputs are either an updated C-IL configuration ¢’ or a symbolic value L to denote deter-
ministic steps. However this opens up the possibility of run-time errors due to nonsensical input
sequences which do not provide the right inputs for the current statement, e.g., a L symbol in-
stead of the required updated configuration for external function calls. Also, the choice of inputs
depends on previous computation results, e.g., in case of external function calls for the previous
configuration. In our model, we always provide the necessary inputs to fix any non-deterministic
choice in the C-IL program execution, and we use an update function instead of an updated con-
figuration for handling external function calls. If we require inputs to contain only transition
functions for external function calls that implement state transitions according to 6.Rextern, then
we can exclude run-time errors due to a bad choice of inputs. The inputs for a computation can
thus be chosen independently of the C-IL configuration, and we will only get undefined results
due to programming errors. Below we formalize the restriction on Xc. .
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Definition 5.43 (C-IL Input Constrains) We only consider input alphabets X¢_p; that fulfill the
following restrictions. For any input, we demand that n is defined for all external functions and
for all arguments its result reflects the semantics specified by 8.Rextern.

Sci = An1VYS € Fuame Fr (f).P = extern — n(f) # L A
Y(X, c) € dom(n[f]). (X, c,nf1(X, ¢)) € 0.Rextern }

In defining the semantics of C-IL, we will use the following shorthand notation to refer to infor-
mation about the topmost stack frame top = |c.s| — 1 in a C-IL-configuration c:

e local memory of the topmost frame: Mesg,,(c) = c.s[top]. Mg

return destination of the topmost frame: rds.,(c) = c.s[top].rds

function name of the topmost frame: f;,,(c) = c.s[top].f

location counter of the topmost frame: loc.,(c) = c.s[top].loc
e function body of the topmost frame: Py, (7, ¢) = n.F (fiop(c)).P
e next statement to be executed: stmi ex (7, €) = Pyop(m, )[lociop(0)]
Below we define functions that perform specific updates on a C-IL configuration.

Definition 5.44 (Setting the Location Counter) The function
setjpe - confoq. XN — conf g

defined as
setipe(c,l) = c[s := (c.s)[top — (c.s[top])[loc = I]]]

sets the location counter of the top-most stack frame to location /.
Definition 5.45 (Removing the Topmost Frame) The function
dropgupe = confeq, — confe

which removes the top-most stack frame from a C-IL-configuration is defined as:

dropfmme(c) =c[s := c.s[0 : top)]
Definition 5.46 (Setting Return Destination) We define the function

setygs : confeq X (valres U valpy U {L1}) — confc .

that updates the return destination component of the top most stack frame as:

setgs(c,v) = cls := (c.s)[top — (c.s[top]))[rds := v]]]
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Note that all of the functions defined above are only well-defined when the stack is not empty;
this is why they are declared partial functions. In practice, however, executing a C-IL program
always requires a non-empty stack.

Definition 5.47 (C-IL Transition Function) We define the transition function
0.
S¢q t confeq, X ZcaL — confey
by a case distinction on the given input:
e Deterministic step, i.e., stmt .. (m, c) # call e(E):

,0 :
S (¢ in) =

incioc(c’) D Stmipeq(m, ) = (eo = 1)

setje(c, 1) D StMityen (T, c) = goto [

setje(c, ) 1 Stmtye(m, c) = ifnot e goto [ A zero(6, [[e]]’cr’g)
incpye(c) 1 Stmitye(m, c) = ifnot e goto [ A —zero(6, [[e]]f’e)
c’ D StMitye(TT, ) = return

c’ D Stmtyeq(m,c) =return e A rds = L

write(8, c”, rds, [[e]]’cr’g) D Stmtyeq(m,c) = return e A rds # L

where ¢ = write(8, ¢, [&(eo) " [ei 1Y), ¢ = drop;ame(c) and rds = rds;pp(c”). Note
that for return the relevant return destination resides in the caller frame. Also, in case any
of the terms used above is undefined due to run-time errors, we set 62’_91L(c, in) = L.

e Function call:

6’(73’_91L(c, in), where all local variables are initialized with corresponding default values in
the called function, is defined if and only if all of the following hold:

— Stmitye(m, ¢) = call e(E) V stmt,. (7, ¢) = (ep = call e(E)) — the next statement is a
function call (without or with return value),

- ([el™ = val(b, funptr(z, T)) — 3f. f = 0.F, ;L(pteraddr(b))) \Y
af. [el™ = fun( f, funptr(z, T)) —the expression e evaluates to some function f or
to a function pointer which points to f,

— |El = FA(f).npar AVi € [0 : |E| = 1]. FLN.VIi] = (v.1) > To™E[i]) = t — the
types of all parameters passed match the declaration, and

- 7-“7,9 (f).P # extern — the function is not declared as external in the function table.
Then, we define
6’8_91L(c, in)=c
such that
c’.s = incipe(setyas(c, rds)).s o (Mg, L, f,0)

I M=cM

254



where
o= JTEEOTE" 2 stmtyen(m, ) = (eg = call e(E))
L T Stmtyen(m, ¢) = call e(E)

and

val2bytesy(LE[NEY) i FA).VI = (v, 1) A i < FLf).npar
M (v) = {dfi(1) c 0 AFHH.VIL = 0,0 ANi 2 FLf).npar

L . otherwise

e External procedure call:
5’8§L(c, in) is defined if and only if all of the following hold:
— stimt,eq(7, ) = call e(E) — the next statement is a function call without return value,
0 _ _ -1

— ([eI” = val(b, funptr(,T)) — 3f. f = 0.7 (b)) V
af. [[e]]’cr’e = fun(f, funptr(z, 7)) — expression e evaluates to some function f,

— |El = FA(f).npar A Vi € [0 : |E| = 1]. FLH).VIi] = (v.1) > 1o™E[i]) = t — the
types of all parameters passed match the declaration,

- in.n[f](([[Eo]]f’g, - IIE|E|_1]]7CT’€),C) = ¢’ — the external transition function for f
allows a transition under given parameters E from c to ¢/,

— ¢’.s[0 : top) = c.s[0 : top) — the external procedure call does not modify any stack
frames other than the topmost frame,

= locigp(c’).loc = lociop(c) + 1A fiop(c”) = fiop(c) — the location counter of the topmost
frame is incremented and the function is not changed,

- 7-‘”9 (f).P = extern — the function is declared as extern in the function table.

Note that we restrict external function calls in such a way that they cannot be invoked with
a return value. However, there is a simple way to allow an external function call to return
aresult: It is always possible to pass a pointer to some subvariable to which a return value
from an external function call can be written

Then,
7,0 . 7
Oy (e in) =c

C-IL Calling Convention

The call procedure in C-IL follows certain conventions that shall be described below. First of all
certain general purpose registers of the MIPS processor core have special meaning. The details
are depicted in Table [5.1] Note that this is a different setting than in [Shal2]. In particular the
stack and base pointers are now stored in registers 29 and 30. The number of registers used for
input parameters is limited to four, and the return value of a procedure call is stored in register
2. We omitted the possibility of 64-bit return values that would be stored in two registers.

8See the definition of the rmw compiler intrinsic for an example.
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Alias ‘ (Index) Usage

zero 0 always contains 0°2

131 1 temporary values

rv 2 procedure return value
1) 3 temporary values
i1...04 4,...,7 input arguments for procedure calls
t3...14 8...15,24...27 | temporary values
svy...svg | 16...23 callee-save registers

sp 29 stack pointer

bp 30 stack frame base pointer
ra 31 return address

Table 5.1: Intended usage of the 32 MIPS general purpose registers in function calls of C-IL

Also registers 26, 27 and 28 do not have any special meaning in the framework of this thesis.
We explicitly state which registers are the callee-save registers (16-23) that must be preserved
across procedure calls by the programmer.

Concerning the procedure call we have four calling conventions CC.1 to CC.4. They read as
follows.

CC.1

CC.2

CC3

CC4

In a procedure call up to four input parameters may be passed through the general purpose
registers iy to is.

Excess parameters must be passed via the caller’s /ifo which is stack component used to
store temporary data and procedure input parameters in a last in first out manner. Param-
eters must be pushed on the stack in reverse order such that in the end the first excess
parameter, i.e., the fifth parameter, resides on the top of /ifo. In the implementation of the
stack, there is space reserved for the input parameters passed through the four registers.
Thus the size of the memory region in the implementation devoted to storing the parame-
ters of the stack frame i is always equal to npar;. All excess parameters that were pushed
on the stack when there were more than four inputs to procedure p are consumed (popped)
from the /ifo by a call of p and become part of the parameter space of the new stack frame.

Before the return from a called procedure p all callee-save registers of p must be restored
with the contents they had when p was entered. This must also be guaranteed for sp,
bp, and ra by every C-IL implementation. The C-IL compiler takes care of saving and
restoring these registers.

The return value from a procedure call is passed through register rv.

Compilation and Stack Layout

We use the stack layout for C-IL from [Shal2]], which is depicted in Fig. [5.3] and adhere to the
calling conventions CC.1 to CC.4. The C-IL stack layout exhibits the following properties.
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high memory

sha

base(0)32
frame 0

Function
Arguments

ra (i)

} frame header

base(i)sg —~"""-"T" T

frame ¢ Local Variables

Callee-Save
Registers

Temporary
Data

Caller-Save
Registers not in top frame

bp ==~ base(top")‘gg

frame top

sp rds (i)

low memory

Figure 5.3: The C-IL stack layout.

A C-IL frame i in memory is identified by a frame base address base(i)s». The stack
grows downwards starting at a given stack base address which is not identical with the
frame base address of the first frame base(0)3,.

o The parameters for the function call are stored in the high end of the stack frame. They
were stored here by the caller in reverse order. According to CC.1, the first four parameters
are passed via registers i; to i4. Nevertheless, we also reserve space for them.

e Between parameter space and the base address of a frame resides the frame header which
contains the return address and the previous base pointer.

o The base pointer is stored in register bp and always points to the frame base address of the
topmost (lowest in memory) stack frame.

e Below the frame base address, we find the region of the stack frame where the local
variables are saved.

e Below the local variables the callee save registers are stored. In contrast to [Shal2] we
assume for simplicity that the C-IL compiler always stores all eight callee-save registers
sv1 to svg in ascending order (sv; is at the highest memory address).

e Below that area the compiler stores temporary values in a last-in-first-out data structure.
The size of the temporary area may change dynamically during program execution. This
component is the /ifo region mentioned in the calling convention.
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The stack pointer is stored in register sp and always points on the lower end of the tempo-
rary data region of the topmost (lowest in memory) stack frame.

In case a function is called, the compiler first stores the contents of the caller-save registers
in the region directly below the temporary values.

Next, the return destination (where the returned value of a function call should be saved)
is stored by the caller. Parameters for the next frame are stored below.

Caller-save registers, return destination, and the input parameters can be seen as an exten-
sion to the lifo-like temporary value area. Thus, we are obeying calling convention CC.2.
Upon a function call from frame i the parameters become a part of the next stack frame.
Thus, they are located above the base address base(i + 1)3;.

All components of the stack are word-aligned.

Before we can formalize this notion of the stack structure, we need some more information about
the compilation process. Therefore, we introduce a C-IL compiler information data structure
info;; € InfoT -, which have the following components for infoy; .
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infoy; .code : (B3*)* — a list of MIPS instructions representing the assembled C-IL pro-
gram.

infoy; .cp : Fpame XN — B — identifies the compiler consistency points for a given function
and program location.

infoy; .off : Fuame XN — Np - A function calculating the offset in the compiled code of the
first instruction which implements a C-IL statement at the specified consistency point in
the given function. Note that the offset O refers to instruction info;; .code|[O0].

infoy; fceo : Fpame X N — Ny — the offset in the compiled code of the epilogue of a
function call in a given function at a given location (see explanation below)

infoy; .vr : V X Fpame X N — B> — specifies, if applicable, the gpr where a given word-
sized local variable of a given function is stored in a given consistency point

infoy; .lvo : V X Fpyme X N — Ny — specifies the offset of local variables (excluding input
parameters) in memory relative to the frame base for a given function and consistency
point (number of words)

infoy; .csro : Fpame X N X B> — Ny — specifies the offset within the caller-save area where
the specified register is saved by the caller during a function call in the given function and
consistency point (number of words, counting relative to upper end with higher address)

infoy; .sizecrs : Fname X N — Ny — specifies the size of the caller-save region of the stack
for a given caller function and location of function call (number of words)

infoy; .sizemp : Frame X N — Ny — specifies the size of the temporary region of the stack
for a given function and consistency point (number of words)



e infoy.cha : B3 — the start address of the code region in memory
e infoy; .sba : B3Y — the start base address

e info;; .mss : B3 — the maximal size in words of the stack. We define shorthand msp;; =
infoy; .sba —3 infoy .mss +39 139 to denote the minimal allowed value for the stack pointer.

For most of the components, it should be obvious why we need this information in order to define
the C-IL compiler consistency relation. The only exception is maybe the function call epilogue
offset fceo. A function call is not completed after the return statement is executed by the callee,
because the caller still has to update the return destination with the return value passed in register
rv. Also, the stack has to be cleared of the return destination, and caller-save registers need to
be restored. The code portion in the compiled code for a function call which is implementing
these tasks, we call the function epilogue. We need to know the start of the epilogue to define
the consistency relation for the return addresses.

In the following, we introduce notation for the frame base addresses and the distances between
them. First we introduce some shorthands for the components of the i-th stack frame, implicitly
depending on some C-IL configuration ¢y, € conf ;..

Vx e {Mg,rds, f,loc},i € [0 : top]l. x; =cy.slil.x

Moreover let z; = 7.7 (f;).z for z € {V,npar} denote the local variable and parameter declara-
tion list, as well as the number of parameters for f;. The size needed for local variables and
parameters on the stack can then be computed as follows.

npar;—1
sizepari) = sizeo(qr2e(Vilj1.0)
j=0
Vil—1
D, sizeo(qr2u(ViLjl.0)

Jj=npar;

sizep, (i)

Here for a variable declaration v € V X Ty, the notation v.f refers to the type component. Then
we can define the distance between base addresses, or between the base address of the top stack
and the base pointer respectively. It is depending on ¢y, 7, 6 and infoy; .

size, (i) + 8 + infoy; .sizemy(fi, loc;) : i=top
dist(i) = | sizep(i) + 8 + infoy; .sizeynp(fi, loc;)

) ) ) i <top
+ infoy; .sizecrs(fi, loc;) + 1 + sizepar(fiv1) +2

For the top frame, we only store the local variables, the eight callee-save registers and temporary
data in the area bounded by the addresses stored in base pointer and stack pointer. Lower frames
(with lower index and higher frame base address) are storing information for the function call
associated with the stack frame lying directly above (with higher index and lower frame base
address). This includes the caller-save registers, the return destination. The function input pa-
rameters and the next frame header are belonging to the callee frame. For simplicity, we do not
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make a case distinction whether a function returns a value or not. We reserve the space for the
return destination in both cases. Now the frame base addresses are easily defined recursively.

base(i) (infoy .sbay — sizepa, (fi) =1 : =0
ase(i) =
base(i— 1) — dist(i— 1) o 1>0

5.6.2 C-IL Instantiation

In this section, we define a Cosmos machine S¢. |, € S which contains n C-IL computation units

working on a shared global memory. All C-IL units share the same program and environment
parameters, but they are running on different stacks since each unit can be in a different program
state. Hence, we have disjoint stack regions in memory with different stack base addresses
but the same length. In the Cosmos machine definition we need some information from the
compiler. The instantiation is thus based on the parameters © € Progc., 6 € paramscy. and
infofL € InfoT - for p € N,,. The compiler information is equal for all units except for the stack
base address.

Vg,re[0:n—-1],c. g#rAc+#sba— info?L.c = infoy; .c

Thus, we can refer to a common compiler information data structure info; which is consistent
with all infofL wrt. all components but sha. We define the shorthands for stack and code regions
below, adapting them to the C-IL setting.

CR
SR,

linfoy; .cba : infoy .cba +3¢ binso(linfo;; .codel) —30 130]

[infofL.sba —30 info; .mspy +30 130 : infofL.sba]

Then required disjointness of stack frames in memory is denoted by:
Yg,rel0:n—1].g#r— StR; NStR, =0

Before, we already noted that the software conditions on C-IL enforce that no global variables
are allocated in the stack or code memory region. However, this is only guaranteed for global
variables that are accessed in the program. For the instantiation of our Cosmos model, we need
to make the requirement explicit. Let StR = UZ;(I) StR, be the complete stack region and let

Agv(v, 1) = [B.allocg,(v) : 6.allocg,(v) +30 binzo(sizes(qt2t(t))) —30 130]

be the address range allocated for some global variable v € Vg, of qualified type ¢ € Tp. Then

we require:
Y(v,1) € n.Vg. A% (v,1) N (CRU SIR) = 0

We now define the components of S¢, |, one by one.

o S, A={aeB* |a¢ CRUSR}and S, .V = B — we obtain the memory for the
C-IL system by cutting out the forbidden address ranges for the stack and code regions

from the underlying MIPS memory.
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o S2 R =1{aeB”|3A.(q.1) € n.Vs. a € Al(v.(q.0) Aconst € gV a e CR} — as
constants are supposed to never change their values, we should forbid writing them via
the ownership policy by including them in the read-only set. This way, ownership safety
guarantees the absence of writes to constant global variables, which cannot be detected
by static checks of the compiler. For simplicity, we exclude here constant subvariables of
global variables that are not constant. Nevertheless, note that the ownership policy cannot
exclude writes to local or dynamically allocated constant variables, because, on the one
hand, local variables are not allocated in the global memory and the ownership policy
only governs global memory accesses. On the other hand, the set of read-only addresses
is fixed in our ownership model. Thus, we cannot add new constant variables to R. We
also include the code region into the read-only set, since we neither consider a swappable
code region nor self-modifying codes for simplicity.

LN nu = n — we have n C-IL computation units.

n
C-IL
St U = framei; U L XN X B X (T — V) — each C-IL computation unit consists
4 components: (i) either in a run-time error state L or a C-IL stack component s upon
which it bases its local computations (ii) similar to the instantiation with MIPS ISA, we
also have a counter n (iii) a dirty bit © to maintain the program discipline of our store
buffer reduction theorem (iv) a temporary ¢} which is a partial function from {/, R} XN to a
32-bit value. For all X € {I, R} in (X, n) we also write X,, for short. Initially, every X, maps
to L. From the definition of the Cosmos machine transition function in later paragraphs,
we will only update R, and Vn. I, always maps to L.

e St -6 = ZcaL — The external input alphabet for the C-IL transition function is also
suitable for the C-IL Cosmos machine.

e S¢-reads — We need to specify the explicit read accesses to global memory that are
associated with the next C-IL step of a given unit. First we introduce a function to compute
the memory region occupied by referenced global subvariables.

Definition 5.48 (Footprint Function for Global Subvariables) Let ¢ € B be an ad-
dress that a pointer variable points to and ¢ € {ptr(¢’), array(’, n)} the type of that pointer.
Then the memory footprint of the referenced subvariable is computed by the following
function.

la : a+39 binyo(sizeg(t'))) :  Jisarray(t’)

Jpoa, 1) = {

0 . otherwise

Arrays cannot be accessed as a whole, we only read their elements using pointer arith-
metic. Therefore, we define the memory footprint of array variables to be empty.

Definition 5.49 (Global Memory Footprint of C-IL Expressions) Function

130
A(-) : confoq X progeq. X paramse.q, X B — 21027
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computes the set of global memory addresses that are accessed when evaluating a given C-
IL expression e wrt. some C-IL configuration ¢, program 7, and environment parameters
0 as follows. Let sv(e) = e € Vv e’ € E, f € F. e = (¢/).f (i.e., e is a subvariable) in:

0 i e€val UFuup vV 3t € To. e = sizeof (1)

v su(e) A &I € valier

Vv de’ € E. e € {&(€’), sizeof (')} A sv(e’)
Jpo(a, 1) L sw(e) A&(@TE = p € valpy
A" (e : do€0),1eTg.ecf{ee,e=(1)e,e = &x())

A’g’e(e) = Ve=zx()A [[e']]’gﬁ € vahret V e = sizeof(x(e’))

A uA™ ey . A €Ene=(x2¢ :e") A zero(®, [x*)
A uAM ey A €eEAe=(x?¢ :e") A Jzero(d, [x]7Y)
A’Cr’g(e’) U A’CT’G(e”) : doeOre=ede”
ATU) Ufpgla’,t) = e=x(e) AT’ = p' € valpe
L :  otherwise

where:

p = val(x, 1) a = ptrv2addr(p)
p =val(x',r) a’ = ptrv2addr(p’)

The definition is straight-forward for most of the cases. Unlike global subvariables, C-
IL values and function names are not associated with any memory address. The same
holds for local subvariables. Looking up addresses and type sizes does not touch memory
either. In order to dereference a pointer to a global memory location, one must evaluate
the address to be read, but also read the memory region referenced by that typed pointer.
We need another predicate to detect whether some expression encodes a reference to the
rmw intrinsic function or the mfence intrinsic function. Let the type signature of the rmw
intrinsic be denoted by #,,,,, = funptr(void, ptr(i32)0i320i32optr(i32)). Then we define:

rmw0(e) = b € B, [e]7? = val(b, tymy) A 0.5, L (b) = rmw V [[e™? = fun(rmw, tyy,)

Let the type signature of the mfence intrinsic be denoted by #,f.nce = funptr(void, e).
Then we define:

mfence(e) = Ab € B2 [e]™ = val(b, tugence) A 0.F,1-(b) = mfence v
[[e]]g,e = fun(mfence, tyfence)

Now the memory footprint of a C-IL statement is easily defined using the expression
footprint notation.

Definition 5.50 (Memory Footprint of C-IL statements) We overload the definition of
function AZ’H from above to cover also C-IL statements s € Icy. Let Ap = U.ex AZ’H(e)



for E € E* as well as Ay = A™(xa) U A7 () U A79(v) U A™Y(5r) in:

] : s=returnVv A/ eN.s=goto!V
s = call e() A mfence™(e)
A" (e) : 3JleN.s=ifnezegoto!V
s = return e A rds(top—1) € valypet
A”’e(s) _ Af’g(e) U fpy(a,t) . s =return e A rds(top—1) = p € valp
¢ A" (e) U A™(e") : os=(e=¢)
A™(e) U Ap . s=call e(E) A [(rmw™(e) V mfence™(e))
A" () U Ay . s=call e(a,u,v,r) A rmw™(e)
A UAM(YUAE : s=(¢ = call e(E))
L . otherwise
where:

p = val(x, 1) a = ptrv2addr(p)

For most statements, the footprint of the C-IL statements only depends on the expressions
they are containing. Only the return statement which returns a value writes additional
memory cells. In the special case of rmw we know from its semantics that also the memory
locations referenced by inputs a and r are accessed.

We introduce the reads-set function for C-IL statements

. .30
RY() : confey, X proge, X paramsc.y, X Ieq, — 21927
which defined similarly to the memory footprint of C-IL statements but excludes write
accesses. Note that the global memory is only updated by variable assignments, return
statements with a return value and the rmw primitive. For all other statements, we can use
the memory footprint function defined earlier.

In case of a rmw intrinsic function call of rmw(a, u, v, r), also the memory location refer-
enced by a is read but the target of r is only written.

For the return statements, we simply exclude the memory location referenced by the rds
component of the previous stack frame to determine the corresponding reads-set.

For assignments, we need to exclude the written memory cells which are specified in
the left-hand side of the assignment. However, we cannot simply exclude the left-hand
side expression from the computation of the reads-set since there might be read accesses
necessary in order to evaluate it. Therefore we perform a case distinction on e in s = (e =
e
1. eis a plain variable identifier — Then no additional global memory cells need to be
read in order to obtain the variable’s address in memory.
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2. eis dereferencing a pointer expression — Then there might be further memory reads
necessary in order to evaluate the pointer expression. However, the referenced mem-
ory location is not added to the reads-set explicitly. It still might occur in the reads-
set though if it contributes to the evaluation of the pointer expression.

3. e contains either a redundant &-*-combination or references a field of a subvari-
able — In the first case expression evaluation simply discards the redundant &-x-
combination. In the latter case, one first has to evaluate the referenced subvariable
before the address of the field can be computed. In both cases, the expression eval-
uation step does not require memory accesses. Hence, we continue to compute the
reads-set recursively with the inner sub-expression which must specify a subvariable.

Using A/, = A™(xa) U A% (1) U A™(v) U A™(r) we define these ideas formally:

rmw

A™0(e") :deeV.s=(e=¢)
AT (Y UA™ (") 5= (x(e) =€)
R(s) = RY((e = ¢") : Af €F. s € {(&(x(e) =€), ((e).f =€)}
A™(e) : s =return e
A™(e) U Al s =call e(a, u, v, r) A rmw?(e)
A™() : otherwise

Remember that C-IL configurations c¢;; = (M, s) consist of a memory M : B3® — B3?
and a stack s € frameg. ; , thus a pair ([m], u.s) consisting of a completed partial Cosmos
machine memory m : A — V and the stack component in a unit configuration u.s rep-
resents a proper C-IL configuration. Now the reads function of the Cosmos machine can
easily be instantiated.

S ¢-reads(u, m, in) = R?le-l’u.s)(srmtnext(ﬂ> ([m], u.s)))

S¢.q.-LO — There are two kinds of 7O steps in C-IL. We consider the use of the rmw

mechanism as an 7O step. Moreover, we include accesses to volatile variables. First
we define a predicate to recursively detect if there is a volatile pointer dereference in
expression e which is evaluated in the context of a function f of C-IL program s wrt.
environment parameter 6

Definition 5.51 (Expression Contains Volatile Pointer Dereference)
derefvol;.’g(e) =
derefvol’;’e(e’) : (A6 €0.e=06¢") Ve =&(x())
Ve = sizeof(e’) V e = (1)e’
vaffeF.e=¢.f
derefvol;’g(e’) \Y derefvol?g(e”) A ecOr.e=e @e”

¢ ce=(e e :e")
¢’ = volatile D e = () AT} () = (¢, ptr(g, 1))
False : otherwise




where

c= derefvol;’e(e') % derefvol;’e(e") % derefvol;’e(e"’)

Similarly, we can define another predicate to detect accesses to volatile variables in ex-
pression e.

Definition 5.52 (Expression Contains Volatile Variables)

VOI?’H(e) =

volatile = ¢ : eeVA TQ;»’G(e) =(g,0)

vol}r.’g(e’) . (e ec0.e=0e)Ve=&())
V e = sizeof(e’) V e = ()¢’

vol;’e(e’) v vol?’e(e”) : doe0re=e e

vol’}’g(e’) v vol;’e(e”) v vol?’g(e"’) :oe=( e e")

volatile = g v vol;’g(e’) :e=x(e) A TQ?G(E’) = (¢, ptr(q, 1))
Ve=(¢).f Atglle) = (g.1)

False :  otherwise

Note that the evaluation of constants, function names, addresses of variables, and type
casts do not require volatile variable accesses, in general. For most of the other cases,
the above definition meets what one would expect intuitively. Nevertheless, there are two
cases worth mentioning.

First, as pointer dereferencing may involve two accesses to memory, there are also two
possibilities for a volatile access. Both the pointer as well as the referenced subvariable
might be volatile. Considering field accesses, we also have several possibilities. On the
one hand, the field itself might be declared volatile. On the other hand, the contained
struct may be volatile, or the evaluation of the reference to that containing struct variable
may involve volatile accesses, respectively.

Note that according to the definition, a C-IL statement may contain more than one volatile
variable access. Nevertheless, as updates to volatile variables must be implemented as
atomic operations, for simplicity we restrict that there may be at most one volatile variable
access per C-IL statement. We set up the following rules which will be enforced by the
ownership discipline when defining the 7O predicate accordingly.

— Volatile variables may only be accessed in assignment statements or by the intrinsic
function rmw.

— Per assignment statement there may be only one access to a volatile variable.

— The right-hand side of assignments with a volatile read is either a volatile variable
identifier or it is dereferencing a pointer expression which is either volatile or point-
ing to a volatile variable.
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— The left-hand side of assignments is a volatile read only when it contains a volatile
pointer dereference sub-expression.

— The left-hand side of assignments with a volatile write, is either a volatile variable
identifier or it is dereferencing a non-volatile pointer expression which is pointing to
a volatile variable.

For an expression e, we define the predicate noZvol;’e(e) to exclude multiple volatile ac-

cess.
noZvol’}’e(e) =
False . eeVA TQ;.’O(e) =(q,1)
no2vol’’(¢) : (o€ 0j.e=6¢)Ve=&(*())
Ve = sizeof(e’) V e = (t)e’
vaff eF.e=e.f
cy o Ao eOr.e=e ®e”
c3 coe=(e e )
—(q = volatile A ¢’ = volatile) : e =x(e')A TQ’;’H(e’) = (¢, ptr(g, 1))
where:

c2 ==(vol (') A voly?(e") A no2vol’(¢) A no2voly’(e”)
c3 En02vol?’6(e') A noZvol;’H(e”) A noZvol?’e(e"') A
ﬂ(vol?’a(e’) A vol’}’e(e")) A
ﬂ(vol;’g(e’) A voz}ﬁ(e"')) A

7,0, 1 7,0, 111
ﬂ(volf (e )/\volf (C9))

We define a similar predicate for evaluating expressions in the top frame of configuration
CIL.

lﬂ'ﬁ

_ 7,0
I’I,OZVO o (e) = nOZVOlfmp(CIL)(e)

Below we can now define another predicate to statically detect volatile variable read or
write accesses in C-IL assignment statements of a given program.

Definition 5.53 (Statement Accesses Volatile Variables) Given a C-IL statement s that
is executed in the context of a function f of C-IL program x wrt. environments parameters
6. Then f accesses a volatile variable in case the following predicate is fulfilled.
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volrﬂ',@(s) — deref‘}OF}ﬁ(e) \ VOZ?H(e’) . s = (e = e’)
f | False . otherwise

ﬁdereﬂol’;’e(e) A VOli;’H(e) . 5= (e — el)

False . otherwise

volw;.’g(s) = {

vol?’g(s) = volr sy v volw o(s)

Above, we already introduced the predicate vol™ which scans expressions of a C-IL func-
tion f recursively for volatile variable accesses. We derive a similar predicate for evaluat-
ing expressions and statements in the top frame of configuration cy;.

volrfu(s) = vol (CIL)( s)
voleIL(s) = vol}rf(m)(s)
ol’cr;L(s) = vol”g(m)(s)
volflf(e) =vo p(m)( e)

Now we can define the 7O predicate, formalizing the rules stated above.

St L0, myin)=1
Jde,e’,e¢” € E,E € E*.
StMit ey (T, ([m], u.s)) = call e(E) A rmw(rm] u)(e)

V StMipex (7T, (Fnﬂ u. S)) efle=¢), (e =e)}
AJvols (e) A vol¥ (e ) A noZvolL,L (e’)

CIL CIL

Note that any access to shared memory which does not obey the rules above will not be
considered an 7O step and thus be unsafe according to the ownership memory access
policy.

e S¢ -0 — We simply use the C-IL transition function 6C 1 in the instantiation of the tran-
sistion function for the C-IL computation units. Again, we need to fill the partial memory
that is given to the S, .6 as an input with dummy values, so that we can apply ‘5(: L on
it. Moreover, we need to define the writes-set for a given C-IL statement s because the
output memory of the transition function needs to be restricted to this set. As noted above,
only assigments rmw, and certain return statements may modify the global memory. Let

= ([alZ?, L%, IvIZE, 1Y) in the predicate

rmwm(s a,u,v,r,p,in) = s=calle(a,u,v,r)A rmwm(e)

A (Xa CIL, l”'n[’”mw](X, CIL)) ep

267



268

which denotes that statement s is a call to the rmw intrinsic function with the specified
input parameters, and that the external function call has an effect according to transition

relation p € 0.Rextern. Thus we define the writes-set for a given C-IL statement.
W s, in) =

CIL

fpela, ) :de,e/ eE.s=(e=¢)A [[&(e)]]"’g = p € valyy

CIL

V s = return e A rds;,p—1 = val(z, 1) € valyy
swap

JPo(P1,1) Ufpg(pa,t) : Ja,u,v,r € E. rmwg’f(s, a, U, Vy ¥y Py » 1)

A [allZ? = val(x, 1) A [FTI7Y = val(y, 1) A 1 = ptr(i32)
Jpo(p1, ptr(i32)) : da,u,v,r € E. rmw’cr,’f(s, a, U, V, 1, P, i)

A [al%? = val(x, ptr(i32)) A [F17%° € valipes
fpo(p2, ptr(i32)) : da,u,v,r € E. rmwg’f(s, a,u,v,r, p’ff,ﬁlw, in)

A [FIZY = val(y, ptr(i32))
0 . otherwise

where

a = ptrv2addr(val(z, t))

p1 = ptrv2addr(val(x, ptr(i32)))

p2 = ptrv2addr(val(y, ptr(i32)))
In the first case either execution is returning from a function call with a return value that
is written to the memory cells specified by the return destination of the caller function
frame, or we have an assignment to a memory location. The remaining cases deal with the
various outcomes of a rmw intrinsic function call. If the comparison was successful, the
targeted shared memory location is written. Also, we must distinguish whether the value
read for comparison is returned to a local or global variable. Only in the latter case the
variable update contributes to the writes-set.

Now we can define the transition function for C-IL computation units with the following
case distinction. Let stmt = stmt o (7, [m],u.s) and W = W(”r’,z 1 u)(stmt, in) in:
S G0, m,in) = (m'ly,u")
In which the m’ and v’ are defined as
0
m' = 85 (Tm], u.s).M
0
u'.s = 608 (Tm], u.s).s
w.n=un+l

False : volw™?(stmt)

CIL
) _ 7,60
WD = True : stmt=call e(a,u,v,r) A rmwe, (e)
D= 0
Vv stmt = call e() A mfence;, (e)
u.D . otherwise

W9 =ud Ry, =)



where we let
o {base(top) — 2 e, Si2€0(@121(VigpLjl) =0+ 3k Vigylklv = v

1 :  otherwise

in
m(ptrv2addr(p)) : stmt=(e=¢)A [[&e’]]g’f = p € valyyV
_ rmwgl’f(stmt, a,u,v,r,p,in) A [[a]]’gl’f =p
m(binzo(a’)) o ostmt=(e=¢€)A [[&e’]]f,’f = Iref((v, 0), top, 1)

L . otherwise

’ ’ . 7,60 . _ ’

Sé_IL.(S(M, m’ ll’l) — (M |W9 N ) . 65_01]_‘((“/”-" M.S), ln) - (M B N )
L 6C’_IL((|'m'|, u.s),in) = L

Note that in contrast to the C-IL semantics, we do not update the complete memory for
external function calls, because doing so would break the ownership memory access pol-
icy. Instead, we only update the relevant memory portions according to the semantics of
the particular external function, i.e., of rmw, in this case. This approach is sound because
we have defined the external transition function input 7 in such a way, that it implements
the semantics specified by 6.Rextern-

o S{  -LP — Again we could choose the interleaving-points to be 7O points to allow for an
easier verification of concurrent C-IL code. Later, we want to show a simulation between
the concurrent MIPS and the concurrent C-IL model, so we have to choose consistency
points as interleaving-points such that in the Cosmos model we interleave blocks of code
that are executed by different C-IL units and each block starts in a consistency point.

E.IL-IP(M’ m, in) = infOIL'Cp(ﬁop(rm-la u, loctop(ftop(l-m-le u)))

With this definition of 7O steps and interleaving-points we can make sure by the veri-
fication of ownership safety, that shared variables are only accessed at a few designated
points in the program, which are chosen by the programmer. This allows on the one hand
for the efficient verification of concurrent C-IL programs, on the other hand, it enables us
to justify the concurrent C-IL model, using our order reduction theorem.

In order to do so we would first need to determine those above set A;, of the underlying
MIPS Cosmos machine (cf. Sect. [5.4.2). Since all assignments contain only one access
to a volatile variable, the compiler can ensure the same for the compiled code. We can
determine the address of the memory instruction implementing the access with the help
of infoy; .cba, infoy; .off, and the code compilation function because there is a consistency
point before every assignment that includes a volatile variable. We collect all these in-
struction addresses in A;,. The set A.,, which contains the addresses of all consistency
points in the machine code, can easily be defined using infoy; .cba, infoy; .off, and infoy; .cp.
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Thus, we have instantiated our Cosmos machine with the C-IL semantics obtaining a concur-
rent C-IL model. However, we still need to discharge insta,(S ¢ ; ) which demands the following
property of our reads function instantiation. We have to prove that if the memories of two C-
IL machines ([m], u.s) and ([m’], u.s) agree on reads-set R = S¢ |, .reads(u, m, in) of the first
machine, then both machines are reading the same addresses in the next step.

mlg = m'|g = S¢ reads(u,m’,in) = R

We need the following lemma to discharge insta,(S ¢ )

Lemma 5.54 (C-IL Reads-Set Agreement) Given are a C-IL program s, environment param-
eters 6 and two C-IL configurations c, ¢’ that agree on their stack, i.e., c.s = ¢’.s, and a C-IL
statement s#mt. If the memories of both machines agree on reads-set of s#m¢ wrt. configuration
c, the reads-sets of stmt agree in both configurations. Let R = {a € B3? |a € RZ’B(stmt)} in:

cMpr = Mpg— R’g’e(stmt) = RZ,’G(stmt)

For the proof of lemma [5.54] can be found in [Baul4].

ProOF OF insta,(S ¢ ): Let s™(u) = (stmtpey(m, (Tm], u.s))). For reads-set

R= RZ’F’Z 1y (87

and partial memories m, m’ such that m|g = m’|g (hence [m]|g = [m']|g) we have by definition
and Lemma 5.54t

. 0 1554 0
S &y -reads(u,m,in) = R’(Trmwhs)(s"(u)) = R?rm,]’uhs)(s"(u))
= S¢-reads(u,m’,in) O

5.7 Simulation Theorem for Cosmos machine

In this section, we will almost literally represent Chapter 5 in [Baul4]]. The main different is that
at the end of this section, we argue about the definition of 0g!PS with 0g< /X, We omit all the
proofs, some corollaries and lemmas which are only used in proofs. The full version of proof
can be looked up in [Baul4].

Based on our order reduction theory we now want to explore how to apply local simulation
theorems in a concurrent context. Our goal is to state and prove a global Cosmos model simu-
lation theorem which argues that the local simulation theorems still hold on computation units.
In particular we want the simulation relation to holding for a unit when it reaches a consistency
point. Moreover from the verification of the ownership safety on the higher level, memory safety
on the lower level should follow. First we introduce a variation of the Cosmos model semantics
tailored to the formulation of such a simulation theorem. Then we introduce sequential simula-
tion theorems in a generalized manner. Building on the sequential theorems we then formulate
and prove a concurrent simulation theorem between Cosmos machines, stating the necessary
requirements for the sequential simulations to be composable with each other.
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In the concurrent simulation, we will profit from the Cosmos model order reduction theorem
presented before. For every computation unit of the simulating Cosmos machine we set up
the interleaving-points to be consistency points wrt. the sequential simulation relation. This
enables us to conduct a simulation proof between 7% schedules of Cosmos machines, applying
the sequential simulation theorem separately on each 7% block. In such a scenario, where the
interleaving-points are also consistency points wrt. a given simulation relation we speak of
consistency blocks instead of 79 blocks.

Now a sequential simulation theorem can be applied on any consistency block on the simu-
lated level in order to obtain the simulated abstract consistency block executed by the same unit.
However, there is a technicality to be solved, namely that the given concrete block may not be
complete in the sense that it does not lead to another consistency point. Then one has to find an
extension of that incomplete block so that the resulting complete concrete block is simulating
an abstract block. We have to formulate the generalized sequential simulation theorem in a way
that allows for this kind of extension. Nevertheless, later we will show for the transfer of verified
safety properties that it suffices to consider schedules where each consistency block is complete.

5.7.1 Block Machine Semantics

Since we may assume JP schedules for safe Cosmos machine execution, semantics can be
simplified. For introducing simulation theorems on Cosmos models, it is convenient to define
the semantics where we consecutively execute blocks starting in interleaving-points (Z'P blocks).
Also for now we do not need to consider ownership. Therefore, it is sufficient to model the
transitions on the machine state. We call the machine implementing such semantics the J¥
block machine or short the block machine.

We define the block machine semantics for a Cosmos machine S . The block machine executes
one J% block in a single step. To this end, it gets a schedule x € (O¢)" as a parameter which
is a sequence of transition sequences representing the individual blocks to be executed. To
distinguish blocks and block schedule, we will always use A for transition sequences and « for
block sequences. Naturally not all block sequences are valid block machine schedules. Each
block in the block machine schedule needs to be an 7% block.

Definition 5.55 (7 Block) A transition sequence 4 € O is called an 7% block of machine
p € S.nu if it (i) contains only steps by that machine, (ii) is empty or starts in an interleaving-
point, and (iii) does not contain any further interleaving-points.

blk(A,p) = (i) VYaedas=p
(ii) A+&— A.ip
(iii) Va € tl(d). /a.ip

Thus, we require the 7P blocks to be minimal in the sense that they contain at most one
interleaving-point. For technical reasons, empty blocks are also considered 7% blocks. We
define the appropriate predicate Bsched which denotes that a given a block sequence « € (©)*
is a block machine schedule.

Bsched(k) = VA € k.dp € N,,. blk(4, p)
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Note that this implies that the flattening concatenation | k| = k1 - - - k) of all blocks of x form an
I P schedule.

Lemma 5.56 The flattening concatenation of all blocks of any block machine schedule « €
(©5)" is an P schedule.
Bsched(k) — IPsched(|k])

Instead of defining a transition function for the block machine we extend our step sequence
notation to block sequences as follows.

Definition 5.57 (Step Notation for Block Sequences) Given two machine states M, M’ € Mg
and a block machine schedule « € ()", we denote that M” is reached by executing the block
machine from state M wrt. schedule « by the following notation.

M-S M =

M/

Then a pair (M, ) is a computation of the block machine, if there exists a machine state M’ that
can be reached via schedule « from M, i.e., M — M’. Furthermore we need to introduce safety
for the block machine wrt. the ownership policy and some safety property P. Similar to safety
and safetyrp defined earlier, the verification of all block machine computations running out of
configuration C wrt. ownership and some Cosmos machine safety property P is denoted by the
following predicate.

safetyp(C, P) =
Yk € (©5)". Bsched(k) A comp(C.M, |«]) — o € Q. safep(C,{|k],0))

In order to justify the verification of systems using block machine schedules instead of 7%
schedules, we need to introduce another reduction theorem. However, since the two concepts
are so closely related this is a rather easy task.

Theorem 5.58 (Block Machine Reduction) Let C be a configuration of Cosmos machine S
and P be a Cosmos machine safety property. Then if all block machine computations running
out of C are ownership-safe and preserve P, the same holds for all TP schedules starting in C.

safetyp(C, P) — safetyrp(C, P)

The complete proof can be found in [Baul4]].

5.7.2 Generalized Sequential Simulation Theorems

The computer systems can be described in several layers of abstractions, e.g. on the ISA level
and the level of C-IL or even higher levels of abstraction [GHLPOS5b||. Between different levels,
there are sequential simulation theorems. Such simulation theorems are proven for sequential
execution traces where no environment steps are interleaved. However, it is desirable to have
the simulation relation hold also in the context of the concurrent system. Thus we need to
be able to apply sequential simulation theorems in a system wide simulation proof between
two Cosmos model instantiations S 4, S, € S where the interleaving-points are instantiated to
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be the consistency points wrt. the corresponding simulation relation. Recall that we speak of
consistency blocks instead of 7% blocks then.

In the sequel we develop a generalized theory of sequential simulation theorems. We consider
the simulation between computations (d, o) € Mg, X ®§d and (e,7) € Mg, X ®;d considering
only the machine state of these Cosmos machines. We also speak of S 4 as the concrete and of S,
as the abstract simulation layer, where computations of S, are simulated by S .. For simplicity
we assume that the two systems have compatible memory types. Also both systems have the
same number of computation units. Using the shorthands x; and x, for components S ;.x and
S ..x we demand:

Az 2 A, Vi=V, nug = nu, = nU

Observe that the memory address range of S, might be larger than that of S,.. This means that
the latter may abstract from certain memory regions in the former. For example, this is useful
when we abstract a stack of local memories from a stack memory region when we consider
compilation of C-IL programs as we have seen before. The stack region is then excluded from
the shared memory. As we aim for a generalized theory about concurrent simulation theorems,
we first define a framework for specifying sequential simulation theorems in a uniform way.

Definition 5.59 (Sequential Simulation Framework) We introduce a type Rbb for simulation
frameworks Ry, s, which contain all the information needed to state a generalized simulation
theorem relating sequential computations of units of Cosmos machines S, and S ..

Rs,s, = (P, sim,CPa,CPc,wfa, sc, wfc, suit, wb) € Rbb

In particular we have the following components where L, = (U, X (A, — Vy)) with x € {d, e}
is a shorthand for the type of a local configuration of Cosmos machine S, containing the state
of one computation unit and shared memory:

e P — the set of simulation parameters, which is {_L} if there are none,

o sim:L; X P X L, - B — a simulation relation between local configurations of compu-
tation units of S; and S ., depending on a simulation parameter from P,

o CPa: U, x P — B — apredicate to identify consistency points of the abstract Cosmos
machine S,

o CPc: Uy x P — B — apredicate to identify consistency points of the concrete Cosmos
machine S 4,

e wfa : L, - B — a well-formedness condition for a local configuration of the abstract
Cosmos machine S,

e sc : Mg, X ©5, X P — B — software conditions that enable a simulation of sequential
computations of Cosmos machine § ., here defined for a given step,

e wfc : Ly — B — well-formedness condition for a local configuration of the concrete
Cosmos machine S 4, required for the simulation of sequential computations of S,
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e suit : Oy, — B — a predicate to determine whether a given step by the concrete Cosmos
machine is suitable for simulation.

e whb : Mg, X Og, x P — B — a predicate that restricts the simulating computations of
S 4. We say that a simulating step in a computation of S ; is well-behaved iff it fulfills this
restriction.

We give some intuitions on how to instantiate the components in the simulation framework.
Formal instantiations will be introduced in the subsequent section. Here we interpret S, as the
C-IL Cosmos machine and S, as the MIPS Cosmos machine. The simulation relation can be
instantiated as the C-IL compiler consistency relation. The consistency points in C-IL level are
program locations (i) at function entry, (ii) directly before and after function calls (including
external functions), (iii) at volatile variable accesses, (iv) directly before return statements. In
MIPS level, the consistency points are defined as program locations correspond to C-IL consis-
tency points. The well-formedness condition for C-IL local configuration consists 2 portion: the
C-IL program well-formedness (Definition [5.34) and the C-IL configuration well-formedness
(Definition [5.38). The C-IL software condition can be interpreted as the execution next step
may (i) not produce a run-time error, (ii) not result in a stack overflow, (iii) not explicitly ac-
cess the stack or code region and that (iv) the code region fits into memory and is disjoint from
the stack region. The suitability and good behavior (i.e., being well-behaved) were somewhat
indiscriminate, and we want to highlight the difference between the two concepts. While the
suitability is a necessary condition on the schedule of the concrete Cosmos machine for the sim-
ulation to work, good behavior is a property that is guaranteed for simulating computations by
the simulation theorem. These properties become important in a stack of simulation properties
where they should imply the software conditions on the abstract layer of the underlying simu-
lation theorem. In our instantiation, wfc, suit and wb ensure that no interrupts are triggered and
that instructions are fetched from the code region.

The consistency point predicates CPa and CPc are used later to define the interleaving-points
in the concurrent Cosmos machine computations.

As mentioned before we need to be able to apply the sequential simulation theorem on in-
complete consistency blocks. Thus, we consider a given consistency block w € ®§d as the basis
for the simulating concrete computation. We have to extend w into a complete non-empty con-
sistency block o which is simulating some abstract consistency block. Formally the extension
of some transition sequence is denoted by the relation w l>’;”‘ o which is saying that o extends
w without adding consistency points to the block. Alternatively we can say that w is a prefix of
the consistency block o

w l>1;,1k o = 3dt. 0 = wt # & A blk(o, p) A blk(w, p)
In order to be able to integrate the sequential simulation theorems into the concurrent system
later on, there is an additional proof obligation in the sequential simulation below. It is there to
justify the 7OI'P condition of the underlying order reduction theorem which demands that there
is at most one 7O step between two subsequent interleaving-points of the same computation unit.
This property has to be preserved by the concrete implementation of the abstract specification
level. Moreover, there should be a one-to-one mapping of 7O steps on the abstract level to
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the 7O steps on the concrete level. That means that in corresponding blocks Cosmos machine
S 4 may only perform an 7O step when S, does and vice versa. If this would not be the case
we could not couple the ownership state of S; and S, later, because at 7O steps we allow for
ownership transfer. Transferring ownership on one level but not on the other then may lead to
inconsistent ownership configurations. We denote the requirements on 7O points in consistency
blocks by the overloaded predicate oneZO. For a single transition sequence o it demands that
o contains only one 7O step. For a pair (o, 7) it demands that they contain the same number of
JO steps but at most one.

oneIO(o) = Vi,jeNg. o ioANojio—i=j
onelO(o, 1) = (1lip = € © Tlip = &) AoneIO(o) A onelO(t)

Moreover we introduce the following shorthands for d € Mg, e € Mg,, p € Ny, par € R, 5,.P,
w € B, and 7 € Og,.

P = de,ge.P
simy(d,par,e) = Rs,s,.sim((d.u(p),d.m),par,(e.u(p),e.m))

CPple,par) = Rs,s,.CPale.u(p),par)

CPpd,par) = Rg,s,.CPc(d.u(p),par)
wfp(e) = Rg,s,wfa(e.u(p),e.m)

sce,t,par) = VY0,a,0',¢'.71=0a0 Ne s ¢’ > Rg,s,.sc(€, a,par)
wfp(d) = Rg,s, wfc(d.u(p),d.m)
suilw) = VYa € w. Ry, s,.suit(a)

whb(d,w,par) = VY6,a,0,d.w=0a0 Nd N d — Rs,s,.wb(d',a,par)

Note that we overload C#,, and use both for machine states of type Mg, and Mg,. In the same
way, we have overloaded wf ,. In what follows we will always use letter d to represent concrete
machine states and letter e for abstract ones.

The generalized sequential simulation theorem is stated such that it allows for completing in-
complete consistency blocks on the concrete abstraction layer. Given a concrete machine com-
putation (d, w), where the simulation relation sim, holds between initial machine state d and an
abstract state e for some computation unit p and w is an incomplete consistency block executed
by p. We need to be able to extend w into a transition sequence o that leads into a consistency
point, obtaining a complete consistency block for which there is a simulated computation (e, 7)
on the abstract level (cf. Fig.[5.4).

The ability to extend incomplete blocks into complete ones is important in the proof of the
concurrent simulation theorem where we need to find a simulated abstract computation for a con-
current concrete block machine computation, where most of the consistency blocks are probably
incomplete. In this situation, we can use the generalized sequential simulation theorem for com-
pleting the concrete blocks and finding the simulated abstract consistency blocks. Formally the
theorem reads as follows.
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Figure 5.4: Illustration of the generalized sequential simulation theorem. Here o extends con-
sistency block w of unit p, i.e., w DI;”‘ o, such that the computation reaches another consistency
point and simulates abstract computation (e, 7).

Theorem 5.60 (Generalized Sequential Simulation Theorem) Given are two starting machine
states d € Kg,, e € Ks,, a simulation parameter par € Rs,s,.P and a transition sequence
wEe ®§d. If for any computation unit p € Ny, (i) d and e are well-formed and (ii) consistent wrt.
par, (iii) w is a possibly incomplete consistency block of unit p that is suitable for simulation
and executable from d, and (iv) all complete consistency blocks of unit p which are starting in e
are obeying the software conditions for S, and lead into well-formed configurations,

vYd,e,par,w,p. (i) wfp(d) A wfp(e)
(ii) simy(d, par,e) A CP,(d, par) N CP (e, par)

(i)  blk(w, p) A suit(w) A d'. d — d’
(iv) Vmeé'. e s el A blk(m, p) A CP (€', par) — sc(e, m,par) A wf ,(e")

then we can find sequences o € @;d, TE @;e and configurations d” € Kg,, " € Kg, such that
(i) o is a suitable schedule and a consistency block of unit p extending the given block w, T is
a consistency block of unit p, and o and T contain the same amount of IO steps but at most
one. Moreover (ii) (d, o) is a well-behaved computation with leading into well-formed state d”’
and (iii) executing 7 from e leads into well-formed configuration €”. Finally (iv) d”’ and ¢” are
consistency points of unit p and consistent wrt. simulation parameter par:

- do,1,d”,e’. (i) w DZ"‘ o A suit(o) A blk(t, p) A oneIO(o, 1)

(i) d+> d’ Awb(d, o, par) Awf ,(d")
(iii) e+ ¢ Awf,(e")

(iv) simy(d”,par,e”) ACPy(d",par) N CP,(e”, par)

Note that for the simulated computation (e, 7) we only demand progress (i.e., T # €) in case o
contains JO steps. Then 7 # ¢ follows from oneZO(o, 7). In contrast, by w Dl;,lk o we only
consider such computations (d, o) that are progressing in every simulation step, i.e., o # &. This
setting rules out trivial simulations with empty transition sequences o and 7 in case w = &.

For proving the theorem for C-IL and MIPS Cosmos machine one needs to know the code
generation function of a given optimizing C-IL compiler and prove the correctness of the gen-
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erated code for statements between consistency points. Then using code consistency one argues
that only the correct generated code is executed, eventually leading to another consistency point.

Additionally, note that the sequential simulation theorem does not restrict the ownership state
in any way. All predicates depend only on the machine state of a Cosmos machine. However for
proving our concurrent simulation theorem, we will need an assumption on the ownership-safety
of the simulated computation.

5.7.3 Instantiation of Sequential Simulation Framework

In this section, we will instantiate the sequential simulation framework as RSK/IIPS’Sé-IL' First
we will define the compiler consistency points and the compiler consistency relation. Note
that we will not provide a compiler for C-IL but just state a compiler consistency relation that
couples a MIPS implementation with the C-IL language level and use the consistency relation to
establish a simulation theorem between a C-IL Cosmos machine and a MIPS Cosmos machine,
thus justifying the notion of structured parallel C, which is assumed by C code verification tools.
Then we will give the definition of C-IL software condition. Moreover, we will state the well-

formedness of MIPS configuration, the suitability and the well-behaving of MIPS computations.

Compiler Consistency Points and Compiler Consistency Relation

We aim for a theory that is also applicable for optimizing compilers. In non-optimizing com-
pilers, the compilation is a function mapping one C statement to a number of implementing
assembly statements. An optimizing compiler applies optimizing transformations to the com-
piled code of a sequence of C-IL statements, typically with the aim of reducing redundancy
and the overall code execution time. Typical optimizations are, e.g., saving intermediate re-
sults of expression evaluation to reuse them for the implementation of subsequent statements, or
avoiding to store frequently used data in main memory, because accesses to registers are much
faster. This means however that variables are not consistent with their memory representations
for most of the time. There are only a few points in a C program where the consistency relation
holds with the optimized implementation, and we call these points compiler consistency points
or short consistency points. For C-IL, we assume that certain locations in a function are always
consistency points. These consistency points are, in particular:

e at function entry

o directly before and after function calls (including external functions)
e between two consecutive volatile variable accesses

o directly before return statements

Definition 5.61 (Required C-IL Compiler Consistency Points) Given a compiler information
infoy; for a C-IL program n and environment parameter 6, the following predicate holds, iff
there are compiler consistency points (i) at the entry of every function, (ii) before and after func-
tion calls, (iii) between any two consecutive volatile variable accesses, and (iv) before return
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statements. Let s¢; = m.5 (f).Plil, call(s) = Je,e’,E. s € {call e(E), (e = call e(E))}, and
ret(s) = de. s € {return, return e} in:

reqCP(n, 0, infor)) = Vf € Fuame,i € N. T (f).P # extern A i < [n.F(f).P| —
(i) infoy .cp(f,0)
(ii) call(sy;) — infoy.cp(f,i) Ainfoy.cp(f,i+1)
(iii) vol;’e(s.f,,-) AEj<i. VOIH’B(Sf’j)) — dk € (j:0). infoy.cp(f,k)
(iv) ret(sy;) — infoy.cp(f,i)

The C-IL compilation function now is mapping a block of C-IL statements between consis-
tency points to blocks of assembly instructions. However as the optimizations depend on the
program context we rather model the code generation as a function depending on the C-IL pro-
gram, the function, and the location of the consistency point starting the block which should be
compiled.

epl : progeq X Fugme X N — (B3%)*

This means that a C-IL program is compiled by applying the compilation function cpl subse-
quently on every consistency block of the program. The function cpl compiles each volatile
access instruction into a sequence of instructions which contains exactly one shared memory
access. The compiled code for the program contains the compiled code for every function posi-
tioned in a way so that jumps between functions are linked correctly.

Now we will define the compiler consistency relation that links a C-IL computation to its
implementation on the MIPS ISA level. We want to relate a C-IL configuration ¢z = (s, M) to
an ISA state emips = (p, m) that implements the program & using the environment parameters 6
and compiler information info;; . Note that for all X € {pc, gpr, spr}. cmips.p-X we write cvps.-X
for short. Formally we thus define a simulation relation

consiscaL(ci, 7, 0, infoy; , cmips)

stating the consistency between these entities. The relation is supposed to hold only in com-
piler consistency points, which are identified by a function name and a location according to
the infoy; .cp predicate. We define the following predicate which holds iff ¢y, is currently in a
consistency point.
cp(erL, infoy) = infoyp.cp(frop(ciL), locop(cir))

The compiler consistency relation is split in two sub-relations covering control and data consis-
tency. The first part talks about control-flow and is thus concerned with the program counter and
the return address. Let the following function compute the start address of the compiled code
for the C-IL statements starting from a consistency point /oc in function f.

adr(infoy;, f, loc) = info,.cba +3g infoy .off (f, loc)so
Again we define shorthands for return address, previous base pointer, and also the return
destination, depending on some ISA configuration cpps.
Yie[0:|cp.s| = 1]. ra(i)
Viel0:|cp.sl —1). rds(i)
Vie[0:|cp.s|—11. pbp(i)

emips.-m((base(i) + 1)30)
emips-m((base(i) + 2 + sizepar(i))30)

emips -m(base(i)3o)
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Note that rds(i) is the return destination of function belongs to frame i + 1.

Definition 5.62 (C-IL Control Consistency) We define control consistency sub-relation for C-
IL consisé”_’f{ml , which states that (i) the program counter of the MIPS machine must point to the
start of the compiled code for the current statement in the C-IL machine which is at a compiler
consistency point. In addition (ii) the return address of any stack frame is pointing to the be-
ginning of the function call epilogue for the function call statement in the previous frame (with

lower index).

consisem™! ey, infor , cmips) =

(i) cplemw,infoy) — cwps-pc = adr(infoy, fiop, lociop)
(ii) Vi€ [l,lc.s| = 1]. ra(i) = info;; .cba +3g infoy fceo(fi-1,loci—1 — 1)30

According to the C-IL semantics, the current location of a caller frame already points to the
statement after the function call (which is a consistency point). To obtain the location of the
function call we, therefore, have to subtract one from that location. When control returns to the
caller frame, on the ISA level first the function call epilogue is executed before the consistency
point is reached.

Data consistency is split into several parts covering registers, the global memory, local vari-
ables, the code region as well as the stack structure. The register consistency relation covers
only the stack and base pointers.

Definition 5.63 (C-IL Register Consistency) The C-IL register consistency relation demands,
that (i) the base pointer points to the base address of the top frame, while (ii) the stack pointer
points to the top-most element of the temporary values (growing downwards) in the top frame.

consisesy (¢, 7,0, infoy,emips) = (i) emps.gpr(bp) = binzg(base(top)) o 00

(ii) cwmips.gpr(sp) = binsg(base(top) — dist(top)) o 00
In the code consistency relation we also need to couple & with the compiled code.

Definition 5.64 (C-IL Code Consistency) For C-IL code consistency we require that (i) the
compiler consistency points were selected by the compiler according to our requirements, (ii)the
compiled code in the compiler information is actually corresponding to the C-IL program, and
that (iii) the compiled code is converted to binary format and resides in a contiguous region in
the memory of the MIPS machine starting at the code base address.

od , _
i e, . 8, infoy, evips) =

(i) reqCP(n,0,info;;)
(ii) VY fedom(n.F),l. info;.cp(f,]) —

Vi€ [0: |epl(n, £, D] — 1]. info,; .codelinfoy .off (p, ) + i] = cpl(n, £, Di]
(iii) Vje€|[0: |info; .code| —1].

infoy; .codel j] = cmips-m(infoy; .cba +39 binzo(j))

COnsis
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Now we demand memory consistency for all addresses but the code region and the stack
region, because these addresses may not be accessed directly in C-IL programs.

consisiG (e, infor, emips) = Yad € B, (ad) ¢ CR U StR — cvps.m(ad) = cjp.M(ad)

Note that this definition includes the consistency for global variables since they are always allo-
cated in the global memory c. M. The allocated address for a given global variable is determined
by a global variable allocation function 6.allocy, : V — B3°. We did not introduce it in the
C-IL semantics because it is only relevant for the definition of expression evaluation, which we
excluded from our presentation.

In contrast to global variables, local variables are allocated on the stack using offsets from
infoy; .Ivo. Moreover top frame local variables and parameters may be kept in registers according
to the compiler information info,; .Ivr. In [[Shal2] the local variable consistency relation did not
talk about the frames below the top frame (caller frames), however, such a compiler consistency
relation is not inductive in the sense that it cannot be used in an inductive compiler correctness
proof. When treating return instructions one cannot establish the local variable consistency for
the new top frame without knowing where the values of the local variables of that frame were
stored before returning.

In fact for the local variables and parameters of caller stack frames there are three possibilities
depending on where they are expected to be stored upon return from the called function. If
they are supposed to be allocated on the stack upon function return, then we demand that they
already reside in their dedicated stack location during the execution of the callee. If they are
to be allocated in caller-save registers, we require the caller to store them in its caller-save area
during the function call. Similarly, we demand the callee to store them in the callee-save area
if we expect their value to reside in callee-save registers after returning from the function call.
Below we give a correct definition of the C-IL local variable consistency relation.

Definition 5.65 (C-IL Local Variable Consistency) Compiler consistency relation consis’CV_IL

couples the values of local variables (including parameters) of stack frames with the MIPS ISA
implementation. Let

Wi, tij) = Viljl
rij = infoy . bvr(vij, fi,loc;)
lva;j = binzo(base(i) — info;; .lvo(v; j, fi, loc;))
parag; = binsg (base() + 2+ Y sizen(ai2u(ta)
crsbase; = base(i) — (|Vi| — npar;) — 8 — infoy; .sizemp(fi, loc;) — 1
crsa;; = binzg (csrbase[ — infoy .crso(f;, loc;, r,-,.,-))
csaij = bingg (base(i) — Vi1l = npar;) —elk € N3y | 1 j = svk})

where v; ; is the j-th local variable in frame i with type #; ;, that is allocated on the stack if 7; ; is
undefined. Then it is stored at local variable address [va;,; or parameter address para; ;. In the
other case that r; ; is defined, variables of the top frame are stored in the corresponding registers.
Variables of other stack frames that are allocated in registers are stored either in the caller-save
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area starting from (upper) base address crsbase; at address crsa; j, or in the callee-save area of
the callee frame at address csa; j. Formally, with CS = {svy, ..., svg}:

. ] . _ . .
conszsg_IL(clL,n, 0,infoy , cmips) = Vi € Ny, j € Ny,

cmips-8pr(rij) © rj#ELAI=top
cmrps.-m(csa;, j) : ri; €CSAi<top

— Mgi(vij) = {cmips.m(crsa; j) : i €B\CSAi<top
CMIPS Msizeg(gr2etr, )(IVaij) @ rij= L A j>npar;
CMIPS .msizeg(q,g,(,i,_i))(para,-,j) . otherwise

Note that we restricted the optimizing compiler by demanding that it always saves all eight
callee-save registers in the callee-save area. A lazier implementation might just keep them in
the registers if they are not modified. In the case of further function calls their values would be
preserved by the calling convention. Such a setting would lead to a much more complex situation
where local variables of caller frames on the bottom of the stack may be stored in much higher
stack frames or even the registers of the top frame. In order to keep the definitions simple, we did
not allow such optimizations here. The consistency relation for the remaining stack components
is stated below.

Definition 5.66 (C-IL Stack Consistency) The C-IL stack component is implemented correctly
in memory, if in every stack frame except the lowest one (i) the previous base pointer field con-
tains the address of the base of the previous frame (with higher index), and if (ii) the return
destination points to the correct address, according to the rds component of the C-IL function
frame i, in case it is defined. Let alv = binzy(base(j) — infoy; .Ivo(v, fj, loc;) + o) in:

consisSC’f‘I‘ﬁ‘(clL, 7,0, infoy, emips) = Vi€ [0 |cp.s] — 1).

(i) pbp(i + 1) = base(i)
rds; = val(a, t) € valpg

(i) rds; # L — rdsi) =4 _
alv . rds; =Iref((v,0), j, 1) € valyef

Now we can collect all sub-relations and define the overall compiler consistency relation be-

tween C-IL and MIPS configurations.

Definition 5.67 (C-IL Compiler Consistency Relation) The C-IL consistency relation com-
prises the consistency between MIPS and C-IL machine wrt. (i) program counter and return
addresses, (ii) the code region, (iii) stack and base pointer registers, (iv) the global memory re-
gion, (v) the local variables and parameters, as well as (vi) return destinations and the chain of
previous base pointers.

consisc.L(ci, m, 0, infoy, cmips) =

(i) consis;Z”” °lcqp, infoy , cvips) (iv) consisy" (ciL, infoy,, cmips)
.o . regs . . .
(ii)  consisy® (cir, 7,0, infor, cvmips) (v) consis® (ci, 7,0, infoy,, cvps)

(iii) consisfzde (ci, 7, 0, infoy; , cmips) (vi) consis;Z”k (ci, 7, 0, infoy; , cmIps)

281



Software Condition, Well-formedness, and Well-behaving

Definition 5.68 (C-IL Software Conditions) A C-IL program can be implemented if all reach-
able configurations obey the software conditions denoted by the following predicate. Given a
C-IL configuration cj;, programme 7, environment parameters 6, and assembler information
infoy; , then the next step according to input in € Xc may (i) not produce a run-time error,
(i1) not result in a stack overflow, and (iii) not explicitly access the stack or code region. Addi-
tionally, in (ii) we demand the minimal stack pointer value to be positive, and that (iv) the code
region fits into memory and is disjoint from the stack region.

sccaL(ci,in, m, 0, infor ) = (i) 578§L(01L,in) #1
(ii)  /stackovf(cy,m, 6, info;) A mspy; =0
(iii) Af;f(stmtnex,(ﬂ, ciL)) N (CRUStR) = 0

(iv) CRC[0:(2¥)WACRNSIR=0

Note that these restrictions imply that accessed global variables are not allocated in the stack or
code region by the compiler. Also, by (i) the software conditions exclude common programming
errors like out-of-bounds array accesses or dereferencing dangling pointers to local variables.

Another software condition one could think of is to limit the number of global variables so
that all fit in global memory. However, this is already covered here because of two facts. First,
in C-IL semantics there is an explicit allocation function 6.alloc,, for global variables which
determine their addresses in global memory. Secondly, the absence of run-time errors ensures
that every global variable that is ever accessed is allocated. Thus, we cannot have too many
global variables in a program that is fulfilling the software conditions stated above.

Concerning the well-formedness of MIPS configurations and well-behaving of MIPS compu-
tations, they ensure that no external or internal interrupts are triggered and that instructions are
fetched from the code region. We let I = cyps.m(ceaps. pe) then

Sui tf/ﬁl}];s (eev) = Jeev[0]
whSih(emps, eev) = [jisr(emps-p, I, eev, 0,0) A {cvps.pe) € CR
wfsiips(emips) = cmps-spr(sr)[dev] = 0

Instantiation

n . Let

We define the sequential simulation framework RSifxnps’S n

emips = (p,m)  umies = (emips, Dwmips, dwvips) € Lgn

e = (M) ucw = (e, D, ) € Lsn
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then
P = InfOTc_IL

sim(uwmips, infoyy , ur)

consisc.iL(ciL, m, 0, infoy , cmips) A
Dwips = D
infoy; .cp(sl|s| — 11.f, sl|s| — 1].loc)
p.pc € AS;IL

CPa(s, info;;)
CPc(p, infoy)

RSn Sn .
MIPSZCIL ) ey ) = wfc(cw,m,0)
sc(Myg, t, infoy) = scca((My.m, MyL.u(t.s)), t.in, 7, 0, info,,)
wfe(h) = wiips(h)
suit(@) = suitﬁ%s(a.in)

whivs (Mntips 11, Myiips.u(t.s)), t.in)

wb(Mwiips, t, infoyy )

Here AEP‘IL represents the instruction addresses of all consistency-points on the MIPS level and
was defined as follows.

ASI;IL = {adr(infoy, f,loc) | f € dom(7—',f) Aloc < |77,,9.P| — 1 Ainfo;; .cp(f, loc)}

For the definition of 7O steps at the MIPS level, we again have to define the set A;,. We
need to collect all addresses of memory instructions which implement volatile variable updates.
However without the code generation function we do not know where the implementing memory
instruction is placed in the code memory region. To this end, we introduce the uninstantiated
function volma which returns the instruction address for a volatile memory access at a given
location loc of a C-IL function f in program 7.

volma : Progc.q, X paramscy. X Infol 1. X Fpgme X N — B>

To compute the function we naturally also need to know the code base address from the compiler
information and information on compiler intrinsics from environment parameter 6. We assume
that volma is defined for program locations where we expect volatile variable accesses and for
external functions in case they are supposed to update the shared memoryﬂ Then A;, is defined
as follows.

Aip = (volma(n, 6, infoy, f,loc) | f € dom(n.FY), loc < |m.FL(f).P|}\ {1}

Again the theorem allows us to couple uninterrupted sequential MIPS ISA computations with
a corresponding C-IL computation. Any uninterrupted ISA computation of a big enough length,
that is running out of a consistency point, contains the simulating ISA computation from the
theorem as a prefix because without external inputs any ISA computation is only depending on
the initial configuration. Thus by induction on the number of consistency points passed one
can repeat this argument and find the C-IL computation that is simulated by the original ISA
computation.

Note that since we assumed an optimized compiler, the number of memory accesses might be
different before and after the compilation. As a consequence, we can not build the simulation
relations for temporaries.

°In case of external function rmw, volma returns for location loc = 0 the address of the rmw instruction implement-
ing the shared memory access. Note that there must exist only one such instruction.
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5.7.4 Cosmos Model Simulation

Using the sequential simulation theorems in an interleaved execution trace, we now aim to estab-
lish a system-wide simulation between two block machine computations (d, k) and (e, v). The
simulated (concrete) computation (d, k) need not be complete. However (e, v) is a complete
block machine computation. In Section we will reduce reasoning to simulation between
complete block machine computations.

Consistency Blocks and Complete Block Machine Computations

We already introduced the notions of complete and incomplete consistency blocks informally.
Now we want to give a formal definition. Consistency blocks start in consistency points, i.e.
configurations of S, in which the sequential simulation relation holds wrt. some configuration
of S, and vice versa. Our concurrent simulation theorem is based on the application of our
order reduction theorem on S'; where we choose the interleaving-points to be exactly the consis-
tency points as mentioned before. Similarly interleaving-points and consistency points of S, are
identical. These requirements on the instantiation of S; and S, are formalized in the following
predicate.

Definition 5.69 (Interleaving-Points are Consistency Points) Given a sequential simulation frame-
work Rg, s, which relates two Cosmos machines S ; and S, and a simulation parameter par € P

we define a predicate denoting that in S ; and S, the interleaving-points are set up to be exactly

the consistency points.

IPCPRs,s,.par) = Vde€Mg,,a € Ogs,. IP,(d, a.in) < CPqy,(d,par)
AN Ve e€Ms,,p€0s,. IPgep.in) < CPgile,par)

If these properties holds we speak of consistency blocks instead of 7% blocks. This is reflected
in the definition of consistency block machine schedules k € (@?d)* U (®:’§9)*.

CPsched(k,par) = Bsched(k) N IPCP(Rs,s,,par)

Given a Cosmos machine state d € Ky, and a simulation parameter par as above we can define
the set U, of computation units of d that are currently in consistency points wrt. the simulation
parameter par.

Uc(d,pal") = {P € NSd.nu | Cpp(dapar)}

With the above setting of interleaving-points for par thus for any computation (d, @) with a.ip
we have a.s € U.(d,par). Now a complete block machine computation is a block machine
computation where all computation units are in consistency points in every configuration. This
is encoded in the following overloaded predicate.

CPsched (d, k, par) CPsched(k, par) NYk', k", d’ .
k=KK'ANd+— d —¥peN,,. CP,d,par)

CPsched(v,par) ANV V", €.

CPsched (e, v, par)

’

v=vV Aers ¢ — Vp € Ny, CPp(e', par)
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Note that we could prove the reduction of arbitrary consistency block machine schedules to com-
plete ones given that for every machine it is always possible to reach a consistency point again
(completability). However, the completability assumption needs to be justified by the simulation
running on the machine. In addition, the consistency points are only meaningful in connection
with a simulation theorem. Thus, it is useless to treat the reduction of incomplete blocks on
a single layer of abstraction. The safety transfer theorem for complete block schedules along
with our Cosmos model simulation theory will be presented in the subsequent sections. There
the verification of ownership-safety and a Cosmos model safety property P for all complete
block machine schedules running out of a configuration C € Ky, U K, is defined below with
Q=Qsd = Qse and ® = ®Sd UG)SL,-

safety g(C, P,par) = Vk € (O*)". CPsched (C, k,par) A comp(C.M, |k])
— do € Q. safetyp(C,{|«], 0))

Requirements on Sequential Simulation Relations

Now we define the overall simulation relation between two machine states d € Kg, and e € Kg,.
We demand that the local simulation relations hold for all machines in consistency points.

sim(d, par,e) = Vp € Uc(d, par). sim,(d, par, e)

We will later on require that the simulation relation holds between the corresponding machine
states of the consistent Cosmos machine computations. This means that there are units in the
concrete computation which are at times not coupled with the computation on the abstract sim-
ulation layer. More precisely, this is the case for units which have not reached a consistency
point again at the end of the computation, i.e., their last block in the block machine schedule is
incomplete. Only for complete block machine computations we have that units are coupled in all
intermediate machine states. In order to compose the simulations, we assume a certain structure
and properties of the simulation relations which enable the composition in the first place. We
introduce the following framework for concurrent simulation between S ; and S ..

Definition 5.70 (Concurrent Simulation Framework) A concurrent simulation framework for
Cosmos machines S; and S, is a pair containing the sequential simulation framework Ry, s, as
well as a shared memory and ownership invariant shared-inv (short: shared invariant) that is
coupling and constraining the shared memory and the ownership states of both systems. Let
M, = A, = V,and O, = N, — 2% in:

shared-inv : (My x 274 x 274 x 0,) x P x (M, x 27 x 27 x 0,) > B

We introduce a shorthand that is asserting the shared invariant on two Cosmos machine config-
urations D and E. Let G(C) = (C.m|c.sus, %, C.S, S +.R,C.G.0) in:

shared-inv(D, par, E) = shared-inv(G4(D), par, G.(E))

Recall here that C.G.O is the mapping of units to ownership sets that is a part of the Cosmos
machine ghost state. Also, note that the shared-inv(D, par, E) depends only on the ownership
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Figure 5.5: Illustration of Assumption The simulating computation (o, o0,) must be
ownership-safe and preserve the shared invariant shared-inv.

state and the portion of memory covered by the shared addresses. Thus, ownership-safe local
steps are preserving the shared invariant since by the ownership-policy they do not modify the
ownership state nor shared memory.

The shared invariant is introduced as a common abstraction relation to the shared memory and
ownership model of S and S.. If A; = A,, then shared-inv should be just an identity mapping
between the corresponding components of the concrete and abstract simulation levels. However,
as we allow to abstract from portions of the abstract memory, the shared invariant may be more
complex.

For instance in the C-IL scenario we abstract the function frames from the stack region in
memory. While these memory regions are invisible on the abstract level, we would like to
protect them via the ownership model from modification by other threads on the concrete level.

The shared invariant is then used to cover such resource abstraction relations and formulate
instantiation-specific ownership invariants. We will give examples for the shared invariant later
when we instantiate the concurrent simulation framework. Below we formulate constraints on
the predicates and the simulation relation introduced above, needed for an integration of the
sequential simulation theorems into a concurrent one. These assumptions must be discharged by
any instantiation of the concurrent simulation framework.

The most important assumption is stated first. On the one hand we require computation units
of S 4 and S, to maintain shared-inv according to the software conditions on computations of S .
and the definition of good behaviour for computations of S 4.

Moreover, we need to assume an ownership-safety transfer theorem about the simulation
which is essential in the construction of a pervasive concurrent model stack using ownership-
based order reduction.

Assumption 1 (Safety Transfer and shared-inv Preservation) Consider a concurrent simula-
tion framework (Rs,s,, shared-inv) and a complete consistency block computation (D.M, o)
that is implementing an abstract consistency block (E.M, 7). We assume that (i) the concrete
computation is well-behaved, leading into state d’ € My, o is a consistency block of p, and
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both schedules contain the same number of 7O steps but at most one. Moreover (ii) 7 is also a
consistency block of p, the computation is safe according to ownership annotation o., and leads
into E” € Mg, obeying the software conditions on S .. Finally (iii) the simulation relation for p
and the shared invariant holds between D.M and E.M, and the simulation relation holds also for
the resulting configurations.

VD,d',E,E', 0,70z, p,par.
(i) D.M Vs d' A blk(o, p) A oneIO(o, ) A wb(D.M, o, par)
(ii) E <+Tﬁ>> E’ A blk(t, p) A safe(E, (1, 0:)) A sc(E.M, T, par)
(iii) sim,(D.M, par, E.M) A shared-inv(D, par, E) A sim,(d’, par, E'.M)

Then there exists an ownership annotation o, for o, such that the annotated concrete computa-
tion (i) results in d” and a ghost state G’, (ii) it is ownership-safe, and (iii) preserves shared-inv.

(0,00)

—  do, € QEJ,Q'. (i) D" (d,G)
(ii) safe(D,{0,04))
(iii) shared-inv((d’,G"), par, E")

See Fig.[5.5] for an illustration. For C-IL in order to discharge the assumption we would need
to show, e.g., that volatile accesses are compiled correctly such that the correct addresses are
accessed. Additionally we would need to prove that the memory accesses implementing stack
operations are only targeting the stack region and that ownership on the concrete level can be set
up such that these memory accesses are safe.

Note that above we do not restrict in any way the ownership transfer on S,.. This means
conversely that shared-inv can in fact only restrict the ownership state of S, that is not covered
by A.. Moreover, assumption safe(E, (T, o)) and the shared invariant between D and E imply
inv(D). The sequential simulation relation does not cover the ownership state but is needed for
technical reasons, too. We show this as a corollary.

Corollary 1 If two ghost configurations G4 and G, are coupled by the shared invariant and the
simulation relation for any p, then the ownership invariant is transfered from G, to Gg.

(AMy, M,. shared-inv(My, Ga), par, (Mg, G.)) A simp,(My, par, M.)) A inv(G.) — inv(Ga)

Proor: By o0 = 7 = & the hypotheses of Assumption [I] applied for D = (My4,Gq) and E =
(M., G.) collapse to sim,(D.M, par, E.M), shared-inv(D, par, E) and inv(E) which hold by our
hypothesis. Thus we have safe(D, €) which in turn implies inv(D). |
Below we introduce another property which is needed to establish the sequential consistency
relations in a concurrent setting.

Assumption 2 (Preservation of sim,) The sequential simulation relation for unit p only de-
pends on p’s local state and the memory covered by the shared invariant.
VD,D' € Ks,,E,E' € Ks,,par € P, p € Ny,.
simy(D.M,par, EEM) AND ~, D' N E =, E" A shared-inv(D’, par, E")
— sim,(D'.M, par, E' M)
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This assumption allows us to maintain the simulation during environment steps. Furthermore,
the well-formedness of machine states cannot be broken by safe steps of other participants in the
system if they were maintaining the shared invariant.

Assumption 3 (Preservation of Well-formedness) The well-formedness predicates only de-
pend on the local state of their respective units and the memory covered by the shared invariant.
Forall D,D’ € Ks,, E,E’ € Kg,, par € P, and p € N, we have:

wf,(D-M) AD =, D’ A shared-inv(D’,par,E’) — wfp(D'.M)
wf ,(E.M) A E =), E’ A shared-inW(D’,par,E") —  wf ,(E'.M)

5.7.5 Simulation Theorem

With the assumptions stated above we can show a global Cosmos model simulation theorem,
given computations on the abstract level are proven to be safe wrt. ownership and a Cosmos
machine safety property P. We claim that it is enough to verify all complete block computa-
tions leaving starting state E. This is the crucial prerequisite to enable a safe composition of
computations. From a given consistency point, a sequential computation of some unit p into the
next consistency point must be safe. We do not treat property transfer for other safety properties
than ownership-safety for now. However, we instantiate the Cosmos machine safety property P
so that it implies the well-formedness of machine states of S, and that computations obey the
software conditions of the abstract simulation layer.

Since obeying the software conditions is a property of steps rather than of states, we extend
the unit states of S, with some history information, recording the occurrence of software condi-
tion violations. Thus we use a modified Cosmos machine S, where each unit gets an additional
boolean flag sc which is initially 1 and becomes 0 as soon as a step violates the software condi-
tions, i.e., for all @ € Oy, e, e’ € Mg, par € Rs,,5,.# and p € Ng_,, we have:

e e = e’ .u(p).sc = e.u(p).sc A sc(e, a, par)

Assuming the generalized sequential simulation theorem to be proven and the simulation rela-
tions and predicates to be constrained as presented above, we can now show the desired concur-
rent simulation theorem.

Theorem 5.71 (Cosmos Model Simulation Theorem) Given are two Cosmos machine start
configurations D € Kg, and E € Kg, as well as block machine schedule x and concurrent
simulation framework (Rg , s, shared-inv). We assume that (i) k is a suitable consistency block
schedule without empty blocks, (ii) that k is executable from D.M and at least one machine in
D is in a consistency point, that (iii) all complete block machine computations running out of
E are proven to obey ownership-safety and maintain Cosmos machine property P, and that (iv)
P implies that every computation unit of S|, is well-formed and does not violate software con-
ditions. Moreover (v) units of D in consistency-points are well-formed. Finally we require that
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(vi) D and E are consistent wrt. simulation parameter par € P and the shared invariant holds.

VD, k,E,par, P. (i) CPsched(k,par) AN¥A € k. A+ & A suit(d)
(ii)) comp(D.M,|«]) A Ap € Ny,. CP,(D.M, par)
(iii) safe .g(E, P, par)
(iv) VE €Kg;,p € Ny. P(E') — wfp(E’.M) A E'.up.sc
(v) VpeUD.M,par). wfp(D.M)
(vi) sim(D.M,par, E.M) A shared-inv(D, par, E)

If these hypotheses hold we can show that there exists a block machine schedule v such that (i) v
is complete, has the same length as «, and describes a Cosmos machine computation starting in
E.M. This computation is simulated by (D.M, k) and for the resulting machine states M/, and M,
we know that (ii) they are well-formed for all units of M, and all units M), in consistency points,
and (iii) the simulation relation. Moreover (iv) the simulating computation and well-behaved
and each corresponding pair of consistency blocks contains the same number of 10 steps but
at most one. Finally (v) for any ownership annotation o, € Q;e to computation (E.M,v) that
is safe and producing a ghost state G.,, we can find a corresponding annotation o, € de for
(D.M, k) resulting (v.a) in ghost state Q:l such that (v.b) the computation is ownership-safe and
(v.c) the shared invariant holds between the resulting Cosmos machine configurations.

A, M. (i) CPsched(E.M,v,par) AV =kl A D.M +— M, A E.M — M,
(ii) Vp €Ny wf,(M;) ANV p € UMy, par). wf (M)
(iii) sim(M,, par, M)
(iv) wb(D.M,|«k|,par) AV j < |k|. oneIO(k;, V)

(v) oy G, E 5 (ML, G)) A safe(E.(Lv)0,) —

, {kloy ..,
EIOK’gd' (va) D — (M ’gd)

(v.b)  safe(D,(|k], 0.))
(v.c) shared-inv(M),, G)),par,(M,,G,))

The simulation theorem is illustrated in Fig.[5.6] Note that we do not require that all units start
with consistency blocks. However, this is implicitly guaranteed for all units running in « by the
definition of block machine schedules and the 7PC#® condition. If x = ¢ then hypothesis (ii)
ensures that sim does not hold vacuously between D and E.

Furthermore, in the simulation theorem a possibly incomplete consistency block machine
computation of S 4 is simulating a complete consistency block machine computation by S,. For
the computation units whose final blocks are incomplete, i.e., who have not yet reached another
consistency point, the simulation relation is not holding. However in all intermediate states of
the block machine computation the shared invariant must hold. For the treatment of incomplete
blocks, we thus distinguish two cases.

On one hand, if the incomplete block contains only local steps we can simply omit it and
represent it by a stuttering step (i.e., an empty block) on the abstract simulation level, because it
does not affect the shared memory or ownership state.
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Figure 5.6: The Cosmos model simulation theorem. Computation (D, {|«], o)) is ownership-safe
and simulates an abstract computation (E, (| v], 0,)).

On the other hand, if the incomplete block contains an 7O step it may affect the shared mem-
ory or ownership state and in order to maintain the shared invariant the incomplete block must
be represented properly on the abstract level. To this end, we use the sequential simulation rela-
tion completing the block and obtaining the simulated consistency block of the abstract Cosmos
machine computation. These are the core ideas of the proof of the concurrent simulation.

Note that we need to find a safe annotation for (D.M, k) for any given safe annotation on the
abstract level. It does not suffice to simply find one pair of safe annotations for the simulating
computations because such a formulation is not applicable in the inductive proof of ownership-
safety transfer. The full version of the proof can be looked up in [Baul4].

5.7.6 Applying the Order Reduction Theorem

Our order reduction theorem allows to transfer safety from safe 7¥ schedules to arbitrarily
interleaved Cosmos machine schedules. Remember that this safety transfer theorem has two
hypotheses, namely that all 79 schedule computations leaving configuration D are safe and ful-
fil the 7OJIP condition, saying that all units start in interleaving-points and that a unit always
passes an interleaving-point between two 7O steps. Now it would be desirable if we could
use the Cosmos model simulation theorem proven above in order to obtain safety;o(D, P) and
TOIPrp(D). However, we cannot prove these hypotheses of the order reduction theorem di-
rectly. Instead, we can derive two weaker properties from the simulation theorem. With 6 € -
o€ Q*Sd, the predicates

safety(D, P, suit)
safetyrp(D, P, suit)

V6. suit(6) A comp(D.M,60) — Ho. safep(D, (6, 0))
YO. IPsched(0) A suit(8) A comp(D.M, 0)

— do. safep(D, (0, 0))
V0. IPsched(0) A suit(0) A comp(D.M,0) — TOIP(0)

_Z-OIPIP(D, Suit)
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denote the safety and JOJ® condition for all (%) schedules that are suitable for simulation.
After that, we can show a stronger order reduction theorem that allows to transfer safety proper-
ties from the subset of suitable 74 schedules down to suitable arbitrarily interleaved schedules.
We furthermore augment the machine states of §'; with a history variable wb similar to the sc flag
of §;. The additional semantics for the extended machine S/, with d,d" € Ms:, step a € Og,,
and parameter par € P is given by:

ds d - d .u(p).wb = d.u(p).wb A wb(d, a, par)

Now we define Cosmos machine safety property for a given parameter par that denotes good
behavior in the past (before D) for all computation units.

W:Ksg, - B W(D) = Vp € Ny,. D.u,.wb

Theorem 5.72 (P Order Reduction for Suitable Schedules) Given a simulation framework
Rs' 5! and a Cosmos model configuration D € Ks;fm’ which it has been verified that all suitable
IP schedules originating in D are safe wrt. ownership and a Cosmos machine property P.
Moreover, all suitable IP schedule computations running out of D obey the IOIP condition.
Then the ownership safety and P hold on all computations with a schedule suitable for simulation
that starts in D.

safetyrp(D, P, suit) A IOIP rp(D, suit) — safety(D, P, suit)

Note that for a trivial instantiation of suit(«) = 1, the new order reduction theorem implies the
old one. The complete proof can be found in [Baul4]].

5.7.7 Property Transfer and Complete Block Simulation

Above we have shown the existence of a simulation between any concrete consistency block
machine computation and a complete abstract block machine computation. Moreover, we have
proven property transfer for memory safety. For the transfer of other safety properties, it is
important to remember how the simulation proof was conducted.

The sequential simulation was proven to hold only for units that are in consistency points in
the computation of the concrete Cosmos machine. For all other units, no statement could be
made about their states and locally owned memory regions. However the shared invariant on
shared memory and the ownership state was proven to hold in all configurations of a simulating
computation.

This has an influence on the kind of properties we can transfer from the abstract down to
the concrete simulation level. We will have to distinguish between global and local proper-
ties. Moreover, safety properties proven on the abstract level do not translate one-to-one to the
concrete level because we are dealing with different Cosmos machine instantiations. The “trans-
lation” of the verified abstract safety properties to properties of the concrete machine is achieved
via the coupling relations between configurations of S, and S, i.e., by the shared invariant
for global properties, and by the sequential simulation relation for local properties of units in
consistency points.
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This notion of simulated Cosmos machine properties is formalized below. We finish the sec-
tion by proving transfer of Cosmos machine safety properties for complete and incomplete block
machine schedules.

Simulated Cosmos machine Properties

As explained above we cannot directly transfer a verified Cosmos machine property P from the
abstract to the concrete simulation level. Naturally P is formulated in terms of S, and we cannot
apply it toAconﬁgurations of §/,. However we can translate P into a simulated Cosmos machine
property Q which holds for D € K- iff P holds in a completely consistent state £ € Kg;.
Here we follow the approach of Cohen and Lamport for property transfer [[CL98||. Nevertheless,
we cannot translate arbitrary properties. First, they must be divisible in global and local sub-
properties.

Definition 5.73 (Divisible Cosmos machine Safety Property) We say that P is a divisible Cos-
mos machine safety property on the abstract machine S, iff it has the following structure

VE € Kg,. P(E) = Po(E) AV p. P(E, p)

where P, is a global property which depends only on shared resources and the ownership model
and P; constitutes local properties for each unit of the system. Consequently they are constrained
as shown below for any E, E” € K.

EXE NERE — PyE)=PyE)
Vp.E =, E' — PI(E,p) = P((E', p)

The distinction between global and local properties is motivated by the simulation proof. Global
properties are only restricting the shared memory and ownership state, the part of the configu-
ration that is covered by the shared invariant which is holding at all times between simulating
computations. Conversely, local properties depend on the local configuration of a single unit,
which are only coupled with the implementation at consistency points. Thus, we can translate
global properties in all intermediate configurations using the shared invariant and translate local
properties in consistency-points using the simulation relation.

Arbitrary safety properties that couple shared memory with local data, or couple the local data
of several units, can in general not be translated because the involved computation units might
never be in consistency-points at the same time. Technically we forbid safety properties that are
stated as a disjunction of global and local properties. However, this is not a crucial restriction,
and we could without problems allow properties of the form P,(C) Vv P;(C) if needed. The notion
of the property translation is formalized as follows.

Definition 5.74 (Simulated Cosmos machine Property) Let P be a divisible Cosmos machine
safety property on Ky, and (RS;’S;, shared-inv) be a concurrent simulation framework between
machines S/, and SA /- Then for a given simulation parameter par € ¥ the simulated Cosmos
machine property Q[P, par] : Ks, — B can be derived by solving the following formula, which

292



states for any configuration E € K, being completely consistent with D € Ks/ that Q[P, par)
holds in D iff P holds in E.

VD, E. shared-inv(D, par, E) AN p. sim,(D.M, par, EEM) — (Q[P,par](D) = P(E))

Note that Q[P, par] may be undefined for certain properties P Moreover, as Q[P, par] should
be a divisible Cosmos machine property, we must be able to split it into global part Q[P, par] g
and local parts Q[P, par]; such that:

QOLP. parl(D) = Q[P. parly(D) A ¥p. QLP. parli(D, p)
Consequently the following constraints must hold for Q[P, par].

VD,E.  Py(E) A shared-inv(D,par, E) — Q[P, parly(D)
VD,E,p.  PiE,p) A sim,(D.M,par, E.M) — Q[P, parly(D, p)

While it is desirable to have local properties hold for all units, we have seen that for config-
urations in incomplete consistency block machine computations there are units for which the
sequential simulation and thus local simulated properties do not hold. Therefore, we have to re-
lax the definition of simulated properties and introduce incompletely simulated Cosmos machine
propetrties.

Definition 5.75 (Incompletely Simulated Cosmos Machine Property) For a given Cosmos ma-
chine property P, concurrent simulation framework (Rs’ 51, shared-inv), simulation parameter
par € P, and configurations D € Ky, E € Ky, we define an incompletely simulated Cosmos
machine property Q[P, par] : K; — B below.

QIP.par)(D) = QIP,parly(D) AV p € U(D.M, par). O[P, par]y(D, p)

Its definition uses the global and local parts of the simulated Cosmos machine property Q[ P, par].
The global part should hold for all configurations in a block schedule D and the local properties
only if the corresponding machine is in a consistency point.

Property Transfer

In order to prove the transfer of safety properties from the abstraction simulation level down to
arbitrary consistency block schedules on the concrete level, we first define a shorthand for the
simulation hypotheses.

Definition 5.76 (Simulation Hypotheses) We define a predicate simh to denote the hypotheses
of the concurrent simulation theorem for a framework (RS;,S;, shared-inv), start configurations
D € KS;,, E € Ky, and a simulation parameter par € $. We demand that (i) all units D in
consistency points are well-formed for all units, (ii) at least one unit is in a consistency point and

10This can be the case when P argues about components of S, that are not coupled with the concrete level S ;, via the
simulation relation and shared invariant. Typically ghost state components fall into this category if they do not
have counterparts in the ghost state of the implementation.
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for all units the wb flag is set to true, and (iii) consistent wrt. the simulation relation and shared
invariant. We assume to have proven the sequential simulation theorem according to Ry’ s;
fulfilling the 7PCP condition and Assumptions Moreover (iv) memory safety is verified
for all complete block computations starting in E along with a property P that (v) implies that
computations running out of E obey the software conditions and preserve well-formedness.

simh(D,E,P,par) = (i) Vpe U.(D.M,par). wfp(D.M)
(i) dp € Ny,. CP,(D.M, par) AN W(D)
(iii) sim(D.M, par, E.M) A shared-inv(D, par, E)
(iv) safety.g(E,par, P) A I' PCSD(RSZP s, par)
(v) VE €Kg;,peNy. P(E") = wf (E'.M) A E.uy.sc

Finally, we prove the transfer of safety properties from the abstract simulation level down to
arbitrary consistency block schedules on the concrete level.

Theorem 5.77 (Simulated Safety Property Transfer) Given are a concurrent simulation frame-
work consistent (Rsé,gé,shared-inv) with par € P and start configurations D € stz’ E € Ky,
such that the simulation hypotheses are fulfilled. In particular if we have verified ownership-
safety and a Cosmos machine property P for all complete block machine computations starting
in E and P translates into the incompletely simulated Cosmos machine property Q[P, par], then
any suitable Cosmos machine schedule leaving D is safe wrt. ownership, Q| P, par] holds for all
reachable configurations, and all implementing computations are well-behaved.

simh(D, E, P,par) — safety(D, Q[P, par] A W, suit)

Thus, the incompletely simulated Cosmos machine property for any P is maintained on the
concrete level by the concurrent simulation. However in order the illustrate the usability of
our framework for reordering and simulation we will return to our Cosmos model instantiations
below and establish the concurrent simulation theorems between MIPS and C-IL.

5.7.8 Instantiations

In the previous chapters, we have introduced the Cosmos machines S {;,.c and S |, which where
instantiated according to the MIPS and C-IL semantics presented earlier. We also defined se-
quential simulation relations for the C-IL resulting in programs running on the MIPS ISA level.
In the remainder of this chapter, we will instantiate our concurrent simulation framework ac-
cordingly. Since we already instantiated the sequential simulation framework, we only have to
instantiate the shared invariants and prove the safety transfer. Note that for the simulation we set

parameter A4, of the MIPS machine equal to {a € A | {a) € CR}.

Shared Invariant and Concurrent Simulation Assumptions

For establishing a concurrent simulation between MIPS and C-IL, we first of all need to de-
fine the invariant about the shared memory and the ownership state. In general we demand that
the shared memory, as well as the ownership configuration, is identical. Nevertheless, we need
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to take into account that for C-IL the code and stack region is excluded from the memory ad-
dress range. On the ISA level the stack region dedicated to unit p is always owned by p. By
construction, the code region lies in the set of read-only addresses.

Definition 5.78 (Shared Invariant for Concurrent MIPS—-C-IL Simulation) Given memories
my,, my, read-only sets Ry, Ryr, sets of shared addresses Sy, and Sy, as well as ownership map-
pings O, and Oy, we define the shared invariant for concurrent simulation of S¢. ;; by S{pq
wrt. assembler information info;; as follows. We demand (i) that memory contents are equal for
all but the stack and code regions, that (ii) the shared addresses are equal, that (iii) the read-only
addresses on the MIPS level contain all read-only addresses from C-IL plus the code region,
and (iv) that all units own the same addresses on the MIPS level as on the C-IL level plus the

individual stack region.

shared—invﬁ%s((mh, Sh, Rh, Oh), infOlL, (mIL, S[L, ﬂ[L, O[L)) =
(i) mplsn 2 =my
(i) Sp=3Swn
(iii) Ry =Ry UCR
(vi) ¥p € Ny On(p) = Op(p) U StR),

Thus we obtain concurrent simulation framework (RSnMIPS,Sé_IL,shared—invf/h%s) for which As-

sumptions [T}f3] are to be proven. Again, as we do not know the C-IL compilation function, the
part of Assumption [T] demanding that the compilation preserves safety wrt. the memory access

. . . . . C-IL
ownership policy cannot be discharged here. The proof of the preservation of shared-invype.,
Assumptions [2]and 3| can be found in [Baul4].

Proving Safety Transfer

It remains to prove that for the MIPS simulation of an ownership-safe C-IL computation we can
also find a safe ownership annotation. In order to apply our programming discipline, we need to
instantiate the safety property P and Q. For all configuration ¢j; € KS?:.IL’ cMIPS € Ksﬁms and
the step @ we have the following axillary definitions. The corresponding local C-IL and MIPS
configuration is defined as

p=a.s
ci, = (Te-M.m, cip.Mup.s) = (M, 5)

cmips, = ([ei.-M.ml, evps.up.c) = (m, ¢)
The next instruction in the local MIPS configuration is defined as
I = ceyvips, .m(emips, - pe)
The next statement in the local C-IL configuration is defined as

stmt = StMtyer (T, cILp)
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The value of the corresponding counter is defined as

nj, clL.M.u,,.n

nMIPS CMIPS - M.u p-1

Then we define the updated temporaries by read or rmw in both machines

.0

m =vala,t) Nae B¥ v

a : stmt=(e=¢)N][e]

Vi = rmw™?

ity (stmt,a,u,v,r, p,in)

1 :  otherwise
9 (e, p) = .My Ry 41 > Vi)

Naps(emips, p) = emips-M.ttp I (Lnygps+1 > D(Rpyps+1 = v(emps,-m(ealemps, -¢; 1))))

Definition 5.79 (Safety Property at C-IL Level) If the next step is an 7O step then (i) the dirty
bit should be cleared for volatile reads. (ii) the ownership annotations are generated by a function
ogcco'ﬁﬂ with local components. The safety property P, .c. is defined as

: = @.io —
Yeq € ng_[L- Pog%L(clL) a.io

(Volr?’e(stmt) — ety DA

(a.Acq,a.Loc,a.Rel) = ogg(;iL(c[Lp.s, ﬁ}L(clL, P)

We instantiate predicate P as following to fulfill the simulation hypothesis:
P(cp) = PogE,;iL(CIL) A Wfp(C[L.M) A cp-Up.SC

Definition 5.80 (Safety Property at MIPS Level) Since at the MIPS level we already defined
the safety property in the last section, we use it to instantiate the predicate Q.

O(emips) = P, pures (cmips)

The instantiated safety property P and Q only depend on local components of the corre-
sponding configuration. Thus, we can transfer the property by theorem[5.77] Next, we want to
identically transfer the ownership annotations from C-IL to MIPS.

Ownership Identity Mapping Assuming we have one C-IL configuration ¢;; and one MIPS
configuration cyps. The following compiler consistency relation is satisfied.

consisciL(cr,, 7, 0, infoy, cmips,)

'The ownership annotation generation function 0ogST is an abstraction of specification codes (or ghost codes)
which are used to update the specification states (or ghost codes). In a C verifier like VCC, the code to be verified
is annotated with specification codes and specification states. The definition of 0gS" depends on the specific
annotated program and the specific C verifier.
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From the definition of C-IL control consistency consisCC”_’fIi’ Ol(CILP, infoyr, cmips,) We know that

CMIPS,, - PC points to the start of the compiled code for the current statement in the C-IL machine.
If we keep stepping the unit p of both machines then from the property of ¢p/ we know that each
J0O point of C-IL machine has a counterpart in the MIPS machine. We let the corresponding
configurations be ¢} ps and ¢, . As a consequence, we have:

CvaPS,, .pc = volma(r, 0, infoy; ft,,p(c;Lp), loc,(,p(c;Lp))

We define the value of ogMIPS (pips. <€ Ips (€1 P)) @8
P

C-IL, ’ ’
08cos (CIL,,'S’ 1 (Cpps» P))

MIPS

In the remaining portion of this paragraph, we will state the function og/,; > is well defined.

What we need to prove is for

e an initial MIPS Cosmos machine ¢?

MIps € Ks

n
MIPS

e an initial C-IL Cosmos machine COC-IL € Kgn

e a MIPS Cosmos machine computation «
e a C-IL program 7 and a parameter infoc_y.
e an instantiated concurrent simulation framework and property

which fulfill the Cosmos model simulation theorem. We need to prove there exists a unique
C-IL Cosmos machine computation which simulations «. The only non-determinism during the
execution might come from the intrinsic 7mw. The input depends on the result of the comparing
between the read value and the compare value. Thus, the rmw does not introduce any non-
determinism, and the uniqueness of the execution trace is guaranteed.

Safety Transfer Since ownership state is extended identically going from C-IL to MIPS, us-
ing the following facts, we can justify that compiled safe code does not break the memory access
policy.

e The compiled code is placed in the code region, which is the only target of instruction
fetch for well-behaved code. Moreover, we do not have self-modifying code. Therefore,
only instructions generated by the C-IL compiler are executed.

e For any implementation of a C-IL statement only the stack and the memory footprints
of the involved expressions may be read or written. Note that this does not follow from
compiler consistency for intermediate computation steps.

e [ocal variables are allocated in the stack region which is owned by the executing compu-
tation unit. Therefore, if local variable accesses are compiled, so that they access only the
stack, the operation is ownership-safe.
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e Since there is at most one 7O step per-consistency block where ownership can change,
the ownership state for the 7O step and all previous local steps is the same and by the
shared invariant consistent with the ownership state on the C-IL level before the 7O step.
Similarly, all successor steps of the 7O operation are computed with the same ownership
state that is consistent by the shared invariant with the ownership state after the 7O step
on the C-IL level.

e As the same shared memory addresses are accessed wrt. the same ownership state, the
ownership-safety of memory access can be transferred.

This finishes our instantiation of the concurrent simulation framework between MIPS and C-IL
as well as the chapter on concurrent simulation.

298



Conclusion and Future Work

6.1 Conclusion

To the best of our knowledge, this thesis presents the first store buffer reduction theorem with
MMU, as well as the first application of the theorem on ISA level and C level. In this thesis,
we first proposed a programming discipline that guarantees the SC execution on a TSO machine
with MMU. We formally defined an SB machine model and an abstract machine model. Under
the programming discipline, we proved the store buffer reduction theorem with MMU, which is
a simulation theorem between the abstract machine and the SB machine. We also introduced the
ownership theory to make our proof go through. In the remainder of this thesis, we introduced
four kinds of ISAs.

e MIPS-86. To apply the SB reduction theorem to ISA level, An ISA named MIPS-86 is
introduced, which is a MIPS core with the x86/64 like memory system (including MMU
and SB).

o SB reduced MIPS-86. After applied the SB reduction theorem with MMU to MIPS-86,
we obtained the SB reduced MIPS-86, which is MIPS-86 without the SB.

e SB MIPS. This kind of ISA is introduced for user program in which the MMU and inter-
rupts are invisible. SB MIPS is MIPS-86 without the MMU and interrupts.

e MIPS. After applied the SB reduction theorem to SB MIPS, we got the MIPS ISA, which
is MIPS-86 without the SB, the MMU and interrupts.

In the next portion of this thesis, we applied the SB reduction theorem with MMU to the ISA
level. We introduced MIPS-86 as well as the SB reduced MIPS-86 ISA. We also instantiated the
abstract machine and the SB machine with an ISA very alike to MIPS-86. The main difference
is that in the instantiated machine, the execution of one instruction is divided up to five phases,
while in the MIPS-86 machine, each instruction is atomic. As a consequence, by applying we
mean that

1. simulate the MIPS-86 machine execution with an SB machine execution, which is trivial
and omitted in this thesis.

2. simulate the abstract machine execution with an SB reduced MIPS-86 machine execu-
tion. First, we need to provide the ownership semantics to the MIPS-86 machine. As a
consequence, we introduced the Cosmos model and instantiated it with the SB reduced
MIPS-86 machine (we called it the SB reduced MIPS-86 Cosmos machine) which gives
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us the semantics with ownership. Then, we proved a simulation theorem between the SB
reduced MIPS-86 Cosmos machine and the instantiated abstract machine.

In the last portion of the thesis, we applied the SB reduction theorem to the parallel C level for
user programs. Since the MMU is not visible for a user program, we tailored our previous results
for the machines without MMUs. We also introduced the C-IL and instantiated the Cosmos
machine with a C-IL machine. At last we presented a simulation between a MIPS Cosmos
machineﬂ and a C-IL Cosmos machine. With the series of the simulation theorems, we mapped
the programming discipline to the parallel C level.

The conclusion section is ended by revisiting the first two examples mentioned in Chapter
[Il We apply the programming discipline to these examples with identical initial conditions and
argue that the SC is maintained.

T1: al:=1 T2: a2:=1
FENCE FENCE
if(a2==0) if(al==0)
critical section critical section

In the first example, a FENCE instruction is inserted between the shared variable write and read
according to the programming discipline. In this case, when the program reaches the if state-
ment, we can be sure that at least one of the stores already emerged from its SB which only
allow one thread to enter the critical section. The SC is maintained in this example.

T1: pte2.p:=0 MMUI: ptel.a:=1
FENCE tl:= pte2
t0:=ptel.a

Consider the same TSO execution as in Chapter [T| where the steps of the thread are executed
before the steps of the MMU. The inserted FENCE guarantees the updating of pte2.p is visible
to the MMU and results a page fault both in the SC execution and the TSO execution.

6.2 Future Work

As it is mentioned in Chapter [I] one initial goal of our thesis was to apply the SB reduction
theorem with MMU to the parallel C program that modifies the page table. We switched the goal
due to the lack of the multicore compiler correctness theorem with MMU. Thus, our possible
future work is to present and prove that theorem which includes:

o areordering theorem with MMU. Unlike the local processor steps, the MMU steps can be
advanced but not postponed because of the monotonicity of TLBs. Also, both the global
order of MMU steps from different processors and the local order of the MMU steps from
one processor must be maintained during the reordering. We can use the same technology
as in Chapter [4] by postponing all the local processor steps as far as possible for finite
computations.

'A Cosmos machine instantiated with MIPS.
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e a sequential compiler correctness theorem with MMU. After reordering, we can obtain
this theorem by inserting new compiler consistency points before and after each MMU
step.
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